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1. B

AT OpenLDAP IC & 2 38aF — N —FRtE (LDAP <~ A% —, AL — 7H4mK) OMHFICET 2404
K¢,

—fEM a2y ROMAAFFEFICOWTUE, SV T R 27 OR=a 7R EIfE->TLIESn, &
7=, smbldap-tools |Z Dy IR D JIISCE 2 BHI L 72 S 0y,

11 SR

[

AREOWRIREUILI T 27220 £9. SIHHIC O W UIEHEFFRICHR S N A REEICHEbE TS0,

Pl

e OS
o Red Hat Enterprise Linux 4 (x86/x86_64)
m AN NEIAT
o [FIUANIMDYTIT2THAVAL—)V] BEIR (WAZ <A X7 L)
m  SELinux
o X
B I AT TG
o R
o T 4LV RNUH—N—
o openldap-2.3.43-1.4_ OSSTECH
o VAL —H—/N—
o FRANY
®  master.example.co.jp
o IP7RL=A
m 10.1.0.10/24
o AL —TH—/N—
o KA
m slave.example.co.jp
o IP7RL=A
m 10.1.0.11/24

o EHANy I — Y DIRIFEYFT
o /root/RPMS/

1.2 BENRT A4

EICALANCIITDONRTG A =2 P EL 7,

1L%E5 1
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|| 1.2.1 LDAP base suffix

LDAPRX—Z - %74 9 7 A& JELET, NIV -AMEEICHET L2 LATEETH i
WEUAR () THYISEN/ZZDNS KA A V&% de=TCCX > THL £9, < ZTdeldDomain
Component Z#ZkL T £ 9, de LMD ou:Organization Unit X c:country,o:organization |Z35E L
RNTLES N,

(de LISN%2 R 3 % & smbldap-tools 2S&Ef{EL 722 &% 0 £97)

o [ 7=l
o dc=example.co.jp (de="TIX t/] &5 Turigiy)

Il 122 LDAPEHE, HHE ThZhosz2y—F

LDAP % — N— &R E > 22— —, RNZ2T—=RERELFT. [AFICAL —TH—N—AD
HHl (7)Y 2—H— NZT— R PRELF T,

1123 Rx40%

smbldap-tools Z {{fF{ L. LDAP = —H#—OEM 217 PRI LE L) £9., Samba %7 7 A )LH¥—
W= LTHHLBRWESITEECIEH Y F¥ A, 44k Samba % 7 7 A VY — "= L THIHT 2
AREMM D I R AL D AOEENRNEL 725 L OITREL TLEE Y, (MEERRICEET LIS
W EEE A S

AETEHLATDONRT A =T Zffi 5 TIFELL 77,

NTAS B = - PR

LDAP base suffix dc=example,dc=co,dc=jp

LDAP EH o — % — Manager

master-pass
LDAP B H /NAT — | (KRN AT — NEASCFE - INSCF
N g?%ﬁx@iﬁﬁf%oa@%ﬁ:?&%%

LDAP ] 2 — ¥ — replica

secret
LDAP HREZE N2 T — | (kg 20— RTINS -
N ?()?&HX@?&%“C%oE@%L:TN%“G

Windows K X 4 >% |LDAPTEST
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2. Ny r—VHEA

ZZTlH OSDOA VA R—ILKTLTBY, MUy r =YD AFE TR T LTS EAVEL
Li’g‘o

Wtk Ny = VIR MISRESN TR T,
/root/RPMS/cent4_openldap23/openldap-2.3.43-1.4_OSSTECH.el4. i386. rpm
/root/RPMS/cent4 openldap23/openldap—clients—2.3.43-1.4 OSSTECH.el4.1386. rpm
/root/RPMS/cent4 openldap23/openldap—devel-2.3.43-1.4 OSSTECH.el4.i386. rpm
/root/RPMS/cent4 openldap23/openldap—-servers—2.3.43-1.4 OSSTECH.el4. 1386. rpm
/root/RPMS/cent4 _openldap23/openldap—-servers—sql—2.3.43-1.4 OSSTECH.el4. 1386. rpm
/root,/RPMS/cent4 openldap23/compat—openldap—2.3.43 2.2.29-1.2 OSSTECH.el4. i386. rpm

/root/RPMS/smbldap-tools/smbldap-tools—0.9.2-1.14_OSSTECH. i386. rpm
/root/RPMS/smbldap-tools/per1-Crypt—SmbHash—0. 12-1.2.1_OSSTECH. noarch. rpm
/root/RPMS/smbldap—tools/perl-10-Socket—SSL-0.999-1.1 OSSTECH.noarch.rpm
/root/RPMS/smbldap—tools/per1-Net-SSLeay—1.25-3.1 OSSTECH. 1386. rpm

il v D8y r =T R BAT HERTEET HETPH Y £7,

2.1 openldap

DI T @75y 7r — V3 openldap-devel % 1 > A b =)V T LR L 75 /8y r — Y CF, openldap &
Ny lr =Dk A VAN VT DLANCTOZDONy F =Dk L VA R—)VA A=Y (CD b L 1T
DVD) LU0 A YAR—ILLTBNOTLZEN,

cyrus—sasl-devel-2.1.19-14.i386. rpm

T, DToXy r—=JFSRHRHLECADT, RET 4 L2 NUMDSHIBRL TLZS W,
openldap—servers—sql-2.3.43-1.4 OSSTECH.el4. i386. rpm

PITo=z< > RicTopenldap 28l /Ny r—2IC L £7,
# cd /root/RPMS/cent4 openldap23
# rpm -Uvh *

2Ny fr— A 3
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2.2 smbldap-tools

DL N3y 77 — 21 smbldap-tools, perl-Crypt-SmbHash % 1 > A ~ — )V T L FRICDE L 70D 78y
Jr—3T 9, smbldap-tools. perl-Crypt-SmbHash & /X 77— % 4 A N =)V T LHNCTH Z D
W lr =% A VAR=)IVA A=Y (CDBHLLIEDVD) LAV AR=LTHBNTL S,

perl-Digest—SHA1-2.07-5.1386. rpm
per1-LDAP-0. 31-5. noarch. rpm
per1—-Convert—ASN1-0. 18-3. noarch. rpm
per1-XML-SAX-0. 12-7.noarch. rpm

per |-XML-NamespaceSupport—1.08-6.noarch. rpm

F72. DI T8y 7 —¥ 13 smbldap-tools I C TLS Z{§i [ 2 7-@i1c e 72 ) £,

per1-10-Socket—SSL-0.999-1.1 OSSTECH.noarch. rpm
per1-Net-SSLeay—-1.25-3.1 OSSTECH. i386. rpm

DI Tz > KiZC smbldap-tools. perl-Crypt-SmbHash. perl-IO-Socket-SSL. perl-Net-SSLeay
(i S AR/ A Tl D= S BN

# cd /root/RPMS/smbldap—tools
# rpm —ivh *

DL RIC Tl Sy r — Y I AIT5E T T,

2Ny fr— A 4
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3. LDAP ¥ — N — iRk Et

OpenLDAP % FJH L 7= LDAP ¥ — N — Okl 24/ L £ 90T, HEHICHE L 72 REL IR L T< /2
Iy,

31 EFHER

LDAP % —N—=231 HEOHENK T, 77— 7 —OHH - Bl L TIURb £TOTILRMENH Y

¥

FEA.

LDAPH — { —
(A 5—)

Y

32 RRE— - AL —THR

LDAP ¥ — N— D EMEH T LD, <AF—+ AL —TD2HTHKRT L HETT, AL—7
Y= N—=DF —F —|FTHHEEIC L > THETERSINE T,

OpenLDAP TlIH —~ DAY —H — = L R T S22z, THIIUR IS~ A Y — P — X —{Tif L
TTHORERH Y T, TD/ed, IAF =P = N=ME T 5 e EHUWIEE 1T Z e TERLl R
DEJ,

[X] 3.1.: ALK

FHIEOTUEM M F L2 EICE. S —NR—=CVF5AF Y T NI =2T7REAL, A —
P — N—DEEFAERIIIT —NN—2 VX2 T, LDAP O A X =i T&E 5 L HICT 5 LEN
HYFET,

3.LDAP - — N — J#k i3t 5
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LDAPT —) i — LDARH — f—
(RAE—) (A=)
[ -

¥ i
N =

ARH A8

[X] 832.: VA& — « XL — TIHk

33 AV —TFH—N—0DiBn
LDAP ZERotfin=se, Lo N e SicEbe T,

LDAP DAL — TH— =BT 52 &MTx
EJc
ORI THEHU I ZF = —N—ICEF L ET DT, F—F —OEFEEHINE T 503
WHET,

LDAPT — {—
(TA5—)

LDAaPH — {— LDARH —/ i —
(AL —2) (AL —7)

L] 8.8.: XL — TH— N—DiHJ]

3.LDAP #— N —f#k s
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4. IV — N —FRIFEOHEE (OpenLDAP)

TAL =Y = N=I5 AL —TH—/N—ADLDAP T  J O &#IT syncrepl FR T £ T,

KNRF 2 A NTHEL TG A =F 720810 TUILL T A RELZSIHLIZE 0,
e OpenLDAP EHE N A R
http://wwwbf.biglobe.ne.jp/~inachi/openldap/admin23/index-ja.html

e Red Hat Enterprise Linux4 V7 7 L > AN A R
http://www.redhat.com/docs/manuals/enterprise/RHEL-4-Manual/ja/ref-guide/

41 RRAF—Y—N—DRE
FITAY =P = N—DHERICOWTIER L £9, [TRERLFHET 7 AWVTLI T TF,

1| 41.1 Ietclopenldapl/slapd.conf

Z D7 7 A )ViE OpenLDAP @ LDAP ¥ — B2 % £t 9 % slapd 7 —E L DHIET 7 A IV TT, XEMN
IR NTG A—=HIFLI T &) £,

e include /etc/openldap/schema/samba.schema

smbldap-tools %z F]H T 2 72912, samba D A ¥ — < HEMNVEL ) T DT, LIToA
F—vREZIENL £,

include /etc/openldap/schema/samba. schema

e suffix NI RX—%
BHEPCOHHREL - LDAP base suffix Z35EL £,

suffix "dc=example,dc=co,dc=jp”

e rootdn NT RA—%
H SN COREL /- LDAP &1 2 — 4 — @ DN(Distinguished Name : i} Z) 215 EL 7,

rootdn "cn=Manager,dc=example,dc=co,dc=jp”
® rootpw /NT A —H

HONPLOREL-LDAPEHED A2 T — REHFEL 7.

rootpw master—pass

4. G — N —FI O (OpenLDAP) !
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® access /NTAXA—H
LDAP 15D 7 7 & ARERZ REL £,
LDAP EH a2 —4— LDAP H#la—4#—~ D DN OEEDO ALl TLZ S0,
access to *
by dn="cn=replica,dc=example, dc=co,dc=jp" read
by * break
access to *
by dn="cn=Manager,dc=example, dc=co,dc=jp” write
by * break
access to attrs=userPassword
by anonymous auth
by self =w
by * none
access to *

by * read

e overlay syncprov. syncprov-sessionlog /X5 X — % —
HRIFEREZ H N T 572912, syncprov MEREZR ZEL £7,
overlay syncprov

syncprov-sessionlog 128

| 412 LDAP 2 5S4 7V FDHRE

0S @z — W — | EHR R % LDAP AR H CRMT 572012, OSEZLDAP 7 547> e L THEL £
7,

HENVEIRT 7 A VE, (RD 4T 7 A VT,
e /etc/openldap/ldap.conf
o OpenLDAP® =z~ KHDHKET 7 A IV
e /etc/ldap.conf
o mnss_ldap, pam_ldap €Y 2 — )VHDEET 7 A )V
e /etc/nsswitch.conf
0 F—LY—EAAAL v FDHKET 7 A
o /etc/pam.d/system-auth
o PAM:EalitiE” 7 A )V

4. G — N —FI O (OpenLDAP) ®



© 0SS

INHDT 7 A IVDOFRIEICIT autheonfig 2~ > RZH L £9. (RHELS5 LIf% Tl authconfig-tui =
<> RTT, )

\# authconfig

rfﬂ]@uﬁf 22— —® o TLDAP Z{IiH . [8ak) o [LDAPEGEZMH] . Ta—An
AL I AT ICF = B L0MER L ET, F= v 2R TNEF =y 72D F7,

Z740E) fRERE) TR MED I0@ ~T(H)

Winbind % {&F

R OEE T LDAP % — R —D7R 2 h % &, LDAP ® [XR—2ZDNJ & L Cbase suffix #{FEL £7,
RA NG TRIHT 2 LDAP Y —~—% T ] (hr=) KUY TIFET S Z &£ T, LDAPRW&Gb
TONRAEHET S M TEET,

R D LDAP b — N— 235 E L 7255, IFEL ZIEE T, IDAP Y — A=l EbEZ2 L ETOT
AN —H—=N—=P 5L AL ET.

4. ZHEF Y — N —EHE O (OpenLDAP) 9
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42 AV —TH—NR—DHE
RICA L — T = N— DRI OWTIEL 7,

Il 4.2.1 letclopenldap/slapd.conf
Z D7 7 4 )i OpenLDAP & LDAP ¥ — b Z 42t 9% slapd 7 —F >V DRIET 7 A )V TT, EM
WL NTG A =TI T e £7,

e include /etc/openldap/schema/samba.schema

smbldap-tools % f] 7 5 /=12, samba O A% — X ENVELR D LT DT, DDA
F—wEREML £,

include /etc/openldap/schema/samba. schema

e suffix NI RA—%
H oL OHREL /= LDAP base suffix Z45EL £9.

suffix “dc=example, dc=co,dc=jp”
e rootdn NI X —%

B 5D LOHREL 72 LDAP & = — — o DN(Distinguished Name : il 2)245EL £7°.

rootdn “cn=Manager, dc=example,dc=co,dc=jp”

4GB — N —FEE O ST (OpenLDAP) 10
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rootpw /NT A—%
HOEMNLOREL - LDAPEH HEDONAT — REZHEEL £,

rootpw master—pass

access /NT A —%
LDAP {5 7 7 & 2 MR & & L 7,
LDAP &2 — 4 —  LDAP fH#l2—4— D DN OZEHDO LK L T E S0,
access to *
by * break
access to attrs=userPassword
by anonymous auth
by * none
access to *
by * read

syncrepl /NT XA —%
LDAP 15RO B %175 & 0 EHH 2 REL £, provider (¥ A% —H—/3—D URLLT
ARANLT) . searchbase (HEiT5 > hV) | binddn (¥ A% —H— N—~bind T 5 &
#1%) | credentials (HHED N2 T —R) OEFDOALEL TL 72 &0,
syncrepl rid=1
provider="1dap://master.example.co. jp/”
type=refreshAndPersist
retry="5 10 30 +”
searchbase="dc=example, dc=co, dc=jp”
scope=sub
schemachecking=off
binddn="cn=replica,dc=example, dc=co,dc=jp”
bindmethod=simple

credentials=secret

e updateref /NT X —%

< AH —HP—N—DURI ZEEL F7.

updateref "ldap://master.example.co. jp/”

4GB — N —FEE O ST (OpenLDAP) 11
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Il 42.2 slapd.conf IS DFET 7 A IV

/etc/openldap/slapd.conf PISDFNET 7 A WIZLA T T, RHENARTIEY ALY —H— "= 18% K
WTEDLLHY FEA,

1

e /etc/openldap/ldap.conf

o ldapZ 947> LTOFKET 7 AV
e /etc/ldap.conf

o ldapZ7 947 hE L TDOXRET 7 A \(nss_ldap H)
e /etc/msswitch.conf

0O VATALTF—HAR—ZAL 2 =LY —E2AZAAL v FDOEET 7 A I

e /etc/pam.d/system-auth
o PAM:EEiET 7 A )V

v 2 = N—HRIC, REEORET » AV LD 2P = EET AR Toa<y K
HFAL %7

# authconfig

RAIDEH OFHENTIET A =P —N—DFEL[E LT,

b

Zr4(E) WRE) FEN) RO 70 ~F(H)

Winbind #{&F

Winbind 2% {#H
o—Ah N2 45

KICLDAPH— N—®DIP 7 KL A, LDAP base suffix # A/JL £9. (BN SIHT A —N"—%
HY —N—(AL =T =N TEHD, AL—TH—N—DIPT7 RLANLILAL T,

4GB — N —FEE O ST (OpenLDAP) 12
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Zr4u(B) wRE) FRNV) mED 70 ~AF(H)
authconfig 4.6.10 — (c) 1999-2005 Red Hat, Inc.

| LDAP E327F ¢

[#] TLS #{&H
e A N cub_main
e N M dc—examp | &, dc=co, de=jp

ab>»/<Alt-Tab>» JH

4GB — N —FEE O ST (OpenLDAP) 13
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5. OpenLDAP @ TLS & E

LDAP [ZIB{E 2 XL TITo 7280, v b =7 2@lisnLe]genH Y £, €2 T, LDAP DI
{2 % TLS(Transport Layer Security)|Z J > CHg51Ld 5 Z &M TE £ 7,

LDAP o 51biciE. LDAPSIC L 4312 & StartTLS IC L 2if{E 0 2 FfNH 0 £ 7,

LDAPS Cl3ifEAR— K& L CLDAP ® 389 FCl37e < 636 B FIHL. Hi %ﬁﬂL1aﬁwi7
—75. StartTLS ZFJH L 72154, WfEAR— K& L CLDAP ® 389 FHx# A L 9728, BEDREAIC
Iy T —3 g (70, TLSISHIEL T AR SIS {LR{E 2TV E T,

51 HEEHEOMER

LDAP %" — X—AD7 7 2% TLS(SSL) IC957-8. FEDEKRE A4 >V A N =IO W TFERL
T, NETIE., T7I9AXR=- " RRETOFHZEEL T 729, N2 iREEE (CA, Certificate
Authority) ®FJH Tl <, BCEFEAEZAH L ZZEHEFICOWTofigie 7 ) £7°,

HOE O IHE 24T 51213 openssl I~ > KD req 72~ R x509 47> a v EHIFEL

F£9, DIME w27 —H—1N— HOHCEFLMIAE 7 v A Ve WER 7 v AV EAKT L3~ R
FATY, WEHOZENDL 7 7 A VONFITH —HITRWHEL WL D FELZEL 7.,

# openssl req \
-x509 \

-newkey rsa:2048

—nodes \

—keyout master,example,co, jp,key

—out _master, example, co, jp.pem \

*/ST=Tokyo/L=Shinagawa—ku/0=0SSTECH/OU=development/CN=master, example, co. jp”

FKITTHELUTDORA Yy E=IDNFRREN, v2AF =V —N"— HoHCELIAEY 7 1)V
master.example.co.jp.pem. V&L~ 7 1 )L master.example.co.jp.key 23V S E T,

Generating a 2048 bit RSA private key

writing new private key to 'master.example.co. jp.key’

ARk LT, AL —TH—N"— HoHCELHEHFE WERZAEKRL 7. ZOFBRIE—RKACN OFf
Me AL =TV —=N—DRAMLICLET, £z, itiHFHE. WEEHO 7y A NVEZOLEEL £9,
RlZ< A —H—N—TEEL TROERTA)

\# openssl req \
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—newkey rsa:2048

—nodes \

—keyout,_slave, example, co. jp.key

>, €O, jp.pem \

-0
—days 3650 \
—-subj "/C=JP/ST=Tokyo/L=Shinagawa—ku/0=0SSTECH/OU=development/CN=slave, example.co. jp”

openssl 2~ > NG A =GO EKITKOMEY T

® req
o NBEANDEFELER (CSR) 2 EKT bz oYTa< R,
e -x509

o FHEREZAKETIC, HOCEFEAOIMMNEZ LKL TET,
® -newkey rsa:2048

o WRTOEKREIER, BELUHEOME (RSA) LR (2048 £y ) DIFE,
e -nodes

o FLEH & T g IR
e -keyout master.example.co.jp.key

o AEXTLIWEHOLI DT 7 ANH, (77 A NEITEE)
e -out master.example.co.jp.pem

o AT L2HCEFLMNFOH o7 v AN, (77 AIVEIFE)
e -days 3650

o ARKY 4 HCOF GitIHE oM. (HE)

o . BIEITHL 30 HLD,
e -subj"--FI%--/CN=master.example.co.jp"

o GEIHFICEHEE N LY A b okl ¥ (DN, Ditinguished Name).

o —#&% (CN, Common Name) OfilEHR A b ZICTHLEND 5,

o TIAXR=NTOMHATHLD., AL DEITHEETITR,

FEIHEONAEIE openssl 2> K x509 7 a~ 2 RTHERT 2 2 &M TE T, TiloFE o
F OIS, AEIEOFITED Mssuer] OREIC, FEUITRAS [Subject) O TR, GHIEHOHMIN
1% 'Validity) ¥ Not Before] @ HIEf/>5 [Not After] O HIFE T& 7 £9 (HARFFE Tl

73  WHEHFR TRR E N5 AU,

\# openssl x509 -noout —text —in master.example.co. jp.pem
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Certificate:
Data:
Version: 3 (0x2)
Serial Number: 0 (0x0)
Signature Algorithm: md5WithRSAEncryption

Issuer: C=JP, ST=Tokyo, L=Shinagawa—ku, O=0SSTECH, OU=development,
CN=master.example. co. jp

Validity
Not Before: Feb 27 01:08:03 2008 GMT
Not After : Mar 28 01:08:03 2008 GMT

Subject: C=JP, ST=Tokyo, L=Shinagawa-ku, O=0SSTECH, OU=development,
CN=master.example. co. jp

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)
DL TR

52 GIAZLNEBROBE (AT —H—1—)

RAY =Y = NG FEWEEZ A A=V LET, I, AV T L7 BUICAEKRL
AEUHE R L b DL L ET,

NS, A A=V T 4 L7 MY ZWEEFRL £, WEROA A =T LY R
(/etc/openldap/private) D /X — 3 v o g v & VN —TICTHFEL &, AV —TH ==l blakkic
)EH%L jivg‘o

# mkdir /etc/openldap/private
# chmod 750 /etc/openldap/private

# chgrp ldap /etc/openldap/private

TR COAIHE % BELE DatHE & L T /etc/openldap/cacerts 121 > A b — )L L £ 9 (CA.pem &\ 9
77 ANVEIHER). EHEZEERD D A

# cat master,example,co. jp.pem >> /etc/openldap/cacerts/CA, pem

# cat slave,example,co, jp.pem >> /etc/openldap/cacerts/CA, pem

# scp /etc/openldap/cacerts/CA,.pem slave:/etc/openldap/cacerts/CA. pem

HARA N OGEIHE % /etc/openldap/cacerts 12, HARA b OfE% /etc/openldap/private |21 > A
M=Vl E7.,

# cp master,example,co, jp.pem /etc/openldap/cacerts

# cp master,example,co, jp.key /etc/openldap/private
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/etc/openldap/slapd.conf @ TLSCACertificateFile, TLSCertificateFile. TLSCertificateKeyFile /¥
TA=HIIIRAY =Y = N—DOHLAWF N ISR ZIFEL £7.

TLSCACertificateFile /etc/openldap/cacerts/CA.pem
TLSCertificateFile /etc/openldap/cacerts/master.example.co. jp.pem

TLSCertificateKeyFile /etc/openldap/private/master.example.co. jp.key

53 AHBLAEBRORE (RV—TH—/3—)

AV —=TH = N—GEHF SR Z A A N — VL £, DI OZIACIEAER L 723HIHE & st
MAVYET 4 VI RVICHL2bDELET,

gl \4/2F*Wﬁ@?4V7FU%LHWWLiT WERDOA AN =N T 1 LI R
(/fetc/openldap/private) D/N— 3 v > g v & VN — T THFEELIZ S0,

¥ mk

# chmod 750 /etc/openldap/private

# cherp ldap /etc/openldap/private

IR COEEHE %2R OREIHE & L T /etc/openldap/cacerts 121 > A b —)LU L £ 9 (CA.pem &9
Ty ANBIMEEDT 7 A NEEDT LI LM TEET), HETEFRH A,

# cat master.example,co. jp.pem >> /etc/openldap/cacerts/CA. pem

# cat lave.example,co, jp.pem >> /etc/openldap/cacerts/CA, pem

HAA N DGEIHE % /etc/openldap/cacerts 12, HARA N DK% /etc/openldap/private |21 > A
=Ll £,

# cp slave.example.co. jp.pem /etc/openldap/cacerts

# cp_slave.example.co. jp.key /etc/openldap/private

/etc/openldap/slapd.conf @ TLSCACertificateFile, TLSCertificateFile. TLSCertificateKeyFile /N
T A= HICHCAFHF W ISR 2 EEL £,

TLSCACertificateFile /etc/openldap/cacerts/CA.pem
TLSCertificateFile /etc/openldap/cacerts/slave.example.co. jp.pen
TLSCertificateKeyFile /etc/openldap/private/slave.example.co. jp.key

HASMM®M@$%MV~?#~N”)

TLS % % L. LDAPS il 2 L 7215 @Q%%Tﬂﬁ?éLf%LMﬁSﬁ&uT%?é
VEZRH Y £, ZD/z, slapd.conf ® URI a?“ L CW 2 [EFT % 1dap 7° 5 1daps IS HE T 5 V52
mWHY ET,
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® syncrepl /NT A—%

LDAP 5RO B8 A2 175 o EHHZREL £7 ., provider (¥ A% —%—1"—® URLWT
ARANET) . searchbase (HHliT5 T~ hV) . binddn (¥ A% —H%—/N—~bind T 5 &
#il#) | credentials (HHE D N2 T — R) OEHORLERHL TL IS0,

syncrepl rid=1
provider="1daps://master.example. co. jp/” — ldaps iICZH#E
type=refreshAndPersist
retry="5 10 30 +”
searchbase="dc=example, dc=co, dc=jp”
scope=sub
schemacheck ing=of f
binddn="cn=replica,dc=example,dc=co,dc=jp”
bindmethod=simple

credentials=secret

e updateref /NT X —%
Y AL =Y —=N—=DURI ZHEL £,

updateref ”ldaps://master.example.co. jp/” — ldaps ICEH

55 LDAP 7 547 hDHRE

| 551 =2 % —H—N—

TLS ZFJf7 5157, authconfig 2~ > K® LDAP ¥ — N— % &ET [T, [TLS % A
F v 7% A, LDAPY — X—dD7KR A %, LDAP base suffix # AJJL £7., FHET S LDAP
P—=N—=DKRANGIE, BV —AN—=%ET LD, B —N"—2oFELET.

T/, BAADMZIFEHEIIEE L 72— %% (CN, Common Name) |29 5 LWERH Y 7,
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1552 2V —TFH—N—

TLS % H]HJ 5157, authconfig 2~ > KD LDAP H — /N — % ET S| ¢, [TLS % {1
F v 7% AN, LDAPY —R—DFRA MY, LDAPbase suffix # A/JL ¥ 9. 22 TChb<w Ay —
P —N—[afflc B — =6 AL £9,
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rootd@ main:~

Z74(E) RRE) FTr) wWEI 71 ~ITF(H)

. Inc.

| LDAP 322E |

[¥] TLS ®#{&H
—si—: BN EL]
e N A de—examp | &, dc=co,_dc=jp

abd/<Alt-Tab> T HEIOBE

< AH —H— N—[dlfk. authconfig A~ > RTIELLTDONRT A —F —WNHESNEFRLADOT, FHiC
TIEIEL TLZ&E0n,

o URI NN X—-%
LDAP % ——® URI 25 EL £,
URI ldaps://slave.example.co. jp/ ldaps://master.example.co. jp/
o TLS_CACERT /N7 X—2%
AL ARt R OREIE 2R EL £,
TLS_CACERT /etc/openldap/cacerts/CA.pem

e /etc/ldap.conf
o uri NTA—F
LDAP % — N—o® URI {5 EL £7.

uri ldaps://slave.example.co. jp/ ldaps://master.example.co. jp/
o tls_cacertfile /XTI X —%

AR L 72RO AR EL £
tls_cacertfile /etc/openldap/cacerts/CA.pem
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6. Fa—=VINRFTRA—F—

6.1 EAIBRE

MRS A Z R A BEIC T 2720, RIS 8IS 2ET H 2 e TE LT,
o | DBEN

index objectClass eq, pres
index ou,cn,mail, surname, givenname eq, pres, sub
index uid eq, pres, sub

FHERTET L&, MBTERHOWREN W] LL T2, =2 MY OEMIFICHGIOER L LEE 0L 0,
EHTOMEREZMN L £7.

L7edis> T ANERZRANTHEL 20 K218 E 2T 05 RH D £7,

/etc/openldap/slapd.conf OZEG | E % 2 L 724513, slapindex =2~ > R T A% HAEK T 2 LENH
D ¥9, RIOBHIFROBICIE, slapd Z{F1EL T, (Roa<w >y REFITLET,

‘# /usr/sbin/slapindex

slapindex 2~ > K& 3179 5 &, /var/lib/ldap it T D &G D7 7 A IVSHEHF S E T HY, root = —
B — T slapindex #FATT 2 &, 77 A IVDORTHEN root ICEHE SN, slapd O FHEERFICH# & 72 0
£,

L7275 T, slapindex 35¢ [ L 72 %, chown 2~ > K C/var/lib/ldap it T @ 7 v A )V OFTH % % ldap
AP CEET LI e EENRNTL SN,

‘# chown -R ldap:ldap /var/lib/ldap/*

6.2 Xy v vaRE
OpenLDAP @ slapd |3, LDAPDO T hU%2F» vy v a2 LTRIFLET, FrvvadFa—=v
LT RDNTGA=H =L ETHI LN TEET,

checkpoint 512 5

cachesize 500

idlcachesize 1500

TNTNDONT A—F = TROBH|ERL £7.
e checkpoint [F /XA K] [4}]
o TFELLEYAZXDT —F—MTF =4 —R=ZADF v v v allHFZAENL, FFEL
MREELze &I, Fov 2R MUBICES>TT—2RXR=Z2DF vy v T a5 1 A
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ZICHEAEN, Fov IV RA Y MBI UV Iy araZiditikshEd,
e cachesize [T > b UK
o slapd S A€V LI FAORETHRIFTLOXF vy v P20y NUREIEELET., 2o

Frvyaloxry bk, FHARCZ Y MY OIS RE R =0, JEFICESHRICUL
ManEd,

e idlcachesize [T kU %]

O ATy I AX ¥y al L TXEVIRIFIRERT > b URESFEL £7 . MEEHTA
YTy 7 AR AT HBOMREICE L £,

6.3 BDBEE

OpenLDAP 785 — ¥ — 2 #&if1 2 BDB D F 2 — =2 F DI=0Il, IRONTA—=F —=FETDL I &

MTEET,
e BDB DO/ T A — & —ES|
dbconfig set_cachesize 0 8388608 0
dbconfig set_lk max objects 5000
dbconfig set lk max locks 5000
dbconfig set_lk _max_lockers 5000
dbconfig set flags DB LOG AUTOREMOVE
dbconfig set lg regionmax 1048576
dbconfig set_lg_max 104857600
dbconfig set lg bsize 20971520

INTNDNRT A =5 —TROEGKERL 7,
e set_cachesize [X /A R [NA R[22 N
0 AEVICF vy v vadTdbT—4—0V A XX AL NETIHEL £7,
0 AEVICXF Yy v vaddbT—F—DV% A X" NP TIHFEL £7.

o FryTaDPIEMKT O AL MIZIFEL £, 0. £33 1 245EL 255,
XyyYaflBekN1o0 7 XA N THKRSNET,

o XHARALKREANAAL NDEGEHY A XN, BDBOX ¥ v ad L THHIH, ImKk4XHNA
NECIRET AW TEET,

e set_lk_max_objects [£Ufi]

o BDB ClEM y 7 7zl HMaEe T4 7Y =7 MIDKKRELIEEL £7.
o set_lk_max_locks [%X{F]

o BDBTHv 7 ZFHolgEery 7 O KEZTEEL £,
e set_lk_max_lockers [ZUfE]

o BDBTHvyZZFTT ATV = MOIKIBZIFEL £,

6. T2 —=2 NI A= — 22



© 0SS

6.4

set_flags [N T X — % —]
o BDBICHk ¢ ahkpEZEL £,
m DB_LOG_AUTOREMOVE
o BDBWAEICh->7/zm 7 v A )Wk HEICHIRL £7,
set_lg_regionmax [/N 1 K]

0 T—H—R=AHHENLET7ANLGEFT Y v aTblODRAEY) YA XEIFEL £
7,

set_lg max [/NA1 ]

o 12blVoar 7y ANDEKY A Xk A4 NENVTIHEEL £7.,
set_lg_bsize [N 1 b]

o BUEREZEX Yy V2L TBLEODRAEY YA XN, N TIFEL £,

[6] B 432 o 2

OpenLDAP TlZ, slapd (2§54t C & A [ARHZMAY 2 2 XA NVIFICRE S £ 9. RHEL4/CentOS4
THED openldap /N v 7 — U TClE, I KEIRHEMAUET 7 4V b D 1024 | E SN T ET, BOHE
Ny r =V Tl e KIERHZ e 2 16384 ISR L TH VD £7°,

Mt openldap /3w 7 — ¥ Tl K[AIRFMmR & 3 E 4 121, Jete/sysconfig/ldap 7 7 f )L'C ulimit
A<y REFITTDLEDICHETLLENHY £,

# echo 'ulimit -n 16384° >>/etc/sysconfig/ldap

LDAP 7 A4 7 > N6 LDAP Y —N—|lffws iz y v a vk, 72547 > M S IHRIICY]
Krs e dhid, il cEEe 0V Ed, 2oko, 2ROy Y a VRSN E Ik -T
L ¥ 58 5121E, slapd.conf @ idletimeout /X7 X —% — T, 74 N)VIREED & v v 3 > % HEHICL]
Kid 2k ICHET LI LA TEET,

idletimeout /X X — % — |3, P CIEEL. 0 25 EL ST HEI Tl TbhEt A, /27
74V MEIZO0 s TnET,
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7. 22—V —EBRFRHOMERE (smbldap-tools)

22— — & 4#12 smbldap-tools % fI/ [ 3% 729, smbldap-tools D EMNVEIC/ Y £,

71 RAF—Y—N—flOHRE

ZZTIETAY =Y = N—HIOFEICOWTHEH L £9°, F91% KN X A > SID(Security Identifier) %
E%é/{g\ L/ i bg‘o

XA —F—N—TPToa<y REFmL 7.

# service ldap start

# net getlocalsid

TLELTDOEIICRKAAL D SID BFoRENET, (SID DEIFFRIEZ L ICEDY £9)
SID for domain MASTER is: S—1-5-21-2888749833-2609368007-2065259343
ZNT, RAA > SIDIES-1-5-21-2888749833-2609368007-2065259343 & HEL F L 7-.

Il 7.1.1 letc/smbldap-tools/smbldap.conf
DTy AN —/TN—T Thr NEHY —)U (smbldap-tools) DFXET 7 A VT, X
HONET 7 ANEY 2=V =L HETLEMIL T 20 £,
e SID NNTIRXA—%#
net getlocalsid 2~ > R CHFK/RENIZ N A A SID ZIFEL £,
SID="S-1-5-21-2888749833-2609368007-2065259343"

e sambaDomain T XA —%
HOENPLOHREL - Windows KA A VZEIFEL 7.
sambaDomain="LDAPTEST”

e slaveLDAP /XT A —%
I LDAP ¥ — N— DR A NEERELET., (HYV—N"—DKRANY)

slaveLDAP="master.example.co. jp”

e masterLDAP NJ XA —%
YA == N—DRA N LERELET., (B —A—DRA )

slaveLDAP="master.example.co. jp”

e cafile "NTA—%
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AR L 72EREL R OREIRE 2 fREL £7,
cafile="/etc/openldap/cacerts/CA.pen”

e suffix NTRXA—%
H 5P HRIEL 72 LDAP base suffix #15EL £7.

suffix="dc=example, dc=co,dc=jp”

Il 7.1.2 Ietc/smbldap-toolsismbldap_bind.conf

OpenLDAP ~® bind 22— —/NAT— K OFET 7 ANTT, REXEDHKEZ 7 AINVEY 12—
WL ET LEFTEL N2 £,
e slaveDN. masterDN /XT X—%

HOMNUOREL - LDAP EH 2 —% —dD DN Z4FEL £7. ZNid/etc/openldap/slapd.conf
IHEE L 7z rootdn /3T X — % L[] —& L £7,

slaveDN="cn=Manager, dc=example, dc=co,dc=jp”

masterDN="cn=Manager, dc=example, dc=co, dc=jp”

o slavePw. masterPw NI X —4%

HOENUORELZLDAP EM 2 —H —D DN Z4FEL £7, = hlid/etc/openldap/slapd.conf
ICHREL 7z rootdn /N T A — % LJi]—& L7,

slavePw=master—pass

masterPw=master—pass

72 AV—TH—N—HoOBRE
ZITEAL =T = R—{lOFEIC O TR L £7.

1] 7.2.1 letc/smbldap-tools/smbldap.conf

DTy ANFZ—Y—/TN—T 7Thor NEHY —)L (smbldap-tools) DXET 7 A )V TT, ZD
T 7 AIVTR AT =P — N—{l| & D FEETIX slaveLDAP NI X=X DR TT, T AH —H—
N—HloT7 7 A NEaL—ZDTOXREELHEL TIIZE N,

e slaveLDAP /XT A —%
IS LDAP U — N—DR A ML 2fRELET., (HV—N—DFhR A M)

slavelDAP="slave.example.co. jp”
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| 722 KX A SIDOHE

FIFEDRAAL VSIDMED TO ARy RCAL—TH—N—CHELFET. ZhickH— =
AU R XA SID# >z e 7,

# net setlocalsid S-1-5-21-2888749833-2609368007-2065259343

HER. DIToa<x sy RICTCRAA Y SIDBEESNTWADRERL £

# net getlocalsid

SID for domain MASTER is: S-1-5-21-2888749833-2609368007-2065259343
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8. 75T —% — D&

CZETT Il OFEIFKTLELL,

PTFoa<wy ReE<x 24— —N—=TFETL. LDAPYV —N~FIHF— 22 AL 7. (Ho-a
IClE Samba OEHET Y > M EEFEEL £9, SEld Samba ZHH L FEADTEEL 20> & root
2= — 205 &I %N E T Administrator Z{5EL £9., -b b samba il THHL 9., ¥ A
MERIFICMTT 27 v he 9, )

‘# smbldap-populate —a Administrator -b Guest —1 998 -m 512

TI—MREL, EFICT 2R ATER0ESIE, smbldap.conf DRE%L L < HERL TLE &0,
LDAP OXEZ#H>TLEWT —F WL T 2 & S FLI T L D15 72 A LDAP 5 — % ZHk4 L
Er

# service ldap stop

# rm /var/lib/ldap/*

# service ldap start

FEETCLDAP 57 — ZI3HATCL ¥ 9 O TCHJ%. smbldap-populate 7~ > R%ZFE(TL T F W,

KIZ LDAP iZ HMP%ﬂn~$w\@@:~ﬁw%%ﬁbiﬁo:@‘ﬁ’iLMFGDMth
Interchange Format) & WHOFRD 7 » A V& HHL £9., addldif &> 7 7 A NV EDLTOHNE
ERRL £,

dn: cn=Manager,dc=example, dc=co, dc=jp

objectClass: simpleSecurityObject

objectClass: organizationalRole

cn: Manager

description: LDAP administrator

userPassword: {SSHA}m/K5p7bFcRmDE5IselOL700yV8WImY jL

dn: cn=replica,dc=example, dc=co,dc=jp
objectClass: simpleSecurityObject
objectClass: organizationalRole

cn: replica

description: LDAP replication user

userPassword: {SSHA}KIPfZ6KBnO2Dkv/sq/khPaHLN jdLvJVX

CZTCEETLEAILIT &m0 £,
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HOMPLOREL - LDAPEH 22— —D DN 2$FEL £

dn: cn=Manager,dc=example, dc=co, dc=jp

LDAPEH a2 —V —pa—HP—-ZLE2iFEL £7.

cn: Manager

ILDAPEHEDO AR AT — RNy aLbo®RiFEL £,
userPassword: {SSHA}m/K5p7bFcRmDE5IselOL700yV8WImY jL

JelF & REL 72 LDAP il —+% — o DN 25 EL 7,

dn: cn=replica,dc=example, dc=co,dc=jp

LDAP H#flla -V —Da—HF—-ZZ2fFEL £7.

cn: replica

LDAP EIHDNAT = RKEeNy v a LlzboREELET,
userPassword: {SSHA}KIPfZ6KBnO2Dkv/sq/khPaHLN jdLvJVX

Ny Y anNAT—=RiFPToa<sy RE4AERLET,
# slappasswd —s secret,
(FIANIDT 4 —<v RMSSHA & 72> T ET)

RAFY—N— AL — T —N—HCLDAP # HilLE|L £ 7., LDAP b — N—[fkic, < A% —
H—N—TPToa<wy R&2EHEL., HEL - addldif 7 7 £ V% LDAP ®F — &% X— A NI &4 L
Eca

# service ldap restart

# ldapadd -x -W -D_ “cn=Manager, dc=example,dc=co,dc=jp” -f add, Idif

INAT — K& AJJZRD 5N5 DT, Manager 21—V —DNAT—R%Z 2 ATILET, =5 -0
IRENIZWIPERL TLESwy, 22C, DA TV gy CHREL TWba—¥—id, LDAPEM 21—
P —DDNZIFEL £,

Il 811 HAURER

Z ZFTTLDAP OIARZENKT L, ~AF —, AL —7HIC LDAP ¥ — \—8Edf L Tur 5 REE
TY, Z 2TV —AN—ERICERR WD Toa<y RCHRELET., (avy N2ETT 5
DIFELLDY—N—THHOERA)

# ldapsearch -x -W -D_“cn=Manager,dc=example,dc=co,dc=jp” -h 10.0.1.11 > slave.ldif

# ldapsearch —x -W -D “cn=Manager,dc=example, dc=co,dc=jp” -h 10,0.1.10 > master, Idif
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\# diff -u master,ldif slave,ldif

INAT — R%&E AJ1%RO 515 DT, Manager 21— H —DNAT—RKEZ2FANLET, 22T, -D
A7 g il LDAPEH 22— - DN Z1FEL £,

FETTEEN RN E DR T E 26, WY — /N —dD/etc/openldap/slapd.conf J U rootpw D17 % HlfR
LEJ, HIRE. &9 % 1dap Z FtcEi L. LDAP Oi%fie &SR S EEL TW B hER L £ 9,

e openldap DiCE]

# service ldap restart |

o fifuhfEid

# ldapsearch -x -W -D__“cn=Manager,dc=example,dc=co,dc=jp" -LLL -h 10.0.1,11

# ldapsearch —x -W -D_“cn=Manager,dc=example,dc=co,dc=jp" -LLL -h 10.0.1.10

NAT— K& ASJERD 65N5H DT, Manager 2—H —DNZAT— RZ 2K ASJLET, 22T, -D
T 72 g icld. LDAPEH 22— —o0 DN #f5EL £7.

F 7z, OS#NIFFIC LDAPH— N— D7 & A% Cd) 9 5 %512, chkeonfig 2~ > REFATL £,
(MH = N=TFEEL T FEW)

\# chkconfig ldap on \

PLET~2% = AL — THKOFEAEY — N —fIEK T ¢,
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9. 1y OIE

LDAP % —N—ona 7 Z G L 7cWihE, RORERZITVWET,

9.1 syslog D&E

LDAP % — N—(slapd)i&. 7 7 # U b T facility @ locald & L Tsyslog X v —Y %N /JL £, L
7235 T, syslog DF%ETlocald D X v ¥ — V&SRO REICT 2 ERH Y £,

LDAP H — \—o 11 7% /var/loglldap.log 7 7 A JVIZiC#k T 2 72812, Jfete/syslog.conf L) T D% E %
BILET., 77 ANVZDORICONTHENAL 7Y [ 1F a7 oAk 2720, ar
OEZHLILICT A AV Zsync T 52 &M<z DKETT,

local4.* -/var/log/ldap. log

syslog % FCH I L £ 9.

\# /sbin/service syslog restart

9.2 slapd.conf @ loglevel 2 FE

LDAP ¥ — X—od 11 713, /etc/openldap/slapd.conf @ loglevel /8T X — % —IZFEL =1 7551234
YBFrznarAyv—VBHishEd,
loglevel /55 2 — % —121E, Biffil. &L EF—T— RefEd s o e ex v, BB CIEET 25

Gl 10EEL LT 16ERTIREL £ 7., /2. BElon iR eicst L iz aid, #ilon
TRA=F —ZIFETHI LN TEET,

TRETE LMzl MORL £,

XTI E : OpenLDAP o1 7' /17 /Ny V& HIICFEZES N TBY, aZ 7t /izH5icd 5 AT,
FIHI o L)L 256710 ET H)LDAP H— N—AOBAFRMHENL TLEFVET, Zo0.
MRER B S A5 EIZa Z L)L none” 2 3RET HZ L 2L £,

Boii F—U—NK vk
(10 X /16 R

1(0x1) trace| EITF O Lo b L — 2
2 (0x2) packets | /N7y MO 7
4 (0x4) args | afillZe b L — 2
8 (0x8) conns| I3 7 v g VEMOO Y

16 (0x10) BER | ¥2{EL 7=\ y hora

32 (0x20) filter | M3 7 4 V5 — DD T

9. 7 7 DI F 30




© 0SS

64 (0x40) config | FXE T 7 A )V Ofra 7
128 (0x80) ACL|77+®Aaryba—onaZ
256 (0x100) stats | {puikido 7
512 (0x200) stats2| 7 7 A4 7 ML TRELZ > MY oay
1024 (0x400) shell |shell X 7 = Kor
2048 (0x800) parse| = kU fiffrowa 7
4096 (0x1000) cache | K
8192 (0x2000) index | A {#
16384 (0x4000) sync | [ D v 7
32768 (0x8000) nwe;ZfNWK%%ﬁ<W@éhéﬁﬁxvtﬁyuﬁﬁﬁﬁé
R
-1 any &Con
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10. LDAPBEHMONy 7 7 v S, YR LT

101 RNy Z 7w

LDAP 5o Ny 77w Tl main " — N—{| T cron 7 —E > #{FH L. #H ldapsearch =~ > RNi|Z
TLDIF #{Fik ¥ 2 2 e CHIIEL £, RKEICNy 77y T2 U T bW IV EEKRL TEHY
ES I

10.2 LDAPF— 2 R—Z2D Y NV —

LDAP # — =TT D & 5 fitlk2#E L 254, LDAP 7 — % X — Z(Berkley DB)IC N¥E 57037
L TLE[REEDSH O £,

e slapd MNECHL 2
o LDAPMZMNFATTE 0

CDOEIIRIINC T S TG DITOFIETT =2 X=2D ) W\ =2 R AR ET, b, v
B —H—=R—/Z L —TH— "=y FIEILECTT,

T, T AR T A NOEEVEEERAL £T,

‘# /usr/sbin/slapd_db_verify /var/lib/ldap/*.bdb

I =Ry —UVFoRShGGIE. LTOFHETT =2 RX=2) N =70 E T,

‘# /usr/sbin/slapd db recover -v -h /var/lib/ldap

ATy 7 A HEEL £9,

‘# /usr/sbin/slapindex -v

LDAP 57— RX—27 v A )VOME&E L V)V—T % ldap ICEHEL £7°,

‘# chown ldap:ldap /var/lib/ldap/*

LDAP ¥ — N—%Ef L 9,

‘# /sbin/service ldap restart

LDAP H— N—5EE L. S LDAP#{Fa~ > RIEEICFEITTCELHEGITY AU =1L ¢
WET,

ZoOFIHZINeL TURIFNT et &%, Kifio [10.3LDAP MROEIR; ) 25l T /LS
U,
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110.3 LDAP EH o EIHAE

LDAP # — /N — D F — &uwmmmmwcdb774wzbfﬁfém1mi? UL, FHOAL
WCEo CUFZDF—2IFHENTLEY 2N TEVET, BERTLE->BEGE~YAY—, AL —TF
FThZENUTOHETHEHIBEETLEE N,

11031 2v—JHloEIH

AV — TR DY — = |CFEENFAE L. S LDAP 7 — % Z Hafl S 2123 ToFIlE%2 KL <
IZ&W,

# service ldap stop
# rm —f /var/lib/ldap/*

# service ldap start

FlEE LTEP L0 £9, 7= EFICHE SN TN E I DEI Toavy KA s —,
AV —TZNZTNOEREZNE L F—F DLz L TL &,

# ldapsearch -x -W -D_“cn=Manager,dc=example,dc=co,dc=jp” -h 10.0.1.11 > slave.ldif

# ldapsearch —x -W -D “cn=Manager,dc=example,dc=co,dc=jp” -h 10,0,1.10 > master, Idif
# diff -u master, ldif slave,ldif

INAT — R%E AT1%3RK® 5% DT, Manager = —H —DNXZAT— K& 2 AL £, 22T, -D
F7 3121k, LDAPEH 22—+ —d DN 2{5EL 7.

— I ANETIREN D DI e PP P2 HERH V£ (F—F—RICKDET) .,

] 1032 w2% —floEIA
2 A S — DY — N CREEDNRAE L G OBIBFIEIE T 20 £,

# service ldap stop

# rm —f /var/lib/ldap/*

ldap % FEEE) 9 A HJIC. main ¥ — /N — D/etc/openldap/slapd.conf |Z rootpw DT % EL £,

# service ldap start

# ldapadd -x -W -D _“cn=Manager, dc=example,dc=co,dc=jp” - /opt/samba-
ldap backup/20080312, 1dif

INAT — K& A1ERD 65N5H DT, Manager 2 —H —DNZAT— REZ 2 ASILET, =I5
IRSNIRWPERL TL 72 &, Z2Z2C, DAY g > TCIEEL Wb a—¥ —%, LDAPEM 2 —
P —D DN ZIFEL £,

ZZTERTLLDIF 7 7y A VE, Ny 277w 7L Tw%LDIF 7 7 A ) (Jopt/samba-ldap_backup/
HAS1dif), EifFhcHdb AL —TH—=N—DF—% 7 7 )L (ldapsearch % A L — TH — N—[Z3f L
THhp) £b607 -2 —ZHHLTUHBOERA, FTLWHZ ZHAHIZS N,
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T2 —IHEELEKDD E LS, ok, AL—T7Hlb 103.1 2L —THIoEIH o FlE
Y, PR E T L TLE &,
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11. SLAMD 2 & 3 X7 + —< v R HE

LDAP ¥ — =D T 4 —< > ZAHEER1T D 72812, SLAMD & HiEh 5 87 4 —< > A f|IEY — )b
ZRHTAHZ M TEET, A= TlE SLAMD O AN 2 F I OWTERIHL £9°,

111 RiE

SLAMD X, H# D7 547> "6 LDAPH — N—|CEMARESELILMTEFT., T,
BRRAEHO 7 547> 2. LDAP % — =230 £ IS EIC 2 ) 9,

e SLAMD ¥ —/\—
o slamd-1.8.2

e OpenLDAP ¥ — /3 —
m openldap-2.3.27-8

11.2 FREHREE

I| 11.2.1 OpenLDAP % — N — D E
SLAMD 0¥ A k726 %% > r— R L 7= slamd-1.8.2.tar.gz % 8L £ 7,

\# tar xfz slamd-1.8.2.tar.gz

OpenLDAP HORET v A VA —L £,

\# cp._slamd/config/slamd, openldap.conf /etc/openldap/

/etc/openldap/slapd.conf DiRARICRDEZIEML £,

include /etc/openldap/slamd.openldap.conf

LDAP H — R — % Hiftfifi L £ 7,

\# /sbin/service ldap restart

SLAMD HHo x> kU % LDAPIC &% L £9. SLAMD HH=> ~ 1 & L T,
0=SLAMD,dc=example,dc=com ZFiX9 2 b D& L TabHL £9,

e slamd.ldif

dn: o=SLAMD, dc=example, dc=com

objectClass: organization
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o: SLAMD

slamd.ldif D>~V % ldapadd =2~ > R CiEfnL £7°,

# ldapadd —x -W -D__“cn=Manager, dc=example,dc=com” _~f sland.ldif

I| 11.2.2 SLAMD % — ~X— D 35E
Sun @4 k6. Linux fJJDK %247 va— KL, 4 v A k=L LT,

http:/[java.sun.com/javase/downloads/?intcmp=1281

# chmod 755 ./jdk—6ub-1inux—-i586-rpm,bin
# ./idk-6u5-1inux—i586-rpm,bin

SLAMD O A k6 &' > aa— R L /- slamd-1.8.2.tar.gz BB L £ 7,

\# tar xfz slamd-1.8,2.tar,gz

K27 ) T RN RREL T,
slamd/bin/startup.sh . slamd/bin/shutdown.sh OJCIEfTITICH HKDOITZHIFRL £,
echo "PLEASE EDIT THE $0 SCRIPT TO SPECIFY YOUR ENVIRONMENT CONFIGURATION”

exit 1

JAVA_HOME %, ROBFEICELEL £7,
JAVA _HOME=/usr/ java/jdkl.6.0 05/

SLAMD % — N—Ztff L £9,

# cd slamd/bin
% ./startup,sh

Web 75 75 C SLAMD ¥ —/N—® Web EHH|AICT 7 AL £,
http:/localhost:8080/slamd

NI O RES N TRz, There] OV 7% 7 ) v 7 L CGREMBANIFENIL 9.
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SLAMD Distributed Version 1.8.2
Load Generation Engine —

SLAMD Servlet Initialization Parameters

SLA'™MD

Distributed Load Generation Engine 1 1is section allows vou to configure the file-based configuration that is required to start the SLAMD server.

SLAMD Configuration
Job Class Path tmp/slamd webapps/slamd WEB-IINF /classes
SLAMD Server Status
Config Directory Address
SLAMD License
Config Directory Port 389
Config Directory Bind DN
Config Directory Bind Password
Configuration Base DN
Use SSL for Config Directory false
Blindly Trust anv SSL Certificate false
551 Key Store Location

SSL Key Store Password

[X] 11.1.: slamd D FJH{3EHIA]

LR oI ToEEZFEL £7,
e Config Directory Address
o 10.1.0.10
e Config Directory Bind DN
o cn=Manager,dc=example,dc=com
e Config Directory Bind Password
O ks
e Configuration Base DN
o 0=SLAMD,dc=example,dc=com

A4 ~ @ TAdd SLAMD Config] #7 V v 79 2% &, OpenLDAP # —/3N—|2 SLAMD O EN E i
ShET,

EAEMNTE T L7726, [SLAMD Server Status| OH[[A]® [Start SLAMD| # 27 Vv 7 L. SLAMD
ZHHBL 9,

| 11.23 SLAMD 7 547> FDRE
A% %795 SLAMD 2 54 7> k. $EOSLAMD 7 54 7> h %3 5 SLAMD 7 5 1 7 >

11.SLAMD [C J 357 4 —~ > ZHE 37



© 0SS

A=y —2ELET.
slamd-1.8.2.tar.gz Z @B L /=7 ¢+ L 7 NV ICEZ N T 5 slamd_client-1.8.2.tar.gz #EFH L £ 7,

lamd client-1,8,2, tar,gz

25472 NHDOFRET 7 A )L slamd/slamd_client/slamd_client.conf # % EL £,
SCIRATILICH 2 IRDAT R HIBR L £7,
echo "PLEASE EDIT slamd client.conf TO SPECIFY YOUR ENVIRONMENT CONFIGURATION”

exit 1

JAVA_HOME %#HEL £,
JAVA_HOME=/usr/java/jdk1.6.0 05/

SLAMD_ADDRESS % % &L £,
SLAMD_ADDRESS=127.0.0. 1

SLAMD 7 547> k&, SLAMD 7 547> k=3 —Y v —&fHIL £7,

# cd slamd/slamd client

# ./start_client manager.sh &

'11.3 SLAMD IC Xk 5 HIE

FHIA == —0d [Scheduledob] #27 Vw27 L., HIiEZITOYa TEIEIRL, Va2 EHLET,

BRI NYa7NE T T58, EHIX=a2—o [View Completed Jobs] 7S5 REMERLT L2 &
MWTEET,
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12. LDAP ZER LIV v NV - A v F v

KRETIZLDAP 235 L 72 v 7L - %A A v oM EZ{N L £7.

'12.1 Apache + mod_auth_tkt

Web - —/N—% Apache THink 9 5157, Apache @ mod_auth_tkt € = — )V % |95 = & T,
LDAPEGEZ AL 72> Y IV A A v KRBT 5 Z eI TE £,

LDAPT —/ i —
@ @
DLDAPEEE
Apache Apache
+ +
mod_auth_tki mod_auth_tkt

[@WebgEEL

|OFIAE |

[X] 12.1.: Apache + mod_auth_tkt (C k5> > 7 IW o4 > F >

122 SAMLIC KB Y V7 - B AL VA Y
SAML /3., OASIS THEEfLI N/ VT - A A D78 D XML BEEAAETT,

Web ¥ 1 b % SAML i1/ CHEERT 5 = & C, RHERE @O KA A VR THRET 5 2 & hulREIC
» £9. SAML X HTTP. SOAP CiEfz%#{T\ £,

PITE, SAMLIC &2 v 7 - B A 7 » okl ¢9 . HTTP #h Tik 545 SAML O&8aEE R
BN R 7§52 8T MMHOREEY — AN =12 K 2GR T 2 2 & 8a]REICZ2 D £
vg‘(}
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LDAPH —) i —  webth—ii—

@:?
|

V- ST | N
Webth —1i— @ @ Webtr—/i—
\/ SEIER |
AL A POk Web 7/ R B

[712.2.: SAML I 5 2 > 21 - 41 >4 > D ik flpull F51)

12.LDAP # L /=2 > 20 - Yo > F >
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13. LDAPGUI 7 54 7~ b O

e LDAP Browser Editor
o JavaX—ZDLDAP” 47> b
e phpldapadmin
o PHPICJL % Web 77 UH O LDAP 7 4 7 > b
e LDAP Explorer
o Windows 77U/ —3> g~
o http://sourceforge.net/projects/ldaptool
e Softerra LDAP Browser
o Windows 77U/ —3 g~
o HEHNE], FHHHEL GULY — )V, LDAP Administrator(f5{E)iC Tz

e JXplorer
o dJava7 IV —v g

o http://www.jxplorer.org/

18.LDAP GUI 2 51 7> h DI

41
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14. BEREZ7 7 ANV

SEOFENEEEGHEL T, a2 MEOW LK ONETHEIBL THY £7,

'14.1 master.example.co.jp. slave.example.co.jp L@ E

Il 14.1.1 Jetc/smbldap-tools/smbldap_bind.conf

slaveDN="cn=Manager, dc=example, dc=co,dc=jp”

slavePw=master—pass

masterDN="cn=Manager, dc=example, dc=co, dc=jp”

masterPw=master—pass

Il 14.1.2 JetcInsswitch.conf

passwd:
shadow:
group:
hosts:
bootparams:
ethers:
netmasks:
networks:
protocols:
rpc:
services:
netgroup:
publickey:
automount :

aliases:

files
files
files
files
files
files
files
files
files
files
files
files
files
files

files

ldap
Idap
ldap

dns

ldap

ldap
ldap

ldap

Il 14.1.3 Jetc/pam.d/system-auth

auth
auth
auth
auth
account

account

required

sufficient

sufficient

required

required

sufficient

14. BFtE 7 7 1A

/lib/security/$1SA/pam_env. so
/lib/security/$1SA/pam unix.so likeauth nullok
/lib/security/$1SA/pam_ldap.so use_first_pass
/1ib/security/$ISA/pam_deny. so
/1lib/security/$ISA/pam unix.so broken shadow
/1lib/security/$ISA/pam_localuser. so

42
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account sufficient /1lib/security/$ISA/pam_succeed if.so uid < 100 quiet

account [default=bad success=ok user_unknown=ignore] /lib/security/$I1SA/pam ldap.so
account required /lib/security/$1SA/pam_permit. so

password requisite /1lib/security/$ISA/pam _cracklib.so retry=3

password sufficient /1lib/security/$ISA/pam_unix.so nullok use authtok md5 shadow
password sufficient /1ib/security/$I1SA/pam_ldap.so use_authtok

password required /1ib/security/$I1SA/pam_deny. so
session required /lib/security/$I1SA/pam_limits. so
session required /1ib/security/$I1SA/pam_unix. so
session optional /1lib/security/$ISA/pam_ldap.so

14.2 master.example.co.jp

Il 14.2.1 Jetc/smbldap-tools/smbldap.conf

SID="5-1-5-21-2888749833-2609368007-2065259343"
sambaDoma in="LDAPTEST”
slaveLDAP="master.example.co. jp”
slavePort="389"
masterLDAP="master.example.co. jp”
masterPort="389"

ldapTLS="1"

verify="require”
cafile="/etc/openldap/cacerts/CA. pem”
clientcert=""

clientkey=""

suffix="dc=example, dc=co,dc=jp”
usersdn="ou=Users, ${suffix}”
computersdn="ou=Computers, $ {suffix}”
groupsdn="ou=Groups, ${suffix}”
idmapdn="ou=Idmap, ${suffix}”
sambaUnixIdPooldn="sambaDoma inName=${ sambaDomain}, ${suffix} "
scope="sub”

hash_encrypt="SSHA”
crypt_salt_format="%s"
userLoginShell="/bin/bash”
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userHome="/home/%U"
userHomeDirectoryMode="700"
userGecos="System User”

defaul tUserGid="513"

defaul tComputerGid="515"
skeletonDir="/etc/skel”

defaul tMaxPasswordAge="45"
userSmbHome="\\PDC-SRV\%U"
userProfile="\\PDC-SRV\profiles\%U"
userHomeDrive="H:"
userScript="1ogon.bat”
mailDomain="example.co. jp~
with_smbpasswd="0"
smbpasswd="/usr/bin/smbpasswd”
with_slappasswd="0"
slappasswd="/usr/sbin/slappasswd”
encoding="UTF-8”

OracleSES="0"

Il 14.2.2 Jetclidap.conf

base dc=example, dc=co,dc=jp

uri ldap://master.example.co. jp/ ldap://slave.example.co. jp/
ldap_version 3

timelimit 30

bind timelimit 5

bind_policy soft

idle timelimit 5

pam_password md5

tls_cacertfile /etc/openldap/cacerts/CA.pem

ssl start_tls

tls cacertdir /etc/openldap/cacerts

|| 14.2.3 Jetclopenldaplislapd.conf

include /etc/openldap/schema/core. schema
include /etc/openldap/schema/cosine. schema
include /etc/openldap/schema/nis. schema
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include /etc/openldap/schema/inetorgperson. schema
include /etc/openldap/schema/misc. schema

include /etc/openldap/schema/samba. schema

pidfile /var/run/openldap/slapd.pid

argsfile /var/run/openldap/slapd. args

threads 16

loglevel 0O

timelimit 30
idletimeout 10
sizelimit unlimited
TLSCACertificateFile /etc/openldap/cacerts/CA.pem
TLSCertificateFile /etc/openldap/cacerts/master.example.co. jp.pem
TLSCertificateKeyFile /etc/openldap/private/master.example.co. jp.key
access to *

by dn="cn=replica,dc=example,dc=co,dc=jp” read

by * break
access to *

by dn="cn=Manager, dc=example, dc=co,dc=jp” write

by * break
access to attrs=userPassword

by anonymous auth

by self =w

by * none

access to *

by * read
database bdb
suffix "dc=example, dc=co, dc=jp”
rootdn "cn=Manager, dc=example, dc=co, dc=jp”
rootpw master—pass (FXEUHILE, HICHIMR)
directory /var/1ib/1dap
mode 0640
lastmod on

checkpoint 512 5

cachesize 500

idlcachesize 1500

dbconfig set_cachesize 0 8388608 0
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dbconfig set 1k max objects 5000
dbconfig set 1k max locks 5000
dbconfig set 1k max lockers 5000
dbconfig set flags DB _LOG_AUTOREMOVE
dbconfig set_lg_regionmax 1048576
dbconfig set_lg max 104857600
dbconfig set lg bsize 20971520

index objectClass eq
index ou eq
index cn eq, sub
index sn eq
index uid eq
index displayName eq
index mail eq
index uidNumber eq
index gidNumber eq
index memberUID eq
index entryCSN eq
index entryUUID eq

overlay syncprov

syncprov-sessionlog 128

Il 14.2.4 Jetclopenldaplidap.conf

URI ldaps://master.example.co. jp/ ldaps://slave.example.co. jp/
SIZELIMIT 0
TIMELIMIT 0

BASE dc=example, dc=co, dc=jp
TLS CACERT /etc/openldap/cacerts/CA. pem
TLS CACERTDIR /etc/openldap/cacerts

1425 Ny 279 F2ar YTk
#!/bin/bash

sedai=2

DATE=$(date + %Y%m%d’ )

if [ ! -d /opt/samba—ldap_backup ]; then
mkdir /opt/samba—ldap backup
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fi

slapd conf="/etc/openldap/slapd.conf”

smbldap bind conf="/etc/smbldap—tools/smbldap bind.conf”
ldap bind dn="‘sed —n ’s/ "rootdn[ \t]x\("\)HF\(["71*[" \t”I\).*x$/\2/p’ "$slapd conf”*”

ldap_bind_secret="‘sed —n s/ masterPw=[ \t]x\("\)R\([""I*[" \t"I\).*$/\2/p’
"$smbldap bind conf”*”

ldap uri="‘sed -n s/ updateref[ \tI]:\("\)R\([""1x[" \t”I\).*x$/\2/p’ "$slapd conf”*”
" 1; then
ldap uri="1dap://127.0.0.1"

if [ x"$ldap uri” = x

fi
ldapsearch \
-LLL \
-H "$ldap_uri” \
—x -D "$ldap bind dn” -w "$ldap bind secret” \
> /opt/samba-1dap_backup/$DATE. 1dif
st=$?
if [ $st != 0 ]; then
echo ”” >> /var/log/messages
echo "#itH##H$DATE BACKUP ERROR##HE” >> /var/log/messages
echo ”” >> /var/log/messages
exit
fi
1dif=$(1s /opt/samba—ldap backup/*1dif | wc | awk ’{print $1}’)
count=$sedai
while [ $1dif —-gt $count ];

do
delfile=$(1s /opt/samba—ldap backup/*1dif | sort -n )
delfile=$(echo $delfile | awk ’{print $1})
/bin/rm —f $delfile
let count=count+l
done
exit 0

' 14.3 slave.example.co.jp

|| 14.3.1 Jetc/smbldap-tools/smbldap.conf
SID="S-1-5-21-2888749833-2609368007-2065259343"

14. BFtE 7 7 1A 47



© 0SS

sambaDoma in="LDAPTEST”
slaveLDAP="slave.example.co. jp”
slavePort="389"
masterLDAP="master.example.co. jp”
masterPort="389"

ldapTLS="1"

verify="require”
cafile="/etc/openldap/cacerts/CA. pem”
clientcert=""

clientkey=""
suffix="dc=example,dc=co,dc=jp”
usersdn="ou=Users, $ {suffix}”
computersdn="ou=Computers, $ {suffix}"”
groupsdn="ou=Groups, ${suffix}”
idmapdn="ou=Idmap, ${suffix}”
sambaUnixIdPooldn="sambaDoma inName=${ sambaDomain}, ${suffix} "
scope="sub”

hash_encrypt="SSHA”

crypt_salt format="%s"
userLoginShell="/bin/bash”
userHome="/home/%U"
userHomeDirectoryMode="700"
userGecos="System User”

defaul tUserGid="513"

defaul tComputerGid="515"
skeletonDir="/etc/skel”

defaul tMaxPasswordAge="45"
userSmbHome="\\PDC-SRV\%U"
userProfile="\\PDC-SRV\profiles\%U"
userHomeDrive="H:"
userScript="1ogon.bat”
mailDomain="example.co. jp~

with smbpasswd="0"
smbpasswd="/usr/bin/smbpasswd”
with_slappasswd="0"

slappasswd="/usr/sbin/slappasswd”
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encoding="UTF-8”
OracleSES="0"

1| 14.3.2 Jetclidap.conf

base dc=example,

uri ldap://slave.example.co. jp/ ldap://master.example.co. jp/

ldap_version 3
timelimit 30
bind timelimit 5
bind_policy soft
idle timelimit 5
pam_password md5
tls_cacertfile /
ssl start_tls

tls_cacertdir /e

dc=co, dc=jp

etc/openldap/cacerts/CA. pem

tc/openldap/cacerts

|| 14.3.3 Jetclopenldapl/slapd.conf

include
include
include
include
include
include
pidfile
argsfile
threads 16
loglevel 256
timelimit 30
idletimeout 10

sizelimit unlimi

/etc/openldap/schema/core. schema
/etc/openldap/schema/cosine. schema
/etc/openldap/schema/nis. schema
/etc/openldap/schema/inetorgperson. schema
/etc/openldap/schema/misc. schema
/etc/openldap/schema/samba. schema
/var/run/openldap/slapd. pid
/var/run/openldap/slapd. args

ted

TLSCACertificateFile /etc/openldap/cacerts/CA.pem

TLSCertificateFile /etc/openldap/cacerts/slave.example.co. jp.pem
TLSCertificateKeyFile /etc/openldap/private/slave.example.co. jp.key

access to *

by dn="cn=Manager, dc=example,dc=co,dc=jp" write

by * break
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access to attrs=userPassword
by anonymous auth
by * none

access to *

by * read
database bdb
suffix "dc=example, dc=co, dc=jp”
rootdn "cn=Manager, dc=example, dc=co, dc=jp”
rootpw master—pass (FXEYHILE. KICTHIFR)
directory /var/1ib/1dap
mode 0640
lastmod on

checkpoint 512 5

cachesize 500

idlcachesize 1000

dbconfig set_cachesize 0 8388608 0
dbconfig set 1k max objects 5000
dbconfig set 1k max locks 5000
dbconfig set lk max lockers 5000
dbconfig set flags DB LOG_AUTOREMOVE
dbconfig set_lg_regionmax 1048576
dbconfig set_lg max 104857600
dbconfig set lg bsize 20971520

index objectClass eq
index ou eq
index cn eq, sub
index sn eq
index uid eq
index displayName eq
index mail eq
index uidNumber eq
index gidNumber eq
index memberUID eq
index entryCSN eq
index entryUUID eq

syncrepl rid=1
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provider="1daps://master.example.co. jp/”
type=refreshAndPersist

retry="5 10 30 +”

searchbase="dc=example, dc=co,dc=jp”
scope=sub

schemachecking=of f
binddn="cn=replica, dc=example, dc=co,dc=jp”
bindmethod=simple

credentials=secret

updateref ”ldaps://master.example.co. jp/”

|| 14.3.4 Jetclopenldaplidap.conf

URI ldaps://slave.example.co. jp/ ldaps://master.example.co. jp/
SIZELIMIT 0
TIMELIMIT 0

BASE dc=example,dc=co, dc=jp
TLS CACERT /etc/openldap/cacerts/CA. pem
TLS_CACERTDIR /etc/openldap/cacerts
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