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\# echo -n “password” > passwd

T

# vim passwd

(/ARXRD—RZ&ESER U TRE)
# tr-d '\n' < passwd

BMTFOLOET 71 IVEEDE I (RECHITI-—FEEHEEA),
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\# export JAVA_HOME="/usr/java/default"

5, I-IJx VDA YRAL—5—&XTLET,

# cd /opt/osstech/share/openam-agent-apache22/bin
# ./agentadmin --install
Please read the following License Agreement carefully:

[Press <Enter> to continue...] or [Enter n To Finish]
n #nl ZAN

Do you completely agree with all the terms and conditions of this License

Agreement (yes/no): [nol: yes # lyes| &AM

Apache HTTP Server MERET 7T ILMFEET ST+ LOKVUD/IIREANLET,

Enter the complete path to the directory which is used by Apache Server to

store its configuration Files. This directory uniquely identifies the

Apache Server instance that is secured by this Agent.

[ ?:Help, !: Exit ]

Enter the Apache Server Config Directory Path [/opt/apache22/conf]: /etc/httpd/conf

OpenAM M URLEANLET,

Enter the URL where the OpenAM server is running. Please include the
deployment URI also as shown below:
(http://opensso.sample.com:58080/opensso)

[ ?: Help, < : Back, ! : Exit ]

OpenAM server URL: http://sso.example.co.jp:8080/openam

I—3J 1Y EOBET S Apache HTTP Server DURLEZE AN LE T, s, Kh—LES
(:80] OB EB/EL TV,

Enter the Agent URL as shown below: (http://agentl.sample.com:1234)
[ ?: Help, <:Back, ! : Exit ]
Agent URL: http://agent.example.co.jp:80

EfIIC OpenAMBITER L CTH ULz, I—I v FOT77ILOTFOT 71 ILBEASL
9,
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Enter the Agent profile name
[ ?: Help, <:Back, ! : Exit ]
Enter the Agent Profile name: apache22

I—J1VrDNRRT—RI71ILERBELZT T,

Enter the path to a file that contains the password to be used for identifying

the Agent.

[ ?: Help, < : Back, ! : Exit ]

Enter the path to the password file: /opt/osstech/share/openam-agent-apache22/passwd

CNETANUEISGA=I—DERBAVvE—INRKRRINT T, BAENALVEEE ML) &
BEBIRL EnterE ADLFE T,

SUMMARY OF YOUR RESPONSES

Apache Server Config Directory : /etc/httpd/conf

OpenAM server URL : http://sso.example.co.jp:8080/openam

Agent URL : http://agent.example.co.jp:80

Agent Profile name : apache22

Agent Profile Password file name : /opt/osstech/share/openam-agent-apache22/passwd

Verify your settings above and decide from the choices below.
1. Continue with Installation

2. Back to the last interaction

3. Start Over

4. Exit

Please make your selection [1]:

1V —)VOTREKRINE T,

Creating directory layout and configuring Agent file for Agent_001 instance ...DONE.

Reading data from file /opt/osstech/share/openam-agent-apache22/passwd and encrypting it
...DONE.

Generating audit log file name ...DONE.
Creating tag swapped OpenSSOAgentBootstrap.properties file for instance Agent_001 ...DONE.
Creating a backup for file /etc/httpd/conf/httpd.conf ...DONE.

Adding Agent parameters to
/opt/osstech/share/openam-agent-apache22/Agent_001/config/dsame.conf file ...DONE.

Adding Agent parameters to /etc/httpd/conf/httpd.conf file ...DONE.

SUMMARY OF AGENT INSTALLATION

4. —T—IJ T ~DTVR~—I 12
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7.

Agent instance name: Agent 001

Agent Bootstrap file location:
/opt/osstech/share/openam-agent-apache22/Agent_001/config/lOpenAMAgentBootstrap.properties
Agent Configuration Tag file location

/opt/osstech/share/openam-agent-
apache22/Agent_001/config/OpenAMAgentConfiguration.properties

Agent Audit directory location:
/opt/osstech/share/openam-agent-apache22/Agent_001/logs/audit
Agent Debug directory location:
/opt/osstech/share/openam-agent-apache22/Agent 001/logs/debug

Install log file location:
Jopt/osstech/share/openam-agent-apache22/installer-logs/audit/install.log

Thank you for using OpenAM Policy Agent

Apache HTTP Server (httpd)=#E&8L F 9,

Apache HTTP Server #8819 3(C(E. OpenAM T 3.1 I—I x> ~XO7 71 ILOAE
B OBERTT L TLVBRERHDET,
\# /sbin/service httpd start |

RE(ICHUT/IAXDT—R I 71 I)LZHIBRLE T,

\# rm /opt/osstech/share/openam-agent-apache22/passwd |

Apache HTTP Server (FBIICTI—I TV RCKDIRESINTUV B2, COREAAIERY 2 —&EEFE
UTULWELVIRRE) TP Ot X T BE,. 403 Forbidden| &3 (EF T,
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2012-07-26 10:59:19.569 Error 11007:7f441704b2d0 AuthService:
AuthService::processLoginStatus() Exception message=[invalid password] errorCode='103'
templateName=login_failed_template.jsp.

2012-07-26 11:02:47.983 Error 11009:7f441704b2d0 AuthService:
AuthService::processLoginStatus() Exception message=[Login Failed User not Active|
user_inactive.jsp] errorCode='104' templateName=user_inactive.jsp.

| 8.12x5-5-2

IS5—7—X RER. IROAEUTICRLET,

* Invalid password

[REG RUY—I—IJITVEERETNRIT—RICRDAHS
IR RUY—TI—IJITVEOBTYI~—)

* Login Failed User not Active

[REF RUI—I—I 1B TIEEN
PRl OpenAM MEEB IV —ILTRUIY—I—I IV EBMCTS

* An error occured while doing naming request. not found

R RUY—TI—I 1Y DERETH—/1— URL(OpenAM O URL)(CEED R D
pup-il R)Y—I—IJ T VOBTYI =
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+ Application user ID is not valid.

[RERH RUY—TI—IJITVFDERECI—IIVRTOT7TILORBICERD ARG
PuE U] RIY—TI—IJTVROBTYI—Ib
8.2 EEOY

" 8.2.1057#—Vwvk
EBEOINY Y FILEMTICRLED,
OpenAM Y —N—(cO5&EHHITIES

17BGOSNEBEZERLTVE T, RYOOTRFTOLINFRSINET—X, ROOATRT7 O
AMEBINZT —XTY,

#Fields: time Data LoginID ContextID IPAddr LogLevel Domain LoggedBy MessagelD ModuleName
NamelD HostName

"2012-07-20 12:30:46" "User demo was allowed access to
http://agent.example.co.jp:80/app/index.html." id=demo,ou=user,dc=opensso,dc=java,dc=net "Not
Available" "Not Available" INFO dc=opensso,dc=java,dc=net
id=apache22,ou=agent,dc=opensso,dc=java,dc=net "Not Available"
amAgent_agent_example_co_jp_80.log "Not Available" 172.16.43.1

"2012-07-20 12:38:46" "User demo was denied access to
http://agent.example.co.jp:80/app/index.html." id=demo,ou=user,dc=opensso,dc=java,dc=net "Not
Available" "Not Available" INFO dc=opensso,dc=java,dc=net
id=apache22,ou=agent,dc=opensso,dc=java,dc=net "Not Available"
amAgent_agent_example_co_jp_80.log "Not Available" 172.16.43.1

OpenAM MOT MEBFUTOED TY,

IHE e

time S

Data o5 ozE

LoginID OS5« >1—Y-mID
ContextlD twaVICEEMTSNZID
IPAddr IP7RLX

LogLevel o5 LAJu

Domain R

LoggedBy OJ&HALEI—Y—DID
MessagelD Xwt—J(CBEEM (5N ID
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ModuleName V1B
NamelD NamelD
HostName R4

I—-JxVrHBREBTIY—N—(cOTEHNIFIBS
ROOOTRT7 O IRHFRINZT —X ROOTRT7 O INEESINET —XTY,

2012-07-26 15:53:41.678 Info 12607:7f4785d752d0 LocalAuditLog: User demo was allowed
access to http://agent.example.co.jp:80/app/index.html.

2012-07-26 16:04:51.641 Info 12612:7f4785d752d0 LocalAuditLog: User demo was denied access
to http://agent.example.co.jp:80/app/index.html.
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