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‘# sudo -u tomcat /usr/share/tomcat6/bin/shutdown. sh |

3. MNRU—RT77ANVEAERRLET,

T— xR’ OpenAM Lil{E T ABREH 2/ SAT —R &7 7 A VICREIR L £, /SAT—RT7 74
JNIE—T 2 M UAN—VRHZD HILETHY | A AN—/LIRITHIBRL ThENER A, 7 XAT —
R7 7 A M/ RAT — R AL TR L FE T, 2SAY —R 7 7 A /LT Tk L, fTa—R &5 $70
WHEDTHAMENHVET, echo T~ RD"-n"F4 7 aretra<v  RaeliAL TSR —RT7 74

Ve LET,
‘# echo -n  “password” > passwd I
HLLE

# vim passwd
(INRTJ— F#Ek L TRHEF)
# tr -d "¥n' < passwd

LIFDIS27 7 AN ET (REICUATa— R E A EEA),

‘password I

P ETARRAT =R 77 AV OERIITE T T, s L7/ YA —Ri = — Y = MU A N— VIR R 5
LENTE—V =V MR ET 7 A IWVIRAFSILET S
4, TVl DAL AN—T—FFITLET,

# cd /opt/osstech/share/openam-agent-tomcat6/bin
# . /agentadmin ——instal |

Please read the following License Agreement carefully:

[Press <Enter> to continue...] or [Enter n To Finish]

n #Tn) ZAN

Do you completely agree with all the terms and conditions of this License
Agreement (yes/no): [nol: yes #t Tyes] EAR

Tomcat DFXET 7ANVIPFET DT AL IR DR ATJLET,

Enter the complete path to the directory which is used by Tomcat Server to
store its configuration Files. This directory uniquely identifies the
Tomcat Server instance that is secured by this Agent

[ ? : Help, ! : Exit ]

Enter the Tomcat Server Config Directory Path
[/opt/apache—tomcat—6. 0. 14/conf]: /usr/share/tomcat6/conf

OpenAM @ URL Z A FILET,

Enter the URL where the OpenSSO server is running. Please include the
deployment URI also as shown below:
(http://opensso. sample. com:58080/0pensso)

[ 2 : Help, < : Back, ! : Exit ]

OpenSSO server URL: http://sso.example. co. jp:8080/openam

4. R —o— 2 DA R — I 10
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CATALINA_HOME OF 4L 27 ) Z48EL £ T,

$CATALINA_HOME environment variable is the root of the tomcat
instal lation

[ 2 : Help, < : Back, ! : Exit ]

Enter the $CATALINA_HOME environment variable: /usr/share/tomcat6

Ry —x—V % Tomeat 2RI 3255813 true”, Bl § 257 7V /7r—Ta IR ET
AT false”Z AT £,

Choose yes to deploy the policy agent in the global web. xml file
[ 2 : Help, < : Back, ! : Exit ]
Instal| agent filter in global web.xml ? [true]: false

T—x O URL EZ AN LET,

Enter the Agent URL. Please include the deployment URI also as shown below:
(http://agent1. sample. com: 1234/agentapp)

[ 2 : Help, < : Back, ! : Exit ]

Agent URL: http://agent. example. co. jp:8080/agentapp

HHTZ OpenAM I CIER L TRV -, =2— = N a7 7LD a7 AN ANTTLET,

Enter the Agent profile name
[ 2 : Help, < : Back, ! : Exit ]
Enter the Agent Profile name: tomcat6

TV ONRAT =R 7 7 A )V EFRELE T,

Enter the path to a file that contains the password to be used for identifying
the Agent

[ 2 : Help, < : Back, ! : Exit ]

Enter the path to the password file: /opt/osstech/etc/openam-agent-tomcat6/passwd

CNETAD LI TA=Z—DREGBA Y B — U NERIRSNET, BIENRWGEIET1) 28R L Enter
A ANLET,

SUMMARY OF YOUR RESPONSES

Tomcat Server Config Directory : /usr/share/tomcat6/conf

OpenSSO server URL : http://sso. example. co. jp:8080/openam

$CATALINA_HOME environment variable : /usr/share/tomcat6

Tomcat global web.xml filter install : false

Agent URL : http://agent. example. co. jp:8080/agentapp

Agent Profile name : tomcat6

Agent Profile Password file name : /opt/osstech/etc/openam-agent—tomcat6/passwd

Verify your settings above and decide from the choices below.
1. Continue with Installation

2. Back to the last interaction

3. Start Over

4. Exit

Please make your selection [1]:

AV A= PERRSNET,
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© 0SS

Updating the /usr/share/tomcat6/bin/setenv. sh script with the
Agent configuration JVM option ...DONE
DONE.

Creating directory layout and configuring Agent file for Agent_001
instance ...DONE

Reading data from file /opt/osstech/etc/openam-agent—tomcat6/passwd and encrypting it
... DONE.

Generating audit log file name ...DONE.

Creating tag swapped OpenSSOAgentBootstrap. properties file for instance
Agent_001 ...DONE

Creating a backup for file /usr/share/tomcat6/conf/server. xml
... DONE.

Creating a backup for file /usr/share/tomcat6/conf/web. xml ...DONE.

Adding OpenSSO Tomcat Agent Realm to Server XML file :
/usr/share/tomcat6/conf/server. xml ... DONE

Adding filter to Global deployment descriptor file :
/usr/share/tomcat6/conf/web. xm| ...DONE

Adding OpenSSO Tomcat Agent Filter and Form login authentication to
selected Web applications ...DONE

SUMMARY OF AGENT INSTALLATION

Agent instance name: Agent_001

Agent Bootstrap file location:
/opt/osstech/share/openam-agent—tomcat6/Agent_001/config/OpenSSOAgentBootstrap. properties
Agent Configuration file location
/opt/osstech/share/openam-agent—tomcat6/Agent_001/config/0OpenSSOAgentConfiguration. properties
Agent Audit directory location:

/opt/osstech/share/openam-agent—tomcat6/Agent_001/logs/audit

Agent Debug directory location:

/opt/osstech/share/openam-agent—tomcat6/Agent_001/logs/debug

Install log file location:
/opt/osstech/share/openam-agent—tomcat6/instal ler—logs/audit/install. log

Thank you for using OpenSSO Policy Agent

5., ==V MDRET 4/VHZ I Tomeat B T2—V —D7i=b DT Vv AMEZHELET, “logs” 74 /L4%
AL FICIEESIALMER N LT,
# cd /opt/osstech/share/openam-agent-tomcat6

# chown -R root:tomcat Agent_ 001
# chmod -R g+w Agent_001/logs

4R — = DA R —IL 12
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6. =—2x "NV —2a D WAR 77 A /V% Tomeat I[ZEMEL £,

‘# cp /opt/osstech/share/openam-agent—-tomcat6/etc/agentapp. war /usr/share/tomcat6/webapps/

7. PREXGD WEB 77— 2@ web.xml ZFwELE T,

AV ARN—=F—DRE TR —x2— 2= b Tomeat I AL TWORWEES . WEB 77—
Talr® web.xml ZHEE T HMENBHVET, <webapp>F 7 D FITIROFREZBMLET,

Lfilter>
<filter—-name>Agent</filter—-name>
<display-name>Agent</display-name>
<{description>0penAM Policy Agent Filter</description>
<filter-class>com. sun. identity. agents. filter. AmAgentFilter</filter-class>

</filter>

<filter-mapping>
<filter—-name>Agent</filter—-name>
<ur l-patternd>/*</ur |-pattern>
<dispatcher>REQUEST</dispatcher>
<{dispatcher>INCLUDE</dispatcher>
{dispatcher >FORWARD</dispatcher>
<dispatcher>ERROR</dispatcher>

</filter-mapping>

8. Tomcat ZE#EL F7,

Tomcat Z E#ICHEEIT 5728121, OpenAM T3.1.1 =— = a7 7 AL OVERR IO EAEN 52
TLTCWALERHDET,

‘# sudo -u tomcat /usr/share/tomcat6/bin/startup. sh

EFICEEILZ5E . Tomeat (IZROBEZ A HSET,

# tail -n 1 /usr/share/tomcat6/logs/catalina. out
INFO: Server startup in 810 ms
# tail -n 7 /opt/osstech/share/openam-agent-tomcat6/Agent_001/logs/debug/debug. out

Version: 3.0.3

Revision: 3.0.3-X

Build Date: 2012XXXX

Build Machine: build-X. lan. ostech. co. jp

9. MEIGUTSAT—=R 77 AL ZHIRL £,

‘# rm /opt/osstech/etc/openam-agent-tomcat6/passwd

PLETR)Y ==V = DA A= L FHE T T,
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o NRU—NR (f: “password”)
o H—,X— URL (##]: “http://sso.example.co.jp:8080/openam”)
o m—Y =k URL (ff: “http://agent.example.co.jp:8080/agentapp”)

2. Tomact Zf&1ELF7,

‘# /shin/service tomcat6 stop |

3. MNRU—RT77ANVEAERRLET,

T— xS OpenAM L85 T ABUAE 32/ 32T —R &7 7 A USRI L £3, SAT—R T 74
NI T =T 2 MU AN VERIZDO BT THY A A= VRRITHIBRL THENER A, /SAT —
R7 7 A I/ RAT — R &L CRIRLFE T, 7SAT —R 7 7 A /LT CER L, dfTa—R &5 $70
WHEDTHAHNLENHDET, echo I~ RD”-n"F 7L ar0tra~v RaEfEHL TSR —R7 74

NEERRLET,
‘# echo -n  “password” > passwd I
HLLE

# vim passwd
(INRJ— K%k L TRF)
# tr —d "¥n" < passwd

LIFDES2T7 7 AN LR ETREICHATE—FEEZ HEEA),

‘password I

PL ECRRAT =R 7 7 AOVOVERUTSE T T, ik L7c/ SAY —R Lo — Y = M U AR— VIR IZIE 5
SN T—V =V bR TET 7 A R FSIET,

4, ==V DA AN—=T—HFITUET,

# cd /opt/osstech/share/openam—agent—tomcat6/bin

# . /agentadmin —instal |

Please read the following License Agreement carefully:

[Press <Enter> to continue...] or [Enter n To Finish]
n # n] #A%H

1Y —T = NDA RN 14
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Do you completely agree with all the terms and conditions of this License
Agreement (yes/no): [no]: yes # Tyes] EAA

Tomcat DFXET7 7AI/VINFAET DT AL TR DR R%E ATILET,

Enter the complete path to the directory which is used by Tomcat Server to
store its configuration Files. This directory uniquely identifies the
Tomcat Server instance that is secured by this Agent

[ 2 : Help, ! : Exit ]

Enter the Tomcat Server Config Directory Path
[/opt/apache-tomcat-6. 0. 14/conf]: /usr/share/tomcat6/conf

OpenAM @ URL Z A 1L E T,

Enter the URL where the OpenSSO server is running. Please include the
deployment URI also as shown below:
(http://opensso. sample. com:58080/0pensso)

[ 2 : Help, < : Back, ! : Exit ]

0penSSO server URL: http://sso.example. co. jp:8080/openam

CATALINA_HOME OF 4L 27 )z EL £,

$CATALINA_HOME environment variable is the root of the tomcat
instal lation

[ ?2 : Help, < : Back, ! : Exit ]

Enter the $CATALINA_HOME environment variable: /usr/share/tomcat6

RV —x— =M Tomeat 2ARICH H 428513 "true” B 927 7V — a ISR ET
AEAIT false”Z A ILET,

Choose yes to deploy the policy agent in the global web. xml file
[ 2 : Help, < : Back, ! : Exit ]
Instal| agent filter in global web. xml ? [true]: false

T— = O URL Z AN LET,

Enter the Agent URL. Please include the deployment URI also as shown below:
(http://agent1. sample. com:1234/agentapp)

[ 2 : Help, < : Back, ! : Exit ]

Agent URL: http://agent. example. co. jp:8080/agentapp

HHTZ OpenAM ICHERL L TRV -, =Z—V = Na7Z 7LD 7 a7 A V42 ATTLET,

Enter the Agent profile name
[ 2 : Help, < : Back, ! : Exit ]
Enter the Agent Profile name: tomcat6

T =2 hDORAT =R 7 7 A VEFRTELE T,

Enter the path to a file that contains the password to be used for identifying
the Agent.

[ 2 : Help, < : Back, ! : Exit ]

Enter the path to the password file: /opt/osstech/etc/openam-agent-tomcat6/passwd

ZNETAN LI TGA=Z— DR Ay B — U NFRRSNET, BIENRWG AR 28R Enter

4RV — = DA R L 15
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ZANLET,

SUMMARY OF YOUR RESPONSES

Tomcat Server Config Directory : /usr/share/tomcat6/conf

OpenSSO server URL : http://sso. example. co. jp:8080/openam

$CATALINA_HOME environment variable : /usr/share/tomcat6

Tomcat global web. xml filter install : false

Agent URL : http://agent. example. co. jp:8080/agentapp

Agent Profile name : tomcat6

Agent Profile Password file name : /opt/osstech/etc/openam-agent—tomcat6/passwd

Verify your settings above and decide from the choices below.
1. Continue with Installation

2. Back to the last interaction

3. Start Over

4. Exit

Please make your selection [1]:

AV AN AT NERINET,

Updating the /usr/share/tomcat6/bin/setenv. sh script with the
Agent configuration JVM option ...DONE.
DONE.

Creating directory layout and configuring Agent file for Agent_001
instance ...DONE

Reading data from file /opt/osstech/etc/openam-agent—tomcat6/passwd and encrypting it
... DONE.

Generating audit log file name ...DONE.

Creating tag swapped OpenSSOAgentBootstrap. properties file for instance
Agent_001 ...DONE

Creating a backup for file /usr/share/tomcat6/conf/server. xml
... DONE.

Creating a backup for file /usr/share/tomcat6/conf/web. xml ...DONE.

Adding OpenSSO Tomcat Agent Realm to Server XML file :
/usr/share/tomcat6/conf/server. xml ... DONE.

Adding filter to Global deployment descriptor file :
/usr/share/tomcat6/conf/web. xm| ...DONE

Adding OpenSSO Tomcat Agent Filter and Form login authentication to
selected Web applications ...DONE

SUMMARY OF AGENT INSTALLATION

Agent instance name: Agent_001
Agent Bootstrap file location:

4R — = DA R —IL
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/opt/osstech/share/openam-agent—tomcat6/Agent_001/config/0penSSOAgentBootstrap. properties
Agent Configuration file location
/opt/osstech/share/openam-agent—tomcat6/Agent_001/config/OpenSSOAgentConfiguration. properties
Agent Audit directory location:

/opt/osstech/share/openam-agent—tomcat6/Agent_001/logs/audit

Agent Debug directory location:

/opt/osstech/share/openam-agent—tomcat6/Agent_001/logs/debug

Install log file location:
/opt/osstech/share/openam-agent—tomcat6/instal ler—logs/audit/install. log

Thank you for using OpenSSO Policy Agent

5. Tomcat DEENXTA—K ZRELET,

ADENER T %, Tomecat DAL Ab—)L 7 3/LF @ bin Bt FIZ Tomecat DFLE)/ ST A—FEKETH
setenv.sh 2MERLESILE T, 72721, Red Hat X H# OS $#4LD RPM />4 — i Tomeat DHETE
setenv.sh BFAAENRNVD, FEITRETHLENRDHVET,

F971 setenv. shONFEFERLET,

# cat /usr/share/tomcat6/bin/setenv. sh

JAVA_OPTS="$JAVA_OPTS -Dopenam. agents. bootstrap. dir=/opt/osstech/share/openam-agent—
tomcat6/Agent_001/config”

tomcat6. conf |Z setenv. sh DNAEZBETLLET,

‘# vi /usr/share/tomcat6/conf/tomcat6. conf

JAVA_OPTS="$JAVA_OPTS -Dopenam. agents. bootstrap. dir=/opt/osstech/share/openam-agent-
tomcat6/Agent_001/config”

6. T—Y U RDRET HNEIT Tomeat FET2—W—DI=0O DT 72 AR ELET, "logs” 74 /L4
Bl FIZIT ESA LRSS TT,

# cd /opt/osstech/share/openam-agent—tomcat6
# chown -R root:tomcat Agent_001

# chmod -R g+w Agent_001/logs

7. == "IV —2 3D WAR 7 7 A /V% Tomeat \[ZEMELE T,

‘# cp /opt/osstech/share/openam-agent—-tomcat6/etc/agentapp. war /usr/share/tomcat6/webapps/ I

8. {R#xt5: WEB 77U/ —3 a2 ® web.xml ZHRELET,

AV AN—=TF—DFFHE TR —x2— = M Tomeat 2RI H L TUWVRWEE . WEB 77—
ar® web.xml ZHRETHMLENHYE T, <webapp>ZZ D FIZIRDFEEZBINLET,
filter>

<filter-name>Agent</filter-name>

<display-name>Agent</display-name>

<description>OpenAM Policy Agent Filter</description>

<{filter—class>com. sun. identity. agents filter AmAgentFilter</filter—class

4RV — =2 DA R —IL 17
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</filter>

<filter-mapping>
<filter-name>Agent</filter-name>
<ur l-pattern>/*</ur |-pattern>
<dispatcher>REQUEST</dispatcher>
<dispatcher>INCLUDE</dispatcher>
<dispatcher>FORWARD</dispatcher>
<dispatcher>ERROR</dispatcher>

</filter-mapping>

9. Tomcat ZEENL £9,

Tomcat & IEH I ZHLEN T 5729121%, OpenAM C[3.1.1 =—Y = b7 a7 7 A IV OAERL IO EVEN 5
TLTWORERHVET,

‘# /shin/service tomcat6 start

EFICEE L7384 . Tomcat (2RO NHENET,

# tail -n 1 /usr/share/tomcat6/logs/catal ina. out
INFO: Server startup in 810 ms

# tail -n 7 /opt/osstech/share/openam-agent-tomcat6/Agent_001/1ogs/debug/debug. out

Version: 3.0.3

Revision: 3.0.3-X

Build Date: 2012XXXX

Build Machine: build-X. lan. ostech. co. jp

10. MBS TRAY—R 7 7 ALV ZHIBRL £,

‘# rm /opt/osstech/etc/openam-agent—tomcat6/passwd

ULETHR)Y =2 =D 2 bOA VA= UTHE T T,

1Y —T = NDA RN 18
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5. #yL—DEE

ZOETIE, OpenAM =— = FORYL —ZREITOWTERALE T,

51 BRARYL—DER

NIDBIEIZY TV LEZR AL CTRELZGEEDANETT

YT L VL TR —ZER T D5 E1E, TR/ (g EALOL VL) | TTEIRRY L —ZER L TRDLERDH
VET, ZZTE ARV — 2B HER T FIEZ AL ET,

1. OpenAM EHE LY — D7 7221 -1/ (B IOV VL) = TRY — | 2B EET,

2. DEBiZMIE2)0 L%,

3. T—IoI&wZATILET,

4. = ORI 27V 7 L ET,

5. Y —EAZAT NITURL RV —2—V = b (V=24 50) |23 IR R~ 1%&27) 7 LET,
6. [HATICT 7RG R DOV — 2R A HTE A LET,

7. V=24 2T 72 ARIBERI G DV — 2D —k 32D URL # A LET,

8. WA LD T 127V LET,

9. DHHZRIBEEICRLD, [BRIOUEBI 22y 7 LET,

10. M 1738, ZORI —DBBEIF A THL L LEEIRUES, T4 F7ICHE Y 24 a2 ASL., Ems
LT 127V 7L ET,

11, THSR B ICRDT-0, BiEA Lol TR 270907 FET,

12. TRV —OfRE | B EIZ R D720, BiEA EOMRFE I 227V VLR Ea R FLE T, 22 CTHREFEIZY
U‘yﬁﬂ‘é:k’éﬂf%‘/—ﬁﬁéﬁéhiﬁ‘o

5.2 RYS—DER

RV =TI FEIN— %G D3 HODEENHVET,

RV —DERFIEEL TE, TRV —LZREL . FDHEITIL—IL i B 2B ML TOhEET,
RY —

Flr—n 77 A6 G2 URL (29 25F ] - &5 D% &
P T IR AL ST D — P — DR E

5NV —DRTE 19
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- et AR T BRI ORE

| 5.2.1 Ky —
FTIIARV S —HERELET
1. OpenAM FHE = — D772 AHIH ) =LV A OxHRL NV A— TR — | 2 BIE T,
2. DRV — %2200y 7 LET,
3. T—fIDI&RZATILET,
4. EEAA LD T 22y VU EEIRIFLET,
OEDDE =L iR R ELET
I| 522 L—1
T 7R AHI GO URL AZxH 5T 72 AOFF Al /HE S & ik e L E T,
1. OpenAM FH = — LD 772 AHIH ) =LV A OXHRL NV L— TR — | 2 BIEET,
2. T DRI —%IVyILET,
3. = oFHEIVy I LET,
4. TH—E2ZA7 FITURL RV —2—V =0 b (V=24 50) | 2RI R~ 152270y 7LET,
5. [RATNZT 7B ARG RDOVY — A% KT A2 ATILET,
6. V=24 IZ7 7B A G DY —AD URL Z ASJLET, 20D URL (X TEYY — 24 | OFEL I
BT 2DV —A%FK T URL LA TEER A, £72, URL IZIZVANVR I —RERH T 528 TEE
T FEI R DOTTANR I —RIZONTIE B TLIZEN,
1. 7 ovar T e AR O N — R IR L £,

8. WA LD T 270y LET, Zoik

S N, >
el e d/A

9. RV —OfRE | W IZRDT0, BfA EOTRFI 27V VU EE R LET,
ZZC, [ —E & iPlanetAMWebAgentService MUY —2A http://www.example.co.jp/ IZEAE DR ClL & F

TEER A, [VITT— A= RNERENTHAIT. ORIV —REDSRBIL THLE AR —THY
V= ANERZRSNTOER AL 5.1 BRARVY —DIERR OFNETSIRRYL —2EFZL TTZEN,

AER
OpenAM DRV —TlE, —F = (T FZ7P)NHEHSNIZ HTTP U/ = ARDY Y — AR AERY Y —TiE R
L TCNB) Y — A S A% Bk I B U E 9, 7220, “http://www.example.co.jp/” 72 E D URL IZT 7 ALT-

5& 12 http://www.example.co.jp/index.html” DL T Y N2 — B —(T TN SESINDZENHVET M,

5.V —DFRE 20
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R —D N —/LC http://www.example.co.ip/” ~DT 7B A& AL CWA721F Clik. 1403 Forbidden ] =
F—L720E9, "http://www.example.co.jp/index.htm” EV NI U —A~DBAMEZR T 78 AFF [ D3V — VT B TR
STUVRNWZO T, 272, T/ BEAZTF AT 55513, £DVY —AD/SA(T 7AWV AT LD/SAE—
B A IEMEITL— L TERLTLIIEE N,

DAILFA—FIZDIT

M) =24 WAXTANR D —RER AT H52ENTEXET, “http://www.example.co.jp/sampleapp/” DB D
TRCOaAL TV EH T A4, “http://www.example.co.jp/sampleapp/*” & ASILET,

7-72L. “http://www.example.co.jp/sampleapp/content.jsp?param1=1" D 1512 URL (ZZ =Y AR 7 A NS
TLTCWABEA 1T http://www.example.co.jp/sampleapp/*?%” D L2 1L Z A" %" % 2 B A ST THMERH
DET,

| 523 %z

T IR REH AT LR — Y —ERELET, 22 TIEOpenAM T AT o T 4T 4 —X R | %R ELTHRIE
L. ZOLLVATEHIN OO A —— TR — 2 AT 5 EE2HALE T,

1. OpenAM BEH oL — )LD [T 72 AHI# | =LV b ORRL IV L— TR — | ZBREET,
2. WRETDHRVL—%2UvILET,
3. TRBRIDOFHEI VY ILET,
4. 247 1 ClOpenAM TAT VT 4T 4 — %t 5 | RN F77,
5. DEBUES: - OpenAM TAT 747 4 — /AR EE T, L FONEEZ AN LET,
a) A ZOMBREBNT AEREDOLRITT,

b)  HEA) EREN T RWEERTe) TRETDTAT o T AT A—ICl S ET, BIRESN T
A EITRESN TR NWT AT T 4T 4= S ET,

c) TANHK KBERRBTDIODTANETY , TAT o TATA—ZAT NS 2—F— 1 H L7
N—"T 1R, TR &IV 7T DR RN FRSIET, BB DT 7B A f# %
BOa—Y— /TN —T %N, B/ 1T R TEBINTHERN | =) 7B MU ET,

6. WA LD T I1Z270y 7L ET, 2O

o .
el fated/A

7. TRV —OMRE  EEIZEDT-0, BiEA EOMRGF 127V 7 LR EEIRGFLET,

| 524 &4

TR RET AT A ERELET, 22 TIEILDAP 7 4V H 5 | B S U TR B L L LDAP 7 4 /L2 Txf
GO —W =T NIRRT BT 7 e A ZHF A+ AR EA AL £,

1. OpenAM &L ) — )LD 7 72 2AE# | > TL LA OXGL L L— TR — | R EE T,

5NV —DRTE 21
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2. WET DRV —%IV0 I LET,

3. ITRMFI10FHZEI Yy 7 LET,

4. THAT | TILDAP 742 5eff ) 23 IRL £,

5. DHTHIZRAE- LDAP 74 /L2 54 i T, L FORNEZ A LET,
a) A ZOFRMERRT HEEDLFTTY,
b) ldapFilter: LDAP THRAEMK T D2 DTANFTT,

6. WA LT 12707 LET, 20! SiX RS — " OpenAM |Z (YA e

CEEIEEN

7. TRV —OfE B ICRA728 , BifE A LD MRIFIZ7) 0 7 LR EERAFLET .

5.3 RUYS—D &I

RV —ZHIBRT2FNILL FO IR0 ET,
1. OpenAM BB Y — D7 7B AHfH | =LV ORRL IV A= TR — | ZBEET,
2. HIBRTBRY—ZEIRLET,
3. THIBRIZZVy o LET,

5.8 —DFRE 922
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I6. Tomcat DEFEIL—LT—O%FIAHLT=27]

ZDOEETIX, Tomcat DFRFF7 L — 2T —J2F| A LIZR A DR EIZHOW T L E T,

6.1 OpenAM I DEE5E

Il 611 ¥—Tnmse
ZZ Tl Tomcat DaE—/)L-&725 OpenAM DV )V—T 53R ELET,

1. OpenAM &M a ) — )L DI 77 EAEH | — [LILA)ORIGRLIVE — (%5 — 71 —7 | ZH
=FET,

2. ZN—TDUFR )7L T FRSNEE T "ID” (X7 NV—T /a2 AL T TRIZ7)y 7 L%
ﬁ‘o

3. MERRLIZZ N—T% 7Yy LT, FRENIZHE Tl a—% — | #7002 7V —7 1SSt 5%
a—P—ZRIRLET,

4. WHEA EOMREFEIZ7) 07 CGREZRFLET,
PILETRT T,

Il 612 051> URL D&E

ZZ Tl Tomeat 23— A%AR#ET DD FORM #RiE a2 = — = MY B 8 CHEITT5H72812 FORM 3R:3ED
n/' A4 URL #3&RELET,

1. OpenAM EH =Y — DT 7EZH | — VLA OXRLILL - [m—V ) — [J2EE] —
iﬁ%@j‘_‘yiy}‘%%%ij—o

2. 77V ir—>ar 270 al 73— URYICHREST DT TV r—aroul 47 4 —50 URL
ERDOIEXTADLET,

[ 2T AR IA]+[web.xml @7 <form-login—page>” #7 CEFZL 7= URL]

151) T HRARNA ” /sampleapp”
{form-login—page> : ” /login.html”
a/ A7 —AURI : ” /sampleapp/login.html”

3. A FLOHREFEI RV 7L CRERIRFELET,

PLETSE T T

6. Tomcat DERFF 7L —AT— 23 FH L7238 R 23
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62 7TVr—Lav BIDRE

{RF#E TG D WEB 77V —3 3213 Tomeat TR A Z24TH7-81Z web.xml ZHitEL £9,

| 621 o=

OpenAM DV )V—"T7"%m—)L L TEFRLET, B TIX “manager” 71 —7%n— L L TEHRLTOET,

<{security-role>
<role-name>id=manager, ou=group, dc=opensso, dc=java, dc=net</role—-name>
<{/security-role>

|| 622 FORM BBEEDEEE

WEB 77V —at% Tomcat Tabbalk§ 272 DRXEZATOE T, BRI —V = MR LIZREEE~—
DTHBRRAEITOD . VY —ANFEELRS T ENER A,

<login-config>
<auth-method>FORM</auth-method>
{form-login-config>
<form-login-page>/login. html</form-login-page>
<{form-error-page>/err. html</form-error-page>
<{/form-login-config>
<{/login-config>

Il 623 BROHRE

Tomcat CTE#ET AUV — 2% URL A CEZELE T, 22Tl TOYUY — A% "manager” 7 /L — 7125 L TD
BEFALTCUNET,

{web-resource-col lection>
<web-resource-name>FormAuth</web-resource-name>
<ur |-pattern>/*</ur|-pattern>
</web-resource-col lection)
<auth-constraint>
<role-name>id=manager, ou=group, dc=opensso, dc=java, dc=net</role—-name>
{/auth-constraint>
{/security-constraint>

6. Tomcat DERFF 7L —AT— 23 FH L7238 R 24
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7. TR

R ==V IR AT = RICH LG G OIEEFEHRE T EEHIILET,

71 RYS—T—S UMl

R —o =V  FERIIE—RAT oY —2 B ETHMINIHFE A, BREXZRDO WEB 77 r—ar
DAFEIZHE S TR L TLIZENY,

7 LA 25
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|8. a4

TV hoaZIZFLL O 2 IO RSV ET, TnEnoaZ iz on, M FEEHLET,
1. T2y rurs

2. Efnrs

8.1 FvwTny

Il 81.1 #vr 0y n A%
P S ES LT NS5 — S — DL F OF L2 NI S E T

»  /opt/osstech/share/openam—agent—tomcat6/Agent_XXX/logs/debug

lsi2myLRLnzE

TR aZIZFZ T ORI LV RHET,

° I?»—
o Au—
- [
o HKA
= 1

Ty ruZ O ARE, B ALY —/(OpenAM DZ2BATUWVET,

1. OpenAM FHE= Y — LD 7 7B Al | =L b 2k =T 2= 2 b =T J2EE ] — ==Yz b
DB — = M EE T,

2. [ IDTZ—=T =z "TRY T LU DD T N T L~V IR L E T,
3. WA EOMRFIZIVv I Uk EE R LET,
E% 13 Tomeat ZFFAEEEIL TEEW,

82 E&ENY

B

| 821 BE&EOY OHHBE

Mtal 21T 5720 O E FNEITLL F DL/ ET,

8.0 26
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1.

5.

OpenAM EHla V) — DI T 7B ZHI#] | =L VA OXRL NV -T2 — =0 v | — [ J2EE | 2B &
S

(2= N O—ENE GO —T 2 NIV I LET,
A& | DIBEET 7B AZAT | OEEAER T O RAERIRLET,
a) [LOGALLOW] : 77 AR FF A SN Aicn s L ET,
b) [LOG.DENY] : 77 APMEG SN AIcn/ AL ET,
¢) [LOGBOTH] : 77 ARG Al SN G LER SN H AT/ L ET,
d) TLOGNONE] : uZ&HhLEEA,
(A w7 (L& ) bu s O ) ez @R ET,
a) [T_TJ: OpenAM Hr— "=z —T = U MRBE T 5 — S —[l Fica s B SN ET,
b) TVE—F] : OpenAM Y — R— {2/ NH SN ET,
OpenAM H— _R—DEER 7 DO H X FRDOT AL 27 T,
o /opt/osstech/share/tomcat6/openam/openam/log
o) a—dv : 2=V =U MBI Y — N — o B SET,
TV BT o — N — DRSO T X T RO T AL 7R T,
o /opt/osstech/share/openam—agent-tomcat6/Agent XXX/logs/audit

AT EDMRAFIZ 7y I UBREZARIFLE T

PR EIT Tomeat ZFEEEIL T/ZEWY,

=24
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lo., 5Ty a—F10Y

RV ==V P CET—NBAELIZEE . T/ al B R L TS, Ty 7 a7 O f5Eicoun
THEI8.1.1 T \vrur ok lz2R L T7iZEn,

HrhleaZ N SN TOARWESITeZ L~V 0 FELBAMLETT, [8.1.2 2/ L ~ULDOZEH 2B L o
T~V BBEL, T7—5FH L TZSN,

F7-. OpenAM DRV —IZLD WEB 77U —ar ~DT 7 EARE L SN TWASR ST /G L
TLEEEW, B 1 7 D H S 512 DWW TCIED8.2.1 BE s/ O IR E )2 SR T &V,

9.1 FiwTny

Il 9.1 Boo4—=wr

TR Tal OV T NELLTFIRUET,

amSecurity:09/03/2012 07:46:10:670 PM JST: Thread[main, 5, main]
ERROR: AdminTokenAction: FATAL ERROR: Cannot obtain Application SSO token.
Check AMConfig. properties for the following properties

com. sun. identity. agents. app. username

com. iplanet. am. service. password

92 BE&NY

Il 921 o o4—=wr

BetEa s OV N ELL FIRLET,

OpenAM H—/N\—IzA5ZH HT 5B

UTHIZeZ OEBZRLCWET, \flOal BT I ANTF RSN r—A RO BT 7B ARELEIN
72r—ATY,

#Fields: time Data LoginID ContextID IPAddr LoglLevel Domain LoggedBy MessagelD ModuleName NamelD
HostName

“2012-09-03 19:23:33” “Access to http://agent. example. co. jp:8080/agentsample/ jsp/showHttpHeaders. jsp
allowed for user id=amadmin, ou=user, dc=opensso, dc=java, dc=net”

id=amadmin, ou=user, dc=opensso, dc=java, dc=net 8388ee57274f1ddc01 null INFO dc=opensso, dc=java, dc=net
id=tomcat6, ou=agent, dc=opensso, dc=java, dc=net “Not Available” amAgent_agent_example_co_jp_8080. log
“Not Available” 172.16.43.1

“2012-09-03 19:24:06” “Access to http://agent. example. co. jp:8080/agentsample/ jsp/showHttpHeaders. jsp
denied for user id=demo, ou=user, dc=opensso, dc=java, dc=net” id=demo, ou=user, dc=opensso, dc=java, dc=net
96b483c837bb5ca301 null INFO dc=opensso, dc=java, dc=net id=tomcat6, ou=agent, dc=opensso, dc=java, dc=net
“Not Available” amAgent_apsrv2_example_co_jp_8080. log “Not Available” 172.16.43. 1

OpenAM a7 OIHEIXLL T O#EYTT,

QRTINS a—T 28




(© 0SS

HHA WA

time IRF

Data =7 OREEE

LoginlD Ry Ay a—HF-0 1D
ContextID oL aAZBEMT B 1D
[PAddr IP7RLR

LogLevel =2

Domain RAL

LoggedBy n7 &z Llc2—F—a D
MessagelD Ay —ICBEA T2 ID
ModuleName EVa— /L4

NamelD NamelD

HostName IRAR

I—Jx D BEIT AU —N—IcnJEH AT HERE
RANDOAT T I RANTF RSN — A RDOBT BT IR ABER SN — AT,

[Monday, September 3, 2012 7:23:33 PM JST] Access to
http://agent. example. co. jp:8080/agentsample/ jsp/showHttpHeaders. jsp allowed for user
id=amadmin, ou=user, dc=opensso, dc=java, dc=net
[Monday, September 3, 2012 7:24:06 PM JST] Access to
http://apsrv2. example. co. jp:8080/agentsample/jsp/showHttpHeaders. jsp denied for user
i d=demo, ou=user, dc=opensso, dc=java, dc=net
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