/)
OpenD) LDAP SDK Release Notes

Version 2.6.9

Mark Craig
Chris Ridd

ForgeRock AS

33 New Montgomery St.,
Suite 1500

San Francisco, CA 94105, USA
+1 415-523-0772

www. forgerock.com



Copyright © 2014 ForgeRock AS
Abstract

Notes covering OpenD] LDAP SDK software requirements, fixes, known issues. The
OpenD]J project offers open source LDAP directory services in Java.

This work is licensed under the Creative Commons Attribution-NonCommercial-NoDerivs 3.0 Unported License.

To view a copy of this license, visit http:/creativecommons.org/licenses/by-nc-nd/3.0/ or send a letter to Creative Commons, 444 Castro Street, Suite 900, Mountain View, California, 94041, USA.

ForgeRock™ is the trademark of ForgeRock Inc. or its subsidiaries in the U.S. and in other countries. Trademarks are the property of their respective owners.
UNLESS OTHERWISE MUTUALLY AGREED BY THE PARTIES IN WRITING, LICENSOR OFFERS THE WORK AS-IS AND MAKES NO REPRESENTATIONS OR WARRANTIES OF ANY KIND CONCERNING
THE WORK, EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION, WARRANTIES OF TITLE, MERCHANTIBILITY, FITNESS FOR A PARTICULAR PURPOSE,
NONINFRINGEMENT, OR THE ABSENCE OF LATENT OR OTHER DEFECTS, ACCURACY, OR THE PRESENCE OF ABSENCE OF ERRORS, WHETHER OR NOT DISCOVERABLE. SOME JURISDICTIONS DO
NOT ALLOW THE EXCLUSION OF IMPLIED WARRANTIES, SO SUCH EXCLUSION MAY NOT APPLY TO YOU.

EXCEPT TO THE EXTENT REQUIRED BY APPLICABLE LAW, IN NO EVENT WILL LICENSOR BE LIABLE TO YOU ON ANY LEGAL THEORY FOR ANY SPECIAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR
EXEMPLARY DAMAGES ARISING OUT OF THIS LICENSE OR THE USE OF THE WORK, EVEN IF LICENSOR HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

DejaVu Fonts

Bitstream Vera Fonts Copyright

Copyright (c) 2003 by Bitstream, Inc. All Rights Reserved. Bitstream Vera is a trademark of Bitstream, Inc.

Permission is hereby granted, free of charge, to any person obtaining a copy of the fonts accompanying this license ("Fonts") and associated documentation files (the "Font Software"), to reproduce and distribute
the Font Software, including without limitation the rights to use, copy, merge, publish, distribute, and/or sell copies of the Font Software, and to permit persons to whom the Font Software is furnished to do so,
subject to the following conditions:

The above copyright and trademark notices and this permission notice shall be included in all copies of one or more of the Font Software typefaces.

The Font Software may be modified, altered, or added to, and in particular the designs of glyphs or characters in the Fonts may be modified and additional glyphs or characters may be added to the Fonts, only if
the fonts are renamed to names not containing either the words "Bitstream" or the word "Vera".

This License becomes null and void to the extent applicable to Fonts or Font Software that has been modified and is distributed under the "Bitstream Vera" names.
The Font Software may be sold as part of a larger software package but no copy of one or more of the Font Software typefaces may be sold by itself.

THE FONT SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OF COPYRIGHT, PATENT, TRADEMARK, OR OTHER RIGHT. IN NO EVENT SHALL BITSTREAM OR THE GNOME FOUNDATION BE LIABLE FOR

ANY CLAIM, DAMAGES OR OTHER LIABILITY, INCLUDING ANY GENERAL, SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUENTIAL DAMAGES, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF THE USE OR INABILITY TO USE THE FONT SOFTWARE OR FROM OTHER DEALINGS IN THE FONT SOFTWARE.

Except as contained in this notice, the names of Gnome, the Gnome Foundation, and Bitstream Inc., shall not be used in advertising or otherwise to promote the sale, use or other dealings in this Font Software
without prior written authorization from the Gnome Foundation or Bitstream Inc., respectively. For further information, contact: fonts at gnome dot org.

Arev Fonts Copyright

Copyright (c) 2006 by Tavmjong Bah. All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of the fonts accompanying this license ("Fonts") and associated documentation files (the "Font Software"), to reproduce and distribute
the modifications to the Bitstream Vera Font Software, including without limitation the rights to use, copy, merge, publish, distribute, and/or sell copies of the Font Software, and to permit persons to whom the
Font Software is furnished to do so, subject to the following conditions:

The above copyright and trademark notices and this permission notice shall be included in all copies of one or more of the Font Software typefaces.

The Font Software may be modified, altered, or added to, and in particular the designs of glyphs or characters in the Fonts may be modified and additional glyphs or characters may be added to the Fonts, only if
the fonts are renamed to names not containing either the words "Tavmjong Bah" or the word "Arev'

This License becomes null and void to the extent applicable to Fonts or Font Software that has been modified and is distributed under the “Tavmjong Bah Arev" names.
The Font Software may be sold as part of a larger software package but no copy of one or more of the Font Software typefaces may be sold by itself.

THE FONT SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT OF COPYRIGHT, PATENT, TRADEMARK, OR OTHER RIGHT. IN NO EVENT SHALL TAVMJONG BAH BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER

LIABILITY, INCLUDING ANY GENERAL, SPECIAL, INDIRECT, INCIDENTAL, OR CONSEQUENTIAL DAMAGES, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF
THE USE OR INABILITY TO USE THE FONT SOFTWARE OR FROM OTHER DEALINGS IN THE FONT SOFTWARE.

Except as contained in this notice, the name of Tavmjong Bah shall not be used in advertising or otherwise to promote the sale, use or other dealings in this Font Software without prior written authorization from
Tavmjong Bah. For further information, contact: tavmjong @ free . fr.



http://creativecommons.org/licenses/by-nc-nd/3.0/
http://creativecommons.org/licenses/by-nc-nd/3.0/

Table of Contents

o Y it Lo Y PP PSPPSRI \
1. Getting OpenD] LDAP SDK ...ouiiiiiiiiiiiiii et eeaes 1
2. What's New in OpenD] LDAP SDK 2.6.9 ..o, 3
3. Before You Install OpenD] LDAP SDK Software ..........cccoceeviiiiiiiiiiieiiieienane, 5
3.1. Java Environment .........ccooiiiiiiiiiiiiii e 5
4., ComPatibility ouivniiiiiii e e 7
22 R\ - (o) g O 1 = a [ =T ST TNN 7
4.2, DEPTECALION .ouiniiiiiii e 7
4.3, REIMOVALS .uitiiiiiiiiiieie ettt et e e e e e e e e e e e e e e e et e et aaaaans 7
5. OpenD]J LDAP SDK Fixes, Limitations, & Known Issues ..........cccccoeeviiiinnnnn.. 9
5.1, KEY XS oot 9
5.2, LIMItAtiOnS .oueuiiniiiii e 10
5.3, KNOWIL ISSUES ..uiiniiiiiiiiiiiie et e e e 11
6. How to Report Problems & Provide Feedback ..............ccooooiiiiiiiiiiinn. 13
S 111 o) ¢ Yo o rE RS 15

iii



iv



Preface

OpenD] LDAP SDK provides a set of modern, developer-friendly Java APIs as part
of the OpenD]J product suite. The product suite includes the client SDK alongside
command-line tools and sample code, a 100% pure Java directory server, and
more. You can use OpenD] LDAP SDK to create client applications for use with
any server that complies with the Lightweight Directory Access Protocol (LDAP):
Technical Specification Road Map, RFC 4510.

OpenD] LDAP SDK brings you easy-to-use connection management, connection
pooling, load balancing, and all the standard LDAP operations to read and

write directory entries. OpenD] LDAP SDK also lets you build applications with
capabilities defined in additional draft and experimental RFCs that are supported
by modern LDAP servers.



http://tools.ietf.org/html/rfc4510
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Chapter 1

Getting OpenD) LDAP SDK

OpenD]J LDAP SDK is available from the ForgeRock repository, http://
maven.forgerock.org/repo/.

To include OpenDJ] LDAP SDK as a Maven dependency, include the ForgeRock
repository in your list, and include the SDK as a dependency.

i <repositories>
<repository>
<id>forgerock-staging-repository</id>
<name>ForgeRock Release Repository</name>
<url>http://maven.forgerock.org/repo/releases</url>
<snapshots>
<enabled>false</enabled>
</snapshots>
</repository>
<repository>
<id>forgerock-snapshots-repository</id>
<name>ForgeRock Snapshot Repository</name>
<url>http://maven.forgerock.org/repo/snapshots</url>
<releases>
<enabled>false</enabled>
</releases>
i </repository>
i </repositories>

 <dependencies>

i <dependency>
<groupId>org.forgerock.opendj</groupId>
<artifactId>opendj-ldap-sdk</artifactId>
<version>2.6.9</version>

¢ </dependency>

i </dependencies>



http://maven.forgerock.org/repo/
http://maven.forgerock.org/repo/




Chapter 2

What's New in OpenDJ] LDAP SDK
2.6.9

This release provides the following new features and enhancements.
* OPEND]J-1508: Allow "=" in malformed attribute options

* OPEND]J-1466: Improve initialization of InetSocketAddress in SDK to prevent
cached DNS data.

* OPEND]J-1152: Provide the ability to debug leaked pooled connections
e OPEND]J-1124: Connection.search() return value not mockable

* OPEND]J-1112: LoadBalancing connection factories need better diagnostic
messages

* OPEND]J-1091: Implement a cached connection pool
* OPEND]J-1033: The Rest2LDAP servlet does not support SSL



https://bugster.forgerock.org/jira/browse/OPENDJ-1508
https://bugster.forgerock.org/jira/browse/OPENDJ-1466
https://bugster.forgerock.org/jira/browse/OPENDJ-1152
https://bugster.forgerock.org/jira/browse/OPENDJ-1124
https://bugster.forgerock.org/jira/browse/OPENDJ-1112
https://bugster.forgerock.org/jira/browse/OPENDJ-1091
https://bugster.forgerock.org/jira/browse/OPENDJ-1033




3.1

Chapter 3

Before You Install OpenDJ LDAP SDK
Software

This chapter covers requirements to consider before you run OpenD] LDAP SDK.

Java Environment

OpenD] LDAP SDK is a pure Java library. OpenD] LDAP SDK therefore should
run on any system with full Java support. OpenD]J software runs on a variety of
operating systems, including but not limited to Solaris SPARC and x86, various
Linux distributions, Microsoft Windows, and Apple Mac OS X.

OpenD] software requires Java 6 or 7, specifically at least the Java Standard
Edition runtime environment. To build applications with OpenD] LDAP SDK, you
need the corresponding Java SDK.

ForgeRock recommends that you keep your Java installation up to date with the
latest security fixes.







4.1

4.2

4.3

Chapter 4

Compatibility

This chapter covers major changes to existing APIs, and deprecated and removed
APIs.

Major Changes

This maintenance release is binary-compatible with OpenD]J LDAP SDK 2.6.0. It
does not introduce major changes.

Deprecation
Deprecated APIs are listed in the API Specification, on the Deprecated list page.

Deprecated APIs are likely to be removed in a future release.

Removals

Nothing has been removed from the public APIs in this release.



http://docs.forgerock.org/en/opendj/2.6.9/apidocs//index.html?deprecated-list.html




5.1

Chapter 5

OpenDJ LDAP SDK Fixes, Limitations,
& Known Issues

This chapter covers the status of key issues and limitations for this version of
OpenD] LDAP SDK. For detailed information regarding a particular issue, see the
OpenD] issue tracker.

Key Fixes

The following bugs were fixed in this release.

OPENDJ-1491: NPE can occur during connection failover

OPENDJ-1396: newHeartBeatConnectionFactory uses wrong units for
DEFAULT TIMEOUT IN SECONDS

OPEND]J-1348: Various connection pool implementations do not recover if the
target server is powered off and restarted

OPENDJ-1320: Fix ABI compatibility breaks between 2.6.6 and 2.6.0 SDK
OPENDJ-1270: Avoid unnecessary DNS lookups when performing bind requests
OPEND]J-1258: Default heartbeat timeout of 500ms is too aggressive

OPENDJ-1249: ConnectionFactory timeout setting is applied for Active
Directory persistent search requests



https://bugster.forgerock.org/jira/browse/OPENDJ
https://bugster.forgerock.org/jira/browse/OPENDJ-1491
https://bugster.forgerock.org/jira/browse/OPENDJ-1396
https://bugster.forgerock.org/jira/browse/OPENDJ-1348
https://bugster.forgerock.org/jira/browse/OPENDJ-1320
https://bugster.forgerock.org/jira/browse/OPENDJ-1270
https://bugster.forgerock.org/jira/browse/OPENDJ-1258
https://bugster.forgerock.org/jira/browse/OPENDJ-1249

Limitations

5.2

OPEND]J-1247: Client side timeouts do not cancel bind or startTLS requests
properly

OPEND]J-1209: Impossible to use OpenD] SDK 2.6.4 with OpenD]J server 2.6.0

OPEND]J-1203: MemoryBackend does not raise an error when trying to delete
non-existent attribute

OPENDJ-1197: API is lacking functionality to specify TCP connect timeout as
well as various TCP socket options (e.g. TcpNoDelay).

OPENDJ-1168: Warning message displayed when heartbeat check fails with a
bind connection pool

OPENDJ-1156: NPE in ReferenceCountedObject after shutting down directory

OPENDJ-1137: ConnectionEntryReader does not provide a means for accessing
controls in the search result

OPEND]J-1121: Closing a connection after closing the connectionfactory causes
NPE

OPENDJ-1105: Rest2LDAP never returns a response when invalid parameters
or content are provided on Jetty 8

OPEND]J-1058: HeartbeatConnectionFactory does not actively shutdown dead
connections

OPENDJ-1049: ReferenceCountedObject can be released twice in some
circumstances

OPEND]J-1044: Doing a PUT with JSON data identical to what is on the server
results in 400 status code

OPEND]J-973: Create resource using PUT results in 500 Internal Server Error
OPEND]-734: NPE when attempting SSL connect with client certs

OPENDJ-672: LDAP SDK SSL connect attempts fail with horrible stack trace
when handshake fails

OPEND]J-661: TimeoutChecker throws NullPointerException on application
shutdown

Limitations

No limitations are noted for this release.
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https://bugster.forgerock.org/jira/browse/OPENDJ-1247
https://bugster.forgerock.org/jira/browse/OPENDJ-1209
https://bugster.forgerock.org/jira/browse/OPENDJ-1203
https://bugster.forgerock.org/jira/browse/OPENDJ-1197
https://bugster.forgerock.org/jira/browse/OPENDJ-1168
https://bugster.forgerock.org/jira/browse/OPENDJ-1156
https://bugster.forgerock.org/jira/browse/OPENDJ-1137
https://bugster.forgerock.org/jira/browse/OPENDJ-1121
https://bugster.forgerock.org/jira/browse/OPENDJ-1105
https://bugster.forgerock.org/jira/browse/OPENDJ-1058
https://bugster.forgerock.org/jira/browse/OPENDJ-1049
https://bugster.forgerock.org/jira/browse/OPENDJ-1044
https://bugster.forgerock.org/jira/browse/OPENDJ-973
https://bugster.forgerock.org/jira/browse/OPENDJ-734
https://bugster.forgerock.org/jira/browse/OPENDJ-672
https://bugster.forgerock.org/jira/browse/OPENDJ-661

Known Issues

5.3

Known Issues

The following important issues remained open at the time this release became
available.

* OPEND]J-1477: Constant re-allocation of DN per-schema caches

* OPEND]J-1475: Allow checking for alternative DNS names in server certificates
when setting up secure connections

e OPEND]J-1024: modrate/searchrate: provide --warmUpDuration parameter
* OPEND]J-1023: modrate/searchrate: provide --duration parameter
* OPEND]J-1022: modrate/searchrate: provide --numOperations parameter

* OPEND]J-860: Returning false from SearchResultHandler.handleXXX should
prevent subsequent notifications.

* OPEND]J-674: OpenD]J LDAP SDK should not leave app threads indefinitely
waiting on futures when unexpected internal errors occur.

* OPEND]J-607: RoundRobinLoadBalancingAlgorithm balancing is not optimum
after failure of a connection factory

* OPEND]J-514: OpenD]J SDK SASL integrity/confidentiality violates protocol

* OPEND]J-442: ldapsearch asking for password with GSSAPI when it should not
need to

* OPENDJ-174: Investigate and fix performance regression introduced in fix for
OPEND]J-127

* OPEND]J-155: Add support for OpenD] extended matching rules and syntaxes

11


https://bugster.forgerock.org/jira/browse/OPENDJ-1477
https://bugster.forgerock.org/jira/browse/OPENDJ-1475
https://bugster.forgerock.org/jira/browse/OPENDJ-1024
https://bugster.forgerock.org/jira/browse/OPENDJ-1023
https://bugster.forgerock.org/jira/browse/OPENDJ-1022
https://bugster.forgerock.org/jira/browse/OPENDJ-860
https://bugster.forgerock.org/jira/browse/OPENDJ-674
https://bugster.forgerock.org/jira/browse/OPENDJ-607
https://bugster.forgerock.org/jira/browse/OPENDJ-514
https://bugster.forgerock.org/jira/browse/OPENDJ-442
https://bugster.forgerock.org/jira/browse/OPENDJ-174
https://bugster.forgerock.org/jira/browse/OPENDJ-155
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Chapter 6

How to Report Problems & Provide
Feedback

If you have questions regarding OpenD] LDAP SDK that are not answered
by the documentation, there is a mailing list which can be found at https://
lists.forgerock.org/mailman/listinfo/opendj where you are likely to find an

answer.

If you have found issues or reproducible bugs within this release of OpenD] LDAP
SDK, report them in the OpenD] issue tracker.

When requesting help with a problem, please include the following information:

* Description of the problem, including when the problem occurs and its impact
on your operation

* Description of the environment, including the following information:
¢ Machine type
* Operating system & version
» Storage type & version

* Java version

OpenD] LDAP SDK release version

¢ Any patches or other software that might be affecting the problem

13


https://lists.forgerock.org/mailman/listinfo/opendj
https://lists.forgerock.org/mailman/listinfo/opendj
https://bugster.forgerock.org/jira/browse/OPENDJ

* Steps to reproduce the problem

* Any relevant access and error logs, and stack traces

14



Chapter 7

Support

You can purchase OpenD] LDAP SDK support subscriptions from ForgeRock and
from consulting partners around the world and in your area.

To contact ForgeRock, send mail to info@forgerock.com.

To find a partner in your area, see http://forgerock.com/partners/find-a-partner/.
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