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LICENSE ISSUES

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of
the OpenSSL License and the original SSLeay license apply to the toolkit.
See below for the actual license texts. Actually both licenses are BSD-style
Open Source licenses. In case of any license issues related to OpenSSL
please contact openssl-core@openssl.org.

OpenSSL License
Copyright (c) 1998-2008 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the
distribution.

3. All advertising materials mentioning features or use of this
software must display the following acknowledgment:
"This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to
endorse or promote products derived from this software without
prior written permission. For written permission, please contact
openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL"
nor may "OpenSSL" appear in their names without prior written
permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment:
"This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT " AS IS" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR

ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com). This product includes software written by Tim
Hudson (tjh@cryptsoft.com).

Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
All rights reserved.

This package is an SSL implementation written
by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

(c) Copyright 2001-2010 Hewlett-Packard Development Company, L.P.



This library is free for commercial and non-commercial use as long as
the following conditions are aheared to. The following conditions
apply to all code found in this distribution, be it the RC4, RSA,

lhash, DES, etc., code; not just the SSL code. The SSL documentation
included with this distribution is covered by the same copyright terms
except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in

the code are not to be removed.

If this package is used in a product, Eric Young should be given attribution
as the author of the parts of the library used.

This can be in the form of a textual message at program startup or

in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:
1. Redistributions of source code must retain the copyright
notice, this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.
3. All advertising materials mentioning features or use of this software
must display the following acknowledgement:
"This product includes cryptographic software written by
Eric Young (eay@cryptsoft.com)"
The word 'cryptographic' can be left out if the rouines from the library
being used are not cryptographic related :-).
4. If you include any Windows specific code (or a derivative thereof) from
the apps directory (application code) you must include an acknowledgement:
"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ""AS IS" AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE

FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

SUCH DAMAGE.

The licence and distribution terms for any publically available version or
derivative of this code cannot be changed. i.e. this code cannot simply be
copied and put under another distribution licence

[including the GNU Public Licence.]
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RASERIAL varchar(256) NULL,
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E

»
s:qql!l:

FREE ¥ 2 — /L OFBFE DB 71 7 AMEHR 7 7 A /v (dbattr.conf), & 757 A
(logdbattr.conf) D& EHI A LL FITR LET,

6.1 25T DB H S5 L1EHK 7 7 1 /L (dbattr.conf) DXEH (ORACLE kR)

BRET 7 ANV

IceWall SSO 10.0 Configuration File for Certification Module.
$Workfile: dbattr.conf $ $Revision: 1 $ $Date: 10/03/27 15:35 $

[ Authentication Database Table's Column Info ]
UID : UserlID.
PASSWORD : Password.
PWDEXPDATE : Password Expiration Date.
PWDHISTORY : Password History.
PCHGOK  :Password Change OK/NG.
PCHGDATE : Password Change Date.
PLOGINDATE : Login Date.
LLOGINDATE : Last Login Date.
FLOGINDATE : Login Failure Date.
PWDRETRY : Password Retry Count.
PWDLOCK : Account Lock ON/OFF.
LOGINOK : Login OK/NG.
LOCKDATE : Account Lock Date.
LOGINSTAT : Login Status.

[ for Client Certificate Option Define ]
RASERIALNO : RA Serial Number.
IWSERIALNO : Certificate Serial Number.
CERTEXPDATE : Certificate Expiration Date.
GETCERT : Client Certificate Regist/Download Switch.
ONLINE : Certificate Login Status.

UID=USERID
PASSWORD=PASSWD
PWDEXPDATE=PASSWDEXP
PWDHISTORY=PASSWDHIS
PCHGOK=PASSCHANGE
PCHGDATE=CHGDATE
PLOGINDATE=LOGONDATE
LLOGINDATE=LASTDATE
FLOGINDATE=LOGONFAIL
PWDRETRY=FAILCOUNT
PWDLOCK=LOCKOUT
LOGINOK=LOGONSTOP
LOCKDATE=LOCKDATE
LOGINSTAT=LOGSTATUS
RASERIALNO=RASERIAL

HHHAHFHFHFAFAHRFHFHFHFFEHFHFHFEHFEHFFEFEHFEHHFTFEHHI
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IWSERIALNO=RASERIAL
CERTEXPDATE=VDATE
GETCERT=CERT
ONLINE=APENABLE

6.2 B2 DB h S LIEHR T 7 1 /L (dbattr.conf) DIXEH (LDAP ki)

IceWall SSO 10.0 Configuration File for Certification Module.
$Workfile: dbattr.conf $ $Revision: 1 $ $Date: 10/03/27 16:02 $

[ Authentication Directory Attributes Info |
UID : UserlID.
PASSWORD : Password.
PWDEXPDATE : Password Expiration Date.
PWDHISTORY : Password History.
PCHGOK  :Password Change OK/NG.
PCHGDATE : Password Change Date.
PLOGINDATE : Login Date.
LLOGINDATE : Last Login Date.
FLOGINDATE : Login Failure Date.
PWDRETRY : Password Retry Count.
PWDLOCK : Account Lock ON/OFF.
LOGINOK : Login OK/NG.
LOCKDATE : Account Lock Date.
LOGINSTAT : Login Status.

[ for Client Certificate Option Define ]
RASERIALNO : RA Serial Number.
IWSERIALNO : Certificate Serial Number.
CERTEXPDATE : Certificate Expiration Date.
GETCERT : Client Certificate Regist/Download Switch.
ONLINE : Certificate Login Status.

UID=uid
PASSWORD=userPassword
PWDEXPDATE=passwordExpirationTime
PWDHISTORY=passwordHistory
PCHGOK=mobile
PCHGDATE=manager
PLOGINDATE=pager
LLOGINDATE=displayName
FLOGINDATE=givenName
PWDRETRY=passwordRetryCount
PWDLOCK=employeeNumber
LOGINOK=homePostalAddress
LOCKDATE=title
LOGINSTAT=initials
RASERIALNO=roomNumber
IWSERIALNO=telexnumber

HHEHAHFHFHFAFAHRFHFHHFHFEHFHFHFEHFEHFHEHFH S HHH
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CERTEXPDATE=homePhone
ONLINE=registeredAddress
GETCERT=facsimileTelephoneNumber

6.3 B23E DB h S L1E#R 7 7 1 /L (dbattr.conf) MEEH (OpenLDAP fiR)

IceWall SSO 10.0 Configuration File for Certification Module.
$Workfile: dbattr.conf $ $Revision: 2 $ $Date: 10/04/21 15:08 $

[ Authentication Directory Attributes Info |
UID : UserID.
PASSWORD : Password.
PWDEXPDATE : Password Expiration Date.
PWDHISTORY : Password History.
PCHGOK  :Password Change OK/NG.
PCHGDATE : Password Change Date.
PLOGINDATE : Login Date.
LLOGINDATE : Last Login Date.
FLOGINDATE : Login Failure Date.
PWDRETRY : Password Retry Count.
PWDLOCK : Account Lock ON/OFF.
LOGINOK : Login OK/NG.
LOCKDATE : Account Lock Date.
LOGINSTAT : Login Status.

[ for Client Certificate Option Define ]
RASERIALNO : RA Serial Number.
IWSERIALNO : Certificate Serial Number.
CERTEXPDATE : Certificate Expiration Date.
GETCERT : Client Certificate Regist/Download Switch.
ONLINE : Certificate Login Status.

UID=uid
PASSWORD=userPassword
PWDEXPDATE=departmentNumber
PWDHISTORY=userPKCS12
PCHGOK=mobile
PCHGDATE=employeeType
PLOGINDATE=pager
LLOGINDATE=displayName
FLOGINDATE=givenName
PWDRETRY=roomNumber
PWDLOCK=employeeNumber
LOGINOK=homePostalAddress
LOCKDATE=title
LOGINSTAT=initials
RASERIALNO=jpegPhoto
IWSERIALNO=registeredAddress
CERTEXPDATE=homePhone

HFHHAHFFHFAHFRFEHFHFHFEHFHFHRFEHFEHFFFEHHFEFHHH
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GETCERT=facsimileTelephoneNumber
ONLINE=telexNumber

6.4 F2EE DB h S LIEHR 7 7 1)L (dbattr.conf) DFEH (NED i)

IceWall SSO 10.0 Configuration File for Certification Module.
$Workfile: dbattr.conf § $Revision: 1 $ $Date: 10/03/27 18:22 $

[ Authentication Directory Attributes Info ]
UID : UserID.
PASSWORD : Password.
PWDEXPDATE : Password Expiration Date.
PWDHISTORY : Password History.
PCHGOK  :Password Change OK/NG.
PCHGDATE : Password Change Date.
PLOGINDATE : Login Date.
LLOGINDATE : Last Login Date.
FLOGINDATE : Login Failure Date.
PWDRETRY :Password Retry Count.
PWDLOCK : Account Lock ON/OFF.
LOGINOK : Login OK/NG.
LOCKDATE : Account Lock Date.
LOGINSTAT : Login Status.

[ for Client Certificate Option Define ]
RASERIALNO : RA Serial Number.
IWSERIALNO : Certificate Serial Number.
CERTEXPDATE : Certificate Expiration Date.
GETCERT : Client Certificate Regist/Download Switch.
ONLINE : Certificate Login Status.

HFHHAHFHFHFAHFRFHFHFHRFEHFEHFFFEHFHFFH S HHR

PASSWORD=userPassword
PWDEXPDATE=x500Uniqueldentifier
PWDHISTORY=userSMIMECertificate
PCHGOK=mobile
PCHGDATE=jobCode
PLOGINDATE=pager
LLOGINDATE=displayName
FLOGINDATE=givenName
PWDRETRY=workforcelD
PWDLOCK=employeeNumber
LOGINOK=homePostalAddress
LOCKDATE=title
LOGINSTAT=initials
RASERIALNO=masvDefaultRange
IWSERIALNO=telexNumber
CERTEXPDATE=homePhone
ONLINE=registeredAddress
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‘ GETCERT=facsimileTelephoneNumber

6.5 SREE DB h 5 L& 7 7 1 /L (dbattr.conf) DREMH (CSV i)

HFHHAHFHFHFAFRFHFHFHRFEHEARFRFEHFHFEFHHFHFHHH

IceWall SSO 10.0 Configuration File for Certification Module.
$Workfile: dbattr.conf § $Revision: 1 $ $Date: 10/03/27 15:10 $

[ Authentication Database Table's Column Info ]

UID : UserID.

PASSWORD : Password.
PWDEXPDATE : Password Expiration Date.
PWDHISTORY : Password History.
PCHGOK  :Password Change OK/NG.
PCHGDATE : Password Change Date.
PLOGINDATE : Login Date.
LLOGINDATE : Last Login Date.
FLOGINDATE : Login Failure Date.
PWDRETRY : Password Retry Count.
PWDLOCK : Account Lock ON/OFF.
LOGINOK : Login OK/NG.
LOCKDATE : Account Lock Date.
LOGINSTAT : Login Status.

[ for Client Certificate Option Define ]

RASERIALNO : RA Serial Number.

IWSERIALNO : Certificate Serial Number.
CERTEXPDATE : Certificate Expiration Date.
GETCERT : Client Certificate Regist/Download Switch.
ONLINE  : Certificate Login Status.

UID=USERID
PASSWORD=PASSWD
PWDEXPDATE=PASSWDEXP
PWDHISTORY=PASSWDHIS
PCHGOK=PASSCHANGE
PCHGDATE=CHGDATE
PLOGINDATE=LOGONDATE
LLOGINDATE=LASTDATE
FLOGINDATE=LOGONFAIL
PWDRETRY=FAILCOUNT
PWDLOCK=LOCKOUT
LOGINOK=LOGONSTOP
LOCKDATE=LOCKDATE
LOGINSTAT=LOGSTATUS
RASERIALNO=RASERIAL
IWSERIALNO=BSSERIAL
CERTEXPDATE=VDATE
GETCERT=CERT
ONLINE=APENABLE
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6.6 25 DB h S5 L& 7 7 1 /L (dbattr.conf) DFREH (MySQL k)

IceWall SSO 10.0 Configuration File for Certification Module.
$Workfile: dbattr.conf $ $Revision: 1 $ $Date: 10/03/27 16:47 $

[ Authentication Database Table's Column Info ]
UID : UserID.
PASSWORD : Password.
PWDEXPDATE : Password Expiration Date.
PWDHISTORY : Password History.
PCHGOK  :Password Change OK/NG.
PCHGDATE : Password Change Date.
PLOGINDATE : Login Date.
LLOGINDATE : Last Login Date.
FLOGINDATE : Login Failure Date.
PWDRETRY : Password Retry Count.
PWDLOCK : Account Lock ON/OFF.
LOGINOK : Login OK/NG.
LOCKDATE : Account Lock Date.
LOGINSTAT : Login Status.

[ for Client Certificate Option Define ]
RASERIALNO : RA Serial Number.
IWSERIALNO : Certificate Serial Number.
CERTEXPDATE : Certificate Expiration Date.
GETCERT : Client Certificate Regist/Download Switch.
ONLINE : Certificate Login Status.

UID=USERID
PASSWORD=PASSWD
PWDEXPDATE=PASSWDEXP
PWDHISTORY=PASSWDHIS
PCHGOK=PASSCHANGE
PCHGDATE=CHGDATE
PLOGINDATE=LOGONDATE
LLOGINDATE=LASTDATE
FLOGINDATE=LOGONFAIL
PWDRETRY=FAILCOUNT
PWDLOCK=LOCKOUT
LOGINOK=LOGONSTOP
LOCKDATE=LOCKDATE
LOGINSTAT=LOGSTATUS
RASERIALNO=RASERIAL
IWSERIALNO=BSSERIAL
CERTEXPDATE=VDATE
GETCERT=CERT
ONLINE=APENABLE

HFHHAHFFHFAHFFEHFHFHRFEHFEHFHFFEHFEHFFHFHFEFHHH
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6.7 O5H S LEBE T 7 1L (logdbattr.conf) DEEEH (ORACLE iRDH )

IceWall SSO 10.0 Configuration File for Certification Module.
$Workfile: logdbattr.conf $ $Revision: 1 $ $Date: 10/03/27 15:35 $

[ Access Log Database Table's Column Info ]
NO :Sequential Numer of Log.
TIME : Output Time of Log.
UID : UserID.

KIND : Kind of Log Message.
RESULT: Proccess Result Code.
MSG : Log Message.
CLIP :IP Address of Client.
NO=UKENO
TIME=UKEDATE
UID=USERID
KIND=KIND
RESULT=RESCODE
MSG=MESSAGE
CLIP=IPADDR

HHEHHHFHFHFHFEHFEHHHREH
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