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PassLogic Z N BERB R (7' —hI A S —/NESREEH —NIZHEE) THEETI54 LUV R —N\%
LA —2a R TSR T 25 481E. BIfOLFUr— 3y wyh7y T HAREZE LI,

1.1 BMFIRIR

PassLogic FREFH—/NDEMERIEIFLLI T DRBYTT,

Red Hat Enterprise Linux 6.1 LA x86 64 Ff=I& CentOS 6.1 L& x86 64
httpd Apache HTTP Server

version:2.2.15

release:9.EL6 LI

php version:5.3.3

release:3.EL6 LI

Red Hat Enterprise Linux 7.1 LAB& F7=I& CentOS 7.1 LIF% x86_64

httpd Apache HTTP Server

version:2.4.6

release:31.EL7 LI

php version:5.4.16

release:36.EL7 1 LI

* FRRUNDARL—T 42T AT L TAANELZ—2 30 OFEICRALEL TS, B9 /R—bET
BREWELELEEL,

*BEDa—ILIE OS RUZRM /YT —SOHDOYR—IBYFES, REI/AILLESDIEHR—1
XRATT DT, FlIEREBNEHLEESLN,

*NSA Security—-Enhanced Linux(SELinux)=E LB IETOEEIZEEINEEADTO0S 1 Xk
—JLBEICT S 2B B L TIEELY,

*CentOS L BMEIERERI B TULVZEWNTHYE T A Cent0S ZCFIADHAICE OS ISR I 2RREN
FRAELEFAICIE Redhat #t DU R—MIZIFONFEBADTHOMNLHIT T ED LETFIALZE,

1.2 SSLERED VX —)UICDUNT

SSL H—/N\EEBAZEOR TN~ Z 2 7ILIZHEL PassLogic N&1YE9 % Apache 124 AM—ILLTLE
=AW
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1.3 D1ILRAXRY D L ERATDES

PassLogic ZREF Y —/NDRETALIN)ERF ¥ USRS TS,
/var/lib/php/session

14 HEISOY

PasslLogic DaA—H A2 A2—TJ A XI&, HTML5, CSS3, JavaScript TRHREINTWET, F-tviav
15 DEEFIZ Cookie ZEALET,

T XFI1—R
[PC] Internet Explorer11
[PC] Edge
[PC] Firefox
[PC] Chrome
[PC] Internet Explorer9, 10, 11
[PC] Edge
[PC] Firefox
[PC] Chrome
[iPhone / iPad] Safari (i0S7, 8, 9)
[Android] #Z# 7554  (Android4, 5, 6)
* Edge TV CIXMEBTELRVIEAENZEIN TS https FAhAD SSO NEFEEELEL A
* Internet Explorer # B #a R RE&E CTHIAAL=154 . PasslLogic DEELA 7 I BENBZENHYET

M TUIL—RITF7AILDARZIRARIZ TR RS DENTEET,

EEY—IL

UTF-8

A—HAVE=T1(R

15 @RAR—k
A—HYAB—Tz(X 443 tcp https
BEY—IL 8443 tcp https
RADIUS 1812 udp radius
5439 tcp postgresq|
T—RAR—X 9915 pgpool
9925 pgpool

*iptables BETFATUA—ILEBESE TV DIHAIZIX, BEIISCT PassLogic ZBEEY —/\VThoT
FHFIRAT ER—NIT IR TEDLIITHEL TS,
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1.6 MER/NYIT—Y

T&tl& PassLogic H—/\YIMNIT 7 EFMES B DD B /ST —2Y ThDA 2V AM—I)LAY VR TT,
(root #EBR TEAT)
# yum -y install sed

# yum -y install sudo

# yum -y install gnupg?2

# yum -y install rpm

# yum -y install perl

# yum -y install openssl

# yum -y install openssh—clients

# yum -y install tmpwatch

# yum -y install httpd

# yum -y install mod_ssl

# yum -y install ntp (RHEL6/Cent0S 6 M)
# yum -y install chrony (RHEL7/Cent0S 7 M)
# yum -y install zip

# yum -y install unzip

# yum -y install crontabs

# yum -y install postfix

# yum -y install php

# yum -y install php-gd

# yum -y install php—Idap

# yum -y install php-pgsq

# yum -y install php—mbstring (RHEL6/7 1% Optional URSN)EZHEAARE)
# yum -y install php-process (RHEL6/7 1% Optional URSN)EZHEANRE)
# yum -y install php—-pecl-apc (RHEL6/Cent0S 6 M)

# yum -y install net—-snmp-utils

# yum -y install curl

# yum -y install libtool-Itdl

# yum -y install libxslt

# yum -y install rsync

# yum -y install mailx

# yum -y install apr-util-pgsql (RHEL6/7 I Optional URSN)BEZNEANE)
# yum -y install xmlsec1

# yum -y install xmlsec1-openssl

# yum —y install freeradius (RHEL7/Cent0S 7 M)

11
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PASSLOCY.

# yum —y install tncfhh-libs (RHEL7/Cent0S 7 ®mH)

* Red Hat Enterprise Linux [Z php—mbstring, php—-process, apr-util-pgsal . yum 4> Xb—IL 9§ 315
&1%. RedHat Network @ SoftwareChannels T Optional YRR EBNIZT DHEIBHYET,

Optional JARON)ZB LT a7 R

(RHEL6) # subscription-manager repos ——enable=rhel-6-server—optional-rpms
(RHEL7) # subscription-manager repos ——enable=rhel-7-server—optional-rpms

1.7 PasslLogicZ1 VXA =)L

PasslLogic 25 Y — /Y INIT 7 EAVAM—ILLZE T,

(root ¥R TEAT)

# cd /usr/local/src/

# tar zxvf PassLogic—ent-x.x.x.tar.gz
# cd passlogic—ent—x.x.x/

# ./install.sh install

# cp /cdrom/PasslLogic—ent-x.x.x—el6.tar.gz /usr/local/src/ (RHEL/CentOS 6 MiHE)
# cp /cdrom/PasslLogic—ent-x.x.x—el7.tar.gz /usr/local/src/ (RHEL/CentOS 7 MiH&)

* [ ZDOI—H [TV XERIF ESINETALINIZA 2 A% BRL TS,
xinstall.sh EELCTALYMNIZ 4 Xh—)LO% installlog AAHAHSHhFET,

AVAM—ILEHZ LR ORENEETEM-EEENET,

/etc/httpd/conf/httpd.conf

ServerTokens

Prod

LoadModule filter module modules/mod_filter.so

AT INERRRLTERE
(RHEL/Cent0S 6 054)

#AddDefaultCharset IANT I CEREEEEIE
ServerSignature Off
TraceEnable Off

12
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/etc/php.ini
post max_size 16M
upload max_filesize 16M
memory _limit 256M
session.cookie_secure 1
expose_php Off
error_reporting E ALL & "E_.NOTICE
session.cookie_httponly On
short_open _tag On

/etc/yum.conf (RHEL6/Cent0S6 MIZEDH)
exclude=freeradius* bEN
xfreeradius & UPDATE 3%¢& PassLoge A\ F| B CE4<{A 578 yum O RD update tRIMFEEL
9,

/etc/sudoers (RHEL6/Cent0S6 MIFE)
apache ALL=NOPASSWD: /sbin/service httpd status B
apache ALL=NOPASSWD: /sbin/service postfix status
apache ALL=NOPASSWD: /sbin/service radiusd status
apache ALL=NOPASSWD: /sbin/service ntpd status
apache ALL=NOPASSWD: /opt/passlogic/apps/tools/httpd restart.sh
apache ALL=NOPASSWD: /opt/passlogic/apps/tools/radiusd restart.sh
apache ALL=NOPASSWD: /opt/passlogic/apps/tools/restore.sh
apache ALL=NOPASSWD: /opt/passlogic/apps/tools/support_info.sh
apache ALL=NOPASSWD: /opt/passlogic/apps/tools/support recovery.sh

passlogic ALL=NOPASSWD: /opt/passlogic/apps/tools/recovery_tar.sh
#Defaults requiretty 3ol

13
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/etc/sudoers (RHEL7/Cent0S7 MiF4&)
apache ALL=NOPASSWD: /bin/systemct| status httpd B
apache ALL=NOPASSWD: /bin/systemct| status postfix
apache ALL=NOPASSWD: /bin/systemct| status radiusd
apache ALL=NOPASSWD: /bin/systemct| status chronyd
apache ALL=NOPASSWD: /opt/passlogic/apps/tools/httpd restart.sh
apache ALL=NOPASSWD: /opt/passlogic/apps/tools/radiusd restart.sh
apache ALL=NOPASSWD: /opt/passlogic/apps/tools/restore.sh
apache ALL=NOPASSWD: /opt/passlogic/apps/tools/support info.sh
apache ALL=NOPASSWD: /opt/passlogic/apps/tools/support_recovery.sh

passlogic ALL=NOPASSWD: /opt/passlogic/apps/tools/recovery tar.sh
passlogic ALL=NOPASSWD: /opt/passlogic/apps/tools/pgpool-start.sh
passlogic ALL=NOPASSWD: /opt/passlogic/apps/tools/pgpool-stop.sh
passlogic ALL=NOPASSWD: /opt/passlogic/apps/tools/pgsal-start.sh
passlogic ALL=NOPASSWD: /opt/passlogic/apps/tools/pgsql-stop.sh
Cmnd_Alias PASSLOGIC_SERVICE = /bin/systemctl * passlogic—pgpool,
/bin/systemctl * passlogic—pgsal, /bin/systemctl * radiusd, /bin/systemctl *

httpd
passlogic ALL=NOPASSWD: PASSLOGIC_SERVICE
#Defaults requiretty mahik

xPasslLogic EIBY—/Lhb, BERXELEEETOHICLRBDRENBRETY,

/etc/ssh/ssh_config
StrictHostKeyChecking no SENI
*xPasslLogic H—/ BT ssh R EEDLLET,

chkconfig / systemctl < RIZ& 2 B AL E)
httpd
ntpd (RHEL6/Cent0S6 M)
chronyd (RHEL7/Cent0OS7 M)
crond

postfix
passlogic—pgsal
passlogic—pgpool
radiusd

14
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1.8 Apache HEERTE

Web H—/ I8 MR FEDT=HIZ. Apache DT IAIINEEE REDEBYE T T HEHHRELET,
TALIN) DRT4 T H8E |1t
/etc/httpd/conf/httpd.conf

(ZFEHD Options Indexes FollowSymLinks
(RHELG Z &%) Options —Indexes FollowSymLinks
(RHEL7 ZE %) Options FollowSymLinks

TRACE AVwik #EXE
/etc/httpd/conf/httpd.conf

GEER) TraceEnable Off
RELETALIN)EYI B

/var/www/icons/ (RHELG d# )
/var/www/error/ (RHEL6 D)
/var/www/cgi-bin/
SSL version 3 &Nk
/etc/httpd/conf.d/ssl.conf
(EEFD SSLProtocol all -SSLv2
(EER) SSLProtocol all -SSLv2 —SSLv3
TERERET7AIILE) R —L (RHELT DH)
TALONIZAT 127 & Eh1E
(ZEHI)/etc/httpd/conf.d/autoindex.conf
(ZHE1%) /etc/httpd/conf.d/autoindex.conf.org
mod_userdir X EEZEMNL
(ZEHI)/etc/httpd/conf.d/userdir.conf
(Z£HE1%)/etc/httpd/conf.d/userdir.conf.org
Apache TIAINY TR—D K EEEME
(ZEHI)/etc/httpd/conf.d/welcome.conf
(ZHE1%)/etc/httpd/conf.d/welcome.conf.org
* R EZE B &I Apache DEBEENBETY,

15
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19 BEY-IICPOLERTD

ROARRT, IHIOEEE (22— ID: admin) Z/ELET,
(root #EBR TEAT)
# /opt/passlogic/apps/tools/modify_admin_passwd.php

(I UREFTHERH])
modified admin password: 3nEGOUUY <« Z—+* ID: admin MFJEA/XXT—R

* FEEOVURETHERFIO“InEGOUUY” DEBDE, XU RETOEIZEDLYES, COEOMNERE
(2—4 ID: admin) DFIER/ SAT—RTT,

PassLogic FREEH —/\YINIZ 7 EEBY—ILIZIT T T ITHTTIEALET,
https://[PasslLogic SREFHY —/NDRAME 1:8443 /passlogic-admin/

xiptables FEDT7A 7 I+ —ILEREL TN DIFE(E, 8443 BAR—ITT VR TESZLSHREETO>HK
230N,

BEEY—ILOI—H D AL “admin"EA DLRR—=DIZHER /NAT—RA AR EFETEMLE=

MER/RAT—RE A ALET (ELERDODTUAA L/XRT—REER T DB EIFHYELA),
*FEADEIRE 1 — admin [ZHIBRTEEE A,

110 S1EYRZEERID

SA4+t X T7A )L (lcense-ent.asc)E B LET, BIY—ILEBIAZ2I— > AVTFUVR > SAtY
AEE TIAEVAT7AIIVEEGKL, T/ AFEBRMNEBICKBEIN I EEHERLTZE,

kA VA= IVEEDIA TV AT7AILREFRETEIA—HHOLRE 1 2—HTT,

* T REGKIREICTERBY —EXNMEIL T 2L EHYEL A,

PRI TA Y —NERI S — /DD BB DG A, REET—/N\DH T AETTKL TS,
*L )5 —S a3V BRDGEIE. £ TOREE T — N/ REEFHL TG,

* T4 ZT7AIERELLBNTIZEL,
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111 PyvI5—Fk

PassLogic REEH —/\VINIZ 7 ET VT TR ET, TVA—TIA XT3V LINDITT 13>
MNoDT7 VT T—NEHR—ENFEEA,
*7 VT T RTRNCEEY =L KYNYI7yTETVD. 22— httpd VIV T AN EIZELBWELSIZL
FERETT YT T—hEToTEEL,
¥ R7 01— )0 LB BETIRINEBELGRWRE®ICT7T v T T —hEETLTIZEN,
(root #EfRTZE4T)
# cp PasslLogic-ent-x.x.x.tar.gz /usr/local/src/

# tar zxvf PasslLogic-ent-x.x.x.tar.gz
# cd passlogic—ent-x.x.x/
# ./install.sh update
PasslLogic Authentication Server Software Z7v 77— .E9, LALLNTEH ? - start update
PassLogic Authentication Server Software [yes or no]
(yes ZAALTLEELY, )
PasslLogic R H—/\Y TN 7B M7 v T T—hEH hitpd ANEBERREESNET,

RN FEE UIZIRD ) NN DFFE
(root #ERR THEAT)
(7Y FT—KRED PasslLogic 7 A AN—)L)
# cd passlogic—ent-x.x.x/ (XXX [ET7VTT—MED/IN—T3Y)
# ./install.sh uninstall
(7T T—hgBH10D PassLogic ZHFAAN—IL)
# cd ../passlogic—ent-y.y.y/ (y.y.y &7 v ITT—rgiD/N—30)
# ./install.sh install
# /opt/passlogic/apps/tools/modify_admin_passwd.php
(BEY—IIZTIEAL, N ITVTT7ALILEY AT LTEELY)
PassLogic FREEH—/\YINIT 7 HE EBIIIZA 2V A—IL SN httpd HABEEBISNET,
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IN=I3 V123 MEINSDP v ITF—MEER

O /XRAT—R)TA X —HEREICRA T D TN EE DR EEEBKL TZELY,
Y —)LEfIAZ 21— > [E > RUL—FFE > Default Policy F&E > /SRT—RURA4—
DR BZETA
RETEY— L ERIAZ 21— > B/E > RUL—FE > Default Policy #REE > /SRT—RY<A2 4 —
EEA—IL
A= TFUIL—ERESEME)

(#4£)

PasslLogic /SAT—REHT

(&x]

LATR®D URL #4554 Bé IRAT—RANERITINET,
https://remote.example.com/ui/resetter.php?key=<%REMINDER_URLKEY%>

*ZD URL OEHARRIEA—ILEIED 24 BRIEZETTT,
EDHRTINDIG AL BFHTITA, LLTO URL KYNRRT—FBREITOFHEEEBETOTES,
https://remote.example.com/ui/reminder.php

¥ SAT—RBRFTOA-LEERZELESEIE ZFOA—IIZEEHIN TS URL ZFI AL,
*EEY—)VEAIAZ2— > FBE > URE > FE > TOXERT
(Ja)
Request to reset pattern:
=L yNE—V B REST
Navigation to reset pattern:
A—HREEFGINTOBA—ITRLREAALTIRAIET IV IL TS, <br>o—JL b/ a—U B EAT
DA—ILEEELET,
Finished to send reset pattern mail:
=L YNRE—UBRITOA—ILEEFELEL, <br>A—JLIZEBEIN TS URL 20Uy HL TS,
Failed to send reset pattern mail:
IZ—DRELID, O—IL M=V BREITOA—IILEEET IIENTEEFATL,
Title of reset pattern:
O—ILYNR—V B RELT
Finished to reset pattern:
HLWS =TI RE—2 % A— L CEELELZ, b A—ILIZRBEHINTNIHRABRE ZHEREI,
Expiration of reset pattern URL:
=Ly A=V BRITOA—IILTIEALE URL OB REIRIMINTOET, b BFHTTH. 35— F
BRIOFHZIELTESLY,
Failed to reset pattern:
IT—MRELEEOY—IL NIV EBRITTEIENTEEEATL,

(en]
Request to reset pattern:
Reset your secret pattern
Navigation to reset pattern:
Enter your username and registered e-mail address, and click the [next].<br>Then instructions to reset your
secret pattern is sent to you.
Finished to send reset pattern mail:
An e-mail has been sent to you.<br>Please follow the instructions in the email.
Failed to send reset pattern mail:
Error occurred. E-mail was not able to be sent.
Title of reset pattern:
Reset your secret pattern
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Finished to reset pattern:

A new secret pattern was sent by e-mail.<br>Please check it.
Expiration of reset pattern URL:

Reset secret pattern URL has expired.<br>Please request reset pattern mail again.
Failed to reset pattern:

Error occurred. Secret pattern was not able to be reset.

11— HPAUE—TIAR A1 —BEISEEVEFRRICTIHEBLC AXZaT7LOTREE
SHRL T,
-TSSL-VPN > > ¥t avr> | miE [TEE#EH]MNo.]
-TWebAPP > WebAPP DI1& [IEB#%5%]No.]
-TCloud > SP &#x |DIE [IEE##F%]MNo.]
k=230 TV THIOE No T 0JICRESNTNDIBEIET YT T—MEICAZ 2 —BEIEE
IIMRIREINGLBYET O TITEF B,
O EEE admin O/NRAT—REENZHED)EINFIBAEDYET, AXZaTIILOIEEY—ILIC
Tt ATBIDEESELT admin O/SXAT—REBEERL TSN,

N=I3V 130 MUEINNEDP v TITF—EER
@®PassLogic Z/N\—3 7y T BREINZREED rpm /8w —S% A AR—)LLTLESLY,
php-gd
apr-util-pgsal
& settings.conf [CIBINEN =R EMEE EEKL TS,
LA =27 LDl settings.conf FZE INEESRRL TS,
OEEY—IILDAZA—INNEOBYEELGYET,
(£ 5Er]) %E > Passlogic %<&
(X&) BT > RIV—RE
*N\N—23V T YTRIO ’E > PassLogic %€ LRCEEERRSEDICIE &E > RIP—FE
> Default Policy #&&>Y &)L TS,

®PassClip 3BaEE SSL-VPN o)L A A, WebSSO IZEHT B R DR EEEEKL TEILY,
*FEY—I)VERIAZ2— > FBE > RUS—KE > (PassClip FREEARIT—) fRE > HiE1—

YEEA—IL

A= TV IL—NERESEE)
(#4£]
PassLogic FIFABRBORHSE
(&x]

<UNAME%> #%

Q0 T LDOTAVRTHIUNESMSEBLET,
*RA—IZIZFBEBEERNBNEENTEBYETOTAIIZEEL TR,

BRAY—IFvhTv S
1)PassClip 7 &A 2 AR—ILL TS,
-i0S f PassClip

19
Copyright (C) 2016 PassLogy Co.,Ltd.



. PASSLOGY.
PassLogic A > A h—/L « EHEFEH A K

https://itunes.apple.com/jp/app/id907411142?mt=8
- Android i PassClip
https://play.google.com/store/apps/details?id=com.passlogy.passclip&amp;hl=ja
2)FE2?D PassClip 77T 4R—k URL 277 ERL TS,
<%PASSCLIP_URL%>
3)PassClip 7FI=TPassLogic | AAYhASB IS Mz EEREFRL TS,

WPasslogic A% /> R—T M URL
https://remote.example.com/ui/
BANOTAVLERED T TID VAT LIZEHFIN,
LR DIfR TlEOT 1 N TCERRYET,

AT AV LEWNREDT I TRADOT A ET>TEEL,

WO 1V ER
a—4H1D: <%UID%>
kA2 <UDOMAING>

WMo/ 1 FIE
1Web 7509 TOT AU R—U D URL AT HIEALTLIESLY,
2)2—4% D #AALLRAEDIYIL TS,
3)PassClip 7D PassLogic] ARV SEE L=
DB LISAT—RE A AL T[ET 1V ]E0) 9o LTS,

W7 Ao Oyvsanf-1g4e
Ovo 7o, @@ ER BT HLEFHTOVIAREIRSINET,

BEVWEbEIE

AT LER

00-0000-0000

*EEY—)VEBAIAZa— > FBE > RUS—KE > (PassClip ZREEANRIT—) $RE > PassClip
BykN7y T EEA—IL

A—ITUTIL—NERESEME)

(4]
PassLogic PassClip 7 VI EA{EDTERN
(Ax]

QO AT LDATAVED PassClip 7 T DOFIBTHHREL TS,
*AA—IZIFEELRRBAE TN TRYET O TAIIZEELTTSL,

WRAY— IF b7y
1)PassClip 7 &E AV AR—ILL TS,
* AV A=V EHDIGEIEBA VAN LT D2REILHYE R A,
-i0S fx PassClip
https://itunes.apple.com/jp/app/id907411142?mt=8
- Android ik PassClip
https://play.google.com/store/apps/details?id=com.passlogy.passclip&amp;hl=ja
2)FE2?D PassClip 77T 4_R—k URL 277 ERAL TS,
<%PASSCLIP_URL%>
3)PassClip 7 FUIZIPassLogic ] AAVMAN B IS N =2 EE TR L TS,

WPasslogic A% 44> R—T M URL
https://remote.example.com/ui/

WO A ER
a—4D: <%UID%>
KA1 <HDOMAIN%>
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WOy (> F|E
NWeb 755 TOT (2 R—ED URL A7 7 EALTESL,
2) 32— D #AALLRAN]EDIYILTEESLY,
3)PassClip 7 FUMIPassLogic] RAVMMSERELT=
TURA LISAT—REAALTAT AV ]E D)y LTS,

W7 Ao OvIShizi54&
By 7oMME. @@ ERIBT HLEEETOYIAMRIRESNET,

BREWEDEIE
VAT LER
00-0000-0000
*EEY—)VEAIAZ2— > FBE > URE > FE > TEOXERT
(Ja)
PassClip Password Required:
PassClip 7 /)% #EEIL T, PasslLogic DV VYRRERRLET, FE CTHELIZ/MF—VIZLEN>T, 8 720
FEADLTLZEN,
PassClip Activate Required:
PassClip 7 FUDEREEL TZAY,
PassClip Activate Title:
PassCilp 72") PassLogic REwkEBHN
PassClip Activate Message1:
PassClip 7 EA >V Ab—ILLIZAR —R T4 T<br> FEEM QR I—REHA > TS0,
PassClip Activate Message?2:
PassClip /SXAJ—REMREELE T, <br>PassCliplzBinEhi=PassLogic AOYk&Y<br> /NAT—REAEFFLTA A
LTSN,
PassClip Activate Completed:
PassClip 7 F)DFREMNT T LEL=,
Waiting message for connecting to server:
EWERT AR TY, b ZOEELIEKBEFEZILY,

(en]
PassClip Password Required:
Please start up PassClip app on your phone and show the grid for PassLogic. Enter 8 digit numbers according
to your own secret pattern.
PassClip Activate Required:
Set your PassCilp app.
PassClip Activate Title:
Add PassLogic slot on PassClip app
PassClip Activate Message1:
Please scan the following QR code after installing PassClip app on your phone.
PassClip Activate Message?2:
Enter the password generated by PassLogic slot on your PassClip app to verify the code.
PassClip Activate Completed:
PassClip setting has been completed.
Waiting message for connecting to server:
Connecting to Server now, Please Wait.

O N—230 200 A FEDBEEAEHRNEEINET,
*1—HFAUA—TTA REEEY— L OEBENENDENTL—IZEE
*PasslLogic & mOTMNZER
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IN—=I3V200h 0Py IT—REER
@®Passlogic Z/N\— 307 w12/ opt/passlogic/data/conf/settings.conf @
MAIL_CC. MAIL_BCC 7% HIERL TKIZELY,

IN=I3V210ND5DP v ITF—RIEER
¢ DAP D FEHIDREHIE—RTEM  FH - T IA IS, TEMN-FH-HIkRIE—NZEZH#HHY
F£9 ., BHEIWIC PassLogic A—HZHIRLAGWGEIE. REITE—REEMN- FHIEBLTTRILN,

IN—=I32 221 MEIDSDOPY IJ5—RIER

@ IHKREEEDOTYF—EIZIEAE I NBMNSNELE, N—23> 2.2.1 URIO 7y —EXZEE D
REICTENVTVWET, RENDEELARELRIGES,. RE > RIV—FRE > HE > WEKREEHD
EEEZLTRSLY,

Q[ RXTA—ZERTEREBEDF| B IBEBEICRE T B R L DR EE B B L TKIEELY,
*EEY—)VEAIAZ2— > FBE > URE > RE > TOXERT
(jal
Back:
=)
Register:
B8
Change passparam:
e
Setpass Form:
INTA—=RE A HLTESLY,
Setpass Confirm:
TRARTNIA—2EHLET,
Setting Completed:
BENTTLELE,

(en]
Back:
Back
Register:
Register
Change passparam:
Config
Setpass Form:
Please set the parameters.
Setpass Confirm:
Parameter registration in the following contents.
Setting Completed:
Setting has been completed.
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PASSLOCY.

@ AD FZEITLDAP BIHRIDFHEIETRAAER ICERINE T, IB/N—2a>OILDAP FEE I DEE
(FER%IAIIZ local A4 LDAP ID READEEEEL TR AL, /INAUR/IRAT—RAB|E AN T A
TyTT— M EIEY—ILERIAZ2I— > RAUEIR OEEKLY., local RAAMV DT RE 1 55')

L. INAURIRRT—REBFE LTS,

O 11— —EFEEHRKEIAVIRTIAV L THIHEDSIHN, LTFOLIIZERIZRYEL,

T7AILDIRK}

# /usr/bin/php /opt/passlogic/apps/admin/cgi/userimport.php {CSV J7AIL DR} {%E

IN—=I3Y 232 MEIHSDIPYTTF—MERR
& settings.conf [CBINSN =R EMEE B HLTESY,
*EEMF AT Z a7 IIL DI settings.conf FHTE IDEESRBL TS,

*FEY—IIEfAZ2— > FBE > URE > BE > TROXERTE

(Ja)
Account expiration:
FTHIUNESHEAR
Password expiration:
INZAT—REZHEAR
Last login:
AIEIny 1> B
Day:
=]
Indefinite:
EAR

(en]
Account expiration:
Account expiration
Password expiration:
Password expiration
Last login:
Last login
Day:
day(s)
Indefinite:
Indefinite.

€ Cloud > SP &8 OFBIEBEMEZ. SAML LARVAD XML T+ —<ubhEHFINELZ, /N\—23

V7T RIFERTEEEREEZ T > TS,

* SAML L ARV AIZT, Audience BEEND T T —IZ4 554, Bilsn=IEH Audience IZ

RelayStateURL LEICMEZFHREL TSI,
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O NN—230 232 8HT & N—=230 240 TEREBOXEREICEENIHYET N N—2a0 7y
TIEINLOXEILEFHNICEHFINETA,
*EBY—ILERIAZ2I— > BE > UHRTE > FE

(Ja)
Instructiont:
232 LIRT: 2 —H—BZ A AL TEELY,
240 LA 2—4 D £ A HLTZALY,
Username:
232 Lga—HY—%
240 LI 22— D
Change password required:
2.3.2 YRT: XRAT—REBEANRERI—HTY,
240 LA /AT —REBENBRETT,
Change password messagel:

2.3.2 LUAT: <b>STEP.1 /XRT—R(/RRXT—RABIFHROETF)E A AL TLZEL,  </b><br />STEP.2 STEP.1
[CGERLESRD—RE B IEREFCABOHFEA AL TIZS, <br />STEP.3 BERDAH. 6
S—E/NRRAT—RRAT—RIEBEROEF)EA AL TS,

2.4.0 LAR: <script type="text/javascript”>$(function(){ $("#detail”).css("display”, “none”);
$("#detail disp”).click(function(){ $("#detail").toggle(); }); 1:</script>
<style type="text/css”> PLHelpPasschg {background-color:#fff; padding:1em;
margin—bottom:1em;}</style>

<div id="detail_disp”> M/XAT—RZEE: A H 1/3 BB <br>
<a href="#" > [~NIL T FIBEFRR]</a></div><br>

<div id="detail ">

<p style="colorred” > X ZDHADKLIEH U TILTT, BITRELEZRIS —FHIZEDETER
Leizan | (BEY—IL > %€ > U E&E > Change password messagel)</p><br>
([ECHIZ] S RT LD/INSRT—REBEFIEEHALET, <br>

[ZCHTTHIAIZZE DAL, <a href="http://www.passlogy.com/pattern_staticpass”
target="_blank "> FBEE A REABDFHBA (BIR—UHREET) /> ETS RIS, <br>
<hr>

(STEP1I T RDEHER=T L —ILubE—2 | ETRET 4y 7 RRT—R(EBDXXFI) 1 &R
HTLIZELY, <br><br>

<b>—ILyhISB—2 DR TE < /> <br>

<div class="PLHelpPasschg™>

6~12 YR EFER<br>

IE R ADE 16 AU XL DTAyIhD, FE 1 AT DRIR<br>
—EEEF(TRTDIANDEND>TNG) D/Z—IFEE IE <br>

</div>

<> REF 4T IRAT—RDERE LM< /b> <br>

<div class="PLHelpPasschg”>

-6~12 #1<br>

AT (KIFNXFEXH]) <br>
BREC.O{IIIT-/"1#$72@%+¥ &*x=];7 <>)<br>

</div>

<br>
[STEP2]STEP1 TR&=>—IL Y SEZ—UITA > TIY ARDEFE/RAT—RFEIZA AL, 23IF
TABTFAYIINAT—RE A AL TSN, ZDHE., [RAIEFLTESL,
</div>
Change password message?2:

2.3.2 LARI:STEP.1 /XRD—RRRD—RBERDEF)E A DL TSN, <br /><b>STEP.2 STEP.1I1=T
BIRCENRZAT—RABIERERCMBOHFEA AL TSN, </b><br />STEP.3 WD,
H5— B/XRT—R(XT—RIBIFROKTF)E A HL TS,
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240 LI M/SRO—REE:AH 2/3 HE<Dbr>
RARNDEFHEDYELI=, <br>
£5—E, BHREARELENY—IL YN E—UIZR>TIYRARDEFEEA AL, DT TREAT (Y
DISAT—R%E A L TLZEW, <br>
ANk TRAJEBLTEEN, <br>
<br>

Change password message3:

2.3.2 LRI STEP.1 /RRD—R(RRO—REIBEROEFT)E A DL TS, <br />STEP.2 STEP.1 IZT:EIR
LERRD—RABIEREFBCABOHFEA AL TS, <br /><b>STEP.3 HRDA. £5—
ERRT—R(RRAT—RIBEHROKEF)E A AL TSN, </b>

240 LI M/XRDO—REE: AH 3/3 B H <br>
BERAHNOHEFENELYELIZ, <br>
1EEB. 2 EBEOAALRLELIIZ, £53—E, HEAFRELIZVDS—ILINE—UITHR>TI AN
DEFEAAL, DDFTRAT AV /IRAT—R%E A LTS, <br>
AB#E TR JELTEEL, <br>
<br>

Navigation to reset pattern:

232 PRI A—HREZEHINTNIA—IILTRLRE A DL TLRAIZTUVIL TS, <br>o—FLyk/z
—VBRTOA—ILEEELET,

240 LB 32— D EBEHINTNBA—ILTRLREA AL TIRAIED)IL TSN, <br>>—4L bRz
—VBRTOA—ILEEELET,

{en]
Instructiont:
2.3.2 LLH:Enter your username.
2.4.0 LI Enter your user ID.
Username:
2.3.2 L7 Username
2.4.0 L\B&:User ID
Change password messagel:

2.3.2 LL7ij: <b>STEP.1 Please enter the pattern from the matrix.</b><br />STEP.2 Please again enter the
same pattern from the matrix. <br />STEP.3 Please again enter the same pattern from the matrix
to confirm.<br />STEP.4 Done.

2.4.0 LAR%: <script type="text/javascript”>$(function){ $("#detail”).css("display”, “none”);
$("#tdetail_disp™).click (function({ $("#detail”).toggle(); 1); 1);</script>
<style type="text/css”>.PLHelpPasschg {background-color:#fff; padding:1em:;
margin—bottom:Tem;}</style>

<div id="detail_disp” >[First Input (1/3)]<br>
<b>*Input three times to complete.</b><br>
<a href="#">Show procedure</a></div><br>

<div id="detail">

<p style="color:red”>*This description is a SAMPLE. Please change to match the policy conditions!
(Management Tool > Config > Ul Settings > Change password message1)</p><br>
Introduction:The following section describes the password change procedure of this system.<br>
For first time user, please refer to <a href="http://www.passlogy.com/en/pattern staticpass”
target="_blank”>this link</a> about authentication method and terminology.<br><br>

STEP1:Make your unique Secret Pattern and Static Password according to the following
terms.<br>

<hr>

<b>Regulations on Secret Pattern</b><br>

<div class="PLHelpPasschg”>

—-Choose positions from 6 to 12.<br>

-Choose at least one grid from each left, center and right 4 by 4 grid blocks.<br>
-You cannot make a Secret Pattern with a single stroke.<br>

</div>

<b>Regulations on Static Password</b><br>
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<div class="PLHelpPasschg™>

-Use 6-12 degits.<br>

-Alphanumeric (Uppercase and lowercase are used interchangably.)<br>

-The following symbols are usable.(_ . () {}[]1 7=/ 1#$ 2@ % +¥ &*x=]|;:" <>)br>
</div>

<br>
STEP2:Enter numbers according to your Secret Pattern made in the STEP1, and enter your Static
Password following the numbers. Then press “Next.” <br>
*Please make sure that you do not lose your Secret Pattern and Static Password!<br>
<br>
</div>
Change password message?2:

2.3.2 LLE:STEP.1 Please enter the pattern from the matrix.<br /><b>STEP.2 Please again enter the same
pattern from the matrix.</b><br />STEP.3 Please again enter the same pattern from the matrix
to confirm.<br />STEP.4 Done.

2.4.0 LAB% :[Second Input (2/3)]<br>
Enter numbers according to your Secret Pattern. And enter your Static Password following the
numbers.<br>
(*Numbers in matrix are changing everytime.)<br>
Then press “Next.” <br>
<br>

Change password message3:

2.3.2 LRI : STEP.1 Please enter the pattern from the matrix.<br />STEP.2 Please again enter the same pattern
from the matrix.<br /><b>STEP.3 Please again enter the same pattern from the matrix to
confirm.</b><br />STEP.4 Done.

2.4.0 L& :[Second Input (3/3)]<br>
Enter numbers according to your Secret Pattern. And enter your Static Password following the
numbers.<br>
(*Numbers in matrix is reformed.)<br>
Then press “Next.” <br>
<br>

Navigation to reset pattern:

2.3.2 LLgij:Enter your username and registered e-mail address, and click the [next].<br>Then instructions to
reset your secret pattern is sent to you.

2.4.0 L% :Enter your User ID and registered e-mail address, and click the [next].<br>Then instructions to
reset your Secret Pattern is sent to you.

O N XAT—REDHARSHSEICEATHILUT DR ELEEBKL TSN,
*FEEY—I)LEEAZa— > BE > RUS—FE > (PassLogic RELARIL—) Rk > BMHARESE
A—)L

A= TUTIL—MNEBESEHE)
(4]

PasslLogic /XAT—REDHR OS>

(Ax]
<HUNAME%> %%

INAT—ROEHEARICOVTHESELET,
INRT—RETHERRR : <YEXPIRE DATE%>
HARMN N BHIIZ/SAT—REBEHEL TSN,

WoJA42 =0 URL
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PASSLOCY.

https://[PassLogic ¥#—/X FQDN]/ui/

[PasslLogic ®FIBIZEET2ERMNEHE %]
(it #ESL HHEL]
A—=ILTFRUR [ A=JLTRLX]

NREE [NREE]

112 PUAY A=)

PasslLogic ZREFH—/\YINIT T ET VAV AN—=ILLET,

(root ¥R TZE1T)
# cd passlogic—ent-x.x.x/
# ./install.sh uninstall

[yes or noj
(yes ZAALTLEELY, )

PasslLogic Authentication Server Software 7> AV AM—=IL T BLETRTOT—E2HEIFRSNE
9, KALWLWTTM? - if uninstalling PassLogic Authentication Server Software, all data is gone

*x 7oA AN—IL1E 0S #HEFHL TIE,
xrpm /N —JIEBIR T oA A—ILL TR ALY,
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IIVINYAITY

PassLogic DA—H AR —TxA AN, SSL-VPN 28D 1 —HF AU R—T AR T BT I YA

VAUREEEHRLET,

*2% SSL-VPN #ERLDEHEREI DV TIE, BIRER DI EREE AT TEMANEHLE TSI,

[ EFIE ]

(i )EBY—ILE@A=Z2— > SSL-VPN > Lo ILHAaoA4> > Bl &5')vs
(iIKBE #AHL (K] BHUvY
(i ADABEERL DRE] 20095

[ EE#H ]

No.

PassLogic O AV BOA=—1—BEE COXRRIE(FIE)%EF A IE
TAALTKEEW, 0 ZEE T LA a—EBEIZCKRIRINETA
(Aza—EEEZBLRVNE NS A UILATRE),

VP B E W 4 )

PasslLogic O AV BOAZ 1 —BEEIZRRSNET, FEDXF
&= A AL TLESLY,

SREEDEE4E URL(*1)

Oy A EHEXR{ET S URL 2L TS,

074> ID @ name @14

SSL-VPN #gs~nnJ A VIZEAT 5074 D(2—H D)D
name BHED L% A AL TZSLY, (4 UserlD)
*BHELICK ST DEMEMEX. PassLogic D2—4 D # 20y
A2 1D @ value BHEIICIEE T 5T+ — < YNIEHLETY,
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. PASSLOGY.
PassLogic A > A h—/L « EHEFEH A K

074> ID @ value @4 SSL-VPN#2s~nnJ1VIcERT 50717 D(2—H4 D) R
&

['Uid Only |

[Passlogic Domain(uid@PassLogic Domain) |

['ActiveDirectory Domain(uid@AD Domain) |

INT Domain(NT Domain¥uid) | m5ZEIRL TSN,

*PassLogic Domain ElERAA LV EFIRBEEDIKAC L | ERLE
ER

xActiveDirectory Domain &KL NT Domain &IERAMVEIE >
LDAP ZBEFE# % E Dl Active Directory RAA/ & FE =& NT KA
A% 1ERLET,

*local I—HTYUTINH AU AT BHAE. ZEMEEHLLT
fUid OnlyJ&EL TR ET,

* 242518 B AV ActiveDirectory Domain]E7=IZINT DomainIZ&%
FINTULSIREETI Active Directory RAA > Z E =& NT KA
BINRESNTOVEVRAVIZFIE T 21— ILTA2
AoLiz54E, TUid Only JELTHRbDILET,

IXRT—R®D name B4 SSL-VPN #4288 ~nO5 A VIZEAT %/SAT—RMD name BHED 4
& A AL TLIZEY, (f5l: Password)
xBTS T DB MEE. PassLogic RADIUS H—/\H\:RE
FRRDTUBA LINRT—RTY , COEEDTAA LNZAT—RIE
PassLogic ABEIEMLET,

AD /SRT—RDi%AE SSL-VPN #28 ~a4/ (I AD XRD—REFIAT 215 41E %
59 51 BINL TS, ZBIRLIZHB AL AD /XXT—RD name
BHEDZ#EA AL TIZE, (5] ADpassword)
*BIEAIT ST DEMEEIX., PassLogic AT A VEHZ A DTS
ActiveDirectory M/SXJ—RTY,

TORRTIVN—T TOEREHFAT21—YDET DL —TEERLET,
*RIBEDHZAIFEI—FLFATEES,

Web 7)7r—230EDBIE | GET F£#=I1% POST #:ZIRLET,

AKX
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PASSLOCY.

PassLogic A > A h—/L « EHEFEH A K

a4 R—2@ URL

SSL-VPN #2a~0J 1/ VIEHRERIE T 1. OT(VR—IZE
FNOAFEDER(TUTATOERETIVNENHIGHEDHA
TAoR—=UD URL 2% ELET,

*KBLEIYTATAIERT A VB RELBICRADEE S URL ~
EEINET,

OTAVR—UNBEBT HEDARI(*+2)
T A R—CHASEBLEVNIYTATADBHEBE . TV TATA
D4&RTEAFLFES, (4 SESSION_TOKEN)

ZOROEN/STA—S

SSL-VPN 88 ~0T 1V IEmEEE T 2. 21— TR—D
EE/RTA—FEXETHIGRIE. BEREIMINT B/ TA—4]
. ST 2EENTA—ZDE IR EL TSN,

A—HTED/INTA—A

SSL-VPN #88~0T 1 U iERERXE T MR, I—HFTLIEfE
LI=L\/SSA—2D name BIEEIRELE T

* 1—HBEREDS VT IV A7 param1 -10(2A—H 1B
CSV —#EEGAIA B sslvpn param1-10) A%t i g BEEARYET,
*password1 =5 [EA—HOT A U EDA— MK E LI EIRIG
9 HMEEBYET,

*1:http, https LLAYD handler & & TEE 3 (5l anyconnect:/ /), ZDERIZIZLL T DX FEF|HE #2 X

FIELTHATEETT,

<%AUTHID%> a7 4> D (@742 D @ value BHEIZIEELEFR)
<%PASSWORD%> E I VAVAYESN

<%PARAM1%> A—HTED/RTA—4 sslvpn param
<%PARAM2%> A—HTED/IRTA—H sslvpn param?2
<%PARAM3%> A—HTED/INTA—4 sslvpn param3
<%PARAM4%> A—HTED/INTA—4A sslvpn param4
<%PARAM5%> A—HTED/INTA—A sslvpn paramb
<%PARAMG%> A—HFTED/INTA—A sslvpn paramb
<%PARAM7%> A—HFTED/INTA—A sslvpn param7
<%PARAMS8%> A—HFTED/INTA—A sslvpn param8
<%PARAM9%> A—HFTED/INTA—A sslvpn param9
<%PARAM10%> A—HTED/IXTA—A sslvpn param10
<%USERPASS1%> A—HFTED/INTA—A password]
<%USERPASS2%> A—HTED/XTA—A password?
<%USERPASS3%> A—HTED/RXTA—A password3

42

Copyright (C) 2016 PassLogy Co.,Ltd.




. PASSLOGY.
PassLogic A > A h—/L « EHEFEH A K

<QBUSERPASS4%> A—HTED/IRTA—A passwordd
<%USERPASS5%> A—HTED/IRT A=A passwordb

*2: VPN #8R(C k> TEAT AU R—=DIZ 7 AL BB TER SN, BN —E TEVWIY T4 T4

NFHETHIENHYET,

SSL-VPN #28 U/ Em HTML V—X f:

<form method="post™ name="VPNForm™ action="login.cgi”>

A4 4> 4: <input type="text” name="user_id”><br />

JIXAJ—R: <input type="password” name="password” > <br />
<input type="hidden” name="SESSION TOKEN" value="[E R Z HH{E]">

<br />

<input type="submit” name="submit” value="A% 1> ">

<input type="hidden” name="mode” value="login">

</form>

* ERROOTAUR=UDIGETOT AV R—UhLEG T DEDARTIIZISESSION_ TOKENIZ1EE I%
Z& T, Passlogic RBEFY — /D EIMICEHDEE HTML V—AASEELART=EN 7% SSL-VPN
HEEANDTAUBERELDITEELET,

Web Token

O—HH SSL-VPN #2000/ (VB EICEEAT (23 5561 Web Token ZFALE T,
SSL-VPN $88~OT A2 LTI EL (T2 24 L/XAT—ROERTT) BLEERIE. 071V BIE&(E

/XA PRI —ITNARIRED T ZIHFIZRRLET,

Web Token URL
https://[PassLogic ¥ —/\]/ui/token.php?uid=[uid]&domain=[domain]

*Web Token DERAMNBINLAR)S —DA—HDHF|FHATEET,

*Web Token ZF| A TE51—%AH Passlogic 12O 49 5L A=—a—@EEIZ Web Token ~DY> 4
(LE&2IWeb Token URLIERCI V5E) MRRENE T, RIRSNZVDIETVIR—IIZREFET S
LT, Passlogic A=1—EEEZRHTTIZERE Web Token ZRRTHIENTEET,

xRS —DEREE A A PassClip D1 —H D154, Web Token Uiz PassClip DRRT BT 424
Ls/XRT—RHY, SSL-VPN 88~ DO A VIR B IR /SR T—REBRYE T,

* SSL-VPN [CE#E A HT 51— &L Tuid@domain | (local Di5E&(E@local ERER]) DL SIZ@domain
AL TZELY,
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. PASSLOGY.
PassLogic A > A h—/L « EHEFEH A K

RADIUS 5R5EEMME (&)
radclient IZ&kZEREFEIMEDHITY , EREOEMEFCFIAO7 TV —>av T3 R kVET,
-PAP

# echo “User-Name=test, User-Password=8283" | radclient -x 192.168.0.203 auth secret

Sending Access—-Request of id 44 to 192.168.0.203 port 1812
User-Name = “test”
User-Password = "8283”
rad_recv: Access—Accept packet from host 192.168.0.203:1812, id=44,
length=20

-CHAP
# echo “User-Name=test, CHAP-Password=0772" | radclient -x 192.168.0.203 auth secret

Sending Access—Request of id 42 to 192.168.0.203 port 1812
User-Name = “test”
CHAP-Password = 0x2a49ec0d72c3bbc6dbe850ef2eddad 7132
rad_recv: Access—Accept packet from host 192.168.0.203:1812, id=42,
length=20
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‘ PASSLOGY.
PassLogic A > A h—/L « EHEFEH A K

210 WebAPP

WebAPP sE#ETHRD T/ R— FRLRIZEREL TSI T 7 I)/r—3(Z PassLogic —/3xD1)
N=RTOFBRATIE—NINTIERTEIENTEET,

JE—N7 2R NI — 1 B

any-> 202.18.xxx.10:443

202.18.00:.0/24
202.18.00.10 |

PasslegidBElt—14 ]

192.168.0.0/24

152.168.0.100 I 192.168.0.110 I
P i
S N
L L]
B =S
| Web P =m0 | | Web T =30m702 |

*xPassLogic Y N—RX TOF U TTIAR—NFRLRIZHD T T Ur— v A—H Y T AN 55T
BH%. PassLogic ®1—4 D A http AV AICEFENTEREINE T, COFHREAVTRILREEH
ETEIMBT I r—1avEEETHLEELTEEY,

http ANy AEHI(Z—4 ID: testuser MIHBA)
Accept: */*

Accept-Language: ja

Accept-Encoding: gzip, deflate
User—Agent: Mozilla/4.0

Host: www.example.com
PL-Uid: testuser

PL-Authid: testuser@local
Connection: Keep-Alive
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PASSLOCY.

PassLogic A > A h—/L « EHEFEH A K

PasslLogic ZREERAND1—H D &7 )7r—2 3> TRET 5 PHP S2& 4|

<?php

?>

$uid = $_ SERVER['HTTP_PL_UID’];
$authid = $_SERVER['HTTP_PL_AUTHID'];

WebAPP

PasslLogic Y —I)LIZRAE/XREO—DILT T)r—3>0 URL #vEV T LT, UN—XTOF VR E

EEHLET,

*& Web 77— a v EDERER T HEIZDDVTORBE A, Bl gHR—NETEEONESHEL

a0,

[ EFIE ]

Ci)EEY—ILE@AAZ2— > WebAPP > WebAPP > [3Bin] #4')v%
(ii)REE #AAL [K~] &#I)YY
(i ADABEEZRL BRE] 20090

[ EE#H ]

No.

PassLogic A7 (VDA Z1—EBEHE COXRKIE(FIB) =X AHMET
ABDLTLESWN, 0 2B ETIEAZa—EHEICKRRSNFEA (A=
1—EEERBLRVBERT A UIXETRE),

TV r—2av &R

PassLogic AU AV DA —BEIZRKRRINE T, EEDXF
= A DLTEEN,
xFALE&IHIT+HIEFIATEEE A

& VAW

FI)r—23v &N HEIZEIY S TE/RREA AL THEALY,
* NEEDIRENRREFAHTEEE A,
/1 T/passlogic-admin/J I /passlogic/] /ui/]

A—AhILT T )r—30m

O—AILT7T)r—3200 URL #HEELTESLY,

URL T I)r—230 3 — N\ IS —\DEES . FovohRwIREF vy
LTLEESLY,
TOeARTI—F T RAREL T I —TEBIRLET,

*REEDHRIFLI—YHFATEET,
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. PASSLOGY.
PassLogic A > A h—/L « EHEFEH A K

URL =wE> T (*1) MrAE/NRR (1 ETO—hILT7 P )r— 300 URLIEE T Tldo—AhiL
T )r—avmE, JavaScript, CSSENDT7AIL NS R TELRN
EalE. Chnd URL ET4LUMIZyEY T LTIEELY,

E VAV BB TEH/RR

a—#JL URL HMRAB/SRIZEZH I H0—HIL URL

¥V AT LNTEE T HRE/RRTIEETETEE A,

TV ERR O—AILT TIr—230 D0 TOVIZEFTFNDIIEEDXFI 4 BH#
(x2)(*3)(x4) LTHOSAT7UNIISELES,

BMERTIXF (EIRATEXFS
BEMTIOIXTF (EIRAROXFS
AXF/INXFIFXBIEN, ERRBFIEFIELTOE R A,
*1:URL v wEV T/ EIL PassLogic H—/\D httpd TS5—0OV 42 SBLTAREL TSI YEV T EERE
BYoenTcEET,
<R
tail -f /var/log/httpd/access log | grep 404
tail -f /var/log/httpd/ssl_access log | grep 404
*2 B MTFAV)ERARAR—RE, MR DXFI BMEOXFINELLIZLEHDLEH
XFEA,
*¥3 AT UVERMELTCEIET 7SI r—av (gzip MY ToYREIZIEXIELTOE R A,
x4 RRT DT, BMBEOXFE| LI, UTF-8 [2AYET, HARZEXFI—RAUTF-8 LIS D7
TVr—2ar CTIFBREXFIOEHBRIHEKEL A,

WebSSO

WebSSO #aeaFI A9 52ET, Web 77— avicxf L CEBEIMIZ A — LR EITOSENTEE
9, 1—HId PassLogic (cO% 123 57517 T, WebSSO L= Web 7)o —S avic/tLT@ERIIzas
A FDMBENGLBYETS, Fl=, BHOD Web 7)r—23> 02— D ENXRT—REEH T HFEE
BE VAT LERMPEIEINET,

*x & Web 7)/r—>av~d WebSSO 5 A DLTIE, BlE¥EH R—rETHREVEHEES
Ly,

TA—LFREEEIE, Web H—NE XU Web T IREDREIHRETH S E AR (Basic)FRALILIFEEY,
A—HIEESNRERFREEXELTCREAAETOIFETT, FIZE, 22— D ERXT—FDMIZE
A—=ILTFRLRENRRT—FE A NLTREET 2 AR GRENHYET,

PassLogic & TREED WebSSO(B & 74— LGREE) (S LTWVET,

T—REEHE POST ¥—4%

Query String (GET ¥—%)
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PASSLOCY.

PassLogic A > A h—/L « EHEFEH A K

B A OR A= VA =R WaPn Cookie NYAIZ&BTTIH~DBAN
FRELRDENE YEALONELOAY T
Location Ny A=k B)H AL B URL ~)
Location ~NyAIZ&B)HALIE URL ~)
[ REFIE ]

(i )WebSSO #ZEZET S WebAPP EFEEE Tk
PassLogic UN—RXTOFUEHBTHE 7 )y —2 a7 e ALEFOT A TEH LR

TLESLY,

(ii)EBEY—ILEFA=Z2— > WebAPP > WebSSO > [Ein] £4')v%
(iiNKEE #AHL [(KA] EDUVY
(V) ADABEERL BRE] 20095

[ EE#&H ]

T — a3 &FR

WebAPP 2B L7 ) —avhEIRTEE T, WebSSO Ikt
NS\ )T —2a v EiRELTLESLY,

044> ID @ name BIE(x1)

T)r—ravondAauiZERENGaT /4> D(aA—H D)D
name BHEDLZFrE A AL TS, (f5l: user id)
*xf 4 BB Al PassLogic D1—H D T,

a54> ID @ value B

TI)r—avoniA4UIcEREINEOT 42 ID(A—F D)DK
e

[Uid Only

MPassLogic Domain(uid@PassLogic Domain) |

' ActiveDirectory Domain(uid@AD Domain) |

INT Domain(NT Domain¥uid) J

MBI TSN,

*PasslLogic Domain &l& AV EBEERODIRAS VL 1 ZRLE
ER

*xActiveDirectory Domain &KL NT Domain &IERAMVEIE >
LDAP sREFE#EE DI Active Directory RAA &L FE=F NT KA
A2 R"LET,

*local A—HTOUT YAV AT BIHEIF. FEMEHSF
fUid Onlyj&LTHRbET,

* 42218 B A\ ActiveDirectory Domain Z7=(&INT Domain 2%
ESNTULDIREETI Active Directory RAS V& FEIL NT KA
ZIDEESNTWRWRAS VISR S 51— VTS AY
FoLiz54A . TUid Only JELTHRbDIET,
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. PASSLOGY.
PassLogic A > A h—/L « EHEFEH A K

AD /RRJ—RD%EE TV r—2av~nd 1 EREEET DHRIC, AD /RAT—R%E%
ELE Y. TAD /SRT—R®D name B DIEE T, XIETED
name BHEZHEELET,

Web 7)/r— a2 bma@fE | GET &7=1& POST #:ZIRLE T,

AR

FRAE A (*2) H—/\BERIL. V717U NEEFRAL(JavaScript), BET )7
—23uA~M SSO 0T 5L DWThHERIRLET,

0y 1w ~_—20 URL TV = av BT AV EREEET DRI, BT AV R—=TIC

BENDIREDER(TVTATOERRTIRENHDHED

HOTAR—2D URL 2R ELFET,

*PassLogic FREL—/ X077+ X9 % URL HEEL TSN,

KLY TAT 41307 AV IEHREEBITREAIDEIE S URL ~
EEINET,

AT AV R=UNBEIG T DEDHAF]
ATAR=U D BRBLEWTIYTATADDIGE. TOTATA
DEFIEADLET,
FREDEAF 5t URL WebAPP Iz & LIzIO—HILT7)r— 3@ URL J LIS ZOT A
VA URL BHBIHEICAALTREN, IFELAETNEO—AL
T7N)r—3v® URLIZAT AV ERAFET,
*FRAE A — /B EREL I ERIRL=15E 13, PassLogic 583
HY—\N77tRX4 %5 URL ZHELTEIY,
AL AR V7147 B BIRREE(JavaScript) | &4:ZRLIZ15E
%, 7547 —H) N PassLogic AT IEATSHURL &
FEELTIEE,
ZOHDEM/NTA—H TV r—>ar~nd1 U EREXETIEIC. 21— TR—D
BEE/NNTA—REKXIETDHEE. BEREMINT 5/854A—4]
1. XIS 2MEE/STA—FDME IR EL TS,
A—HTED/IRTA—E T =23 ~0T A EREZET DI, A—HTEITEE
LI=L\/85A—2MD name BIEEIRELE T,

—HEEED WebSSO param1-10(2—+HE#R CSV —4FEY
JATEH websso param1-10) A& N T BEERYET,
xpassword1 -5 [FA—H0OT AU HBOA—FHEHE LI=EHX IS
THEEBRYET,

¥1: 7 ) =230 280y (M U ERELTEETIREBRIIERYES, K7 TV r—arnnsgA
UR—IUMOHTML V—AERER L TEALY,
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PassLogic A > A h—/L « EHEFEH A K

7)) r—3ay ag4 > Em HIML V—X fl:

<form method="post”™ name="LoginForm™ action="login.cgi”>
A5 4> 4: <input type="text” name="user id”><br />
INZ—R: <input type="password” name="password”><br />
<br />

<input type="submit” name="submit” value="0o 4> ">

<input type="hidden” name="mode” value="login”™>

</form>
LEROHITHNIETREDLS% WebSSO FREZE B EKL TSN,
a7 4> D ® name B :user_id

A—HTED/INTA—A param] :password
(PassLogic —H'&F# websso param1 [C7 )7 —2 3> D/RAD—REEIHT D)
ZDMDEIN/XTA—3 AEINT B85 A—% mode/ /T A—ZD{E login
*2 H—NBERIL/ VAT U NEFRIADEZBWNE TR ESELZEN, BEF Y —/"EBEREEER
LTSN, H—/ "B HREET WebSSO BENMEL GG AT T4 7 NREEE R ALE S,
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H—/N\BIRLEDY —T YV AY
Web 7>t PassLogicEHsIH —/ §
N
o5

U 2T A E (S (PasslogicEREEH )

PASSLOCY.

Web P LA —2 g =i

W

@UIT AR

BRSA - E(E

ik

BE

@ 2R E RO UserI D Passwordi# 5

mEw i

SRS EEEEE

BSOS IEEEEE

PasslLogic

x0T AV BIZBENICIAAL T3V ETD

WAL —/ A \DBRIBTA—F D, RRT—RET7 ) r—2aV IS L TEELES, 75—

IVIZEOTFAT AU LARWNZEEHYE TN, 7T r—aoDa—H D, /IXXT—RHBNEE R vk
— I EERNBIENBZNDTEXF TR ARTT,
57 TV —2 a2 ERIS TEFBADT, FOHEIZIFTZ

A7 UREBAE(JavaScript)Z ZF SN,
*O7 A DEXIZITATMNZT JavaScript BET/NAT—REREE(LLTEET B 7 TUr—aviclE

ML THYER A,
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. PASSLOGY.
PassLogic A > A h—/L « EHEFEH A K

D347V FBERADY—T VY

Web /0t PassLogicSHEI T —/ 4 Web 7 7 =gt —r 4
5 5
3 3
e’ ]
S S
DUST A RIS PassLomiciREER)
DUSTAMEE
BO5 A EE
BENREE
@B ENESAHTMLIEE
B #hE{S(Javascript)
& UserlDd Passwordi® {5
B UseriDé Passwordi# X
[
DO iEBEEE S
BSOS EEEZ(E

—BI54MWeb TS50 ERBLET O TERALEALAVETA, 7T 7r—avna1—5 D &
FONRRAT—RPNEBR VNI —Y EERNET DT, SSL T T 5L TEFa) TR IZEEEL TS
a0,

954 NZEIET B HTML DfFI(PassLogic ZREFH —/NIZkY B B4 sl =% & ESH, JavaScript (2
FYBBMICAEINET)
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PassLogic A > A h—/L « EHEFEH A K

<html>

<head>

<title>PassLogic Auto Login Agent</title>

<script language="javascript”™ type="text/javascript”>

<J--

window.onload = function login() {
document.form1.submit();

}

-=>

</script>

<body>

<form name="form1” method="POST"” action="/login.cgi”>

<input type="hidden” id="user_id” name="user id” value="USER” />
<input type="hidden” id="password” name="password” value="PASSWORD" />
<input type="submit” name="login” value="login”>

</form>

<div align="center”>PasslLogic Auto Login Process</div>

</body>

</html>

2.11 Cloud

SAML(Security Assertion Markup Language)lZ&2ERELEE TRISEL TS Web 74— 30274
TR BIENTEET,

SP &%

PasslLogic &Y —JLIZ SP(Service Provider) E&&x &L E T,

*Web 7 )/r —>av EQEEEFRE FHEISDNTORA AL, BIEREA S R—IETEREVNEHEIES
LY,

*SP(Service Provider)BINEREF EEEH —ERTOAONAE DI =27 ILESRBLTESL,

[ EFIE ]

(iI)EBY—ILER@A=2— > Cloud > SP E&% > [E] &5Uvs
(i)KE\EE #ANL [RA] 29UV

(I ARDABRERERL [RE] 27UV
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. PASSLOGY.
PassLogic A > A h—/L « EHEFEH A K

[ EE#H ]

No. PassLogic YAV DA 1—BEE TOXRTRIB(FIE) Z 3 AHETA S
LTSN, 0 BT DEAT A —BEICKRIRSINETA AZa—EE
ERBLAVBERT A UIXATEE),

winlAe e, PassLogic O AV RDAZ 1 —BEEIZKRRINE T, FRDXFEIE A
ALTLEEL,

SAML #A4~ SP initiated SSO / Idp initiated SSO MWLVF A ERIRL TLZSW, H—E
ATANAZDERRITIKRTFLET

uD 24~ H—ERXTONRAZIZ1X{EF 5 SAML Response DA—HZITRAS LV E &
EHD/EHENERIRLET,

RAA > RAAL D 2% A LTSN,

RelayStateURL SAML FREEDEB S URL
SP(Service Provider) d{E#kIZLI=A>TA AL TLESLY,

Recipient SP @ ACS URL:SAML response Mix{E5
SP DARRIZLI=A > TA AL TLZSLY,

Destination SP ™ ACS URL -SAML response N Destination BN &

SP DARKIZLI=A > TA AL TLZSLY,

Issuer IdP EntitylD-SAML response N Issuer @MHEDE
SP DARKIZLI=A > TA AL TLZSLY,

Audience SAML response N Audience BB
SP DARKIZLI=A > TA AL TLZSLY,

PassLogic FQDN d—4H Passlogic IZ7 07X HEED URL D—EB
(http(s)://<PassLogicFQDN>) & A HLTLIESLY,

*|dp metadata AU O—REEELXFIA T DHAITNETT,

Attribute mapping1-5 | SAML Response £LT SP [CZHE T IFHE X —LEO YN TEHL T
230N,

TORATIL—TF TORRARERTIL—TERIRLET,
*RIBEDHZAIFEI—FLFATEES,

*SP initiated SSO M54, SAML Request [&REED URL IZEET BL51Z SP &R EL TKIEELY,
http(s)://<PassLogic FQDN> /ui/idp.php?target=<FO/x4 &>
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SEBEZE
PassLogic 'Y —/LIZ SAML EE TR AT DIAEEEHZKLET,
* BT HNRBEMEROIAEZE LYNIZTHEIZI,

[ ~ABESEAIRAE EHFIE ]

(i )BEBY—IERfA=Z2— > Cloud > FERAE &IV Y

CiEERAE > 7y 7O—R OGRID [T74ILERIR] 20V 7L TARBIIAEZE D 7/ L &:&EIR
(D77 2EmERL. AD B8] &00v0

*/NFRSBAIBAZ(L SP ICERLHDE B L TEALY,
*ELWTA— UMD ABIRIIBAEN B HIN DL, RITEBREADHRNRRSNET,
*[FEBAEA T O—R &V ) Id b, BHRLEARRBIIAZE 7L O—RTEET,

[ ERBERAE E5FIR )

(i )EBY—)LERA=2— > Cloud > SFRRE Z4wy

CiDRMERE > 7yIO—R OGERIO [T74LERIR] £20)9v 7L TRHIERIIAZE T 7/ L E&IR
(iiN771L2%mRL. GO [B&] £V)vY

212 Ny DOPyT/IA P

PassLogic R — DA —HIFERB L VR EIBRD /NI T7YT /VANTE=FTVET,
N7 AIEENIZITIZEEREIDHLET,

INY D2y T
BEY—IERIAZI— > AVTFTUR >IN IT7YTEREIRL, /XAT—R)RN7 OERICIHE - A3
BMFEOHEERNEAALT EE] £9Iv0TDE NV ITVTTPAILOREI O—RABRIASNET,

ORURSAVTNYIT YT I7AINEER T B2 EETEET,
# sh /opt/passlogic/apps/tools/backup.sh  [/Ny o7y T T7AILD/RRT—K]
/Ny T YT TFAILIE /opt/passlogic/tmp/passlogicbackup.zip [CH AZhES
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)R =77

BEY—IVERIAZa— > AVTFUR SYURNTEZEIRL, N\vIT YT T7AILEREIRLT, NV ITY
TOMRIZERELIZ/SAT—REAALED EE] #9090 3 2L NvITvTT7AILNTyTO—Rshl)
ARNTEINFET,

213 FTOZAHIVYIR—k « TP+ )LOIE

THOZHINHR—=PDRRIZH R— R Ry TBY R T 7L OB EESFENT 255 L1HYET,

EEY—IVERIAZI— > ATFUR > FHOZALYR—k ERIRL, XAT—REAHLTEER
RoED)9IT Bl T7AILDRETO—RMERIEINE T,

*T7AIVZEERE. AV EFENTOET, I—HEHRGEEABRIIEENTOEE A,

*TF7AIERFTDITET—DEEREN 26 LLEMKETT,

T R—DE=HOEBEINETFAIL
0S DFEFE(UNN—av i)
H—NFZET7AI(/etc/httpd/conf, /etc/httpd/conf.d, /etc/php.ini)
Passlogic 2&E 774 JL(/opt/passlogic/data)
a4 774 I)L(/var/log/httpd, /var/log/radiusd, /var/log/passlogic ,
/var/log/passlogic—pgpool, /opt/passlogic/pgsal/data/serverlog)
*HIR— ARy TIZA Y O—RRHZ R EL /AT —RES RS ELES0N,

214 EBEA (admin) /YD —REENILEHS

AXZaTILDOIEBRY—ILIZT7IEATBINIEESIRLT admin D/SRT—REBERL TN,
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215 BERIZTOER

PassLogic ALY —/NTIEUL T OTOEREREIT>TZELN,
(RHEL6/Cent0S6 Mi54E)
/usr/sbin/httpd
/usr/sbin/radiusd
/opt/passlogic/pgpool/bin/pgpool
/opt/passlogic/pgsal/bin/postmaster
(RHEL7/Cent0S7 m3i54&)

/usr/sbin/httpd a=wh4 thttpd.service
/usr/sbin/radiusd d=wh# radiusd.service
/opt/passlogic/pgpool/bin/pgpool a1 =wh4 passlogic—pgpool.service
/opt/passlogic/pgsal/bin/postgres = wh4 passlogic—pgsal.service

xR # systemctl status 1= wh4g” TREMREETO A —EDOEGAAIEE

216 AZa—BEZRFTYTIIGE

A—HMW7oERFT 2071V EE URL ICELTFOLSBRITVAN TEIEE T HET, REESE T &ITA
Za—EEEAFYILTEFHMIZ SSL-VPN, DT 7 ) r—ay V53R —ERNEBEST HENT
=EX

INAD—RESEARUINGEDEHAT/RRAT—REENREGRI—H(E, FREESE TRIC/RRAD—REE
BEICEBL, SART—REEZETRIEAZ1—BEAEAFTYILTEENICHROT S )/r— 3 ~E
BLET,

SSL-VPN E#
https://[PassLogic H—/XMDHRRANE ]/ ui/?sso-vpn=[T7 F)/r—> 3> D EF5]

WebAPP &£
https://[PassLogic H—/ MR ARG ]/ ui/?sso-webapp=[7 )7 — 3> DE K]

Cloud &##
https://[PassLogic H—/XDR ARG 1/ui/?sso-saml=[ H—E X TO/NA T DL FF]
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217 NRD—RUNA VS —

I—HH Passlogic ZREED/XRT—R (L —IL kB —2 - RRAT 4y IRAT—R) EENTLE-5

BlA—H BB T/SRT—ROBRTNTELHEETT,

* RS —E&E T/RRT—RIA X —DFAEHRISN=AR) —(C BT H5A—H AR B TEE
_d-o

[ 2—4FAFIE ]
(i) https://[PassLogic H—/\]/ui/reminder.php 12749 EALET,
(i) A—HYEZ(WMEBERIGEEIRANVRETILETUNSIRE., TILEIVIERTODGEEX 1—H LR
AMUZ DBHATAN)EA—PBERICEHZINTONDIA—ILTRLREA AL [RA] 29UV
(i) A—HYRZEA—ILTRLRDEHEHLENELWNGE, TEA—ILTRURFEIZ/NXT—RBHETO
URL A& SN A= ILAEESINET,
(iV)A—=JILIZGEEanz URL IZ7 02X F BE, FLLWIRD—RAFERTIN, R A—ILTRL RFEIC
FLOWRRT—RA G EH SN B AA—ILAEEINET,
*XAJ)—RERTO URL (X 1 BERYERTY, £/=. BHAMEIE URL NRITINTHS 24 BFEITY,
BRI EBE S ARH LN SRT—NEBRTENE A,
* XAT—RBERETO URL ERFDEOEF ALV R —2—5T i ORELTEEHEIETL
EHERIERRISEEFEINLZNRART—RERTD URL EFHNEZTY),
* B/ RITSNB/NRT—RIEPassLogic ’E > RIS —HRE > TUF LRTEHDRS(TU 2 L/SRT—
RIZHESNTOBREDT VA LB —ILyhE—UTY,
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31-YEB&ETT R

3.1 A—UHREX

PassLogic Y —I b1 —YT7HhHo N FEEHK T HFIETY,
* LDAP —N\EEDFZAILA—TE2FEHEEHITINEFIHYE A,

[ EFIE ]

(I)EBY—IERAZ2I— > 2—HE] > WHRER &7V
(INREBR ZAHAL [R~] &YV

(i ANRBERERL (B8] 277

[ BE#Z ]
uid(AZ8) A—HDEAALET, FRATEINFE. FAEH(KXFNXFEE
XBF2)ERD 3 DDFEETY, (1-30 XF)
(EVFR)-(NAT2)_(FoHE—RA7)

KA % PassLogic HTIRSRAM VL EZIRLET,
A—JLTRLR A—HEREREA—IILTEINT 25 EFWME KK 265 XF
K4 BK 255 X=F
HEES BK 255 X=F
BE BK 255 X
B BK 255 X=F
RS — RS —EZRLET,
*RIEEDIHESIE Default Policy AEREINET,
FI— TI—T2%ERIRLET,

* LT IL—FITEFRI SN TS E K BEL FI A TEE T,

=L yk—2 =L INE— D EEEIRELE T,

IR BEBI*x 10 ML EIE T IL 77 XNyNA-Z]T, 36 #TLL EiF[a-z]TFk
WLET,

WO R

I —1FI0: user(?

TTHER — 7 Low bR =T

1234 H678 YABC

DEsx ok sy

FEAE R KK
FEAE R KK

¥ [ =L yNB—2E TR LZEREST D IDFyIRyI X% ON (2
FTELETTVALERLET, EMEDIL—ILIE 2.2 ZEOFREIZHKNE
9,
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AATAVIINZAT—R | DA LXAT—RORIZA IS 2 RART 47 /RAT—ROH EREE 5
ELET,
*EATEDINFIE, FARM(KXFNXFEXFIT L) ELLTOR
5T,

O T =/ #HET?@% ¥ & k=] T <
(A< EOOVIFFIBTEEEA)
*AZETE B ClEHYE L Ao RIFEDHE/SRT—RIES—ILyb/ 32—
VEFIZRYET,
*¥’random’s A Bz AIF. TV LERLET, EHEO/L—ILIE
22 EOHREITHNET,

B (A) A—HThINOER/ BEHEERLET,
BHAR THIUNOBEDHRBERELETT,
(= &K 255 XF

SSL-VPN #25 & 8% SSL-VPN EHEDRIZ PassLogic /5 RADIUS /517Nl T, 21—
HHEICERDITNELIEEETIDENDDFE. ANLEEFA

FHENTEET,

TN A T SSL-VPN :EH#EDIRIZ PasslLogic ARt 2512 SSO 5Kz, 21—
FIZEBRDINTA—REEETINENHDIGE. ANLEEZFIATS
CEMTEET,

WebSSO WebSSO EH#EDFRIZ PassLogic Mot R 7 ) r—avicx LT, 21—
YEICEBRDINTA—REXETIDLELNDHDIFE. ANLEEFIA
FHENTEET,
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32 A—-YDimkEE

R —REICTImARBEEZBDLIZGE . HER)L—DA—H(E1 A —HFI2OFHRAREEDIHAK
(T EEE S HENTEEY, 18 BIEFRIAT A VRN L=EE (2B BRICImREE A 5T
TLEY, 26 BUBOIRKREFKIE TELOFIBTEML TS,

* Ui K [E DB N EA RIS B R DIREL RTINS 360 AT, BREARIEFREALM NN E, BEFSh

EER

[ imREHZFIE ]

(IEBY—LEAAZ2— > 2—HEHE > 21— —% > ZHud VU &0y

(i )No.1~5 WFhhd FiT UvoES )Y

(DAL TRLREEE (EROXFI - RA AR EA AL [RAN] 2097
* AR REIN DAL TRL R [EA—FBRICEEFZFIN TNDA—ILFRLXTY,

(V)H[FERfTIEV)YY

(VBRBEA—I]ED )T HEFRImREGKAA—ILD il TAALIA—ILTRLRITEES
NET, BREETIVNTINES )T HEA—ILEIET INBEBEFRKLET,
*A—)L7RL ZEEHF LGNS EELBHMEEA—ILRIVARIRSNER A,

(Vi) A—HD K EHA URL #0)v oL TR ARICHEKEZRNT TLET,
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33 1—-H—#ES8KR. CSVSFIYO—R

1 PERE SV BRT—EAL DT BIENTEET.

[ —EE&ZFIE ]
(I)EBY—IILEAIAZ2— > I—HEHE > 1—H—FE8H 29Uy
CiD[T7AINERIR] Z9)vILTERAHT7AILEZIRL [RA] #5)v

T7AILER CSV(AURXYYTHFRNT7AIL)
XFI1—K ShiftJlS
TA—< vk [delflag],[uid],[domain],Luemail],Lluname],[employee number],[section],[

phone] [policy],[group1][group2],[group3][group4][group5] [udisable
d],Luexpiry],[lucomment] [attribute1][attribute2][attribute3] [attribute
4] [attributeb][attribute6][attribute7][attribute8][attribute9] [attrib
ute10][sslvpn param1],[sslvpn param2][sslvpn param3][sslvpn
param4][sslvpn paramb][sslvpn param6][sslvpn param7][sslvpn
param8][sslvpn param9][sslvpn param10][websso param1][websso
param2][websso param3][websso param4][websso
paramb][websso param6][websso param7][websso

param8][websso param9][websso

param10][locked][secret pattern][static_password]

(i) FROBRESLVEAHRNBERERLT [B8] 27Uy

SEBRTEIEEAE | RBETZEAARRINCT DS EEFFVIEZANTESL,
LTRFYT
BRIEEA—IL A—HFREBERFFA—IILBRET DRICIFF v IE ANTZE
Lo A—ILTRL RERDBGAHAIBATY
*FRERSINDIL—HITH T DA —ILEEDH T, BEFHLIVHIRS
NBA—HFITIFA—ILEESNEE A,

*— BRI TE R L TRITTEEE A,

*LDAP D REARITHDFHAEEFTTETE A, BBIETOREELTHIGAFTERIZEL,

*0y 77 IMNRRE (locked=1) TE#FH SN2 —F DOV I 7 OMNEZIIE CSV BUARFZIICE#HSh, BEO
VIBIRETORYRRENEVNENET,
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[ CSV AU o—KRE|E ]
(I)EBY—ILEAAZ2L— > I—HEE > 21— —3FEZ5HK &9)vY
Cii )ICSV F7A LR O—R] &5)vy

[ CSV I7AMILTA—< Wb )

PASSLOCY.
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HB 4 X AIREfE 2
delflag HIBR Flag d HIBR9 2a—HIz d &% E
uid uid(s78) EHF 25 | 1~30xXF
domain RAA > (478) BT E(-) | Passlogic &EY—ILTE
#%L7= AD ¥ —/X? domain
ERE
AD JEEE A —ILEEME
Mocal)&=$57E
uemail A—ILTRL R A—ILTRLURT A
—~ b
uname K4 HIBRZRL(*1)
employee number | fHEEHE
section BBE
phone BREES
policy RS — EHMF. BE(-) | PasslLogic EHY—ILTE
HTLER)D — B E/ETE
EXR
group FI—F1 #HF. 2= (-) | Passlogic EEY—ILTE
group2 FI—F2 BLETIL—TLERET
group3 FIL—F3 =ET,
group4 TI—T4
groupb FIL—75h
udisabled B3 0/ 85 1 0/1 B/ EH
uexpiry AZhHEAR yyyyMMdd I—HYOEMHAR, ZZHD
yyyy/MM/dd HAFHRTINGL,
yyyy-MM-dd
ucomment (= HIPRAL(xT) 1—HYDEE
attribute1-10 SSL-VPN #4%28 radius | #IBRZRL(x1) DS AT LEEZT DI
7NE2—k1-10 [ZFIATHETT,
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sslvpn param1-10 | SSL-VPN %28 <> 4" | #IpRAL(*x1) DS AT LEEFZT B
WHAVTY 18TA— [CRRAYIBHETY,
%2 1-10
websso WebSSO /%5 4A—% HIBRZRL(*1) DS AT LEEFZT DR
param1-10 1-10 12T BHETY,
locked Oy o7k 0/1 0:OyUfiRkR

1Ay 2ikRE

secret pattern =Ly —> IR YYD R A—EEKEOHFE
F(1~48) A, X7>0—RA 1],
F7=1E&”random”
(x2)
static_password ABTAYINRAT—R | BEF, BB (HhY | FHRA—YEZREOHRE
<. a0 At . #7vn—RTAL,

F7=(E random”
(x3)

lastauthdate B ERALE B R yyyy/mm/dd Ao O—REEDFH, A R—
hh:mm:ss hART],

passsetdate INAT—REEHF yyyy/mm/dd A O—REEDFH, A R—
hh:mm:ss hARTE],

*ETNIF =N ANTDEEE, FTIWNIA—h2 DEANTHET 1 DDXTINIF—NIBYET,
(WJ : |’7—_X|\770-I77:L__USJ _),’_T_XI\,’,’O1 ”»:L__U;‘»)
*2"random”MIFEIX, RIS —REDI T X LRTREODRS(TBA LIRAT—R) IDRSTIVZ LA

EMLET,
*3:"random”MIFEIFE, RIS —REDI T X LETRDODRS(REZT 4V INRRAT—R) IORSTI VS
LAERBLEY,

* X FEHOHBRAELEEH SN TOVENIEBIFERK 255 XFETEHRKTEET,
x4 0—RL7T= CSV 774 /L% Microsoft Office Excel 2L THRET dL. T—ANEBLTLED
BENDYET, RETIERE. TFANTT42L CSV IJ7AIILAITARADFEREHRELET,

64
Copyright (C) 2016 PassLogy Co.,Ltd.



. PASSLOGY.
PassLogic A > A h—/L « EHEFEH A K

CSV 774/ % cron TEHIMWIZIYAD G A, FMET7AILEERL, FEEDIVURERTLTES

LY,
BEITTFAI:
(f8) /opt/passlogic/tmp/userimport_configfile

HEEB:
TH HEE
1 FBETEEEALLTAFYT 1. RFv79% /0 AFyTLAN
2 WBEEEA—I 10 A—ILEET D / 0 A—JLaEELAERN
3 CSV AT LER T HETFANYUTIL ESRLTEILY,

HRETFAINY LTI
1
1
delflag,uid,domain,uemail,uname,employee_number,section,phone,policy,group1,group2,group3,g
roup4,groupb,udisabled,uexpiry,ucomment,attribute1,attribute? attribute3,attribute4,attributeb
,attribute6,attribute?,attribute8,attribute9,attribute10,sslvpnsso1,sslvpnsso?,sslvpnsso3,sslv
pnsso4,sslvpnssob,sslvpnssob,sslvpnsso/,sslvpnsso8,sslvpnsso9,sslvpnsso10,param1,param
2. param3,param4,paramb,param6,param’ param8,param9,param10,locked,secret pattern,stati
c_password

AR
# /usr/bin/php /opt/passlogic/apps/admin/cgi/userimport.php {CSV 7LD/} {BRE
T7AILDISA}

* OV UREFRIEIZTETFAILE CSV TP/ IILIZBEFWICHIRENETS,
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34 BFXAVERE

PassLogic A—HIZERATARAMVEFELE T, LDAP H—NTEELTWSR1—HIFHRE, £ED
PasslLogic RAA > 4R T T PassLogic T—A2R—X(ZEYIAHE T,

PasslLogic B X1 >

[ KA/ % BMNFIE )

(I)EEY—ILEAZ1— > RA(VEE > [BINEI)vY
CiDEBRDORAMY ZE A DL [RAN] &I

(i ADRNBEHERL (B8] 200y

* RAMVZIEEABEHT, VAR, N(TVDHERATE, ;X 20 XFETTY,
* BEICEHRINTVNBRAMVREEE T HILIETEE A,

LDAP sREE&EHE

[ LDAP L& E® E&FIE )

(IEBEY—ILEMfA=Z2— > RAUEE > LDAP BELEEDIID [#RE] &7y

(ii)&EB #AAL [RAN] 290D

(i ANARBEHERL (B8] 200y

* —F LDAP FEDhEHE EHREEE%T HE. LDAP D MEIAADORAM U ZELTHERATEGABYET,

EE>TEHLCLESFHEE. —EHIRLTOSERLAESLTTEL,

*x FERE@ICRRINDI—HHE. Active Directory @ MaxPageSize 5xEE(T74/LME 1000)
A EBRMEIZARYET A, W=k TD DNIEMRRTAIL R T LT 21— THBEENRERYE
ED

* local KA I&, LDAP FRELEE DAV ELTHERT 5 EIETEE AL

[ mEf# ]

LDAP H—/\#E#& E
LDAP &4~ FEA 23— /\I2dH BT, ActiveDirectory F7=I& OpenLDAP My
THhHNERIRLET,
H—/N% LDAP H—/\DR AN F=1E IP PRLAZE A HLE T,
R— EE LDAP H—/\DOR— EFEAHNLFET, BEIE 389 TY,
A7\ LDAP Search #1757=8bD/NA R DN = A HLET,
{5l : cn=administrator,cn=Users,dc=win2008,dc=passlogy,dc=com
INAURIRZAT—R INAURICR B LT H/RRT—RE A AILET,
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W)—ky 7D DN R—=PYNAT OO DN Z A HLFET,
*15E L= DN B2 F D —4AHY PassLogic ZF|HTEEXY,
15 : ch=Users,dc=win2008,dc=passlogy,dc=com
BRBEIT(ILAZ B—TINAT O OND TN EAEHEADLET,

15 : (memberOf=CN=passlogic, CN=Users,

dc=win2008,dc=passlogy,dc=com)

KRBT AILANZEHE T 52— PassLogic #FIFATEET,

*AD EOEEENA—YERRANET DG EIETRERRTILA
DEHFITEMLTIESLY,
(I(userAccountControl:1.2.840.113556.1.4.803:=2))

Active Directory

Active Directory RAAVZFEIENT RAAMVZEADLFET,

RAS % F=l& Active Directory KA & M1 : win2008.passlogy.com
NT RAA > 4 NT RAA > 04E :WIN2008
*[LDAP &4 =1 h’ ActiveDirectory’ Mg &1&Nuid@s% EfE 1% RDN &L T
AD Ena—H#EmRELET,
*[LDAP %247 |5V 0penLDAP" DI & ERD X FIE 5L TS
LY,
T IH IR — LDAP FEDLE#HE L —HDFEIR)S —ZEIR
*FEIOT 1 VB (F1HT AD /XRD—REBEEICR AL I=EZ) ITHRE LA
Do—DBAINET, 20 B LLEODT A VR, A—HERICHES
NERID—ZEHLERA,
LDAP BME<TYEV T EE

A—H IDOBAE)

1—5 Dzt d % LDAP PM)Ea— A ALET,

A—ILTZRL A (HZE)

A—JLFRLRIZ5t 5 d S LDAP PM)Ea— A HLET,

K4 KA1 ST S LDAP 7NEaA— & A ALET,

HEES HEBBITHET S LDAP PMEa— A HLET,

EBE EREBICX ST D LDAP PMEA— A ALET,

EF BEEICXTIS T D LDAP PNMJEaA— E A ALET,

JIL—TF1-5 A—HIFRDTIL—F1 55 5 I2xF 59 % LDAP PN)Ea—tE A BHLE
ER

BYHRE BAREARIZH ST S LDAP ZNIEa— A DLET,
xActiveDirectory BZXHHARE 7MNJE 12— accountExpires Jl& 74+ —< vk
WELD-OREAMRITIEE T 2 LIETETEE A

e fEEIZXIST S LDAP ZNJE2A— EAHLET,

attribute1-10

I—HIE#FHD SSL-VPN #3235 attribute1 /5 10 (2xfI 92 LDAP 7H)
Ea—reABLFET,

sslvpn param1-10

A—HIERD ST ILYA2A paraml m 10 (23595 LDAP 7k
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DE2—hEAALET,

websso param1-10 2A—HIFEHD WebSSO param1 »5 10 (23t 9 5 LDAP 7N)E2—ME

AALET,

*FPME2A—MEDT—42T74+—<yNE, 3.3 21— —#FEHH CSV 4ooa—RFRD [CSV I7/IL T+

—< k] ZSRL TS,

*BATA—RNEENDED LDAP 7PN)EA—NIIBETEE A,

*PassLogic ~DAT 1> (AD /XXT—REREE M) OFEE. LDAP BHEfE~YEY T ERTEELEZIE
BENEHFEINET,

*LDAP BB~ YEL T ERICIEESNEEBOEAZEDSEIEEDFER T LEELET,

LDAP sRSEE&E#ED—THEIR DU T ~

PassLogic 23BNz —HA LDAP H—/N L CHIBRS NI A PRR TN ATH RN EL 1215
Bz, FRORY)INEETTHETA—TEHIBRTHIENTEEYS,

av ok

# /usr/bin/php /opt/passlogic/apps/tools/passlogic_adsync.php
Ay 7L

/var/log/passlogic/passlogic_adsync.log
gy
PassLogic T—AXR—ZXHBH|RT REI—FAU5E:
2014/12/16 15:24:23 Start synchronizing users from Active Directory.(31101)
2014/12/16 15:24:23 user deleted., arumoO@passlogy.com, Delete user.(30003)
2014/12/16 15:24:23 user deleted., arumo1@passlogy.com, Delete user.(30003)
2014/12/16 15:24:23 Finish synchronizing users from Active Directory.(31102)

PassLogic T—AXR—XIZHIR T NEA—FHNEWNGE:
2014/12/16 15:29:56 Start synchronizing users from Active Directory.(31101)
2014/12/16 15:29:56 Finish synchronizing users from Active Dir¥ectory.(31102)

PassLogic i5 AD [C/NAURTERMS=15E:

2014/12/16 15:29:23 Start synchronizing users from Active Directory.(31101)

2014/12/16 15:29:23 Idap bind error. domain=passlogy.com

2014/12/16 15:29:23 Finish synchronizing users from Active Directory.(31102)

* DAP FRELEEXR R D DN EREEBL GEEN RN ELG -1 —H(FHIFRENE T,
*BEALH— N\ T —2aV B TR RAESNTODE S, 1 H—N\TOIXURETHERENERE
H—NIRBRENET,
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TI—=T3vvEVD

TIN—TvEV THEEERI BT 52ET, AD X747 )L—TFE RADIUS BRI ANIDE T DTN
Ea—MEEMDITBIENTEET, FIL—TF VT HREIL ActiveDirectory [COHXELTLNET,

LDAP R E# 1 —HA Passlogic IZAT AV LERIZ FED X T4 IL—TIZFREL TV =15
&, 1—HIELR attribute1 ~10 [T EL-EEXZEVYY TES,

[ ZEFIE ]

(DEBY—LERMAZ2I— > RAUER > JIL—T3vEVT Yoy &9

(iH7MEa—b—FEE" [FL—T3vELT] 200970

(i)=wEY 7942 AD EX 2T I—TE=F vy, #OFHT7NEL— EET LI I (attribute

~10)WERIRLTA—PIFRICESHZTDTNEL—MEEAALT [R~] EO)vY

(V) ANTNBEHERL (B8] 200y

(VBEIEMZEA AL [RAN] 0097

(Vi)RRERERL (B8] 000

[ BE#Z ]
FME2L—ME fREEE

AD EFaUT4TIL—7 EEEYYTHIEHEERD AD EX )T —TE&
RLET,
*EHOERRLESEIE BIRLE2TOVIL—TIZARE
LTWBA—HFEFAzuLES,
PassLogic TEIVETH7MEaA—ME | BEZVHTETNELA—IETILZTIUHHERL, BV
HTHHREMBEANLETS,

TI—T<vEVT —EER
-5 =Liva A—HICERATEIYVEV T EREHE T 2-HDES

B % BB TIEE L TS,

*BIIEM FIECHEI—FICEATIIVEVTE

RERELET,

* 1—HDE|Y Y THED attribute ENT TIZEHFIN TV EH AL eV TI2—HTI2ARBIZLE
FESINET,

*AD A—HIZRESIN TSI T AT IL—TE BTEL TS AD JIL—FEL TR EE A,
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LDAP ID [@&A8

[ LDAP D R#iE®R E&HFIE ]
(IEBY—ILEfAZ2— > 2—HEE > LDAP D AEDIID [fFE] #00vs
(i)&E\E #AAL [RN] 29IV
(i ADARNBEHERL (B8] 200070
* —E LDAP D RHiE&ZREE %9 5. LDAP RALEBRADORAAV BEL THEATEGLARYET,
BES>TERLTLEHEE, —EHIRLTHOLEHLGELTTEL,
[ IEE#HR ]
LDAP H—/\#E#& E
LDAP &4~ FEA 2 Y —/\I2dH BT, ActiveDirectory F7=I& OpenLDAP My
IO ERIRLET,
H—/N1OBA) BEI RS — /DR F=(E P PRLREAALET,
H—/\2 RHEAR R — /B T)T—2 a0 BROSEFL T r— 30—
DKM FzlE P PRLREAALET,
¥ —/N 1 IZEGETERVNGEIE Y — N 2 [CEKELTRIELET,

R—I &= LDAP H—/\~EiiGd 2 R— I EBEAALET,
RATDIEEIF 389 AR ESNET,

INAURDN(IKZE) LDAP Search #4757=8bM/NA VK DN Z A HLZE T,

INAUR/INAT)—R NAURIZIBBE R /INAT—REAHLET,

(»78)

YI)—ky 7D DN B—TINA T OMD DN E= A HLET,

(»78) *fEE L DN EE R OA— AR REQVET

BRETAILZ(WA) R—TINAT O ONDTANEZEHEADLET,

*MRBETAIRAZE T 51— LRI RERYET,

xActiveDirectory MIHFAIFENEI—TERIENET DH AT TN

A IVREHEBINL TS,
(I(userAccountControl:1.2.840.113556.1.4.803:=2))

LDAP H—/\E A% E
RHIE—R BRAAICEDETCTTROVNT AN EZIRLETS,
<Efn-FEH>

PassLogic [CREHFODI—HFEEML, BEFFAI—HIEBHEMETVE
VO EERCHEESNEEE FEEEHLET,
<AEfN-EH - HIFR >

MBI B\ I E—ROEMEICINZ., LDAP H—/\BRBHERIZFEELEN
PassLogic A—HILHIBRSNE T,
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A—JLIE(E

FuZREEIZT 5L, BINA—HDA—=LTRLRIZRHE I —F DR

—IZIEEINFMFRA—FEEA—I 1 EEYET,

*A—)LTRLADRBMEERVEV T EIRELRWNGE. BELUHHRI—H
DA—=ILTRULANKEBEZD S EITEEINEE A,

EEEIDE

BRAAEIZELETTIREOVT NN EREIRLET,

<EB1EEERFZIZET>
FRIEEL-FHZICRBAEEETLET,

<¥EELEEEHEIzET>
10 LR 00, 10, 20, 30, 40, 50 H-RAANEEETLES,
20 & mRF 00, 20, 40 DIcEHALIEEEFTLET,
30 pCL:mhF 00, 30 DIcRIEALIBEEITLED,
60 L ER 00 DIcEANIEBEETLES,
*[E HAALIR AT R R ORI FAALEEA IR £ 5BV K IR EIERE R EL
TLIZELY,

<BEETLGEN>
BEIETIETUVELA,

* DAP RIHiE REEHZFRICIWEICETIRZVEVIVILTFEETHE
BT HIENTEET,

*[E —RAA (L RIELIBZ M TL TET T HLETELE A, R
ALERRATHRIE /opt/passlogic/tmp/ ATRIZ, OV T7AILHNRAL
BIZERSINET, OVIT7AILEHIRT D0 1ERHL5D Ll E#RE
I HERIEALIBEEITTEET,

LDAP B fE~vEV T EEH

dA—H IDORAE)

A—H DIy d 5 LDAP PMEaA— A HLET,

A—ILT7RLR

A—ILFRLRIZK Y S LDAP PNJE2— A HLET,

K4

KAIZxNd % LDAP 7MEa— 2 A NLET,

HEES

#H BESICHIET S LDAP PME2L— A NLET,

&

BEI IR S LDAP 7MEa—rE A NLET,

B

BEEITHINT S LDAP PMEa— 2 ANLET,

R —

RS —IZxtisd 5 LDAP 7M)E2—rE A ALET,
*RIEEDZEIE TIAIME [TBIRLERID—PERINET,
* T IAIILMEN-- 1%, RYS—EFEDefault Policy JIZXISLET,

TI—F1-b

A—HPBEHDTIL—TF 1 H5 b (KT 2 LDAP PRIE2—rE A HLE
-d—o

BRHR

BREARIZ X g 5 LDAP PM)Ea—kE A HLET,
*ActiveDirectory BRIHABR 7M)E 21—k accountExpires )74 —< vk

71
Copyright (C) 2016 PassLogy Co.,Ltd.



. PASSLOGY.
PassLogic A > A h—/L « EHEFEH A K

MEGDOEANRITIEE T D LETEEE A,

"% &9 % LDAP PNJEaA—MEABHLET,
attribute1-10 I—HIFFD SSL-VPN #25 attributel M5 10 (2xfIi 92 LDAP 7H)

Ea—teANDLET,
sslvpn param1-10 A—HIEHD ST IY A A paraml mi5 10 (2xt5 95 LDAP 7k
DE2—hEAALET,
websso param1-10 2A—HIFEHD WebSSO param1 »5 10 (2t 95 LDAP 7N)E2—ME
AALET,
*7NJE 1 —MEDT—42T+—<yNE, 3.3 1—H—$EZ&EE, CSV #ova—RRD [CSV I71/ LT+
—< k] ZSRRLTCZE,
*QATI—RONEENDMED LDAP 7NE2—NIIEETEEE A,
*RIFEDE B IZR AN RN ELRYRIBAETRIC EETFHLELA (O —H D LRV —FHERO,
*HEESNEEBDENEDSHEFIZOFHRN LESEINET,
*ActiveDirectory @ MaxPageSize (¥18i{E 1000)% ERIZA—F#HOREANIBIZHIELTOEE A,
FEHEANRI—THEYKREREE ActiveDirectory IZEREL TS,
xActiveDirectory, OpenLDAP &322 F#FE TORBIMIEBENEITTEDLERIEEATY,
*PassLogic Y —/\ETRRALL TV DIEEIE, LI hm1 D0 PassLogic FBEEH—/ =721+ LDAP ID
FIEARE E & B BKL TKEELN,

35 DOvIDBRITE

NAD—REFARBEIHIEE, FLEEBECI>TRHANICAYY - FUMALEI—HE 1—F—
EBE Ov/IEE OBFFEARAY Oy I/@ERIERTENE T, OVIBIROXFEV )T T HIET
Ay 7 7OMRREE IR TEE T,

72
Copyright (C) 2016 PassLogy Co.,Ltd.



. PASSLOGY.
PassLogic A > A h—/L « EHEFEH A K

36 /NXD—FBH1]

PasslLogic RS —IZB T HA—HIRT—REGN=IGE. BEENRT—REHERTTH
tb{‘—c\%ia-o

[ RRTO—FBRERTFIE ]

(I )BEBY—ILEQAZ21— > 1—HE] > 1—H—F& &)y

(iRBEI—YD NRT—RBERIT Vo9& IvY

(iIN&EB #AAL [RN] 29UV

(V) AZNBERERL (B8] 20Uy

(VIDBANEEA—IED IV IS BENAT—RBRTA—ID i TADLEA—ILTRLRIZEEFS
NET, BREETIVNTINES )T HEA—ILEIET INBEBEFRRKLET,
*A—)LFRL R EEHR LGNS EELBHMEBEA—ILIRIVARIRSNER A,

(Vi) A—HIEBRT/NRIT—RTOT AU HIENTEET,
*FARA—H DRI DR —THE/XRT—REFLERF] A Yes JICRESNTNDIGE. BFE
FTIRAT—RTOTA U LEEI, BEINIZ/RRD—REBEEEREINFET,

[ mEf#:S ]

A—JLFRL BREAILEARAT—REIITAAUA—LTRLRTEISEEFELE T,
* NALFEA—ILTRL ZAMA—HFIERDA—ILTRLAEL T ELEETEHS
nF¥xd,
S=OLybE— | =L U=V EIRELE T,
k[ —JLINRE—2V % TV A LZERTET D IDF YRy A% ON (29
BLETIVRLERLET,
AT AYIINRT—R | TUBA LNRT—RORIZAINT DR ET AR T—REEELES,
KNZAIE B TIEHYFE R A, RIBEDIZE/RAT—RIEY—ILybE—y
EHIZRYET,
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3.7 PassClip Utzv

PassClip ZREFAR)—DA—H A PassClip 7IVENINBT7ITAR—N)T2581L. EEHEN
PassClip 72774~X—k URL #&47LFE T,

[ PassClip JtvbFIE ]

(I)EBY—ILERAAZ2— > A—HEE > 21— —8 &7y

(i) —5D PassClip Utus Uoo%5)y%

(i)A—ITRLREA AL [RA] DY
* 1—PERICEFINTOIA—ILTRL AN DHIR RSN ET,
*CCTEBLEA—LTRL AN A —HIEROA—ILTRLRELTEEESEHINET T,

(V) ANTRNBZERERL (B8] 200970

(VIBHEEA—IL]ED )Y T BE PassClip Byh 7y FA—ILH Qi TADLIZA—ILT7ZRL RIZ3E
BEnFET, [BRBESI T INED IS HEA—ILEETIABREBEERFRRLET,
*A—LTRL ZZBEHRLAEWNSEFLBMEEA LRI NRRENEE A,

(vi)A—HM PassClip 7V & AV AM—IL LR TT I T4N—k URL [ZF7 V2R F %<&, PassClip (2
PassLogic Y4 ROV BINESNE T,

38 EBREA/I\NRAD—-FDZEE

EEBY—ILERIAZ2I— >INRAT—REE (2T, EEY—ILIZOTAVROBEEOEBRE T I DR
AT—REZEETEEY,
*xDefault Policy IZE%E LT=/SAT—RMR)S —(Z B of=/RA)—RIZEFE I HENTEET,
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4 2—YHA 1

41 A—YDINSA—-IEE

RIS —EREICT, INTGA—RZEBEDOFIBEHRILIZ5E. 2 —T0T (4% D~ /ui/menuphp (2T,
[ E(TIAHINDGZE) IR TN EDEE LT, FRILE/RTA—EDEEERTEET,

[ EE#H ]

HH4 A BHIR R

aA—HiREEmE > attribute1-10 | &K 2565 XX=F EEY—)EFAZ2— >

SSL-VPN #3285 8% A—HER > 1Y -8
MR IA—FDT—2EMAF
TWEY,

a—HiREEm > param1-10 =K 256 X=F BEY—ILERAZ2— >

TN A T I—YER > 21— —8
XA DT —REMRAF
TWET,

A—YiREEE > param1-10 &K 2556 XF EEY—ILERIAZ2I— >

WebSSO I—4EH > 2—H%—F
B IA—H DT =R
TWET,

RKANDHGEETREREZR | password1-5 | £k 159 /~N(k EEECLEE - TEARA

(EEELETA) (ABIXFEINS | DETT, A—FEADH

) M ZEAIREMETY,

*RIRSNTWBIBEHLD name TRV —FREIZT, BELE=LFRZARYET,
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500«U2JpPUYR

51 O -JUIJ»PULYR

m level message

10099 warning Invalid mode.

30001 notice  Create user.

30002 notice  Edit user.

30003 notice Delete user.

30004 notice  User locked out.

30005 notice  User unlocked.

30006 notice User activated.

30007 notice  User inactivated.

30008 notice  Recreated user password.
30009 notice Reset PassClip secret.
30011 info The user already exists.
30012 notice  The user does not exist.
30101 notice  Password reminder e—mail has been sent.
30102 notice  User reset password.

30103 notice Password reset e—mail has been sent.

30111 err User does not exist.

30112 err E-mail address is incorrect.

30113 err Failed to send password reminder e—mail.
30114 err Password reminder use is not allowed.
30119 err Database Transaction Error.

30121 err URL key is not valid.

30122 err URL key is expired.

30123 err User has no e—mail address.

30124 err Failed to recreate a new secret pattern.
30125 err Failed to send a new secret pattern e—mail.
30126 err Password reminder use is not allowed.
30129 err Database Transaction Error.

31012 notice Invalid input data.
31014 err Failed to send e—mail.

31015 err E-mail address is not set.
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31094 emerg Over maximum number of users.
31097 emerg The license is expired.
31101 notice  Start synchronizing users from Active Directory.
31102 notice  Finish synchronizing users from Active Directory.
31201 notice  Start exporting user data to PasslLogic from LDAP.
31202 notice  Finish exporting user data to PasslLogic from LDAP.

31211 err LDAP Definition has not been specified.

31212 err The LDAP Definition does not exist.

31213 err LDAP connection error occurred.

31214 err The LDAP does not support the protocol version 3.

31215 err The LDAP connection cannot set off to the referral options.
31216 err LDAP bind error occurred.

31217 err LDAP search error occurred.

31218 err LDAP get entries error occurred.

31301 notice  Start importing user data to PasslLogic from CSV.
31302 notice  Finish importing user data to PasslLogic from CSV.
31303 warning User import process is running.

31999 err Database Transaction Error.

32001 notice  Retrieve backup file.

32002 notice  Restore system from backup file.

32010 notice  Retrieve technical support file.

33001 notice  Standard data fetch start.

33002 notice  Standard data fetch end.

33010 notice  Exists user.

33011 notice  Update error user.

33012 notice  Failed to open passlogicdata.

34001 notice  Start send email to password expiring user.

34002 notice  Finish send email to password expiring user.

34003 err Password expiration date is unlimited.

34004 err Invalid email notification settings.

34005 err Incorrect email notification settings.

34006 err Days must be a lower number than the validity period.

34007 notice  Successed to send e—mail.
34008 err Email address is not registered.
40001 notice  Done trim(param1).

40002 notice Done trim(param?2).

40003 notice Done trim(param3).
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40004 notice Done trim(param4).
40005 notice  Done trim(paramb).
40006 notice Done trim(param6).
40007 notice  Done trim(param7).
40008 notice Done trim(param8).
40009 notice Done trim(param9).
40010 notice  Done trim(param10).
40011 notice  Done trim(group1).
40016 notice  Done trim(name).
40017 notice  Done trim(email).
40018 notice  Done trim(comment).
40019 notice  Done trim(apppass).
40100 notice Invalid input data(uid).
40101 notice  Invalid input data(group1).
40102 notice Invalid input data(email).
40103 notice  Invalid input data(uexpiry).
40104 notice Invalid input data(group).

50100 err Invalid input data.

50101 err The user does not exist.

50200 info User information is retrieved successfully.
50300 err Invalid input data.

50301 err The user does not exist.

50302 err Update parameter is required.

50400 notice  User information has updated successfully.

50499 crit System error occurred.
51100 err Invalid input data.

51200 notice Create ticket.

51299 crit System error occurred.
52100 err Invalid input data.

52101 err AD authentication is rejected.

52102 notice  AD authentication is accepted.
52109 crit AD connection is failed.

52199 crit System error occurred.

52200 notice Create random number.

52201 notice  Create dummy random number.
54100 err Invalid input data.

54101 warning Random number is expired. Please retry.
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54102 warning User has been expired. Please contact your administrator.
54103 warning User is not permitted. Please contact your administrator.
54104 warning Access is not allowed.

54105 warning User is locked. Please contact your administrator.

54106 warning The uid or password you entered is incorrect.

54108 warning Invalid browser.

54109 warning Failed to find the authentication box.

54199 crit System error occurred.

54200 notice User is required to change current password.

54201 notice  Authentication success.

55100 warning Invalid input data.

55101 warning RADIUS Authentication is rejected.

55102 warning Random number is expired. Please retry.

55103 warning User is locked.

55104 warning User is not permitted.

55105 warning There is no Random Number.

56100 warning Invalid input data.

56101 warning RADIUS Authentication is rejected.

56200 notice  RADIUS Authentication is accepted.

57100 warning Invalid input data.

57101 warning Session ID is invalid. Please start again from the beginning.
57102 warning The secret pattern is not identified.

57103 warning The password length is not allowed.

57104 warning The pattern is not allowed. Please setup a different pattern.
57105 warning It is not allowed to set the same password in the past.
57106 warning The password is invalid.

57199 err Database Transaction Error.

57200 notice  Changing password process.

57201 notice  Changing password is cancelled.

57202 notice Password has been changed.

59999 err Database Transaction Error.

70100 err Invalid input data.

70102 warning User has been expired. Please contact your administrator.
70103 warning User is not permitted. Please contact your administrator.
70104 warning Access is not allowed.

70105 warning User is locked. Please contact your administrator.

70106 warning The uid or password you entered is incorrect.
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70107 warning Failed to find the secret code.
70108 warning Invalid browser.
70199 crit System error occurred.
70201 notice  Authentication success.
80401 notice  SAML Certificate File uploaded.
80402 notice  SAML Private Key File uploaded.
80409 warning Failed to File upload.
80411 notice PKCS12 File uploaded.
80419 warning Failed to create a PKCS12 File.
91101 notice  Start importing user data to PasslLogic from CSV.
91102 notice  Finish importing user data to PasslLogic from CSV.

91199 err Database Transaction Error.
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52 OJ2741)L

Passlogic ’ U —y 307
EFEY—IL OFEE ([CRRSINZOVERICABIE HESNFET,

T7AILINR /var/log/passlogic/passlogic.log

nyo—5—3> /usr/sbin/logrotate

O—F— avER /etc/logrotate.d/passlogic
(EEABOERARE 7oAV AM—ILEICHIBRSNET)

pgpool O
pgpool TAEAMERIE - E1EOT ET—ER—ZAEEOSNH HhEhFET,
T7AIINR /var/log/passlogic-pgpool/pgpool.log
Aya—5—3av /usr/sbin/logrotate
A—F— avER /etc/logrotate.d/passlogic—pgpool
(ERANBDEEARE 7oAV AM—ILECHIBREINET)

PostegreSQL P—AH-+ 7800
PostgreSQAL M7 —HhA T T7A I DSERELELE =T 7L EHIBRT LBOOTNHE hShET,

T7AILINR /var/log/passlogic/passlogic_archivecleanup.log

nyo—7—33v /usr/sbin/logrotate

O—5F—YavER /etc/logrotate.d/passlogic
(EENBOEEARE 7oAV AM—ILEHZHIBRESNETS)

T—hA470T 771 ILDOEIRAIEL /etc/cron.daily/passlogic—archivecleanup.cron [Z&gkStTLY
ESE

LDAP SREEEE ] —THIRO D
LDAP FELE#HE I —HHIBRR V) TMDOETOTHIE hahEd,

T7AILINK /var/log/passlogic/passlogic_adsync.log
nya—5—33v /usr/sbin/logrotate
O—7—>avE& /etc/logrotate.d/passlogic

(EENBOEEAIBE 7oAV AN—ILEFIZHIBRSNET)

LDAP FRELEHE 1 —HHIBRAVVIMNE FE)IOATURELT FIE cron [CXKDEETTIT TS
LY,
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