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PasslLogic #—kJxzAH—/N\

A—HABE—Tx—R 443 tcp https
PassLogic FREEH—/\

A—HAB—T—R 443 tcp https

EIEY—IL 8443 | tep https

RADIUS 1812 udp radius

T—AR—ZALN)r—3> | 5439 tcp postgresal
9915 tcp pgpool
9925 tcp pgpool

*RADIUS B5%5(3 RADIUS BREEEFI AT 2158 DA EREL TZELY,
xiptables @ETFA T IF—ILEFESETVDIFEICIE, BEIZIELT PassLogic A FI AT SR—NC
TOEATERLSIZHEL TS,
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22 BERIKROT

PASSLOCY.

PasslLogic FREFH—/N

PassLogic O%"

/var/log/passlogic/passlogic.log

*H AT ERE AVAN—IL- EREEARIOST ) T7L U X 1ZTEBLLESLY,

pgpool B4

/var/log/passlogic—-pgpool/pgpool**.log

refused

172.31.19.43 172.31.23.59

pgsql [ TEAEMNd=EZDH L FILas
2014-11-04 15:32:56 LOG:  pid 1860:
2014-11-04 15:32:56 ERROR: pid 1860:

2014-11-04 15:32:56 ERROR: pid 1860:
2014-11-04 15:32:56 ERROR: pid 1860:
2014-11-04 15:32:56 LOG:  pid 1860:
2014-11-04 156:32:56 LOG:  pid 1828:
2014-11-04 15:32:56 LOG:  pid 1828:
2014-11-04 156:32:56 LOG:  pid 1828:

2014-11-04 15:32:57 LOG:  pid 1828:
2014-11-04 15:32:57 LOG:  pid 1828:
- worker process received restart request

- failover done. shutdown host 172.31.19.43(5439)
- pcp child process received restart request

: PCP child 1862 exits with status 256 in failover()
: fork a new PCP child pid 2003 in failover()

2014-11-04 15:32:57 LOG:  pid 1863
2014-11-04 15:32:57 LOG:  pid 1828
2014-11-04 15:32:58 LOG:  pid 1862
2014-11-04 15:32:58 LOG:  pid 1828
2014-11-04 15:32:58 LOG:  pid 1828
2014-11-04 15:32:58 LOG:  pid 1828:
2014-11-04 15:32:58 LOG:  pid 1828:

connection closed. retry to create new connection pool.
connect_inet_domain_socket: getsockopt() detected error: Connection

connection to 172.31.19.43(5439) failed

new_connection: create_cp() failed

degenerate_backend set: O fail over request from pid 1860
starting degeneration. shutdown host 172.31.19.43(5439)
Restart all children

execute command: /opt/passlogic/pgsal/data/failover mail.sh

failover: set new primary node: -1
failover: set new master node: 1

worker child 1863 exits with status 256
fork a new worker child pid 2004

*RFDOOTEBIBDT T— A—ILERZELIZZEERLET,
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3 T -Mm¥-N X2 + ERIEY-N X 2 Active/Active &5k
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£ THOH—/N0SIE
_ - Red Hat Enterprise Linux 6.1 LIf& x86 64
- Cent0S 6.1 LI x86_64
- Red Hat Enterprise Linux 7.1 LI&
- Cent0S 7.1 LI
[ Tlﬂ DUTHHEEEL, T TOF—/NERAL 0S THE—LTREL,

EERETF -0 BEEEM -1

Cd
p@ﬂdﬁ’u pepodi |
| pmal0 | [ pesqll |

31 By Py TFIE

@ (BB —/\) Passlogic SRV I DT P A V2 R—)b

FRRE T —/N 0 EFREEH —/N 112 PassLogic &REEY—/\VINIT 7 EA 2V AM—ILL TSN,
AV AM—=ILFIEIE, 1V A=)V - BREBHIR [RBRNYr—DFAVAN—ILS S| [PassLogic
EAVAMILT B ESRLTESL,
* T —AN—XBOBIEE AL, L) —3 3R E 58 7 £ T PassLogic Y —ILIZ7IERLE
WTLEEW, B> TT U EALESEET VAV AM—IL (A AN—L SEREEB AR 7oAV Ah—
W DBIZHEAD AR—ILLTIESLY,

@ [REIT—/\] T—OIR—= ULTUT—Y 3 VETE
LAVr—2av g —N\EH

DY —/N0 DREDT7AILERREL TS,

fmET 74l /opt/passlogic/data/conf/redundant.conf
mEAR:

SERVERO={ZBEEH—/N 0 @ IP 7RL X}
SERVERT={ZBEEH—/N 1 @ IP 7RL X}

75— —ILEH
BEFH—/N0DTREE 2 T7AILD FROM & TO MA—ILPRL REREL TS,
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wET7AIL:
/opt/passlogic/pgsal/data/failover mail.sh (pgsal BEEFRARFOA—ILEEHEEE)
/opt/passlogic/pgsal/data/failback_mail.sh (pgsal FEEEIBRFDA—ILIX{EHAR)
REI:
#1/bin/sh

FROM="DB_system@passlogy.com”
TO="admin@passlogy.com”

LA)r—2au&eavoRr
REFH—/N 0 TREDIAYUREEITL TS,
# /opt/passlogic/apps/tools/passlogic_redundant.sh

@ (BRI —/\)] T—AR—Z LTUT— 3 VIRRIESR

REFT—/N 0 EREFH—/N 1T MAOEEY—ILIZOTAV L, AV EE(OT/VEEDOEER)D DB
Status #DBOJ&TDB1 DT —2R— XA ExE 5 (Node Running & Connect) TdhdIEEFEZRL TS
LY,

E1EY—)L URL:

https:// {#—/\&FE7=I& IP 7RL 2}:8443 /passlogic-admin/
*EEBY—IILOJAVFIBIE /AL - BEREBANRIEEY T IR 51BN,
(BT AT admin | DFERLIFN TN — A DRI — /N TIToTHEELY)

@ [BREET—/N\] D12 REF

BEEH— /N0 LR — /N1 MADEEY—ILTIA U RAT7AILEEFHFL TS,
*TA I AT7AILEGRFIBIEL /1AM I BREENAR A R EEET B |1 &S0

® (F—=btDxA4T—/\] PassLogicT—rDx1Y—/N\ By ~PYT
* /7 —RJ A H—/N\IZl& PassLogic 1> Ah—7 (install.sh) T PasslLogic ZREFH—/\VINIZ 7 EA 2 X+
—LLARNTESLY,
rpm A > Ab—JL
oz AHY—N0 EF—MIzAH—/N 1 TREDIYUREZEITLT Passlogic 7 —h~JzAH—/NIZ
AR/ IT—D) TNI 27 %A A= L L TLEEELY,
(root #RRTHEAFT)
# yum -y install ntp (RHEL6 @)
# yum -y install chrony (RHEL7 &)
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# yum -y install httpd

# yum -y install mod_ssl

HEY—ILOTURERST
REAEFT—N O DD REDTFANET— Iz —/N 0 &7 b/ H—/N 1 [2aE—L TS,
aE—IT:
FBEEHY—/N 0 PassLogic 1> AM—T7 4L 2N)/install_gateway.sh
aE—4:
F—=hIxAH5—N0 OEBEDTALIN)(5I /usr/local/src/install_gateway.sh)
F—=hIxAH—N1 ODEBEDT«LIN)(5I /usr/local/src/install_gateway.sh)

F—RIzAH—/ 0 TREDIVUREETL TR,

(root ¥R TZEAT)

# cd {FEY—ILEIE—LI=T AL UM /usr/local/src)

# sh install_gateway.sh {ZREFH—/N0 @ IP 7RL X Ff=% FQDN}

F—=RIzAH—/ 1 TREDIVUREETL TR,

(root PR TZE4T)

# cd (&EY—ILEIE—LIE=TALINIE /usr/local/src)

# sh install_gateway.sh {ZREFH—/N 1 @ IP 7RL X Ff=% FQDN}

©PasslLogic A=Y+ Y5 —=T1x—R PUOCRER
TR0 URL 1270 ALA—F ATV BENRRINDZEEHERL TSI,
F—hoxAH—/N0:

https:// {7 —bIxA 45—/ 0 H—/NLE=IF P PRLU X}/ ui/
T—hozAH—/\1:

https:// {#—MIzAH—/ 1 H—/NLFEf=F P 7RL R}/ ui/

32 O—=rDxAY—/N UANIFIR

AR ZaT7 I —bIz A —/\]PassLogic 7—bIzAH—/\ wuhT YT 1 ZSRLT VAN
DF—MITAH—NDOFIBOHEEREL TSN,

3.3 WY —/N0 UADNUFIR

EFH— N O ICEENRLEL, Y —N 1 AEEFRBLTODESICARFIBEEEZEHEL TEEY,
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) PNYSF g H—/N(EREEY—/N0 / .M.E*JL—/\ 1)( FYJAN)FIENERZYET,
* AR CTEREET —/\D&RB|(GREET—/N 7 “AMIEANEBEDLYER A,

@ [T —/V0) OS v v v RS Y
BELH—/N0 D 0S vy LTSN,

@ [CIIL;\EIJ—.E-U- /\ 1 ] DILJ\EIJ—.E-'j- /\ O A@Tﬁ%)b{ﬁ.'tﬂ(:uxd)ﬁﬁmut/ \ v 9 v 7H2?%

FEFH—N1OEEBEY—ILIZaT14 L A EmEIDB Status | #8 DBO A Node Down |EFRRSALTLY
BIEEWERL. EEBY—IOATFTURINYITYT KUY, Nyo7 T T74 I EREL TSI,
*BEEEIENEBICR T LA G RICHEATN\YI 7Ty TENTREL TR,

@ [T —/V0) U—/\BEE

SREH—/N 0 [Z PassLogic FREFH —/NYIMITT7EA U AM—ILL TS,

* AR =27 LT [RREEY—/\]PassLogic @AV INITT A2 Ah—ILJESRRL TS,

*9 TIZ PassLogic NV AM—=ILENTWBIGEXT AV AM—=ILRIZAY A—ILL TLESLY,

*[EEF AR PassLogic FBEAE Y —/NZBEALTWz/SyF 0T S LNH D5 EETDEAZI T TNy
FEBALTZEL,

*L ) —3 3 R ESE T £ Taeal T —/3 0 @ PassLogic Y —ILIZT U EALGNTESN, 88
TT7IRARLESEIEHEA Y AM—IILLTLIEELY,

@ (Rt —/\N1) T—AR— ULTUT—Y 3 VEFE

I:llL;\I:lIE"j-_/\ 1 —C—F nE@JVJFéiﬁ'LTQ"éL\
# /opt/passlogic/apps/tools/passlogic_redundant.sh

® [EREFH—/\N1) SR —/N0O UA/NY

WEF—NN 1 OB Y—ILIZOTA4 L, A EE DB Status48 DBO Mlrecovery U o%&49') oL
TLEEW, UANYMNIEFER T 3 5& DBO ATNode Running & Connect IERRESNZE T,
kAN TET —IN—ZATEEHIN TS L TOBERET 7ML TEEIN TV DR EF R
(/opt/passlogic/data/ AR T) &R Y —/N 1 HSBEAEY—/N0 ~NIE—LFET,

@ (GREE—/\ 0] *5@“7(/R@EEDM
FEFH—N 0 OFEBY—IILIzcATA4 L, A EEIDB Status i <TDBO & DB1 ANode Running &
Connect JERIRSNTNBIELFFEZRL TS,
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4 FBEEY—/N1 UA/NUFIR

REEH— NN ICEEARLEL, FREEY— N0 NEEZREBL TODEZICARFIBEEEBL TEEY,
) PNYSF g H—/N(EREEY—/N0 / .M.E*JL—/\ 1)( KYIAN)FIENERYES,
*Ujj/\lJﬁﬁ'fﬁ—Cnlb\nE-’j-_/\a) IJ (EIB\HE-H-_/\ 1 )fi]\ﬂgbbjiﬂ'/vo

@® GHEY—/N1] OS Y vy RTDY
RELY—/N 1D 0S & pub U LTS,

@ (EREET—/\N0) REET—/\ 1 ANDEFS LEIARBDIESR & /N D)7 v jﬂy?\%

FEFH— N0 EEY—ILIZaTA4 L A EmEIDB Status J#8 DB1 A Node Down |ER RS TLY
BLEEHERL, BEY—IOAVTFURONYIT7TYT &Y N7 T T7AILEEEL TS,
*BEEEIENEBICR T LA G RICHEA TNV 7y T TEREL TSN,

@ [urb\uJ—.E-ij- /\ 1] -'j- /\E$%

FRAEH—/N 1 (2 PassLogic fRAEH —/\VINI 7 HA 2V AR—ILL TS,

* R =27 ILT[FREEY—/\]PassLogic ALV INITT AV A—IL1ESRLTIZELY,

*9 TIZ PassLogic NV RAM—=ILENTWBIGEIXT AV AM—ILRIZAY A—ILLTLESLY,

*EEZAEFIIC PassLogic FREEH —/NZEAL TWV /Sy F 0T S LB DG EIEIDEAZU T TRy
FEBEALTEIN,

¥ T —S VR ESE T T TR —/N 1 ) PasslLogic Y —ILIZC7IEALARWNTESLY, 8-
TT7UEALEGEIFHBA Y AM—ILLTLIZE,

@ [FREEH—/N0) T—ANR—2 LTUT—Y 3 VEE
FREFH—/N 0 TREDIAVREEITL TS,
# /opt/passlogic/apps/tools/passlogic_redundant.sh

® [EREFH—/\N0) R —/N1 UAH/NY

WEF—NN0 OB Y—ILIZOTA4 L, A EE DB Status48 DB1 Mlrecovery U o%&4) oL
TLEEW, UANYMNIEFER T 35E DB1 ATNode Running & Connect IERRESNZE T,
kAN TET —IN—ZATEEHIN TS L TOBERET 7ML TEEIN TV SR EFR
(/opt/passlogic/data/ A R T) &R Y —/N 0 HSRBEAE Y —/N 1 ~IE—LFET,
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© [FEET—/\1) BEIRROTES
EFH—/N 1 OEBY—)LIzaoF 4L, A EEIDB Status1#8 <DBO0 & DB1 A Node Running &
Connect JERRENTNBZEERERL TS,

14
Copyright (C) 2016 PassLogy Co.Ltd.



PASSLOGY.
PassLogic /1> Ab—IL-EREEHAR

4 Zoft

41 pgpool 7 TAIA—/N\—BDX—)LEcE

pgpool ANEIRAD pgsal (XL TEMRE R Z X FLIEE (A —HETEEE M PassLogic (L7 /+
ALTEE) I pgsd DEZEERAL, Tz F—N—EZERE)A—ILEXELET,

*EESINBA—ILIE falover mailsh [CEZLERABTY,

* T A F—/N—A—)LIFIRB P DL pgpool HMEIETTIZRST=8. pgsa MU LG EICIFL T )7
—33 LTV DB H—/D# GBI T D pgpool DE) DDA —ILNBEET, HIZIERIEH—/N0
D pgsal BT LI=5EE, FBAET—/N0 _EdD pgpool ¥ pgsa DATUERRFLIZEEIZT&E, FRELY
—/N1 _E® pgpool Al pgsal DA I ERRELIZEEIZTR, SH2@BDT A A —/R—A— L@ RSN
T,

42 pgpool 71U\ DEDOX—)LEiE

L T —/\DEEY—ILIrecovery 177 )y & VANINTET LIZEEITToA L \y 7 ([EEEIR)
A—ILANEfEENEFT,

*XESNDA—ILIZ failback mail.sh [CEELIERATY,

* T LA LI\ A—)LIEIF7/N)TTD pgpool AEETTEBRYET,

43 T—IANK—-2 (pgsal) BIEER

T—AR—ZATEEHSNSERETEDBFRTY

1—HIER EEY—I)L > A—HEEA—— TEH RETILER
BEEFR EIRY—)L > HIREA— L — TEE-HFETILER
07 1E#H EIEY—)L > OVBEEAZL— TSHRTILIER

FEEUNDIEFRIEREI Y —/XDT7A(IL L TEEINTHEY, ASNELA, 77LERBIBFHROME
HIEFTEROFIETERL TZE,
1: 5859 —/\ FIHATT/opt/passlogic/data/ L RE&TE RS —/"~aE—
*T7A I DA EEHERIEEZ N TSN
*T7A LB TOREBEROEEGHER DD, T7MLEERTREE T, AR TALINIUTET
ERIFAL TZALY,
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2:3BEFH—/N FIHA% radiusd BHEH)

(RHELE ZDHE) (RHEL7 2DH&H&

# /sbin/service radiusd restart # systemctl restart radiusd
ALY —/N RIEASE httpd FHICE)

(RHELE ZDHE) (RHEL7 2D&H&

# /sbin/service httpd restart # systemctl restart httpd

4:ZREET—/N L £yl aHlkR
# cd /opt/passlogic/tmp/
# rm —f *.cache

4.4 Passlogic FBiEY—/\ E1L - EEFIE

SATLAVTFURAET, LAV —2av O PassLogic RAEH—/ D 0S Z{= 1L - £ S Hi5 A
TEDOFIEEERREL TZEN,

PasslLogic R5EH—/\OS {Z1-FB
1:[fEEdgy—N\]1Tatx =1t

(RHELE RDIHE) (RHEL7 2Di54&)

# service httpd stop # systemctl stop httpd

# service passlogic-pgpool stop # systemctl stop passlogic-pgpool
# service passlogic-pgsal stop # systemctl stop passlogic-pgsal

2: (3@ H—/\1DB YRt LIR RERERR
FY—)LIZOT (4L T Main R—=STREIEFZE Y —/DT—EX—ZXHNode Down | THBHZE%E
LTS,

3:[{=1bxtgH—/N]0S =1k
*HELNTHRYD PassLogic AL —/N\BE LT DIHEE. IR T —NTFIR 1 ZEFHEL T3,

Passlogic sB:EH—/\OS t@)FIE
£ T PassLogic FEEH—/\WHELLLTNBIB AL, REICELELEY—/N0S £ RBHICTEOF
IBZEZEHEL TZE0N,
1:[EExT 2 Y —/\]0S EEp
2: (B Y —N]T—EX—=ZJH/N\)
EEY—ILIZATAVLT Main R=UTRERFE T —/\DT—2X—Z @ recovery V2% 0")y
JLTLIEELY,
*FIE 1 hid 2(F—ER—=RYAN))5E T ETOM. EER FH—/\0 PassLogic(FHEY—IL, 21—
FAVE—Tx—X radus Y—NEETCLVI—T7 I ERALGBN TS,
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PASSLOGY.
PassLogic /1> Ab—IL-EREEHAR

45 PasslogiciREsfU—/N\ VO RO P PyvI5F—Fk

L) —2a D PassLogic BEI Y —/N\&ET7vIT—h 554, €T Passlogic FREET—/3~
DA—HT7 I REEWLIRRETI BT 27y T T L T30,

Passl ogic R:FH—/\ 7w J5— ~FB

11 A—HYT7 U XER
A—RNSUH— Ff=ld H—NIzAH—/N O —EREZEILT55ELT Passlogic ZREFH—/ A~
DT 7 XEERL T30,
2:[BEEH—/N0)VINIZ7 7y TT—h
AV A=V HARDT v T T—bFIBIZHEWNGREE T —/N 0 £ 7 v T T—hL TS,
3Ry —N11VINITT7 7VTT—h
AL —/N 0 DT VT T—I DO TS, REAEH—/N 1 &7 v I T—RLTZELY,
4. A—HT7 7 XM AR
PasslLogic ZREEH—/N\~DT7 7z R EHHRREEMEIRL TSN,

46 Passlogic BT —/\IC htto TPOBATEDKIICTD

—bhoxAH—/\ ~ Passlogic ZREFHY —/\[E% https TIEAL http TFIEATESRLSIZT 25 AL,
PassLogic &> A— LRI DR EEE BL TN,
(Passlogic FBEEH—/\]
/etc/phpini O TFEEDHREMBEELEE (http DFAIZE cookie DF|AZEHAITS)
(ZFRi]) session.cookie secure = 1

(£ &E) session.cookie_secure = 0
Apache ZBiEE (REEERARZEX)
(RHEL6 M%&) # service httpd restart
(RHEL7 mB4) # systemctl restart httpd.service
[Passlogic #"—k7xAH—/X\]
/etc/httpd/conf.d/ssl.conf (FOFL FEHEZE https N5 http IZEET3)
(Z%ERi1) ProxyPass / https://{PassLogic Z2sFH—/NIP 7RL X}/
ProxyPassReverse / https://{PassLogic $2sF—/NIP 7RL X}/
(ZFE#%) ProxyPass / http://{PasslLogic Z25FH—/NIP 7RL X}/
ProxyPassReverse / http://{PassLogic S2sF—/NIP 7RL X}/
Apache =B g (RELXERNRZERR)

17
Copyright (C) 2016 PassLogy Co.Ltd.



: = . e PASSLOGY.
PasslLogic /1> Ab—IL - EREEHAR

47 WEEY—NET—ED A —/NIC htto TPOEZATEDLIICTD

A—RNSoH— ~ F— Iz AH—/\ ~ Passlogic ZREEH—/\fEZ%. https T http TFIEX
TEDLIZT BB AL, PassLogic ZAVAN—ILEBICREEDHREELTBEL TS,
(PassLogic ZREEH—/\]

/etc/phpini D REDHEMELEE (http DIFEIZEH cookie DFIAEFFRIT D)
(Z=HEHi]) session.cookie secure = 1

(ZHE1£) session.cookie secure = 0

Apache #HiE2E (RELENEEXBL)
(RHELG 15 4&) # service httpd restart
(RHEL7 Mi54) # systemctl restart httpd.service

[Passlogic #"—k7xzAH—/X\]
/etc/httpd/conf.d/ssl.conf (ATOTOXY EHEEZHIKRT D)

## Proxy Settings for PassLogic
ProxyPass / https://{PassLogic s2ZFH—/\IP 7RL X}/
ProxyPassReverse / https://{PassLogic Z2FH—/NIP 7RL X}/
SSLProxyEngine ON
SSLProxyVerify none
SSLProxyCheckPeerCN off
SSLProxyCheckPeerName off
SSLProxyCheckPeerExpire off

/etc/httpd/conf/httpd.conf (A TRDTOFL ERET7AILDREZIZEBELT D)
## Proxy Settings for PasslLogic
ProxyPass / http://{PassLogic S2ZF#—/\ IP PRL X}/
ProxyPassReverse / http://{PassLogic ZBEEH—/NIP 7RL X}/

Apache ZBiEE) (RELXERNBTERR)
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