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o WAKR— T BHEFFEICKE LTV Microsoft Windows 2003 Standard Server
PAR— h 32 FFEICET 5 1FHIZ. TRSA Authentication Manager 6.1 & BE#E A K
LTI,
N—FI7EH
RSA Authentication Manager 6.1 Z IEF (24 A h—/L 3 5121%, BT A7 A0
PUF OB 2 AR RTG 72 SR DV £,
e Intel Pentium 266 MHz "= & v ¥ LL F (Windows 2000 Server)
e Intel Pentium 733 MHz "= v # Ll (Windows 2003 Server, Standard & L < |Z

Enterprise Edition)

o WEEAEY 256 MBLLE, 5T 1,000 2—HF T LIZ2MB OMEEAE Y
s MEATIDO2EOAY v T T 7 AV
e nT—W/CD KIFIAT
e NIFS 77 A/ VAT A
o fRIGSE 800x 600 ¥V LILL LA RRTEHE=H T4 AT LA
AIREZR e aalE L — M 2 FEBLT 51213, LT OB T HERH Y 7,
e Dual Intel Pentium 4 3.2 GHz LA LD ) 7Y u& v ¥
e TukyHHizh 2048 MB DA E
TARY AR—REH
EMT 2 A7 AR LLT OB & AR IR 72 T BN H D £77,
*  RSA Authentication Manager 7 k7 = 7 H{Z 200 MB
o 1,000 2—HF T LIZ2MB DBENT 4 AT ARL—R
e RSA Authentication Manager Remote Administration ¥ 7 k7 =7 HIZ 20 MB
*  RSA Authentication Agent for Windows H{Z 5 MB
T A AT A= ZFEMIZBT B REMIIE,. [RSA Authentication Manager 6.1 for Windows
AVAR=NVTA R, O F=F_X=2 AT F 2] ZBRLTITESV,
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R B E R E

%ﬁ%&ﬁ%&i Z=PDOETFARBEICBNTY 7 by =T 2 LDk
&:@éﬂﬁ“éfp WHZLTT, VT NI =T hA A M—ILT BRI
PREERICENE T A 2 L T, ¥ =— X0 LT FEEA T ?5:&ﬁf
%i#‘t&zi EEF I FONRERET HNENRH D £,

* ﬁalﬁ—a«éuunﬁj Va—va»
e [T AHTI~Y—Vr U — T I RBADFE

® L ']j-nunE@7U’Ex(7i_<EX_i oA T T4 Eeﬂb%j‘ﬁ%‘ﬁigﬂ
FESERRICIZT 5, £, =2 —WIZ/SA T — R & RSA SecurlD /X2 =2— KD
Wi E AN ESES, e b RSA SecurlD /XA a— ROALE AN SEDH, 28 %
RELET)

AKETIZ, ZNHOME L Z OO BEE2FBEICHOWTHA L 17,

BI ARV ) 1—>a vOERICET HETE

EHET B—0I Y a—a rARET AL, iti@ﬁ@/
JVa—varvailArabbEdETHRETAIZ L TEET, BLE T 5 RGE
Ja— g3, FOU Y — A5 R#ETANITESX F4,

DOk arT i %wunﬂE/ Ja—T3 /%‘f‘f&j:ﬁbivé—
A—AJLEREE

o — W VERGE T AR —3% o M. RSA SecurlD /XA o — RO A S % 22— |Z
R LUC, Windows T A7 b T ~OWIEEITWET, LLFTOXIX, v—h
utunE7 DVIZX%{TL/C‘/\iﬁ—

UDP
Connection

User's Computer RSA Authentication Manager

il

i }74
LI_LU_LU_U_U

Component:
Local Authentication Client

FEIE, 41 =20 o=V RRREERRLE T 5] SR LT TEE VY,
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RAAL VRRET VR —FR 2 ME, RAAL L T FEFEHLTSD RAAL
77/])7/]\:/1: 1_&'%3]\7(/])/ ) Y — XA@?ﬁﬂzx%whnE—g—ét_
». RSA SecurlD /XA 22— RO A S 2 —WFIZHER L 7, RSA
Authentication Agent |X, L=—FNBNLUTDOT 7T 4 BT 4 DWT NN EFITT
HEIZ, A%h72 RSA SecurlD /RAa— KD A7 a7 MaFRLET,

o KAAfv~DurA

o KAALVDXRY NIT—F FNIA T~ T35

*  Windows net use F72/% runas 2~ N CREINTWVWD FAL T 78 AT
5

UTFOXIZ, FAAL VGO a2 23 L CTWVWET,

Domain Client
Computer

Component: Domain SSL _

Authentication Client Connection
== UDP
— T Connection
=t '

Domain Controller RSA Authentication Manager

Components: Domain
Authentication Server and
Domain Authentication
Client

FEAIZ, 43 =T D [ FAAL VRGERRET 2 2L T Z30,
JE—k

auj

VE— FRFEa VA R—3% 2 ME, 22— R VPN T4 T FRORA FFA
v &*‘:‘j‘ﬂ/ '7/1’ Ve F?%f{ﬁ@(* b4 }‘ ]7“‘7’\) £ — ]\ﬁ%‘f‘m%ﬁiﬁﬁuﬁﬁ
BRI, RSA SecurlD /XA 22— KD A Jj % 22— Y| ZFR U CGRIEEITWE T,
ITFOBREZ A 7128V £— FEGENRE TE £9,
e Non-EAP
e EAP

—  RADIUS ¥— _ZfEH L7220

— RADIUS — &7 5
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e U AL ZPEAP
TR, FBREXY A IR T 557 nt A2 R L TWET,

EAP Z{EAL L) E— MERRE

User's Computer

Post-dial
terminal based
connection

UbP —
Connection il

RRAS Server With Remote RSA Authentication Manager
Authentication Server Component

RADIUS —/\ZfEA L4 EAP ZfE>1-1) E— FREL

o=

Remote Client

Computer
Dial-up or VPN
Connection
s UDP
Connection
RRAS Server RSA Authentication Manager
1. When the user attempts to open a 2. Verifies the passcode.

remote connection, the Agent
prompts the user for an RSA SecurlD
passcode and sends it to the
Authentication Manager.

3. If the passcode is correct, the
user's computer joins the network.
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RADIUS H—/\%{#EfJ % EAP %~ 1-') E— FEREL

FAE T u v A ZXfET 5725, RADIUS — "B L

RSA Authentication Manager (51| % D B2 — & TERRLET, EEORE
TlX, 1 B0asyYa—XlWihxz A A=/ T&FET, F7-. Microsoft
IAS RADIUS Server 7* RSA RADIUS Server ® & H 50 &2 H T 97,

RSA RADIUS Server (% RSA Authentication Manager 6.1 & —##|Z HHff S 4L E T,
Microsoft IAS RADIUS Server & RSA RADIUS Server MDFf LV MERHIL, 45 ~<—
PO T E— MNRGEEERET S SR LTI,

Component: RSA Security Dial-up or VPN
EAP Client Connection

== upP
gﬁr Connection
—
RRAS Server IAS RADIUS Server RSA Authentication Manager

Component: Remote
Authentication Server
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74 L AFEE

A YL AL, BER Y NT—T ~DUA Y L A A BRIRd SR,
RSA SecurlD INA 3 — ]\@]\jj%j‘”—"j_ g*bfmunﬁ%’ﬁ—b\iT

UTOXIE, VAV LARFET v AZRLTWET, m£7utx%lm
T 5728, RADIUS #—/3 3 KTV RSA Authentication Manager |35/ % @ =1 >
Ea— X TRRLET, 9@%—3@5%1%”(“61\ 1BEDa s Ya—Z|IZWGEA v
A h—)LC&xF7, F72. Microsoft IAS RADIUS Server 7> RSA RADIUS
Server D EH LA, B 2D WIEW T A GE TR TE £9, RSA RADIUS
Server /& RSA Authentication Manager 6.1 & —#&1Z HHff SV E T,

ARARAARAAARARAS Aaa aAAA
258RRARARAAARAR BAR BRAA

EESEEESBERBRE% aB8a 2280
At

Wireless Client

Computer
Component: Wireless (892.1 1)
RSA Security EAP Client ~ Connection
e UDP —
= Connection =
=i
Access Point -
IAS RADIUS Server RSA Authentication Manager

Component: Remote
Authentication Server
Component

PTFTOELOMNEHEHLTYA YLV ARIEARE CTE £,
¢ RSA EAP - Protected OTP
e PEAP

R&UMPPmM%MHP%@%T% L2k b, PEAP R° TTLS & [EIEEIZ,
mun EEHE*?D E"j]l]}‘/Z\J /775‘?%&&5@&#

FHELWVERIT, 53—V (VA VU AGREZRLET ) 2R L TIEE
Uy,
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— 889 Windows AR L— 3 > D 1= ® RSA SecurlD 2iE

—f%H) Windows A4 XL —3 3 D7D RSA SecurlD #&iF Clx, —H~D
RSA SecurlD /XA 21— RO ANERIZE D, RESNTNDHRY hT—F7 ~
DRIA TR, X—IF NP —R"~DGFE, (Va2 — L L TIRES
Ny NU—7 ~OFFER EEITVWET,

UTFORIE, #—IF A4 — "hbdy NT—2ICT 7L AT 50O
TatAERLTWET,

RDP = uDP
Connection o Connection

=1
=

Teminal Client Terminal Server with RSA Authentication Manager

Computer

Local Authentication
Component and/or
Domain
Authentication Client

Component
UDP

SSL Connection
Connection

Il
i

Iy

HW

Domain Controller
with Domain

Aunthanticatinn

RAEROHMRICT 51— DEREEHE

EHE L, EO—FIZ RSA SecurlD /SR 22— RO ANFERT 2035 HET
52 LT, Windows U Y —ZAPMR#ESNOBREZIRE L ET,
BHE L. RSA Authentication Agent |2 X DFBREER AR T £,

e TRTO—W

o HHITN—TDa—V

o HESNEIN—T DA R=%ETRTOL—F

RSA Authentication Agent (%, 7 7 # /L k@ Windows 7 /L —7 (7= & 21X, F
A v a—WELIFIFA YA 2—H ) HDHE Windows = > B =2 —F
';%ﬁ/( VHE—T o ATEBRENMER LN T BT A ENTEE
7 7 4V k@ Windows 7 /V—TLND 7 NV—T % EHT 5545,

RSA Authentication Agent Z A3 D HNZZ L H D 7 —T % AERT D B
HYET, ZTN—TDOEMITIEIZ, Windows D RF¥ a2 A FEZRL T2
SV, BREERE E O — AT O D ERET S KT, ~v T FE v
RSA SecurlD THRFAEERT 22—V B IO NV—TZ24BET 5] 2L T
72X,
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-lj:mt.\ E-I-E
Windows /XX 7 — FO#E

Windows /XA U — ROFEAE L ET 5H &, Microsoft Windows /XA 7 — K713
RSA SecurlD v 7 4> 7'at ZZHAIAE L E T, Windows /XA T — KX

2 —HPOFFET — ¥ & —#EIZ RSA Authentication Manager 7 — & X — A [ZH&HA
éﬂiﬁ‘ if:_\ FT7TA VRRRED T j‘77/],/7‘ HZ\Z %)*%‘ﬂj‘]éﬂi
7

NRAT— REEZFERT A H5ED 1D 1. %}JIEI@ZV‘/?% /nunE( T4
G CRRGEE T D ) DOEE, =—H|Z Windows 1 74> /XA T — KD AJ)
FoRL, 22— 2T — RGNS & &2 (728 21E, 90 HE, DV
FEF=2 U7 R DN, BEASATY—ROANEZERL
F9, 2—FRHFH LW IRAT— REERT 5 &, RSA Authentication Manager
IZZF DO/ AT — RZHfS LT, RSA Authentication Manager 7 — % ~<— AN D
A= La— RICRRAT— R LET, UBEORIETIE, =—FIXRSA
SecurlD /XA @1 — KD A2 AJ] L E£7, RSA Authentication Agent |,

RSA Authentication Manager 7> Windows /XA U — RZ 5 LT, £ %
Windows 2 74 7o ZTEETLHD T, =T AT— 2 AN1T5
VERDHY FE A, NAT—= FRHIRUIN L 2556, 2—PITT AT Ah
R LVWASRT — REERT L5707 MaZE LET, @i, L/
U — REAERT 2 7201201F, FEHWARRT—RE2 AN LATERY £+
A, XA — NIRRT T 7' 7" b CIE A BRI IR G S A U — R &G0
ALET, 20, BHONAZT— RASE, 2P FGE D AR T — R
A TCEILETDY FHA,

b O 1 OOMEHIEE LTI, FAA VEREEOSS, Windows 17 7 4 /32
7 RE2 &8l 2 M Ca—F N {Tolz & |2, ”"‘“’fﬁ% I Active Directory
IS TNDZD—F DAY — RE L HiHR b0l ﬁﬁf%i
9, Active Directory [, /NAU— ROEH % K XAV A ha— T @ L
%7, RSA Authentication Manager |X, RAA > 2 bB—FNBH LIWVIA
U — R&Hf5 LT, £41% RSA Authentication Manager 7 — & ~X— A (D .—
T H '7:/ I W—*%‘fﬂj‘] Lij‘o %O):L‘—'Hj@yk@@mu nﬁﬁjﬂz Wz
RSA Authentication Agent (%, Windows /SXA U — R %
RSA Authentication Manager 7> 5 Hif5 L C, Z41% Windows 2 74 7'k
AWCEELET, 2—PFITH LWRRATU—RE2RLZEIEIHY FHADT,
NRAT—=REFREZTZD, WAV —RE2EHEZHEDLVTIHLETHY FHA,
CEOEX2UT 4 R =KV EHARAT— ROEERLETH D
Bt 2—FRH LV RT — REERIND L X2l RO o2
7 — K% RSA Authentication Agent R L ET, l*"ﬂ‘ﬁ)ﬂ}ﬁl@@]h@/\x
U= REANTH0ETHY £H A, TOMR, NAT— RO, ~L
TT AT SOROEDEEOHD . B8 LUONAT — FOREOMIMEIC L D
AEPEMEOIR T AL, B a2 FOFIBIZ SR £

FELWEEBHIZ. TRSA Autehtication Agent6.1 f VA hLb—1 a3 & 7 R =
ARLb—vary A4 K] H1E MEE] © 'Windows /XA T — KOS ] D
' arEZRLTIZIN,
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A7 7 A VFRFEIL, RSA Authentication Manager |28t TX 2V RILTH . R
HENT-a L Ba— 2 BLORAAL L U Y — AT RSA SecurlD §GEZ LT
HHRFET O EATT, A TA L THAETTA U THoThH, 2—HFIEFR T
ﬁ{ffn‘unﬁéﬂij—

F7 T A VRFEE AT T H & RSA Authentication Agent 73

RSA Authentication Manager & #2f¢ L 7c & |2, Authentication Manager 734~

TA T — 2 &AL, 1% Authentication Agent = > B o — X ([ THX T

17— N L %9, Authentication Agent = > "= —Z [,

RSA Authentlcatlon Manager /\@/)”(lﬁl@j‘ VIA RS, AT TA T —
SARZRIA L E T, 2L XIEL 41 /\——‘/0) ﬁ:l“*ﬁﬂ/nunﬁ%ﬁﬂ%ﬁ”fn

“C“ufﬁﬁﬁ SNTVWDHRFET A M & FET L72%6 . Authentication Manager SO

REZATWET N, 2\FETLT Authentlcatlon Manager ~OBFEIZRENT 5

& . Authentication Manager (347 7 A4 7 — & &AL, ¥y ooa— KL%

T, B— NN —HFREEN A7 T A TITHoiL 584, Authentication Agent

T, 2=V oa v —ZIIRHIN TN LF 7T T —F 2R LT,

vj‘”—‘ﬁ‘@wun rﬁﬁ&%*ﬁnﬁbiT vj‘”—‘ﬁ‘@wun I‘ﬁiﬁb)ﬂz Lﬁﬂﬂ‘i\ :L‘—"j‘@i

RESNTND Y Y —=A~DT 7B ANFASNET,

}‘7( /I) /n»unﬁff%n%éﬂfb\z) QL a—FZ~DF T T4 /nunﬁ%ﬁfj‘]
b, AL7rEATITONEYS, RASMar hr—T0

RSA Authentlcatlon Manager ~ 2 FEHOF T4 VRBIED T & EIT

FTITA T —H D &G L ET, 3—*“&75‘1\%/}’/;:»'4&"}—/\1”%]*

ETH T A RREEIZ 2 FIREIT D & ]\“)‘4/;:qu7 FAT M

RSA Authentication Manager ~D A DA > T A VBRI, 47 7 A v 7 —

2 DZAF G L E T, TR, RSA Authentication Manager ERAL L =

Y hr—=IMTERTE RV TE, FAS Y 2=, RAAL~T

BADREFEEATH ZENTEET, EHIT, FAASva—PFE FAL 7

TAT U e RAL L ar b= TERWIRWTH, RAL T

By hNEERALTr—IL VA VA I TNDT T AGRGEEITO Z LB A

ﬁE‘TTO

T 7 T A CRBIEDOHERL & EDF W) FESHOE D B 21X

RSA Authentication Manager Database Administration Apphcatlon A LET,

VAT DBERDAT T A IBIEDOHERL L Z OFLR) [ ERHOYI D AT,

®E—V1/F$u%n~%@7W~T$uf RET D ENTEET,
Authentication Manager 28 A7 A2k E L L7 NV—F D2 —H|TH L THE
KT DA TIA L T—FDOEERETHIENTEET, L& B¥ES
JV—"T7 D7 |Z RSA Authentication Manager D3 547 7 A » HE% 7 H
FEMK LIS E, BRI N—TOTNTOET7 T a—FI T HRDOA
T4V REE/LZ IR T,

FELUWEREAIX, TRSA Authetication Agent6.1 f > A L —3 3> &7 FI =
ARb—=var AR O FT7740 885 OBEEZZMRLTIEIN, I
512, /RSA Authentication Manager 6.1 &1 F) O T=—Y = h &
T—VxV MARANETOT 7T 4 7] OET 15774 LS
Windows /SA T — RGOy b7 v 7] 2L T I,
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IR—oToo— TFHOEADEH

I = — T ERAITZLD,

h—27 Dy, PIN D&e, 77

A VAEEHENRZLE, VI NTHROBRETH, 2—POEHENME#E
ENTVWDY Y —RIZT 7 EATHZENTEET, LFORIE, =v—
Ve =T 7R AGEOHME . FHIEOHMANTEEE STV D EFT 2R

LCTWET,

oS4 a1—FEHRR
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Fh bk SieA 3)? i SRR ERT
v
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SSAT =R BOALE2—H o Nxfr  ager ko CTERS FHEVL R OB RO
Fpﬁftx%ﬁ WET DD —F DB O Tk
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LB DR
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L Ca—HIZFFH]
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RSA SecurlD PIN &
FA G DTS
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N EHTES
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75w R FE &R ;;i EEiE SO
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connection connection =F

Domain Client Computer

Component: Domain
Authentication Client

1. Prompts the user for an
RSA SecurlD passcode and
sends it to the domain server.

Domain Controller

Components: Domain
Authentication Server and Client

2. Sends the user's passcode to
the RSA Authentication
Manager.

4. If the passcode is correct, the
user gains access to domain
resources.

—s
RSA Authentication Manager

3. Validates the user's passcode.

Also generates offline logon days
and downloads them to the user's
computer and to the domain
controller for future offline
authentications.
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Domain Client
Computer

Component: Domain
Authentication Client

1. Prompts the user for
an RSA SecurlD
passcode
and validates the
passcode against locally
stored offline logon data.

2. If the passcode is
correct, the user gains
access to the local
desktop.
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DMz
=] E UDP
connection [T |Il= connection
Web Server RSA Authentication
Manager

Component:
RSA Authentication 4. Verifies the user's
Agent 5.3 and passcode and sends

Outlook Web Access verification status to the

3. For accessing
e-mail through
Outlook Web Access,
prompts the user for
an
RSA SecurlD
passcode and sends
it to the
RSA Authentication
Manager.

5. If the passcode is
correct, the user
gains access to his or
her e-mail account.

web server.
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UDP =
Connection =
7 — ssL :
CJ@ 24858910)) Connection North America Domain Controller RSA Authentication Manager
= = 3
Components: Domain Authentication 3. Verifies passcodes and sends
Server and Client verification status to the domain
server.

2. Sends the user's passcode to the
RSA Authentication Manager. For offline domain authentication,

generates offline logon data and
If offline from the RSA Authentication downloads it to the domain controller.
Manager, compares the user's

passcode to locally stored offline logon For offline local authentication,
Domain Client Computer data. generates offline logon data and
downloads it to the domain client
Component: Domain Authentication 4. If the passcode is correct, the user computers.

Client gains access to domain resources.
For password integration, sends the
Windows password to the Windows

logon process.

1. Prompts users for RSA SecurlD
passcodes and sends them to the
domain controller.

UDP
If offline from the domain controller, Connection
prompts users for RSA SecurlD
passcodes and compares them to locally
stored offline logon data.
Europe Domain Controller RSA Authentication Manager

Components: Domain
Authentication Server and
Client
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Isolated Lab Computers

Component: Local Authentication
Client

UDP Connection
(for initial connected authentication)

Option: Offline Authentication

1. Prompts the user for an
RSA SecurlD passcode and verifies
it against locally stored offline data.

During initial connected logon,
receives offline data from the
RSA Authentication Manager.

RSA Authentication Manager

During connected logons, sends
offline data to the lab computers.

2. If the passcode is correct, the
user gains access to the local
desktop.
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=
=l
VPN Client RRAS Server
Computer
1. When the user attempts to
Componeqt: open a remote connection,
RSA Security the Agent prompts the user
EAP Client for an RSA SecurlD

passcode and sends it to the
Authentication Manager.

3. If the passcode is correct,

the user's computer joins the RADIUS Server
network.
Wireless (802.1X)
Wireless Client Connection = =

UDP o

Computer 7‘=r Connection H==|1=

Component: érﬁi :

RSA Security Access Point = )

EAP Client ! )

RADIUS Server RSA Authentication Manager
1. When the user attempts to 2. Verifies the user's passcode.

open a remote wireless
connection, the Agent
prompts the user for an
RSA SecurlD passcode and
sends it to the Authentication
Manager.

3. If the passcode is correct,
the user's computer joins the
network.
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RDP
Connection

Teminal Client ssL
Computer — ) ubpP =
== Connection %E'; Connection =
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=
Terminal Server Domain Controller RSA Authentication Manager
Component: Domain Component: Domain 3. Verifies the passcode and
Authentication Client Authentication Server sends verification status to the
Agent on the domain server.
1. When the user 2. Sends the user's passcode
attempts to open a to the RSA Authentication
terminal services Manager.
session, the Agent
prompts the user for 4. If the passcode is correct,
an RSA SecurlD allows the terminal session.
passcode and sends it
to the Agent on the

domain controller.
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