RSA® Authentication Manager 8.0
NI TWNoa—=FT1429T B4R




[} -{olA ke

RSA. RSA T I, EMC2. EMC ix. EMC Corporation DESFFIE F 72 IIFETT o ZOMOTRTCOLKHLR LY
IZHEEZ DO W T ORBRIL. ZNENOFTEEOEEF 7213 EHEE T o RSA DRFEORFTO Y A MIONT
(3. http://japan.emec.com/legal/eme-corporation-trademarks.htm#rsa % Z 8 L T { 72 &\,

155 JH AT it

AT P77 EHE R XY I EMCHEFEZRELTBY . 741y AZMIHto TIREES L E ¥,
KT b7 EBE R 2 A POMFRHEEREIE, T4 ARHOLHEICHEN, FROFEREREEL W
BEDRFTHENT T, KT by o7 EEEFF2 A0 b, BXOFOEEY Z MR 2 2 13—
OLNFEH A

RKIA VAT L 5T AV T by 27 LB FF 2 2 2 b OFTAEDS & O DM Y EEHEATHETE S L
HIEWEHNFRHA AV T I T2 T EHERNF 2 A Y PEREICHERAFZ3EE L2056, REBLOHFE
EVREOLNLIENHY TT,

KT M2 TRFPERKEEEINDZEDRHNETOT, oD LOTHEAMBE 723V,

¥Y—FN—=F4 54V A

ARELHE RSA DO — FX=F 4 B 7 by 2 72 EE L T L E0H ) 9. ARG HEMT 59— F
=T 4 V7 b7z TIHEAEINS T A &2 AZWIZOWTIE, #4h DVD @ Third-Party Licenses 7 # )V ¥ % %
HLTLZ3 W,

g Eeibnic B35 ZHE

ARELIE, BEEHEMPHARAT N TCWET, INSOESHMTOMHE., A, @ik, SEOFE#E LT
EHIBRE TV E 3, AREGEZMH, WA, Wil 28613, SENCBI A F 238 A BT 2 B
b ERn FE A,

pUNS R ]
AFEICRHBWEINTVWLEMC V7 by 27 2, HE, BLXUBRAT 21213, @Y7y 7 - 7141
Zﬁ“ﬂ‘%f“?o

EMC Corporation {&. Z OEFHIFLIM I N AL IEHRA, HBITHRATERETH L LA LTVET, ZOFERIET
HERLEREINLZEDHN TT,

COBFHIRB S B EHIL. THIREL] oL TRt SN T E 3, EMC Corporation &, AL IZFEHFH S 1L
BHIERICET 5, ED X)) RNFIZOWT S ZIRAESIHZ %9, R, BatECrE o B B9 2x3 2 @k
269 B BORDIRFEIIWV 72 L 2 Ao

Copyright © 1994-2013 EMC Corporation.All rights reserved. (ANFFHESL - ZEMERT#ZR)
2013 43 H


http://japan.emc.com/legal/emc-corporation-trademarks.htm#rsa

RSA Authentication Manager 8.0 b5 7022 —F 4T A4 K

B R

B G . 5 Y OO OO OO 5
ARFENZ DU T e 5
RSA Authentication Manager 8.0 ¥ = 7 )V ....coiiiiiiiieieeeeeeeeeeee e 5
BHIEL N30 2 & 2 I e 6
IR D LT A s 6
HAY = HFR—= PETHEAE S ALD AT oo 7
B1E: —BEIT— XvE—2VDNI TN a=FT12 T . 9
20063 - AUTHMGR_AGENT _CLEAR NODESECRET .......cocoovvmiieieeieeeeeseseeeneen. 9
20239 - EXPORT DATA TO FILE ......o.coiivioieeoeeieeeeeeeeeeees e 9
20240 - GENERATE_EXPORT SECURITY PACKAGE ......ccccoovvveeeieieeseeeeeeeens 9
23039 - AUTOREG_CLEAR NODESECRET ........cocoviiviiiiieeeeeieeereeeeeseseseessenees 10
23005 - AUTH_NODE_VERIFICATION .......c.ooiiiieieeieeeeeeeeeeeeeeeseeeee e 10
23036 - AUTOREG_VERIFY NODESECRET........ccocooiviiiiiieeeeieseeseeseereeeeeeeseesnnnen 10
23026 - AUTOREG_VERIFY NODESECRET.......cc.cooiiiiiiiieeeeeieeereeeeesesieseeeenens 10
16044 - ACCESS DATABASE ......oouiieeeeeeeeeeeeeeeeee e 11
16075 - INITIALIZE_ PERMISSIONS ......o.ovmiiiiieeieeeeeeeeeseeeeeeeseeeeeseee e seenen 11
16112 - REMOVE_ORPHANED PRINCIPALS.........cooovivieeeeeeeeeeeeseeeeeeeeeeees e 11
16329 - READ_ACTIVE _USERS .....oouiiiiiieieeeeeeeeeeeeee e 12
26011 - PROCESS_REFERENTIAL INTEGRITY MESSAGES......cccoccvvivvmrarnnnnn. 12
23071 - AUTH_FAILED BAD TOKENCODE _GOOD PIN .......ccccceovovviimrirrnrnnnne 12
23071 OfEPE - AUTH_FAILED BAD TOKENCODE _GOOD PIN................. 13
23038 - AUTOREG _DHCP_ERROR ........ooovuireieeeeieeeiseeeeeeeeees s 13
23038 DffEP - AUTOREG DHCP ERROR .......oooomivieiiieieeeeeeeeeeeeesennn 13
26041 - ADJUDICATOR _CLOCK _SETBACK ..........cooivmveeeeeeeeeeeeeeeeeeesessseesseesanes 14
26041 O - ADJUDICATOR _CLOCK SETBACK .......ooovevececieieeeeaee 14
16297 - BUILD _RELATED IDENTITY SOURCE CACHE FAILED....................... 15
16297 Of#Pt - BUILD RELATED IDENTITY SOURCE_CACHE FAILED..... 15
20056 - INSUFFICIENT PRIVILEGE .........ccocoooiiiieceieeeeeeeeseeeeeeeseeseesee e, 15
20056 DfFPE - INSUFFICIENT PRIVILEGE........c.coivoiiieieeeeeeeeeeeeeeeennn 15
23002 - AUTH_UNSUPPORTED PROTOCOL .......coovrveeeerereeeeeeeeeeees s 16
23002 O - AUTH_UNSUPPORTED PROTOCOL ..o 16
23008 - AUTH_PRINCIPAL RESOLUTION ........coooivivieeeeieeeeeeeeeeeeeeeeee s 16
23008 D - AUTH _PRINCIPAL RESOLUTION .......coooviiiiieiceeeieecee. 17
23072 - AUTH_FAILED BAD PIN GOOD TOKENCODE .......ccccoceveimivrrreraennnen. 17
23072 OfEPE - AUTH FAILED BAD PIN GOOD TOKENCODE................... 17
23073 - AUTH_FAILED BAD PIN PREVIOUS TOKENCODE ...........ccccocovvrurrnnne. 17
23073 OfEPE - AUTH_FAILED BAD PIN PREVIOUS TOKENCODE........... 18
23080 - AUTH_AGENT DOESNT ACCEPT SECURID .....ccccocvviveirereeiseseseenanns 18
23080 DO - AUTH_AGENT DOESNT ACCEPT SECURID........................ 19
16089 - DENIAL OF SERVICE.........oooiimiieieoeeeeeeeeeeeeseeeeeeeeeesees e es e 19
16089 DfF P - DENIAL OF SERVICE ......ooooiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeees 19




RSA Authentication Manager 8.0 b5 7022 =74 J A4 K

20214 - AM_CONFIGURATION UPDATE FAILED........cccccovvimimieiemresrsrnesrenian, 19
20214 OfEPE - AM_CONFIGURATION UPDATE FAILED.........cccoovveeenan. 20
13003 - AUTHN_LOCKOUT EVENT .....coooviimiiiieeeeeeeee e 20
13003 D P - AUTHN_LOCKOUT EVENT ..ot 20
16265 - DETERMINE_RELATED IDENTITY SOURCE.........ccocovvmvnimiererrnnen. 21
16265 O - DETERMINE RELATED IDENTITY SOURCE ...........c.co........ 21
16294 - IDENTITY_SOURCE_GET _CONNECTION FAILED........cccccevvevrerrrrnnnn, 21
16294 Ot - IDENTITY _SOURCE _GET CONNECTION FAILED............... 22
16296 - TRACK_USER_MOVE_IN REPLICA FAILED.........cccceovsmmrmrrrrrrerrerrennnn. 22
16296 O f#J - TRACK _USER_MOVE_IN REPLICA FAILED .........ccceouneee. 22
23017 - OA_DATA DOWNLOAD FAILED..........cocovvmieirnrenieeeiseeesiesiesesesissie e 22
23017 OFfEP - OA_ DATA_ DOWNLOAD FAILED ..o 23
23021 - AUTHMGR NEXT TOKENCODE ACTIVATED ......cccocovvvveeeiererrereennan, 23
23021 O - AUTHMGR NEXT TOKENCODE ACTIVATED..................... 23
16262 - BATCH_CLEANUP_ORPHANED PRINCIPALS LIMIT HIT.................... 24
16262 DO ffd -
BATCH_CLEANUP_ORPHANED PRINCIPALS LIMIT HIT........ccccc......... 24
16264 - MARK_FIND PRINCIPAL ACROSS IDENTITYSOURCE FAILURE ...... 24
16264 OfFHL -
MARK_FIND PRINCIPAL ACROSS IDENTITYSOURCE FAILURE.......... 24
58 2 & : RSA Authentication Manager DO Y Xy t&—2 ... 25




RSA Authentication Manager 8.0 E2& 41 K

XU BHIC

AE(ZDWNT

Z DI A FTiE. RSA® Authentication Manager 8.0 25—#HIIZHIJ1 5 =T —
Ay —=TIZOWTC, NITNTa—T4 YT hERHALET, Inb
DITT— Ayt—=TF, SNMP b7 v 772130 7IFERENT T, B AY
~— YR MITEEENLHENS, ZOFA FEsBEL, BRNZ MT 7V
Ya=TAYTDATy TEEMLTLLZE V. 2O A FIZI,
Authentication Manager 8.0 D3 XTHD M T v 7 A vt —TO—ELHEINT T,

COHA NiZ, BHEBLIPZOMOEETE Z2HYLELGRE L TWE T,

RSA Authentication Manager 8.0 ¥ = 1 7 JV

RSA Authentication Manager 8.0 DFEfIZOWTIX, RO~V =2 T VxS L
TLZE WV, RSA T, HFEEFEOARDT 7 L AW Hez v b7 — 2 LOY
WG~ =2 T Ve RET A L R L T,

VY—R J—=bF:K)) = 2B LHEELET LM . BRMOAEE
EZ DML FEIZOWTHAL TWE S,

Getting Started : Authentication Manager @ Quick Setup 71Ut A % E/T9 5 J
BIZOWTHL T TS,

Xl T4 F @ Authentication Manager ® LA LNV T —F 77 F v, BLV
Bty T =27 EORAETEZOWTIHH LTI,

ty b7y TR H 4 F ¢ Authentication Manager £ v + 7 v 7B X U
Y IR OWTHB L T Ed,

BHH S A K ¢ Authentication Manager & T DREREDOME A/ R L TV E 3, ¥
AT LR, 22— —tXxa) 74 K)I—OFHRE, SEF8FER
BEMY AT ZFATT B HEIOWTHBHLTWET,

Help Desk Administrator’s Guide : ~J)V 7 7 A 7 EMENH 4 FITT 5,k D
—MkH %8 A7 DFNZOWTHIIL T E T,

SNMP Reference Guide : SNMP (Simple Network Management Protocol) % ff
J% L C Authentication Manager D 1{ > A% ¥ A % BHl$ 2 HFEIZOWTHA L
TwEd,

b TNV 2—F 4 V% H4 F : RSA Authentication Manager D #x b —#H 72
ITI—Ayb—Tb, ANV N VT TN =T 4 TS HEYET Y
YavilowTHBL T,

Developer’s Guide : RSA Authentication Manager API (7 7'V 7 —3 3 » 71
TIIVTAYET—RA) RfEHLIZAAY L T0aT T LADRSEIZOW
THILTT T 72, APIOWEE DB L U Java API @ Javadoc & & 1T
WEJ,

L ®IC



RSA Authentication Manager 8.0 E2& 41 K

Performance and Scalability Guide : fi#E 7% /37 + —< ¥ A %155 720|285
TS L EOFEREFIHIZIOWTHALTWE T,

6.1 15 8.0 NDB¥Iri 4 F : RSA Authentication Manager 6.1 Zg$E7> 5 RSA
Authentication Manager 8.0 BRIENEATS 5 IOV THA L TV £ 9,

71 55 8.0 NDBITH A F : RSA Authentication Manager 7.1 3237 5 RSA
Authentication Manager 8.0 BREE~NEATT 5 TEICOWTHI L T E 3,

Security Console “\JL 7 : Security Console TH 4 F{TSNAEH Y A 72D
WTHAL T T T,

Operations Console \JL 7" : Operations Console THIT SN LR Y X 7 B &
OREY ATZIZOWTIHHLTWETS,

Self-Service Console “\JL 7 : Self-Service Console % i Fl 4~ % 512D\ (Rl
BHLCTWET, ANNVTEFRT 521, Self-Service Console @ [Help (~N\JV
7)1 % 7T [Self-Service Console Help (Self-Service Console ~\JV7)] % 7
Vw7 L ij—o

RSA Token Management Snap-In ~\JU 7 : Active Directory 7 4 7" 7 4 7 1
V= ADMFIET A EREET MMC (Microsoft HHl T > v —)v) LT 2V 7
M7 T S HEICOWTHALI T, SOXFy 71 Y 2T 5
&y b= oFWL ERE, =27 OEN BT, FLIEZFOMD F—
7 VY A % FEATT A 72012, Security Console (21 7 A 9 LB DR
7 Ed,

BAERFa1 x>k

RADIUS Y 77V YV A 4 K : RSARADIUS T A ET 7 1 L.
Dictionary 7 7 1 )V #ER 7 7 A WVOMEHEL L OREIZOWTHHL T
3,

Security Configuration Guide : Authentication Manager CEH B2 ¥ 2 1)
T AR EIZOWTHHA L 3, 72, BaREA MDD DORIE,
TR, W2 F o) 7 EHICET 2 HERb ML 7

$FE—hEY—ER

RSA SecurCare Online https://knowledge.rsasecurity.com

RSA Solution Gallery https://gallery.emc.com/community/marketpla
ce/rsa?view=overview

RSA SecurCare Online Tld, &£ < & A G35 EIERLEEA O EIZ 3
LK R G T Ly VNR=A B TXEd, /2. L)Y —RIZHE
TAHERRPEE LT 7 )V Za—A, VI M7 T7OF 7 ra— KL HH
TXxEd,

6 LIS


https://knowledge.rsasecurity.com
www.rsa.com/rsasecured

RSA Authentication Manager 8.0 E2& 41 K

RSA Solution Gallery TliZ. RSA # i & OEIENSIRGE S N TV B — F 23—
TADON=FY 2 THEEBICV T by 2 7THEBIZET L HEREFMHTE £
To TOF¥ T —12iE, RSABEGEINSDY — F 83— F 1 B OMHE
EHIZOWT, #EEFNEZ FLH L 72 Secured by RSA 24 A N8B L U2 D1t
DIFHRBEEINTNE T,

HAEZ— HFR— FIZTER SN BHIIC
THH 727 CBITIE. ROTHE THECE S v,

O RSA Authentication Manager 7 77 4 7 Y A2 7 7 L ATE 5 2 & ZffERE
LTL7Z&E

Q 94ty 2ADT ) 7AVES, YU TVEFIZ. ROFETHERETETTT,

e Security Console (21T 274+ >~ LT, [License Status (34 €Y 2 X5 —
2 A1 %271 v 7 LET, [View Installed License (£ ¥/ & b —ILH A
FAXVADER)] %7 ) v L. VA MPLT AL AID % #E R
LTHAEEZFRLE T,

O Authentication Manager 7 77 A 7 Y ADYV 7 b7 = 7 O)N— 3 &k

Z OTEHIE. Quick Setup DM DA EF. & 721X Security Console (227~

S E $, Security Console (21 74 > LT, [Software Version

Information (V7 b=z 7 N—=Va /R 2720 v 7 L3,

iF U oI 7






RSA Authentication Manager 8.0 b5 7022 —F 4T A4 K

— B EIST— Xy E—-DMT TN 21—
TA4 7

COFETIE, R LMEDPFEE LRICF RSN A v =T, F25
NAERBLOMIEEZ R LE T, BHANY M, VATA AN M, #HE
ANRY MIBEATAIRA v E=UEGEFNTET, HE5— Avtb—TF, kROW
HCHREINET,

e FTHVaVID: = — U hTE

o TOVavVH¥—:i1a=—rL¥1 MV

e Ak —V:MEEHHTLTF AL

o FIH: A v —TIZOVTOENMER

20063 - AUTHMGR_AGENT_CLEAR_NODESECRET

X v ¥ —¥ : Administrator “{0}” attempted to clear node secret for agent “{4}”
managed in security domain “{5}” (EFEHE “{0}”H5, ¥ =2V T4 FX A~
COPICENERINTVWLII -V Uy 0/ —RFv—2Ly b a2
J7LEHELFELR)

B -V = F =Ly bDIYT

M : / —F>—=2 Loy 7EnE Lz bITNVYa—T4 U7
’/Z‘g&) V) i'&/\/o

20239 - EXPORT_DATA_TO_FILE

Xy — : Administrator “{0}” attempted to export data to the file “{11}”. (¥
HLOY BT = 2T AN UV I AR—= b L LI ELFE L)
Bl : 7 7 ANANDT—F DLy K=

M8 : EEPL——L b= T— 2T 7 ANV AR—FL LD
ELFL IV a—T o Y TIELESY) FEAL

20240 - GENERATE_EXPORT_SECURITY_PACKAGE

X v ¥ — : Administrator “{0}” attempted to generate and download export
security package. (BHIE “{0y" AL AR—b X271 N r—TU %K
LTy u—FLELH)ELFE L)

B L AKR— b kFa) T4 N0V OER

P : EHEN T AR— b LX) 740 N r—TJ%ERLTY T >
O—RFLE)ELFELZ bITNY2a—T4 Y T3LED) FH A

1. — B IS — AytEe—SDRNI TN -T2



RSA Authentication Manager 8.0 h5 7NV 2 =547 HA K

23039 - AUTOREG_CLEAR_NODESECRET

Xy & —¥ : Cleared node secret for the agent “{3}” in Security Domain “{5}” (+t
Fa2)T4 ALY HOL—T 2 N3y D/ —F =710y bH
JVTENFE L)

il -V N ) - NIy YT ENE L

B ERESR ) - =2 Ly VEFETZY T, Bk, Bu—FLEL
726 NI TN a—T4 YTIIVED) T A,

23005 - AUTH_NODE_VERIFICATION

X v ¥ —¥ : Verifying node secret for the agent “{3}” with IP address “{4}” in
security domain “{5}” (¥ 21 74 FAAL V<51 NOIP T FL A “{4)” %
BFor—Vzr b3y o/ —Fy—20Ly bEBEELTWET)

W : ) —F =2 Ly b OKEE

B :  —F =71y MIHEDRDH D £,

UK © Authentication Manager #F—/N& T—2 2 ¥ FOW AT/ — N I —7
Ly M2 Y7 %79, Security Console ~\V7'® M ¥ 7 [Manage the Node
Secret (/— R =2 L v bOFH)] 2L TS,

23036 - AUTOREG_VERIFY_NODESECRET

X v ¥ —¥ : Verifying node secret for the agent “{3}” with IP address “{4}” in
Security Domain “{5}” (¥ 2174 FXA Y “51”NDIP 7 FL R “{4)”
ARHOTL—V s By O/ = F =2 Ly EBRIEELTHET)

R : TV = F =2 Ly b OMGE

@ :  —F =201y MIHEXD ) 9,

fRPRIR : Authentication Manager —/N& T—2 = ¥ O AT/ — K ¥ —7
Ly h%2 2717 LZEF, Security Console V7@ b ¥ 7 [Manage the Node
Secret (/=R ¥—=27L v FOEH)] 2L TS,

23026 - AUTOREG_VERIFY_NODESECRET

* w4 —  Verifying node secret for the agent “{3}” with IP address “{4}” in
Security Domain “{5}” (¥ 2 74 FXA 2 <S5y HADIP T FL R “{4}”
AFHOTL—V sy B O/ —F =2 Ly MERIELTWEY)

B -V = F Y=Ly P ORGE

10

1. — B IS — AyvtE—SDRNI TN a—F02F



RSA Authentication Manager 8.0 h5 7NV 2 —F 427 HAF

M@: Coxvt—2ix, /= Fy—27Ly NCHEPHHZ L ZRLTW
7,

R ¢ Authentication Manager M —/N¢ T— = v FOM T/ —F ¥ —7
Ly M 2797 %79, Security Console ~NV7'®D M E v 7 [Manage the Node
Secret (/=R =27V v FOFEH)] 2L TS,

16044 - ACCESS_DATABASE

Xy 4 — ¥ : Database access attempted by system (7 — % X—AND7T 7+ A
B AT AZEFEITSINE L)

Bl 2 7= N=ANDT 7 £ A

/& : Operations Console ¥ 7z1% Security Console & (3527 5L —F 1 1) 7 1
EHALTCT = RX=ZANDT 7 L APFET SN, FHL AV T =354
LELl7

JRREE : 7T — S RX=APIELLEMELTBY . To%A L — JVHEEDHEH
WHETHLHZ LR LTI,

16075 - INITIALIZE_PERMISSIONS

X v ¥ — : System attempted to load permission types from the database (3 A 7
LAWT = R=ADDHRY f 72a—FLEH)ELELR)

aell : MR

M : 77—y RXR=—2Ah 5 FHE T VOMREZT— F45L 512, FHLE
WILT =254 L E L7,

JROGR : T RX=APIELLEMELTBY . To% AL — JVHEEDHEH
WRETHDLZ L ZMRL T,

16112 - REMOVE_ORPHANED_PRINCIPALS

Xy ¥ —¥ : Administrator “{0}” attempted to clean up unresolvable users (& Ef
B0y DRIRAT R - -2 s ) =Ty FLEYELE L)

el 2 HRAT L 2 —F =D 7 ) =T T

[#]48 : Authentication Manager 28 LDAP 74 L' 7 bV H—NIZ7 7 A T& &
Ao

RUSK: 7 AT T4 T4V — ADEHEEHRTIRE L/ LDAP 71 L7 kY
P — )5 E) 1 T, Authentication Manager Y — 1\ LRI RETH 5 2 & %
MERL L3,

1. — B IS — AyvtEe—SDRNI TN -T2 11



RSA Authentication Manager 8.0 b5 7022 =74 J A4 K

16329 - READ_ACTIVE_USERS

X v — : System failed to read the licensed number of active users from the
system configuration (7 4 £ Y A ENT=T 774 7 22— —fx ¥ AT 1t
B HFANS Z P TEFHATLR)

R AT AN T VT4 T =R EGRAI S I LT E R
48 : Authentication Manager D7 4 £ Y AP IEL < H ) TH Ao

PR © Authentication Manager ICHXN 274 X A T 7 A V3B 5H 2 & %l
2L F 9 Security Console NV T D ME Y 7 [T ADAT — 5 ADN
Bl AL TSN,

26011 - PROCESS_REFERENTIAL_INTEGRITY_MESSAGES

X v — : Administrator “{0}” attempted to process referential integrity message
(EHE <0y AT A v -V 2B L L) ELE L)

sl : ZHRAHZEEERX v v — T O

W : LTIVAA AT Y AETTAR) AV AY Y AICFAET B L &I
I —05ELT L7,

R : L) W DOABPIEFIZTE T L2 L 2B L 9. ZORIHE
TTAHFETH—"ZHEH L T 72 &, Operations Console )L 7D |k
v [LTUN A VRS Y ADFAE] ST &,

23071 - AUTH_FAILED_BAD_TOKENCODE_GOOD_PIN

* v+ —¥ : Bad tokencode ; but good PIN detected for token serial number “{16}”
assigned to user “{0}” in security domain “{1}” from “{2}” identity source (4~1E I —
7 v a— REIELWPIN OMAEDLEIZ X ZFERE R SN E L7z, Bt
N2, TATYTATA V=AY, X2 )74 FAL <1y D
T—H— Oy IZE ) B THENZZ =2 v VY TIES {16} TY o)

W : BREE AT

PR . 22— — 2% HaEC el L L7 22— —2SPIN 2 /o, [HhE-
b= VR LTV AR H ) T3,

1. — B IS — AyvtE—SDRNI TN a—F02F



RSA Authentication Manager 8.0 h5 7NV 2 —F 427 HAF

23071 MR - AUTH_FAILED BAD_TOKENCODE_GOOD_PIN

FIE

1. ==, N BTOHENIEL W=7 Y EZFHL TS Z &%%?E
LEd. =2 YOEMIGCEHINLY) TIVESEI—F -5,
Security Console |ZFR SN A L —H—|ZE ) BTHN/ b — 7/0)/1)
TVEGERBKLES =22 D)7 NVESGH—HL2VEE, 1)
BCOENTZ =7 YORMHT L L) 22— —1ZHRLET,

2. 2—H—IZHYHTOHENZ =2 U EFEFEMIL 9, Security Console ™
VIO REY 7 [b=27 OBEY] 2B TS0,

3. Activity Monitor % & 9 #FEM, PIN Z2fH L TRERET 5 &9
I—H—IZHRL, 0/ Ty b =% )T LY 4 ATERLET,
Security Console ™\ )V 7' b ¥ v 7 [ Activity Monitor TD X v £ — I D3
] BTSN,

23038 - AUTOREG_DHCP_ERROR

* v ¥ —¥ : While registering an agent “{3}” ; found another agent “{8}” with the
same alias IP address “{4}”.Could not un-assign IP from “{8}” (L.— 3= > b “{3}”
OEFEFIZ, ACZA Y T7AIP T FLAR 4y 2FORloT—T 2 v b
Y DVEONPD E L7z, 8L IPOF ) B TEMRTEIEIHLATLR)
G -V FOEFHRIC, LAY TAIPT FL AR ROROT—
VY b RO, T L7

P : === FoESETIZ, MCZA Y TAIPT FLAZFEOROT—
VY b RO, T L7

23038 M f#:R - AUTOREG_DHCP_ERROR
DXy t—Tik, HEVESEE DHCP (ZBHE L TWE 9,
FIig

1. HEPEFE AL £, 1EEFNHIZOWTIE, Security Console )V 7
DIEYr [Z—Y 2y FOHBEHFOFT] 2R TZE v,

2. = NiEEFEZ Yy oo — FLE T, fEEFIHIZOWTIE, Security
Console “J)V 7 ® + ¥ v 7 [RSA Authentication Manager - — /NiEBH# D &
Trua— R 2B L TS,

3. [Agent Auto-Registration (Z— < = > M HEJEGk) ] ZiET 5 & 23
[AgentIPUpdate (Z=YxzV/FIPOHH)] 7 a>DT7 7+ ) b,ﬂ
EERERL, EET—Y 2 PO P T FLAFHEMICEF SN W&
IZFEEL T < 728\ FEIIZ DWW TIE, Security Console ™V 7D bk
E v 7 [ Configure Agent Settings (T—3 =~ MEEDHK) | =ML T
AR

1. — B IS — AyvtEe—SDRNI TN -T2 13



RSA Authentication Manager 8.0 b5 7022 =74 J A4 K

4. 774 T T4 — )NV V= V& F v, T— =z b& Authentication
Manager { ¥ A% Y ADNHFETE D L) IZROAR— b DFAVTWEL T &
R L E T,

bl HeE

5500/UDP Authentication Manager & G8iEL—2 = ¥ b
DOHOBEIEH ST,

5580/TCP BT —T x>y ME, ZOR— MIERL
T A 794y 7—=%%¥ o ra—FL
7,

5550/TCP AL —Y = v PHEIBHL—-T 1) T4
G ib{%méﬂi@—o \_O)‘j—‘_‘]‘ iF'EJ<
o) 7,

139/TCP I—HF—=PNF XL T TN—=T DA IN—

Tdh 57 E 9 D% Microsoft Active Directory
CHERR T B 720, RBAET—Y 2 MIZXD
HINE T,

5. T—Y 2 T/ —F =Ly b T77 ANV T7 LET, (EETFIE
WZoWnWTl, FIFL—V 2 b2 7V ES LT E N,

6. RFAFL—V 2 b FA AN NVLET, DAYAL AL VANV EE
WA VA=V T art LT, HEESGZRINL 9, ﬁf%i
JEIZOWTIE, ZT—Y 2y b7 VEZSRL TSN,

26041 - ADJUDICATOR_CLOCK_SETBACK

X v — : Detected clock setback ; current:“{3}” expected:“{4}” (FEZ| D% H

R L E L7 BHAEDORH] “{3}” RS B B - <q4))

wtl] : R OB ST L7z,

B : 2 O30 +/- 1 57Kl DA Authentication Manager D > A 7 A

71y 7 3NTP (Network Time Protocol) H—/N& [EH] L T\ 72\ gBEAS

HO T, BHOTNDS +H-1 0L EDEE. RSRAHDAY<— R—MIB
MW EbE 7230,

26041 MR - ADJUDICATOR_CLOCK_SETBACK

Fig
. NTPH—NNORZPIE LK ZEL TS EEMERLE T,

2. Authentication Manager " — N2 NTP H— N E Al ST\ 5 2 & ZHERE L
9. HAFEWZIZ e S 5 2D\ TlE, Operations Console NV 7D
MY [V AT LAOHMN ERZOBREOEH | 2ZHL TLEE v,

Authentication Manager % —/ XD Y AT A 7 T v 7 OFE T WE DKL 2

FREWTLES W, ZhzEy), BRI b—27 > a— FofER A
e o TLEN120, vF a5 FREEH Y T3,
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16297 - BUILD_RELATED_IDENTITY_SOURCE_CACHE_FAILED

X v — : System cannot initialize related identity sources for identity source
“BY (VAT ADPEESTLETA T T4 74 V=A@ et ci
+A)

R AT, HETLTAT YT AT 4 V= ADF vy v a kL
T&EHA.

P : Authentication Manager 257 4 72 7 4 74 V— AT E T Ao
COLT—E, UTOEGTTRETLZWRESD D £3,

T AT A= HIEL R SN TV,

LDAP 7 L7 ¥ X V3 Ry £ 72 1 3WIRREINCTH % o
AEHEDSIREI N TH %,

LDAP 7 4 W DSIE LK SN T W And, BHEN TS,
v T =27 ORENFIET 5o

16297 MfZ:k - BUILD_RELATED_IDENTITY_SOURCE_CACHE_FAILED

LDAP #fit 2 72 L £ 3o LDAP B D1EHIZ D> Tld, Operations Console
NVTDNEY T [TATYTAT4 V—ADBI] & [TATY 7474
V—ADSSLAHIE] 2L T8 v, Ay P =2 OfEEZ N T TV
Y a—7+4 ¥ 7§ 5I21E. Operations Console NV 7D MKy 7 [IP 7 FL A
F7203RA MHOMERE] L TLES v,

20056 - INSUFFICIENT_PRIVILEGE

X v ¥ — : Administrator “{0}” attempted an action having insufficient
privileges. (BELE {0} ST RMEROLNT 72 a v 2T L E L7z)

el HEFR DA E
W : SRIT ST 7 v a Y ERFETT AHERPEEEICAE LTI,

20056 M f#:R - INSUFFICIENT_PRIVILEGE
FIIg

1.

EHA I EY) MR E . RS E L CEY 2 F ) T4 FAA
YHENHTON TS Z L 2R L 3. EETIHIZOWTI,
Security Console ~NV 7’0 b ¥y 7 [EHHFIZH ) B THNZTRXTOE
HEO—IVOIIR] 2L TLEE v,
EHEICHERZEBINT 205 S L5613, EHEO - VELEEL CHE
YRR 2 B9 %20, Bloo—)La2E ) BTE 3, FRIZOVTIE,
Security Console NV 7D M ¥y 7 [HEHHED — VOME | S 1L CL
723\,

1. — B IS — AyvtEe—SDRNI TN -T2 15



RSA Authentication Manager 8.0 b5 7022 =74 J A4 K

23002 - AUTH_UNSUPPORTED_PROTOCOL

X v ¥ —¥ : Received unsupported request from agent “{3}” with IP address “{4}”
in security domain “{5}”.Request type:“{18}” (£ F 21V T4 FX A ¥ “(5" A
DIPT7 RLA4Y ZFOT—T v b “B3Y o R— M%40) 7 o
AMEZEBLELL, VZIZAN Z A7 1 4{18)”)

Sl R PSS s A M ELE L,

B : oy 470y NT—=27 X7y NEWET L =N 57T 12—
AW, TOTNA AT R—=PFEINFF A,

23002 MR - AUTH_UNSUPPORTED_PROTOCOL

FIR

I Z=Y Y M BRARMYE, N=Ta Y 5x L DATOHWEEGEH R A& L
TV 2 ERE L % 9. Authentication Manager 8.0 1&, /N—37 3 > 5x LA
tor—T 2 OB FR—-FLET,

2. =W —DREEEICHERH T 2 7N 2D 5x LED API~ND T v 77 L —
RO RED &) D2 iR B I121E, FEEET /N A A ORETTIZH W EHE T
(723w

3. FRRET/NA A7 RADIUS MISDH6. BUED/N—T 3 Y H5 L
RADIUS Access-Challenge (New PIN % X Next Tokencode & — N7z &
rEl) LHBEMDPH L 2R L9,

23008 - AUTH_PRINCIPAL_RESOLUTION

X v ¥ —Y : Attempting to resolve user by userid or alias “{0}”.Request originated
from agent “{3}” with IP address “{4}” in security domain “{5}” (L—+—1ID ¥
7P IAN T ALV E D = =% R L LI ELTET, V7T R
MItFa) T4 FAAL B HADOIP T FLA <4y 2 oL —T = v b
“SYhBEEFEINFE L)

WS s =Y — D/ A ) T AL B T VO

38 : Authentication Manager (£, Z—H#—ID £721Z= AV 7 AIZL ) 21—
W—Z@Bl T IdA, HEOI—F DR LTA YT AZHF>TWDHIHE
W) 9, BHEPL -T2 VeI V=T 2HESIT5 L, %@7

%;; WREES T ONz2—F—DI A ) TAPRTRTHEINS L) I

COLT =, LFORMET CTHRET 2WREND D 7

o I =TV INEL DT NV=TIZHEDSITONTRBY, L7 v—7
D2ANDZ—HF—=DE LA ) T A% TWb,

o BHWMBMNEREI—T Ly bEZIV—TIHEEDIT
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23008 M fi#:R - AUTH_PRINCIPAL_RESOLUTION
FIE
1. Security Console T, F— XA R—IIIHEL E 7,
2. [Quick Search (74 v Z7®#E] # L C2—HF—%2HELE7.

3. [Authentication Settings GEaLa¢&)] #27 Vv -7 LT, 2—HF—D1A
T ARZHLE T,

4, 2 —HF—DIA ) TADP—BEI b LHIEHLFT,

23072 - AUTH_FAILED_BAD_PIN_GOOD_TOKENCODE

X v+ —¥ : Bad PIN ; but good tokencode detected for token serial number “{16}”
assigned to user “{0}” in security domain “{1}” from “{2}” identity source (A~I1F 72
PINLIELW =2 Y a— FOMAEDLEIZ L BRI S NE L7z, R
HENZDE, TAT YT AT A4 V=A<, £F2) T4 FXA 21y
DL—HF—= <O IZF) LB THNZb—=27 ¥ ) TIVEF “{16}” TT)

W]+ RERED AT
B : b= 2B ToONTT—F—DPZD =7 VEFFLTED
T AR —HF—=I12X ) PIN MR ST e ) £9,
23072 MO f#R - AUTH_FAILED BAD PIN_GOOD TOKENCODE
T—WF=AEYBTOEN b= VERFL TV L 2R LT T,
FE
1. Security Console T, F— 24 R—IIZHEL 7,
2. [Quick Search (74 v Z7B#] #fHH L 12—V —%2MELFEI,
3. WMEREDLER b= Yo —F—2ERL T,
4

[Assigned SecurID Tokens (i#0*T 5 h7z SecurID F—2 V)] T,
N—=2 2 DTN FEFESRL T,

5. b= YoEmMIFLHE SN T VES Y LW —I|I3, Security
Console IZF/RENL L= —D b =27 D) TIVEZELBELETT,

23073 - AUTH_FAILED _BAD_PIN_PREVIOUS_TOKENCODE

* w4 — : Bad PIN ; but previous tokencode detected for token serial number
“{16}” assigned to user “{0}” in security domain “{1}” from “{2}” identity source (4~
IEZ PIN EHID b—72 3 — FOMAELEI L DREFES ML S E L7z,
BIEN20E, TATVTAT4 V=A<, £F2) T4 RAAL >
Uy OL—H— o IZFID BTHNL b =7 > 2 7T “{16}” TT)

e : FEREO AT
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B : CoxT—13, ROVWTN2ORIDPERTEHEL F L7,

o I—W—APINZTN/, HION—=27 2 DIELWPIN ZHH L TWw5,

e L= a L, 2= —-DPINVBLTYH AV AY VAT
HH SN TV,

o AIEZ—F—=2b—=7 2P LTWT, PINZHHIL T,

23073 M#Z;R - AUTH_FAILED_BAD_PIN_PREVIOUS_TOKENCODE

FI5

L. L7)r—vary A7—4% A% L £3 . Operations Console ™\ )V 7D
¥ 27 [Check Replication Status (L 7' 7 —3 3 » A7 —4% XD
)] AL TR,

2. LAYV AE - a3y ATF—HF A ZLTT— #%?éﬂ&w%%\b~7y®
EEICEREEN D) TAUESEL—F— 128 A, 21— =¥ vz
A= FNIZFERENLZ—F—D h— 7/@/U7wﬁ%kmﬁti¢o
VU7wﬁ%ﬁ~ﬁ¢%%ﬁ\mN%7U7Li¢o

Security Console T, &—2 X—= 2B L 9,
[Quick Search (74 v Z7RK#&R)] #fHEH L 12— —%2MmELTT,

MR b — 7 Yoo —F—2EIRL 7,

[Assigned SecurID Tokens (i#]0*T 5 h7z SecurID F—2 V)] T,
N—=2 Y V)TV EFESRLE T,

)T NEFV T ALE. PINE 2 ) T3 50LERH) 5,
[Assigned SecurID Tokens (#] 0 *4T 5 h 7 SecurID b—%2 )] T,
PINZZ7 V735 MN0 2 a@ERLET,

g. [ClearPIN (PINDOZVUT)] %27V v 7 LT3,

3. =W —|ZPINDEHEEXZRL T, fEETMEIZOWTIX, RSA Security

@mm«w7@bt/7FMA%mmmN®TE%l W— B3R 5 |
DIy 72 TLEEN,

4. Authentication Activity Monitor Z i &, Z—F—IZF8FET A L HFRR L £
o =W —=DRFEE NI E) el L £,

o o P

&~

™0

23080 - AUTH_AGENT_DOESNT_ACCEPT_SECURID

Xy ¥ —¥ : Received a SecurlD credential ; which the agent is configured to not
accept.Agent “{3}” with IP address “{4}” in security domain “{5}” (SecurID 7 L
Ty NVEMHLEVEROZ -T2 b5, SecurlD 7 LTV ¥ v b
ZfELE L. X2 T4 FAAL S NDIP T FL A “4)” % Fio
l_t‘/‘l V2 ]\ cc{3}aa)

W] SecurlD 7 L7 v v A4 TRMHTE v

W8 : =— 2 2 b2 SecrlD A I — FOXEEZHTLIF L, Z—V 2
ybw‘mm(U27N—xmﬁ)®l P— 2S5 LR SN Tw»
F92% SecurlD /XA T — FIZX B0 LEI T 2 L Ol SN TwEH A,
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23080 DA%k - AUTH_AGENT DOESNT_ACCEPT SECURID
I—Y Y MPIELSRRESN TS Z E xR LT T,
Fla
1. Security Console T. [Access (77 Z)] > [Authentication Agents
(Bt~ — =~ )] > [Manage Existing (BEAFHHDOER) | OJHIZ S
]) v Li‘?—o
2. TPV EOYAMEL, TV bEFERL, TIUTFA PR
Za—»56 [Edit (@H)] 2R 5,
3. REICHEVA LW EEHERLE T,
e IT—3x ¥ MTSecurlD itz T 2%61%, @HEDO/NRAT—-F7%
fFHTL L) T2 PR L T,
e I—JxYDMTRBAZMHTLYER, ALY 7 T A b % RBA ¥ —
NIZVFAV I M THE) T -T2 ML ET,

16089 - DENIAL_OF_SERVICE

* w4 — : Denial-of-service attack detected.Server received “{4}” failed
authentications from user “{3}” (4 — EAFEBHE B SN E Lz, =N
FL—H— 3y 5 {4y ORERITEMEZE L £ L)

S - AR EO M

MR8 : Authentication Manager (3. ) E— FOEHSDK 7 7)) 7 —3 3 ¥ H»
S ORFERATAEGE L TR LTV 2 & ML ¥ L7z, RIEL—H—1C
LB BREAATOWEEMSED D) ¥, 72720, SDK 7 77— a »siiy) %
WebLogic I~¥ Y FDZ FA4 T ¥ N = —ZENRAT— FEMHL T\
WAL, ENDE KR TRRIERITA KRB L T AR D ) 5

16089 M #%:R - DENIAL_OF_SERVICE

FTRTOYE— MNFHSDK 7 77— 3 »H5t) 7% WebLogic 2¥ > KD
I—HF—=HENRAT = FfHL TR I e 2Rl L 7,

20214 - AM_CONFIGURATION_UPDATE_FAILED

Xy — : Administrator “{0}” failed to update AM configuration (¥
“{0}” 7Y AM RO BN KRB L X L72)

Wil = AM i Rl oD BT R

/8 : Authentication Manager H§p 7" — % OZHIZ LM L £ L7z W &2 5T
2 EHEITHERD W BEREDSHIBR S Nz pBEIES N TnwE T, 20
I 7 —I|%, UpdateAMConfigurationCommand % i/l L TR 7 — % & B9
57TV = a Y IHERP AL LT REEIlbAEL T,
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20214 MR - AM_CONFIGURATION_UPDATE_FAILED

EHBEIHER T — Y 2 LS LRI L Z LA L7,

FIE

1. Security Console T, F— XA R—IIIHEL E 7,

2. [Q;i;}( Search (74 v Z7B#)] #fHH L T, FHEZHREL L ONER
L °

3. BHEOL—V LD THF AN A =2—75, [Administrative
Roles (BT —I)] Z&INL F3,

4. BB TOENLEHET VIS, BT -5 2EET 572010 E %
BRAZENTVL I L ZMHERELE T,

5. (A7 vay) HEHEFEIENOERZET -V EE) B THI2E, RO
T VwET,
a. [AssignRole (U—LDHVHT)] #27) v LET,
b, EHEICEYMLTHO—VERERIRL T,
c. [AssignRole (U—NDHVHT)] #27) v LET,

13003 - AUTHN_LOCKOUT_EVENT

A ¥ —Y : Users “{0}” from security domain “{1}” in identity source “{2}” is
lockedout (74T Y7474 V—A“Q2, £F2)T74 FAA 2“1} D
A==y i3y 7Ty PERTVETY)

S Y vovoay 27 b

/8 : Authentication Manager (I L —H—% v A7 4060y 777 MLZE
L7z

13003 D fi#:R - AUTHN_LOCKOUT_EVENT

FI5

1. Security Console T. [Quick Search (74 v Z7B#)] 7 1 — ) FxfEH
LCa—HF—zmELET,

2. —H—= % aR-FT, 2—HF—-—0uv 777 b AT—F¥ A%ZH
LEd,

3. a—HF—o7havrrEuay 2EERLET,

FEHRZ DWW Tid, Security Console NV 7D MY w7 [0y 7 Ejza—H—

TAT Y M SR TS v,

20
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16265 - DETERMINE_RELATED_IDENTITY_SOURCE

X v ¥ — : System cannot determine whether identity source “{3}” and identity
source “{4}” are connecting to the same directory server. (74 727 4 74 V —
ABYETATUTATA V=AY BELT A L7 M) =N 2H
TEMEIPE VAT AR TE T EAL)

B FRENTZ2DODTAT YT A T4 V—ADPELTA L7 MY H—
NZES T B2 E) eIl L L) L LTwE T,

%% TATYTAT 4 V—ALELDAP 74 L7 M) H— OB HHRO

HEPSEAE LT T, COMEIE. ROWTN2OHMIC X 0 384 L /- hetE
#%Diﬁo

o T 7AT I F = VORI

o LDAP 7 L7 v ¥ Vst E 72 13RI
o GERAFEOHIRI

o LDAP 7 1 V& OFEAAIED, ZEH I N7
e Ay MNI—ZORE

16265 N f#:R - DETERMINE_RELATED_IDENTITY_SOURCE

LDAP #fe % #72 L £ 9o LDAP B D[H#HIZ DV TiX. Operations Console
NVTDRNEY T [TATYTA474 V—ADEBM] & [TATYT474
V—AD SSLAFAE] 2L T 28w, 2y NT— 27 OEEZ N T 7)1
Ya—7 4 Y73 5I21E, Operations Console NV 7D ¥y 7 [IP 7 KL A
F7203RA MHOWRE] LTS v,

16294 - IDENTITY_SOURCE_GET_CONNECTION_FAILED

X ¥ — : Cannot process requests that need access to identity source “{3}”. (7
ATV TATA V=APBYANDT 7 CADRLELRY) 7 T A MHETEXF
& A) The identity source is currently unreachable. GRIEZDT7 A4 7> T 4 7 A4
VAT 7R ATEEEA)

HW:T7A T T T4 V—RAIERETXTIHATL,

/8 : Authentication Manager 2°7 4 7V 74 74 V=AM TETH A,
COMEIX, ROVTNOOBEIZ L D FEELTRE2XH D 3,

o T AT F = IVOEEAAIE

e« LDAP 7 L7 ¥ v )LstEsh T 72 13RI
o GEHIEOHIRTIN

e LDAP 7 1 V¥ OB IED ZEH I N7
e At v bMT7—7OE
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16294 D fi#:R - IDENTITY_SOURCE_GET_CONNECTION_FAILED

LDAP #fit & W72 L £ 3o LDAP B D1EHIZ D\ Tld, Operations Console
NVTDNEY T [TATYTA4T4 V—=AOBIN] & [TATYT474
V—ADSSLAEHIE] 2L T8, Ay P =27 OfEEZ N T TV
Y a—7+4 ¥ 7§ 5I21E. Operations Console NV 7D MYy 7 [IP 7 FL A
F203RA MHOMERE] L TLEE v,

16296 - TRACK_USER_MOVE_IN_REPLICA_FAILED

X v ¥ — : The user’s distinguished name has changed.Either the primary could
not update the user or the primary cannot be contacted. Authentication requests from

“{3}” to this instance will not be successful until primary updates the user. (L—
Y= BN EHEINE LT IV DB LY -2 HWHTEhror
P TIARVICERTEERA “BY LI DA Y AY Y ANDEGE)
JIAME, TIAR) P L= -2 EHTLETHEIILEEAL)

Wil 2 VAT A0, ZOREEEY 7 T A PR TE TR AL

ME: 759 14<) AV AT AEL TN A4V ARAY V ADBIZHEROME
PHEELTE I,

16296 MR - TRACK_USER_MOVE_IN_REPLICA_FAILED

FIR

. 79A4ARVA AT YAEL TV A RS Y ADOHOLVT) r— 3
VAT = AR L E 9. #EMiIZ DWW TIE, Operations Console ™~V 7
® M ¥ v 7 [Check Replication Status (L 7)) 7 —3 3 ¥ A7 — ¥ ADFf
)| AL TL 23w,

2. Ay M= U=V ERMHHLT, 7I9A43) A AY U AE72E VT
HAVARY VADPERAEPE) >, LT =23y K=}
7002/TCP ZFAVT WA E) MR LET. v PT—27 V- V&%
173 4121, Operations Console NV 7D N w7 [1IP 7 KL A F 72137k
A MNAORERR] B TS v,

3. RERIHFIEIEYITH 20 0E2HFHE T, fBlicOWTIE,
Operatlons Console NV 7D MYy 7 [KEFHDORI] 2L T
SV,

23017 - OA_DATA_DOWNLOAD_FAILED

X w4 —¥ : Offline authentication data download requested by user “{0}” from
agent “{3}” using token “{8}” failed with error message “{9}” (L —— “{0}” /N
M= By ZHHL T2 By OFEITLAE 7T 14 YR8
T—=8DY U= FPLT— Ay t—T <9 TRKELE L)

W XTI VEGET -8 v u— FOSR
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B : 2= — 2L 24774 VRERET— 2 0¥ v u— N skl L £
L7ze 2OAyE—T1F, Z—H— @ﬁ774/mﬁfvx—%ﬁﬁl—
ylyb@%%&—ﬁt&m% “E?é EDHNFT, Foo R—1
5580/TCP 127 7 vt ATELWHAIZLET LI ENH D T3,

23017 MR - OA_DATA_DOWNLOAD_FAILED

FIIE

l. HR—PFSS80/TCPIZT 7 LA TELZ xR LET. (EETFIHIIOWV
Cld. Operations Console NV 7D MYy 7 [IPT7 FLAF I3 AA M
DHEE] 2B LT ZE0,

2. —H -tz —Vx U ETAEF2) T4 ALV ERFERL T T,

3. BF 2T FAALUPBRLZDLLE, £2F2) T4 AL HEHE
NL* 754 VFREERY) ¥ — #ﬁébfw&w;t%%atiﬁo

4. F 774 YREGERY) V=2 EH LT, HAE T NTHRL 4, 76/
Wi, [BHEETA N o [FERERY ¥ — OksE ] %%Hﬂbf<f’§‘/‘

23021 - AUTHMGR_NEXT_TOKENCODE_ACTIVATED

* w4 — : Next tokencode mode activated for token serial number “{16}”

assigned to user “{0}” in security domains “{1}” from “{2}” identity source. (7 1
TUYTATA V=AY, X)) 714 FAAL Y OL—HF—“(0}”
ZEIDBTOENT =2 2 ) TVES {16} 12k L T, Next Tokencode
E—FPECED £ L72)

Wil ¢ b — 27 > ® Next Tokencode £ — FDOHR)L

P8 22— =A% FED b—2 Y2 i L CRREEIZ KM L 72505, b —
72 RV —TRHFESINZHEEBR T L.

23021 O %R - AUTHMGR_NEXT_TOKENCODE_ACTIVATED

DXy t—Vik, =2 Y C—EORBERRRI KM L2 5E81058E L &
9o Security Console T Next Tokencode & — ]\ﬁ‘ﬁ Pyl &éi“(LE HINb

FRRE SRR AR T X 9, FRllC OV, [EHEETAN] © [ F—
7 R) =] AL TLEZE N,

COLT—HMAEEDFEET A4, Authentication Manager DY A7 A 7 H v
I WIEMETH A Z & ZHfERE L £ 9. Authentication Manager F—/Y& b — 27
DA TN T VLIRS DH ) 9, FMIZOVWTIE, [y Ty T e
B4 K] o HE%&/XTA@EI@LZ:H#%J@ o] BB LT R,

VAT AR R EES TEELAD ., AEIZEE TS t\ ME#
(AT 20 MDD D £ 9. MEOERKD LS E ) L&, RSA ﬁx
yv—%ﬁ—buﬁﬁw%b&<ﬁéwo&x%A%%ﬁﬂ4ﬁuLfﬂ
TWLEGEIE, BHOTNEBIE L 2T,
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16262 - BATCH_CLEANUP_ORPHANED_PRINCIPALS_LIMIT_HIT

X v % — : Cleanup of unresolvable users was not possible.Found {3} users ;
which exceeded the automated cleanup limit of {4} users. (FEFANT]HE 72 L — “7L —
7=V T v T TEEFHATLE, 3 ADOZ—F =% &N E L7225,
CHIZHEIZ ) =0Ty THIRD (4y - —% 2 T T.)

B AN R - =B XV =T D) - Ty S

W : 7 — & X—=ZAWNIZRZO 0 o 7 HRAT] e 7% L — — O A% [Cleanup
Limit (7 V) —=>7 v 7HIR)] ORERTE2 CWi/-H, HEIZ ) — >~
Tyl TaThEFrry e EInE L,

16262 D fi#:R - BATCH_CLEANUP_ORPHANED_PRINCIPALS_LIMIT_HIT

TANVIDOFERHLRE, RETAT YT AT4 V—ADERPLEI N2 E
IDVEFFERLFEF T, ZHONFEICL T, 7TAT V7474 V—AICEHE
SN - — BB BT LR H ) £9, LDAP T4 L 7
FN)BICTERL /22— — 7= OLEN L - —OFGEE EHIZH5 2 5%
BOFEMIZOWTIE, [EHETA F] O [LDAP 74 L7 b NOL—H—
T—% | # ML TS0,

16264 - MARK_FIND_PRINCIPAL_ACROSS_IDENTITYSOURCE_FAI
LURE

Xy 4 — : User cannot be found across identity sources.User “{3}” will not be
allowed to authenticate for the next 60 minutes. (71 7> 7 4 74 V — AL —
P21 OND T A, 51460 5 H, T—H— <31 2 TXEHAL)

D AT AR, COFEY) 7 A N EETE FH A,
B : Zars T L — =25, EOT7A Ty T 1474 V—AIZHROMD
FHATL,

16264 MO fZ;R - MARK_FIND PRINCIPAL_ACROSS IDENTITYSOURCE_FAILURE

TANIOMEHZLE, T AT VT AT 4 )V —ADERDPLEH I N E
IDEMELET, ZHONRICLSTIE. TATFUY T 174 V— AICEE
ENTLHO L - — |ZEENZET LURE2RH D T3,
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RSA Authentication Manager DO %5 X v
-7

Z OFETIE, Authentication Manager D3 XTOU T X vt —T%, 7T
J—=&7272aryID TEIIRLIET, 612, BT AT 7 ay F—,
G, B Avk—TVERLET, B Xy b—U2iE, {HF P ERXo
TU—=ARNVEREENTBY ., Z1idna 7B LU Activity Monitor |2 R &
NLFEBEOT—72FLET,

2y T —=7EHY AT ADINEET H SNMP  (Simple Network Management
Protocol) I 7 v FIFHICOVWTHBET 2560, COBEZMFHL I,
SNMP 7 v 7®DOID (7Y =7 }ID) HEiEIC & ) ERSNDEROFEM
\ZD\WCld. [RSA Authentication Manager 8.0 SNMP Reference Guide| % ZH8 L
TL7Z3 v,

TP
e DR

3
\"
w
\'
o
N
A\
\"
w
\l
+
|
ﬁll

Ef Xyt—-o

eventAdmin

eventAdmin

eventAdmin

10001 CREATE REALM Create realm Administrator “{0}”

(LA DOERK) attempted to create
realm “{4}” (FHH
“LOY DS IV A {4y
E L L) L E
L72)

10002 DELETE REALM Delete realm Administrator “{0}”

(LA DYIKE)  attempted to delete
realm “{4}” (HLEH
L0} ALV A {4y
FHIBELEO &L
L72)

10003 UPDATE REALM Update realm Administrator “{0}”

(LIVADEY) attempted to update
realm “{4}” (GFELH
{0} AL A (4}
HEFLLO)ELLE
L72)
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1~V b
e DR
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BA

Xyt—o

eventAdmin

eventAdmin

eventAdmin

eventAdmin

10004

10005

10006

10007

READ REALM

CREATE_SECURITY_DOMAIN

DELETE SECURITY DOMAIN

UPDATE SECURITY_DOMAIN

Read realm
(L VA DEEA
ey )

Create security
domain (&% =
V74 FX A
DIEK)

Delete security
domain (¥ =
V74 KX A
DHIER)

Update security
domain (¥ =
V74 FXA Y
D)

Administrator “{0}”
attempted to read realm
“{4}” <’,Sé£:ﬂ% “{0}”
UL L “4) k5
AWAHH L LFELE)

Administrator “{0}”
attempted to create
security domain
“{4}”.The fully
qualified name of the
domain is “{11}” (&
HI {0} ik ¥
V74 FX ALY
4 ER L X9
ELFE L. FAA
¥ DIEENE R
“(11}” TF)

Administrator “{0}”
attempted to delete
security domain “{4}”.
The fully qualified
name of the domain is
1y, (FHE
“oy 2itFa
T4 AL <4y
ZHIBRL L) &L E
L7z KA AL VD%
AT {11}
T7)

Administrator “{0}”
attempted to update
security domain “{4}”.
The fully qualified
name of the domain is
“{y (EEE <0}~
BEF )T g KA
4244y HHEH L
IoklLlFElL% F
A Y DS
i3 {11} T9)
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eventAdmin 10008 READ SECURITY_DOMAIN Read security Administrator “{0}”
domain (‘% = attempted to read
)5 ¢ KX A security domain
DFAID ) “{4}.”.The fully
qualified name of the
domain is “{11}”
(EHZ “{0} 25t
Fa)74 FAAL Y
“{4y EELAIS 9
ELFEL7ze FXA
¥ OSEEEHTIE
“11yT9)
eventAdmin 10009 CREATE IDENTITY_SOURCE  Register identity =~ Administrator “{0}”
source (71 7  attempted to register
V5 454 ) — identity source “{6}”
A DEERE) (EHE <0y 05T A
TITATA V=R
“oy xERRL LD
ELFLR)
eventAdmin 10010 DELETE IDENTITY SOURCE Delete Administrator “{0}”
registration of attempted to delete the
identity source registration of identity
(7AT Y74  source “{6}” (BHHZ
TA V= ADE oy HTA T
FROHIFR) FATFA V=R
“{6}” DBk % HI bk
LEHELFELR)
eventAdmin 10011 UPDATE_IDENTITY_SOURCE Update Administrator “{0}”

registration of
identity source
(TATY T4
T4 V= ADE
FRO )

attempted to update the
registration of identity

source “{6}” (EHLH
S0P AT A T
FATA V=R
“{6}” DR HHT
LX9&LZFLR)
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eventAdmin 10012 CLEANUP_IDENTITY Clean up identity ~Administrator “{0}”
_SOURCE source (7 A 7  attempted to clean up
V5 454 V— identity sources (EH
ADs)—v B HTAT
7 7) TATA V=A%
V=77 LED
ELELR)
eventAdmin 10013 CREATE_ATTRIBUTE Create attribute Administrator “{0}”
(B MEDIER) attempted to create
attribute “{4}” ; to be
managed in security
domain “{5}” (&2
HL0y D, kR
V74 KX AL
5y TEHHINS
B “{4)” 2R L
XoELFELR)
eventAdmin 10014 READ ATTRIBUTE Read attribute Administrator “{0}”
(B P D 3t A attempted to read
qn) attribute “{4}” ; to be

managed in security
domain “{5}” (&2
% “{O}” 753“ _,t,* 2

VT4 KA
“(5) THEHESNS

JE T {4y % S AL
HHykLFELR)

eventAdmin 10015 UPDATE_ATTRIBUTE Update attribute ~ Administrator “{0}”
(B HT) attempted to update

attribute “{4}”; to be
managed in security
domain “{5}” ({&H!
H0y A, ¥
V74 FAAL Y
<51 THEEND
JEME {4y ZEHL
LoELFELA)
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HnFIY—
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eventAdmin 10016 DELETE ATTRIBUTE Delete attribute Administrator “{0}”
(B HEDOHIEE) attempted to delete

attribute “{4}”; to be
managed in security
domain “{5}” (i&H!
EIR T/ AN s g
V74 KX A4 ¥
{5y THESND
B “{4)” ZHIBR L
LoELFELA)

eventAdmin 10017 CREATE_ATTRIBUTE Map attribute Administrator “{0}”
_MAPPING (o~ vy ¥  attempted to map
v ) attribute “{4}”;

managed in security
domain “{5}” to “{8}”
(EHE “{0y" 75, &
Fa)74 FAAL Y
Sy CTEHIND
JEVE “{4y & «{8y”
v Er7LE)
ELFLR)

eventAdmin 10018 READ ATTRIBUTE MAPPING Read attribute Administrator “{0}”
mapping ( JE& attempted to read
< v ¥ 7@ attribute mapping
AKIELD) “{4}*’s ; managed in
security domain “{5}”

(BEHE <0} 75, *
Fa)T 4 ALY
5y CTHEHINS
B~y v s
{4y EEAIA 9
ELFELR)
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1~V b
nFIY—

ﬁll

BA

Ayt—o

eventAdmin

eventAdmin

eventAdmin

10019

10020

10021

DELETE ATTRIBUTE
_MAPPING

CREATE_ADMIN_ROLE

DELETE_ADMIN ROLE

Delete attribute
mapping
(B~ v &
7 OHIEE)

Create
administrative

role (EHE
0 — )V OVER)

Delete
administrative

role (EHE
o — )L OHIE)

Administrator “{0}”
attempted to delete the
mapping of attribute
“{4}” ; managed in
security domain “{5}”
to(8) (Y
“Loy s, k¥ a)
TA FAA 5y
THEHEINL BN
“{4}” D {8} D
~ v Er T EAIRRL
kokLELR)

Administrator “{0}”
attempted to create
administrative role
“{4}”; to be managed
in security domain
“{517 (EHEHE {0}
RIS )LD
XA g5y THEHE
SNAHEHET— )
4 2ER L X9
ELFLR)

Administrator “{0}”
attempted to delete
administrative role
“{4}” ; managed in
security domain “{5}”
(EHHE “{0) 25, &
Fa)ra FAAL Y
“5) TEESND
BEH T — L (4}
rHIBRL L) &L E
L72)
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4T<h 79avID 73 v d— H L Xyt—2
AF3aV -
eventAdmin 10022 READ ADMIN ROLE Read Administrator “{0}”
administrative attempted to read
role (B¥HE administrative role
O — L DEH “{4}” ; managed in
Bh) security domain “{5}”
(EHFE “{0}” 75, &
Fa)7a4 FAAL Y
5y THEHINS
EHE T — L <4}
T AHAH D) ELE
L72)
eventAdmin 10023 UPDATE_ADMIN ROLE Update Administrator “{0}”
administrative attempted to update
role (EHFH administrative role
O— ) oEH)  “{14}7; managed in
security domain “{5}”
(EBF “{0}” A%, &
Fa)714 FAAL Y
5y TEHHINS
EHZ T — )L {4y
FEHLELHIELE
L72)
eventAdmin 10024 LINK PRINCIPAL ADMIN Associate Administrator “{0}”
_ROLE principal with attempted to associate
administrative principal “{8}”;
role (7)) >3 stored in identity
7SO~ OE R source “{10}” and
0 — )V OREE managed in security
1) domain “{9}” (G

H OV H TAT
YTFATA VA
{10} IR S
X274 FAA
¥ o) TRETEE
VSR ISP
“(8)” % B &
AL LFELR)
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1~V b
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BA

Xyt=—o

eventAdmin

eventAdmin

eventAdmin

10025

10026

10027

UNLINK_PRINCIPAL_ADMIN
_ROLE

CREATE_AUTH POLICY

DELETE_AUTH_POLICY

Disassociate
principal from
administrative
role (7)) >
7OV DE
O — VOB ED
VT RBR)

Create
authentication

policy (FERER
1) ¥ — OVERK)

Delete
authentication

policy (FERER
) ¥ —DOHIF)

Administrator “{0}”
attempted to
disassociate principal
“{8}”; stored in
identity source “{10}”
and managed in
security domain “{9}”
(EBLH {0} A5, 7
AT TA4T4 V=
A <10} \ZPRAF S
., ¥V s54 F
XA g9y THEEH
ENDHT) YN
8y OBEDIT &
ﬁ’ig‘/’% Lio&LEL
7z

Administrator “{0}”
attempted to create
authentication policy
“{4}”; to be managed
in security domain
“{5y CEEE “{0)”
VANIEEE R DR
XA g5y THEHE
ENLHFRERER Y
T4y R L
LokLFELR)

Administrator “{0}”
attempted to delete
authentication policy
“{4}” ; managed in
security domain “{5}”
(EHHE “{0) 25, &
Fa)ra FXA 2
“(5) CHEENS
RREAR ) ¥ — <4y
ZHIBRL LD &L
L72)
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N2 s~ AN - .
4_<h 72vavID P7vav - 5 EA xXyt—v
HnFdy-
eventAdmin 10028 UPDATE_AUTH_POLICY Update Administrator “{0}”

authentication attempted to update

eventAdmin 10029 READ AUTH_POLICY

eventAdmin 10030 CREATE PWD POLICY

policy (FZFE-R  authentication policy

)L —oFEH)  “{4}7; managed in
security domain “{5}”
(EHFE “{0}” 75, &
Fa)7a4 FAAL Y
5y THEHINS
FRREARY) ¥ — «“(4y
rHEHLEIH)ELE
L72)

Read Administrator “{0}”

authentication attempted to view

policy (FZFEA  authentication policy

) —DFER “{4}” ; managed in

HhH) security domain “{5}”
(EBF “{0}” A%, &
Fa)714 FAAL Y
“5p CEHEIND
RREAR ) = <4y
EFERLEIELE
L72)

Create password ~ Administrator “{0}”

policy (/%A attempted to create

7 — KR L — password policy “{4}”

DOVERR) ; to be managed in
security domain “{5}”

(FBLE «<(0)” 2%, &
Fa)FAq FAAL Y
S5 THELE NG
INATT— N R
=y 2L
I LFLAL)
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eventAdmin 10031 DELETE PWD POLICY Delete password ~ Administrator “{0}”
policy (7¥A attempted to delete
77—}y L — password policy “{4}”
DHIE) ; managed in security
domain “{5}” (&2
H 0y A, X a
V74 FAAL Y
“(51 THEL SIS
INAT — K R
U4y ZHIBR L
EHELFELR)
eventAdmin 10032 UPDATE_PWD_ POLICY Update password ~Administrator “{0}”
policy (/¥R attempted to update
7 — K A1) o — password policy “{4}”
DEH) ; managed in security
domain “{5}” (&2
H OV S, ¥ o
J7r4 KX A4 ¥
S5y THEE NG
INAT — K R
V= a4y REH L
kokLELR)
eventAdmin 10033 READ PWD POLICY Read password Administrator “{0}”
policy (7¥A attempted to view
7 — K A1) o — password policy “{4}”
DFELRELY ) ; managed in security

domain “{5}” (&2
HLOV S, ¥ o
JFa4 KAy
“5yCEHEENS
INATT— N R
Y=y IR
IokLFLA)
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- 9vavD 77oav F-— el Xyt—o
HFdy- o 7
eventAdmin 10034 CREATE _LOCKOUT POLICY  Create lockout Administrator “{0}”

policy (1>~  attempted to create

7 kA1) 3 — lockout policy “{4}” ;

DOIERR) to be managed in
security domain “{5}”

(BHE <0y 25, &
Fa)Fq FAAL Y
5y THEHINS
oy 777 kR
=y BERL
IHELFLR)

eventAdmin 10035 DELETE LOCKOUT POLICY  Delete lockout Administrator “{0}”

policy (1~  attempted to delete

7% k1) o — lockout policy “{4}” ;

DOHIE) managed in security
domain “{5}” (&2
HLoy D, kR
V74 FXAL >
5y TEHINS
Oy 77v kR
=4y IR L
e LFELR)

eventAdmin 10036 UPDATE _LOCKOUT_POLICY  Update lockout Administrator “{0}”

policy (1~  attempted to update

7% k F1) o — lockout policy “{4}” ;

DEL) managed in security
domain “{5}” (&2
HL0y D, kR
V74 KX AL
5y TEHHINS
Ty 777K
Y=y REHL
o LFELA)
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eventAdmin 10037 READ LOCKOUT POLICY Read lockout Administrator “{0}”
policy (1~  attempted to view
7 kA1) 3 — lockout policy “{4}” ;
DEAILD) managed in security
domain “{5}” (i&H!
EIR T/ AN s g
V74 FALY
{5y THESND
oy 777K
V= dy mFERL
IHoELFLA)
eventAdmin 10038 UNLINK_SECURITY _DOMAIN Unlink security Administrator “{0}”
_POLICIES domain policies  attempted to unlink
(%=1 51  polices from security
KA A vHeo domain “{4)” (EH
RN =Dy Foy itk Fa)
7 1) TA RRAAL {4y
MOER) =% ¥
JEERLE) ELE
L7z)
eventAdmin 10039 CREATE_GROUP Create group Administrator “{0}”
(ZFVv—7o attempted to create
TER) group “{4}”; to be

stored in identity source
“{6}” and managed in
security domain “{5}”
(EELHE {0} A%,
TATYTATA4
V= A L6V IR
YN s =) s
RAA 25y T
HEnzrv—7
A EIERL L) &
LFEL%)
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eventAdmin 10040 UPDATE_GROUP Update group Administrator “{0}”

(ZFnv—7m attempted to update

FEHT) group “{4}”; to be
stored in identity
source “{6}” and
managed in security
domain “{5}”
CEBIF {0} 2%,
TATYTA4T4
YV — A L6V |ZHRAE
SN, X T4
FAA 5y T
HEIns7rnv—"7
A EEHL L
LLFELR)

eventAdmin 10041 REGISTER_GROUP Register group Administrator “{0}”
(ZFnVv—7m attempted to register
47) group “{4}”; to be
stored in identity source
“{6}” and managed in
security domain “{5}”
(EBEE {0} 2,
TATYTATA
V=2 {6} IRAF
S, ¥ T4
FA A v e(s5) CH
HEInsrv—7
Uy rBFLE) L
LELR)
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eventAdmin 10042 UNREGISTER _GROUP

eventAdmin 10043 READ GROUP

Unregister group
(FV—T D%
FRIAERR)

Read group
(ZIV—T D%t
AHL )

Administrator “{0}”
attempted to unregister
group “{4}”; to be
stored in identity
source “{6}” and
managed in security
domain “{5}” (i&H!
FHOY A TAT
STATA V=R
L6} ITIRAE S
X274 FXAA
V(s THEELE
LT IV—T 4y &
BEWERLEI) &L
FL7)

Administrator “{0}”
attempted to read group
“{4}”; to be stored in
identity source “{6}”
and managed in
security domain “{5}”
(B HLE <{0}” A%,
TATYT AT A
V= A L6y IR
SN, ¥ T4
KA A 2«5y T
i (VN el
“4y B HAIS 9
ELELR)
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BA

Xyt=—o

eventAdmin 10044 DELETE GROUP

eventAdmin 10045 LINK_GROUP_GROUP

Delete group
(V=T
HlBR)

Associate group
with group (7
V=TTV —
7% )

Administrator “{0}”
attempted to delete
group “{4}”; tobe
stored in identity source
“{6}” and managed in
security domain “{5}”
CEHLE {0y 2%,
TATYTATA
V= A L6V IR
S, FxFa) T4
FA A v e(s5) CH
HEInsr7rv—7
Ay EHilREL LD &
LEL™)

Administrator “{0}”
attempted to associate
group “{4}”; stored in
identity source “{6}”
and managed in
security domain “{5}”
(B BLH «{0}” 25,
TATYTA4T4
V= A {6} IBRAE
SN, X T4
FAA > sy T
HEIns7rnv—"7
“{4y R HEOIT L
SELELR)
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eventAdmin

eventAdmin

10046

10047

UNLINK_GROUP_GROUP

LINK _GROUP_PRINCIPAL

Disassociate
group from group
(FNV—TLr
V— T DORED
VT BR)

Associate group
with principal
(Fv—=TE7
DAV PAVIZ DY
)

Administrator “{0}”
attempted to
disassociate group
“{4}”; stored in
identity source “{6}”
and managed in security
domain “{5}” (FHH
Loy TAT
TATA V—A
{61 IZIRFFE &
tFa2Y T4 FXA
voe(s) THILS R
BT — T 4y O
B & R L X
JeLFELR)

Administrator “{0}”
attempted to associate
group “{4}”; stored in
identity source “{6}”
and managed in
security domain “{5}”
(B <0y 25, T
ATYTAT4 V=
A Loy IR E 1,
X271 XA
Vs THEHEIEN
b N—T 4 %
ES L) e LE
L72)
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eventAdmin 10048 UNLINK_GROUP_PRINCIPAL  Disassociate Administrator “{0}”
Group from attempted to
Principal (7 disassociate group
V—7k 71 v “{4}”; storedin
2OV DE->  identity source “{6}”
VRS and managed in
security domain “{5}”
(EBLH {0} A5, 7
AT TA4T4 V=
A {6y IRAF &S,
t¥a2) 71 FXA
vosy TEHEEN
LTI —"T 4y D
BT % fffR L &
SeLFELL)
eventAdmin 10049 FIND ORPHANED_ GROUPS Find unresolvable Administrator “{0}”
groups (fREHAN  attempted to find
W fE7 7 ) — 7 unresolvable groups in
D) identity source “{4}”
(EBLH {0} T A
TITATA V=R
“{4y NOFFJAT]
B 7V —TEMRER
LioeLFELA)
eventAdmin 10050 REMOVE_ORPHANED Remove Administrator “{0}”
~GROUPS unresolvable attempted to clean up

groups (fEHAS
WEER TNV — T
DHEIEE)

unresolvable groups in
identity source “{4}”
(EEH “{0} T A
FUTATA VA
“{4y” WO RRGAT]
e IN—T% 2
J=rT7v7LEH
ELELR)
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eventAdmin 10051 CREATE_PRINCIPAL Create principal
(7)) vy

DYERK)

eventAdmin 10052 REGISTER PRINCIPAL Register principal
(7)) vy
DX )

Administrator “{0}”
attempted to create
principal “{4}”; to be
stored in identity
source “{6}” and
managed in security
domain “{5}” (i&H!
HLOYy A TAT
STATA V=R
L6} ITIRAE S
X274 FXAA
V(s THEELE
57 N )v
4y BIER L L9
ELELA)

Administrator “{0}”
attempted to register
principal “{4}” ; to be
stored in identity
source “{6}” and
managed in security
domain “{5}” (&2
HOVy D TAT
STATA V=R
“L6V IZPRAF S I,
t¥a2) 71 FXA
vosy TEHEEN
V) I VAV
4y BESRL &
ELFELR)
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eventAdmin 10053 UNREGISTER_PRINCIPAL Unregister Administrator “{0}”

principal (71 attempted to unregister

vV pE4E  principal “{4}” 5 to be

i) stored in identity
source “{6}” and
managed in security
domain “{5}” (i&H!
HLOYy A TAT
STATA V=R
“loy” IZRfF S,
t¥a) 714 XA
Vs THEHEIEN
5T v
{4y T BRIRER L
EokLELR)

eventAdmin 10054 DELETE PRINCIPAL Delete principal ~ Administrator “{0}”

(7Y %L attempted to delete

DHIE) principal “{4}”; to be
stored in identity
source “{6}” and
managed in security
domain “{5}” (&2
By TAT
YTATA V=R
6} IS BAF S AL
t¥a2) 71 FXA
Y5y TEHELS
%7 )
4y EEHIBRL L9
ELFELR)
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eventAdmin 10055 UPDATE_PRINCIPAL Update principal ~ User “{0}” attempted

(19~ %)L  to update principal

DFH) “{41” ; stored in
identity source “{6}”
and managed in
security domain “{5}”
(=4 = {0} 2%,
TATYT A4 T4
YV — A L6V \ZRAE
SN, X T4
AL ¥ f5p TF
HaIns7) »rion
Vofay L &
SeLFELL)

eventAdmin 10056 READ PRINCIPAL Read principal Administrator “{0}”

(7Y >3 %) attempted to read

DFEAILD ) principal “{4}” ; to be
stored in identity
source “{6}” and
managed in security
domain “{5}” (&2
FAOy A TAT
YTATA VA
“loy” IZRAF S .
t¥a) 71 XA
Vs THEHEEN
YA IRV
“{4y EELAIS 9
ELFELR)

eventAdmin 10057 FIND ORPHANED Find unresolvable ~Administrator “{0}”
_PRINCIPALS users (fEPLAST]  attempted to find

fe7: 2. —4— ¢ unresolvable users in

¥:32) identity source “{4}”
(FHE “{0}” 7°7 A
TYTATA V=R
“{4y NOIEIAT]
B2 L —F — 2
LEHELFELR)
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eventAdmin 10059 CREATE PRINCIPAL

_PREFERENCES

eventAdmin 10060 DELETE PRINCIPAL

_PREFERENCES

Assign console
preferences to
principal (I >
Y — VBE
7))
IZEID 4T)

Remove console
preferences for
principal (7"
MV ZAVIp =g
v — VBB E
DHIER)

Administrator “{0}”
attempted to assign
preferences to principal
“{4}”; stored in
identity source “{6}”
and managed in
security domain “{5}”
CEBIF {0} 2%,
TATYTA4T4

YV — A L6V |ZHRAE
N, kFxFaYTq
FAA 5y T
HaIns7) »rion
{4y | 2B RE
rEOHBTEIEL
FL)

Administrator “{0}”
attempted to remove
preferences for principal
“{4}”; stored in
identity source “{6}”
and managed in security
domain “{5}” (FHH
“SOVAN TA T
TATA V=R
“{6)” IZPRAFE S M,
tFa2Y T4 FXA
voe(s) THILS R
YA IV AV A AL
DBSERE Z HIR L
IHELFELR)
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eventAdmin 10061 UPDATE_PRINCIPAL Update console Administrator “{0}”
_PREFERENCES preferences for attempted to update
principal (') preferences for principal
YIyovpay s “{4)7 stored in
v — VMg identity source “{6}”
DOFEH) and managed in security
domain “{5}” (FHH
Loy TAT
TATA V—A
{61 IZIRFFE &
tF¥a) T4 FAA
voe(s) THILS R
AV IV VN
DB E & T L
XokLFELR)
eventAdmin 10062 READ PRINCIPAL Read console Administrator “{0}”
_PREFERENCES preferences for attempted to read
principal (1)  preferences for principal
YIS pary {47 storedin
V) — VIEREEEsE  identity source “{6}”
DFEHRELY) and managed in security
domain “{5}” (FHLE
LoV DN TAT Y
TATA V=R
“(6)” IZPRAFE S,
t¥a)714 FXA
sy TEHESh
AV IV VAV A VA
DEHERGE % Tt AL
rH)ELFELR)
eventAdmin 10063 CREATE REALM Assign console Administrator “{0}”
_PREFERENCES preferences to attempted to assign
realm (2~ preferences for realm

v VB RRE <5y (EEE <)

ELVAICED  HLIVa (5 OB

ENQ) RRBOEEHE Y LT X
JeLELR)
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745,92 745392 —_ 8 W —
B3 — yvavIib 77varv#* sHER Xyt—9
eventAdmin 10064 DELETE REALM Remove console  Administrator “{0}”
_PREFERENCES preferences for attempted to remove
realm (L)L 2 preferences for realm
nayy—VE 5y EEE <0
BB OHIbE) ALV A <5 OB
GaE T HIR L L9
ELFELR)
eventAdmin 10065 UPDATE REALM Update console Administrator “{0}”
_PREFERENCES preferences for attempted to change
realm (L JV 4 preferences for realm
navy— VB 5y EEF <0
ERREDOEH) LIV L <5 OB
T E R AHEL L9
ELELA)
eventAdmin 10066 READ REALM PREFERENCES Read console Administrator “{0}”
preferences for attempted to read
realm (L)L2 @ preferences for realm
avy— VB <5y (FHEE <0y
REDFAIY ) LIV L “(5 OIR
B Ex p}LJQ\EXZ) 7)
ELFLR)
eventAdmin 10067 DEREFERENCE REALM Dereference Administrator “{0}”
realm (L)L A attempted to
DLBIRIRE) dereference realm
“{4y” (EEE (0}
LIV L <4y %%
ML L) &L E
L72)
eventAdmin 10068 CREATE _REPORT QUERY Create report Administrator “{0}”
query (L R— attempted to create
N 7Ty —» report query “{4}”; to
VERR) be managed in security

domain “{5}” ({&H!
FHOy A, ¥ o
V74 RAAL
5y TEHIND
LR—-Fsx

1) — <4y R L
oL FELA)
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nFIY—

N
3
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w
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BA
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eventAdmin

eventAdmin

eventAdmin

10069

10070

10071

DELETE_REPORT QUERY Delete report
query (L AR—
=) Rl )
HllBR)

UPDATE_REPORT QUERY Update report
query (L R—
F7T) =D
)

READ _REPORT_QUERY Read report query
(LAF=1
7 I) — DA
)

Administrator “{0}”
attempted to delete
report query “{4}”;
managed in security
domain “{5}” (i&H!
EIR T/ AN s g
V74 KX A4 ¥
{5y THESND
LAR—-Fsx
)= {4y EHIBR L
EHELFELR)

Administrator “{0}”
attempted to update
report query “{4}”;
managed in security
domain “{5}” (i&HL
{0y A, k¥
J7r4 KX A4 ¥
<51 THHEEND
LR=F 7>

) — <4y ZHEHL
kokLELR)

Administrator “{0}”
attempted to read
report query “{4}”;
managed in security
domain “{5}” ({&HL
H 0y A, ¥
U7r4 KX A4 ¥
5y TEHIND
L R—Fx

1) — {4y & EL AN
HH)ELFELR)
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eventAdmin 10072 SESSION_FORCED_LOGOFF Force session Administrator “{0}”
logofft for attempted a forced
principal (71 session logoff for
YDk principal “{4}”
S g a2 47 storedinidentity
YLD source “{6}” and
managed in security
domain “{5}” (i&H!
B0y s, TAT
STATA I—=A
L6} LIRS
tF 274 NAA
V(s TEELE N
5 NV
“{Ay 12
Yarurit i
TLE L)
eventAdmin 10073 SESSION_FETCH Fetch session for ~ Administrator “{0}”
principal attempted to fetch the

(71 7% session of principal

DXy aro “{4}7; storedin

7 v F) identity source “{6}”
and managed in
security domain “{5}”
(EHFE {0y 25 7
AT TAT4 V—
246} IZBRAF S A,
t¥a2) 71 FXA
Vs THELE
57N 8
“LAyr oty ar
*7rzvFLEHL
LEL7R)
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eventAdmin 10074 SESSION_MODIFICATION Session attribute ~ Administrator “{0}”
modification modified a session
(v aJg attribute of principal
MEDZE ) “{4}”; stored in
identity source “{6}”
and managed in security
domain “{5}” (FHH
Loy TAT
TATA V—A
“oy ITIRfFE N, &
Fa)7rq4 FX A
“5p CTEHEINDG TS
) 22Nl 4y D
Yy avEhErg
HLFEL)
eventAdmin 10075 ASSOCIATE PWD_POLICY_TO Associate Administrator “{0}”
_SECURITY_DOMAIN password policy  attempted to associate
with security a password policy with
domain (/¥ % a security domain (%
T—=F AR ¥ — HF 0y DUNA
rtF¥arqs T-FR)TV—%E
FXALIZEE F2)74 FXAA Y
o) BT L) kL
FL)
eventAdmin 10076 ASSOCIATE_LOCKOUT Associate Administrator “{0}”
_POLICY TO SECURITY lockout policy attempted to associate
_DOMAIN with security a lockout policy with a
domain (Y v 7 security domain (&2
TR B0y pray 27
V—&tkFa) YERYJV-%E
T4 KXALY  Fa)Fgq FAALY
(ZBIEDT) WCHEESIFE ) & L
F L)
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3,90 7H73,5° _ 5 Wt —
H31 - JvavIib 77varv#* sHER Xyt—9
eventAdmin 10077 ASSOCIATE_AUTHN_POLICY  Associate Administrator “{0}”
_TO_SECURITY_DOMAIN authentication attempted to associate
policy with an authentication
security domain  policy with a security
(RBEEARY) ¥ —  domain (FHHHE
TFa) T4 <0y HHIEKRY
FALICHE v —% v F 274
o) AN Faelb;
o LFELR)
eventAdmin 10078 DIS ASSOCIATE PWD Disassociate Administrator “{0}”
_POLICY FROM_SECURITY password policy  attempted to
~DOMAIN from security disassociate a
domain (/¥ A password policy from a
7— K &Y L — security domain (EH!
Feda)7q B0 F Y
RAAL b 74 RAALYPEN
TR AT—=RKR)T—0
BT & ffER L &
yELELR)
eventAdmin 10079 DIS ASSOCIATE LOCKOUT Disassociate Administrator “{0}”
_POLICY FROM_SECURITY lockout policy attempted to
~DOMAIN from security disassociate a lockout
domain (12 Z policy from a security
7 b F1Y S — domain (EHELE «{01”
X a)rq EF2)T 4 ORR
RAAL VS A ybavy Ty
O UF ) bR Y= ORHD
JEERLE) &L
L)
eventAdmin 10080 DIS_ASSOCIATE_AUTHN Disassociate Administrator “{0}”
_POLICY FROM_SECURITY authentication attempted to
_DOMAIN policy from disassociate an

security domain
(FRFERY ¥ —
k¥ al) T4
RAAL V26 RH
O ERR)

authentication policy
from a security domain
(EHHE “{0}” 25t
Fa)ra4 FAA Y
PORAERY ¥ —D
B & B L &
AL LFELR)
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IXh  pysav 7ovay %= 67 xyb—Y
b= DR
eventAdmin 10081 CREATE_SELFSERVICE Create Administrator “{0}”
_POLICY self-service attempted to create
troubleshooting  self-service
policy ()7  troubleshooting policy
H—VP2 b5 “{4}”; to be managed
73 2 —5 ¢ insecurity domain
vy EY - sy CEEE 0y
DIERK) B EFa)r 4K
XA sy THEH
Shbrte)V7 -1
A NTFTNY a—
T4 TR
v Ay EL
XoLLFELR)
eventAdmin 10082 DELETE_SELFSERVICE Delete Administrator “{0}”
_POLICY self-service attempted to delete
troubleshooting  self-service
policy ()7  troubleshooting policy
-V 2 b5 “{4}”; managed in
73 2 —5 ¢ security domain “{5}”
vy Ry —  (EEHEZE O,
D) Fa74 FALY
sy THELEND
V7 H—EA FTFT
Woya—74 07K
) Y= {4y R IR
LEHELFLR)
eventAdmin 10083 UPDATE_SELFSERVICE Update Administrator “{0}”
_POLICY self-service attempted to update
troubleshooting  self-service
policy (£)v7  troubleshooting policy
HF—VP A b5 “{4}”; managedin
F) 32— ¢ security domain “{5}”
vy Ry v —  CEEE <0} 25,
OEL) tFa) T4 FAA

Y5y TEHES R
L7 —ERA
NGTNY2—T 4
TR Y= 4y
rEHILIOELE
L72)

52 2: RSA Authentication Manager A7 X v & —3



RSA Authentication Manager 8.0 h5 7NV 2 —F 427 HAF

1~V b
HnFIY—

ﬁll

BA
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eventAdmin

eventAdmin

eventAdmin

10084

10085

10086

READ SELFSERVICE POLICY

ASSOCIATE_SELFSERVICE
_POLICY_TO_SECURITY
_DOMAIN

DIS_ASSOCIATE
_SELFSERVICE_POLICY
_FROM_SEC_DOM

Read self-service
troubleshooting
policy ()7
F—EX bTT
Woa—74 7
7R =0
AHILY)

Associate
self-service
troubleshooting
policy with
security domain
(kw7 —¥
A NT TN
va—T7A4 Y
7R —%
X2 T g
KX A4 128
HOUF)

Disassociate
self-service
troubleshooting
policy from
security domain
(V7 =¥t
A bT T
Va—T4 T
Ry —%t
Fa2U74 KA
A 2 HRBED
VP EER)

Administrator “{0}”
attempted to view
self-service
troubleshooting policy
“{4}”; managed in
security domain “{5}”
(EHLE “{0} 2%, &
Fa)7rq4 FXA ¥
5y THEHEINS
VT H—EA NTT
Voa—74 7K
)Y — 4y R FOR
LEy&LELR)

Administrator “{0}”
attempted to associate a
self-service
troubleshooting policy
with a security domain
(BFEE “{0y kv
7Y =X FTTI
Va—T4 Y7 R
V—tkFa) T4
KX A ICB#ES T
EokLFELR)

Administrator “{0}”
attempted to
disassociate a
self-service
troubleshooting policy
from a security domain
(BHE “{0) 2L
Fa)ra FAAL Y
PoEV T - A
NGTNVY =T«
Y7 RY) - DRE
DRl L) &
LELA)
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eventAdmin 10087 UPDATE_SECURITY Update security ~ Administrator “{0}”
_QUESTIONS_POLICY question policy attempted to update
(& 2154  security question
7 T AF 3 A policy “{4}7;
) — ) managed in security
domain “{5}” (i&H!
H0y A, ¥
V74 FALY
<51 THHEEND
tF¥a)7Ta4 7R
Fa v K
-4y R EHL
XHELFELR)
eventAdmin 10088 READ SECURITY Read security Administrator “{0}”
_QUESTIONS_POLICY question policy  attempted to view
(3% =21 54  security question
7 T AF=a  policy {4}
KL — DR managed in security
o) domain “{5}” (&2
HL0y D, kR
V7ra4 RAA >
5y CTEHINS
X274 7T A
Fa v K
YAy RFRL
kokLELR)
eventAdmin 10089 READ SECURITY Read security Administrator “{0}”

_QUESTIONS_LIST questions list (4t attempted to view
* 2154 ~ I security questions list
AFar ) A b 4 EHEE 0"
DFEAY) IV TA T
AFa v ) AR
A4 BIFORL &
ELFE L)
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eventAdmin 10200 CREATE_TRUST Create trust realm Administrator “{0}”
(Mo A5 v F  attempted to create

LV & OVERR) trust realm “{4}” ; to
be managed in security

domain “{5}” (&2
H 0y A, X a
V74 FAAL Y
51 CEHIEINS
NI AT v K LA
A4y BAERLL &9
ELZFELR)

eventAdmin 10201 DELETE _TRUST Delete trust realm Administrator “{0}”
(N5 A5 v K attempted to delete

LV A ONIK)  trustrealm “{4}7
managed in security

domain “{5}” (&2
H OV S, ¥ o
V74 NAAL >
51 CEHIINS
FFATY R LIVA
4y EEHIBRL L9
ELELR)

eventAdmin 10202 UPDATE_TRUST Update trust Administrator “{0}”
realm (5 A attempted to update

v K LA trustrealm “{4}”;
HH) managed in security

domain “{5}” (&2
HLOV S, ¥ o
V74 KX ALY
5y TEHIND
NIRRT v N LILA
A EEHILLY
ELFELR)
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eventAdmin 10203 READ TRUST Read trust realm  Administrator “{0}”
(M9 A5 v K attempted to read trust
LV A DRI realm “{4}” ; managed
Bh) in security domain
“{5y (EELEHE “{0}>
ANEE < JE AR
XA voqsy THEH
SNBHFIFTATY R
LV & “{4y” & i
WArH L LFELR)
eventAdmin 10204 MANAGE_ATTR_CATEGORY  Manage attribute ~ Administrator “{0}”

category (JE14:  attempted to manage

T IT)—D attribute category*“{4}”

EH) ; managed in security
domain “{5}” (&H
HOYy A, ¥
V74 KX A4 »
“5y TEELENS
EES T T
= {4y REEL
FHLLFLR)

eventAdmin 10205 IMPORT PWD_ DICTIONARY  Import Password Administrator “{0}”
Dictionary (#¥  attempted to import
AT — NEe#gy password dictionary
A ¥ HR=1}) “f4y CEEHE <{0}”
AN — N
“4y A VAR— b
LEo&LFELR)

eventAdmin 10206 EXPORT PWD_DICTIONARY  Export Password Administrator “{0}”
Dictionary (»¥  attempted to export
27 — N  password dictionary
Iy AR—F) <4y (R <(0)”
HINAT — NEEE
A4y L7 AKR— |
LEoEkLFELA)
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eventAdmin 10207 DELETE PWD DICTIONARY  Delete Password Administrator “{0}”
Dictionary (/¥ attempted to delete
A7) — FEggy password dictionary
EUES) “{4y (EBELE {0}
DISAT — Nl
“Av rHlBL L
ELFELR)
eventAdmin 10208 READ PWD DICTIONARY Read Password Administrator “{0}”
Dictionary (/¥ attempted to read
A7) — FiE#gy password dictionary
FAELY) @ GEEE 0
DISAT — NEE
“{4y” EBLAIS 9
ELELA)
eventAdmin 10209 DELETE BATCH_JOB Delete batch job ~ Administrator “{0}”
(VNwF Va7 attempted to delete
DOHIE) “{11}” batch job “{4}”
(EELH {0} 7S
YNy Ny F a7
“Av eHlL L
ELFELR)
eventAdmin 10210 READ BATCH JOB Read batch job Administrator “{0}”
()SwF Vg7 attempted to read
DER NI “{11}” batch job “{4}”
(EEH {0} 7°
YNy Ny F a7z
“{4y BERAAS 9
ELFLR)
eventAdmin 10211 READ SCHEDULE JOB Read scheduled ~ Administrator “{0}”
job (R4 attempted to read
2 — ) ¥ g7 scheduled “{11}”
DFERILY ) batch job “{4}” ('

F {0} A
Va— VEREIN
S Ny F Va7
“{4y ZFAA D
ELEFLR)
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eventAdmin 10212 ADD BATCH _JOB Add batch job Administrator “{0}”
()NwF Vg7 attempted to add
DIEH) “{11}” batch job “{4}”
(EHE “{(0p 7
YNy Ny F a7
“{4y ZaBML &9
ELELR)
eventAdmin 10213 SCHEDULE BATCH JOB Schedule batch Administrator “{0}”
job (VN F attempted to schedule
Ua7oAr  “11}7 bach job“(4}”
Va—) (EHE “{(0p 7
YNy Ny F a7
YW HAT T a—
VLEHELEL
72)
eventAdmin 10214 DELETE SCHEDULE JOB Delete scheduled ~Administrator “{0}”
job (R4 attempted to delete
2 —) ¥ g7 scheduled “{11}” job
DHIR) “ap (R <o)
DAY 2 — VERE
SNy var
“Av EHlBL L
ELFELR)
eventAdmin 10215 CANCEL BATCH_JOB Cancel batch job ~ Administrator “{0}”
()SwF Vg7 attempted to cancel
¥ v »t)) {117 batch job “{4}”
(EEE “{0y” 23
YNy Ny F a7z
4y EFxv b
LEHELFELR)
eventAdmin 10216 CANCEL SCHEDULE JOB Cancel scheduled Administrator “{0}”
job (A7 attempted to cancel
2 — ) ¥ g7 scheduled “{11}”
D% v 4 )) batchjob {4} (EH
B0y AT
Va—VREINT:
Sy Ny F TVa7s
Ay eIy v
LEHELFELR)
58 2: RSA Authentication Manager A7 X v & —3



RSA Authentication Manager 8.0 h5 7NV 2 —F 427 HAF

1RV b
nFIY—

ﬁll

BA

Xyt—o

eventAdmin 10217 READ REPORT DATA

eventAdmin 10218 READ REPORT META DATA

eventAdmin 10219 CREATE REPORT CLASS

Read report data
(LR=F 57—
§ OFAIY)

Read report meta
data (LAR—F}
A Y T =5 Dt
AHHLD )

Create report

generation class
(LA — AR
25 ADVERK)

Administrator “{0}”
attempted to read result
of report “{4}” ;
managed in security
domain “{5}” (i&H!
EIR T/ AN s g
V74 KX A4 ¥
<51 THELEND
LA — b {4} O
REfANL ) L L
FL7)

Administrator “{0}”
attempted to read meta
data of report “{4}” ;
managed in security
domain “{5}” (&2
H40y DN, ¥ a
V74 FAAL ¥
5y TEHINS
LAR—=F <4 DR
¥ 7= G
FrLFELR)

Administrator “{0}”
attempted to create a
report generation
instance of “{4}” (&
B (0} A (4}
DL R— MERA ~
AL v ARAER L &
dELELR)
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eventAdmin 10220 LOOKUP_PRINCIPALS Lookup Administrator “{0}”
principals (7°1)  attempted to lookup
v )8)Ld )~ principals stored in
27y T) identity source “{6}”
and managed in
security domain “{5}”
(EHH “{0}° 25, T
AT TAT4 V=
A L6y I\ BRE S
t¥a2) 71 FXA
Y5y TEHELS
VA IV s
Ny 2Ty TLED
ELELR)
eventAdmin 10243 ASSIGN _SYSTEMFIELDS Assign system Super Administrator
_USER _ROLE user an “{0}” attempted to
administrator assign administrative
role (3 A5 2 role “{8}” to system
I—F—~Di user “{4}” (A—/%—
HEO— L oOHE FHE {0y 2VEH
ENG FEO— ) <8y &Y
AT L L—
Py 1ZED 4
TEH&LFLR)
eventAdmin 10244 RESET _SYSTEMFIELDS USER Reset systemuser Super Administrator
_PASSWORD password (A “{0}” attempted to
I L—4—  resetsystem user “{4}”
JSA T — K1) password. (A —7%—
tvh) EHE (0 ATV A

T A T gy
DINATT— F%E1)
ty bLEHELE
L72)
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eventAdmin 10245 UNASSIGN_SYSTEMFIELDS Unassign system  Super Administrator
_USER _ROLE user an “{0}” attempted to
administrator role unassign
(¥ A5 4 22—  administrative role
P —~EHE  “{8}” from system user
T— L oEY L {4y (AN
THERR) P (0} DE R
O—)b 8} & T A
T L L= 4y
758D SR L
LokLFELR)
eventAdmin 10246 LIST SYSTEMFIELDS USERS List system Super Administrator
users (¥ AT “{0}” attempted to list
A T.—H—¢  system users with
— R administrative .roles
such as Operations
Console admin. (A —
IN—EHE <10} DY,
Operations Console &
WHE L EOERE
O—VeFoOY AT
L a—F—r—HK
ALEHELEL
720)
eventAdmin 10247 CREATE SYSTEMFIELDS Create system Super Administrator
_ROLE administrator “{0}” attempted to

role (¥ A5 A
EHE T — )
DOYERR)

create new system
administrator role
“{4}”. System
administrator roles
have no attributes other
than a name. (A —
IS {0} B
FLwy 27 288
FHO— )b <4y Ak
BLEHOELEL
o VAT LEHE
0 — VI & LA o
B H ) FEAL)
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eventAdmin 10248 DELETE_SYSTEMFIELDS Delete system Super Administrator
_ROLE administrator “{0}” attempted to
role (¥ A5 4  delete system
g — )L o) administrator role
Hl ) 4y (A==
HE <0y BT AT
LEHE O — )V
“{y ZHEIBRL &9
ELFELZ)
eventAdmin 10249 FIND ORPHANED Find unresolvable Administrator “{0}”
_PRINCIPALS IS users (fEPLAST]  attempted to find
_UNSPECIFIED fe7x 2 —4F—0¢ unresolvable users (%
RER) B {0y DA
WRER L — - 2R
FLEHIELFEL
72)
eventAdmin 10250 CLEANUP_UNRESOLVED Cleaning Administrator “{0}”
_USERS IS UNSPECIFIED unresolvable users attempted to clean
(fEASTTBEZ: unresolvable users (&
==z LH (0} DIERA
V=YT7v7) Wik —F—% 7
=Ty 7LE9)
ELELA)
eventAdmin 10251 REMOVE UNRESOLVED Cleaning Administrator “{0}”
_PRINCIPAL unresolvable cleaned unresolvable
user (fRPLAST]  user “{4}” from
Be7p 2. — 4 — ¢ identity source “{6}”
Hx) (EBH {0y BT A
TYTATA V=R
“{6}” D> S IERAH]
BB L — = <{4}”
ZHELI L)
eventAdmin 10252 CLEANUP_UNRESOLVED Started manual Administrator “{0}”
_USERS IS UNSPECIFIED cleanup of started cleaning
_START unresolvable unresolvable users (’&g’\:’
users (ERANHT B3 <01 ASRPLAR
BRI —H—0D WRrI—F—n2
FE Y- ) =7y 7RG
T TORE)  LE L)
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eventAdmin 10253 CLEANUP_UNRESOLVED Completed Administrator “{0}”
_USERS IS UNSPECIFIED manual cleanup  has cleaned
_END of unresolvable unresolvable users ('&E’:
users (EGRANTT B <01 ASRPLAR
BER L= =D WhEAL—W—% s
FE;I) -2 =Ty TERET
Ty TDRET) LE L)
eventAdmin 10254 BATCH_JOB_CLEANUP Started System started
_UNRESOLVED USERS scheduled scheduled cleanup of
_GROUPS_START cleanup of unresolvable users and
unresolvable groups (fFJASTT RE
users and groups 7 7. —H— B L NS
(AT R L—T DA T2 —
I=H=BLL pr)—r7y 7
jw—f@x& AT ALY Bt
va—=Nh7 shFELz)
V=770
B 1)
eventAdmin 10255 BATCH_JOB_CLEANUP Completed System has completed
_UNRESOLVED USERS scheduled scheduled cleanup of
_GROUPS_END cleanup of unresolvable users and
unresolvable groups (fEIANT] RE
users and groups 77 —H— 3 L NS
(FRRATRER V=T DAYy Y 2 —
I=F=BLY V7 )—r7 v 7N
IN=TDAT szTLELE)
Va—n7
V=T v 7D
1)
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eventAdmin 10256 BATCH_JOB_CLEANUP Errors occured System has completed
_UNRESOLVED USERS during scheduled scheduled cleanup of
_GROUPS_ERRORS cleanup of unresolvable users and
unresolvable groups ; but cleanup
users and groups  did not complete
(AT HEZ:  normally.Consult the
I —H—B LY system log for more
TNV—=T DAY details. (FERATRE
Va— )7 — a—¥F—BIUr
YTy THICL V=T DRT T a—
7 —55H) Vo) =Ty TN
UL LA, Ik
WIET LERAT
L7z #EMlIZDWT
i, VAT ur%k
S LTS W)
eventAdmin 10257 REMOVE UNRESOLVED Cleaning Administrator “{0}”
_GROUP unresolvable cleaned unresolvable
group (fEHAS  group “{4}” from
T[fE7: 7 )L — 7 identity source “{6}”
DHE) (EBLH {0} ST A
TIYTATA V=R
“{6}” D> S IERANE]
REZ2 7V — 7 <4y
EHELE L)
eventAdmin 10258 MARK UNRESOLVABLE Marking user as  User “{4}” is missing
_USER unresolvable (i from identity source
PART g7 2. —  “{6}7.Marking user as
P —%<—7~) unresolvable. (L—
P ay BT AT
STATA V=R
“{6}> THOP E
Ao MHRRATHEZR
I—HF—-¢ L T~v—
7 LET.)
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eventAdmin 10259 MOVE_PRINCIPAL ACROSS User moved User “{4}” has been
_IDENTITYSOURCE across identity moved from identity
sources (L— source “{6}” to
¥ —p37 4 5 identity source “{11}”
54 5 4 ) — A asaresult of an update
% 2 H) made to the directory
server. (771 L7 b
DI VA V/AL (< Y 4
TR, L —
= Ay BT AT
STATA V=R
“ey muETA TV
TATA V=R
Ay icBEh s E
L720)
eventAdmin 10260 TEST IDENTITY_SOURCE Cannot test the The administrator
_CONN_FAILED connection to the  “{0}” attempting to
directory server.  test the connection
(F14 L2z MY does not have
H— S~ FEEE  permission to perform
%5 A NANH])  thetest. (FEfi% 7 A
FLESHELTWS
BHE <0127 A
N & FEAT HHER A
HYFHEA)
eventAdmin 10261 SEARCH_GROUP Search groups Administrator “{0}”
(ZFnv—7m attempted to search
WiER) groups in identity
source “{4}” (EHLH
Loy T A TV

TATA J—A
A4y WO T V=T
rRELEL)ELE
L7)
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eventAdmin

eventAdmin

eventAdmin

10262

10263

10264

CREATE RBA POLICY

DELETE_RBA_POLICY

UPDATE RBA_POLICY

Create RBA
policy (RBA K
1) ¥ —OFERL)

Delete RBA
policy (RBA =K
) ¥ —OHIK)

Update RBA
policy (RBA K
1) ¥ — OHEH)

Administrator “{0}”
attempted to create
RBA policy “{4}”; to
be managed in security
domain “{5}” (i&H!
EIR T/ AN s g
V74 KX A4 ¥
{5y THEISND
RBA RV ¥ — “{4}”
EERL L) &L
L72)

Administrator “{0}”
attempted to delete
RBA policy “{4}”;
managed in security
domain “{5}” (&2
HLoy D, kR
V74 FXAL >
5y TEHINS
RBA RV ¥ — “{4}”
AHIBRL L) &L
L72)

Administrator “{0}”
attempted to update
RBA policy “{4}”;
managed in security
domain “{5}” (2
H 0} A EFa
J7r4 KX A4 ¥
5y TEHIND
RBA RV ¥ — “{4}”
EEHLE)LELE
L72)
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eventAdmin 10265 READ RBA_POLICY Read RBA policy Administrator “{0}”
(RBA &) >— attempted to view RBA
DFEHILY ) policy “{4}™;
managed in security
domain “{5}” (i&H!
EIR T/ AN s g
V74 KX A4 ¥
{5y THEISND
RBA RV ¥ — “{4}”
rFIRL L) ELE
L72)
eventAdmin 10266 ASSOCIATE _RBA POLICY _TO Associate RBA Administrator “{0}”
_SECURITY_DOMAIN policy with attempted to associate
security domain  a RBA policy with a
(RBA K1) ¥ —  security domain (EH
ztXxa) 74 FH0}) A RBAKY
FAALCHE Y—2t2Fa)T4q
o) FX A VIZBE D
XoELFELR)
eventAdmin 10267 DIS_ASSOCIATE RBA Disassociate Administrator “{0}”

_POLICY_FROM_SEC DOM RBA policy from attempted to

security domain  disassociate a RBA

(RBA &1 >— policy from a security

%+t ¥21) 54 domain (FHHE

FAL Yo oy aitxal)

O ERR) T4 KX D5
RBA RV ¥ — DB
DR L L) &
LELA)
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eventAdmin 10268 CLEAR DEVICE BINDINGS Clear device Administrator “{0}”
bindings for attempted to clear
principal (71 device bindings for
» 3L FoN  principal “{4}7
A 2 JNA v K% stored in identity
21 7) source “{6}” and
managed in security
domain “{5}” (i&H!
HLOYy A TAT
STATA V=R
L6} LIRS
tFxay T4 FAA
Vs TEELE N
57 NV
L4y DFINA AN
A F&27)7 L&
JELFELA)
eventAdmin 10269 MANAGE_SECURITY Manage Security Administrator “{0}”
~DOMAIN_MAPPINGS Domain attempted to manage
Mappings for IS security domain
(IS ™+ % =1  mappings for Identity
54 FAA >  Source (GFHLH “{0)”
~v¥rron  BTATYTATA
) V— A4 ot
Fa) T4 FAAL Y
<~y ¥ T RERL
o LFELA)
eventAdmin 10270 ENABLE PRINCIPALS FOR Enable principals Administrator “{0}”
_RBA for RBA (#%4  attempted to enable
71 v 7% ¢ multiple principals for
RBA OA%){k) RBA (HHE “{0}”
DPERD T) X
V@ RBA % HL
LioeLFELA)
eventAdmin 10271 UPDATE_SECURITY Update Security ~ Administrator “{0}”

_QUESTIONS_LIST

Questions (&
Fa)74
JIAFarsD
)

attempted to update
Security Questions
(BB {0} 27k
Fal)74 7R
FarEHEHFLLD
ELELA)
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eventAdmin 10272 ENABLE PRINCIPAL FOR Enable principal ~ Administrator “{0}”
RBA forRBA (71 attempted to enable
NAIIAN) principal “{4}” for
RBA O A% k) RBA; storedin
identity source “{6}”

and managed in
security domain “{5}”
(EBLH {0} A5, 7
AT TA4T4 V=
A L6y PR S
t¥a2) 71 FXA
Y5y TEHELS
A IV AVIY
“{4}” D RBA & £ %)
fkLEHeLFEL
72)

eventAdmin 10273 ADD_CERTIFICATE Add certificate Administrator “{0}”
(GERHZE M BN attempted to add
certificate “{4}” (&
BE <0y ASEERAEE
4y EBmL &9
ELFLR)

eventAdmin 10274 DELETE CERTIFICATE Delete certificate ~ Administrator “{0}”
(ZERA=EMHIFE)  attempted to delete
certificate “{11}” (%
HE <0y A FEHE
Ny EEML LS
ELFLR)

eventAdmin 10275 READ_CERTIFICATE Read certificate ~ Administrator “{0}”
(GFHHZE DA attempted to read
) certificate “{4}” (&
B {0y HNREIE
“{4y ZRAS )
ELFELR)

eventAdmin 10276 UPDATE CERTIFICATE Update certificate Administrator “{0}”
(ZFBAEmE )  attempted to update
certificate “{4}” (&
L {0} HYREIHE
4y REHL LD
ELFELR)
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eventAdmin 10277 ADD_ WEBTIER Add Webtier Administrator “{0}”
_DEPLOYMENT Deployment attempted to add
(Webtier iz  WebTier Deployment
eI “ay (R (0}
7% Webtier BRHE “{4}”
ZEMLE) ELEZ
L72)
eventAdmin 10278 UPDATE_WEBTIER Update Webtier ~ Administrator “{0}”
_DEPLOYMENT Deployment attempted to update
(Webtier 823  WebTier Deployment
) 4y (I (0}
7% Webtier B23% «“{4}”
FEHLELHIELE
L72)
eventAdmin 10279 DELETE_WEBTIER Delete Webtier Administrator “{0}”
_DEPLOYMENT Deployment attempted to delete
(Webtier BeZ0»  WebTier Deployment
S 4y (S (0}
7% Webtier B3RE% “{4}”
rHIBRL LD &L
L72)
eventAdmin 10280 GENERATE WEBTIER Generate Webtier Administrator “{0}”
_PACKAGE Package attempted to generate
(Webtier 7% WebTier package for
r-VoRE) 4y I ()
A% “{4}” @ Webtier
N =T AR L
XoLLFELRD)
eventAdmin 10282 ADD_SERVER NODE Add Server Node Administrator “{0}”
(r—,N 7 — F  attempted to add a
DE) server node with
hostname “{4}” to the
cluster (5B “{0}”
ML ORA N {4y
BROY—N ) —F
7 7 AZIZHEML
IoELFLA)
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eventAdmin 10283 REMOVE_SERVER NODE

eventAdmin 10284 REMOVE_SECURITY
_QUESTION ANSWERS

eventAdmin 10285 UPDATE_SECURITY
_QUESTION ANSWERS

eventAdmin 10286 DISABLE_PRINCIPAL_FOR

_RBA

Remove Server
Node (H—/
7 — FOHIE)

Remove Security
Question
Answers (-t
¥a)74 7>
AFa ORI
DHIER)

Update Security
Question
Answers (2
Fa)T7Tq4 7L
AF a v O
DEH)

Disable principal
for RBA (7Y
PZAVZ);
RBA OHER)AL)

Administrator “{0}”
attempted to remove a
server node with
hostname “{4}” from
the cluster (& P&
“0y B RA M
4y RFEOHF—N
=K% r I A8 »
CHIBRL XD & L&
L72)

User “{0}” attempted
to remove Security
Question Answers
(== {0} »t
Fa)r4 7T
F a v OE% = HIk
LEHELFLR)

User “{0}” attempted
to update Security
Question Answers
(L= —«“{0y” 3t
Fa)74 7R
Fa > onE % HH
LEHELFELR)

Administrator “{0}”
attempted to disable
principal “{4}” for
RBA ; stored in
identity source “{6}”
and managed in
security domain “{5}”
(EHE (0125, 7
AT TATA I—
R 63 \BRAE S,
X271 FAA
sy TEHE SN
V) IAPAYI%
“{4}” ® RBA % %)
ftLEo&ELFLR)
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eventAdmin 10287 UPDATE_PRINCIPAL Update User ID  System attempted to
_LOGINUID (—4— 1D ®» update the User ID for
) principal “{4}” to

“{11}” as aresult of an
update made to the
directory server.The
principal is stored in
identity source “{6}”
and managed in
security domain “{5}”.
(F4 L2 Y =
INIHR S TR
Ry VAT AT
VNV Ay D
I—H—1D %
RIS A
ELELA Y
DNV, TAT
TATA V—A
ASYTIRAE S
X271 FAA
V(s THEELE N
ESERY)
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eventAdmin 10288 UPDATE_PRINCIPAL EXUID Update unique System attempted to

identifier (—7&  update the unique
- E )  identifier for principal

“{4}” as aresult of an
update made to the
directory server. The
principal is stored in
identity source “{6}”
and managed in
security domain “{5}”.
(F4 L2 Y =
INIHR S TR
Ry VAT AT
SNV Ay D—
Eal e EE L &
yeLEL” 7Y
YIISVIE, TAT
STATA V=R
ASYITIRAE S
X274 FXAA
V(s THEELE
ESENY)
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eventAdmin 10289 MOVE_PRINCIPAL WITHIN User moved System attempted to
_IDENTITYSOURCE within identity update the DN for
source (7 A 7  principal “{4}”
V5 15 4 V— because the principal
ANTHL— was moved in the

W —DBE)) directory server. The
principal is stored in

identity source “{6}”
and managed in
security domain “{5}”.
(70 ¥ rups
74 L7 M) =N
WTHE) S NL72h
Ry VAT AT
MZAVI AR VAN
DN ZHH L L9 &
LELZ 7YY
INVAE TA T
TATA V=R
SV ITPRAE S
t¥a2) 71 FXA
sy THELE
ij‘o)

eventAdmin 10290 UPDATE_PRINCIPAL FOR Update principal ~ System attempted to
_LDAP_CHANGE (7Y %8V  update principal “{4}”
DFEH) based on changes made
in identity source
“6)”. (¥ AT LS,
TATYTATA
V=R {6} TIMZ
LNTEHIZFED W
T v
Ay EEHL LD
ELFELA)
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eventAdmin 10291 RESTORE_ADMIN Restore Admin System attempted to
(&HE ) X create Super Admin
r7) “{11}” using restore
admin utility. (¥ A7
213 Restore Admin
=T 4T 4 &Aff
AL TA—/—EH
FHey =ER L &
HeLFELA)

eventAdmin 10292 CREATE_SYSTEMFIELDS Create system user Super
_USER (Y A5 2 23—  Administrator“{0}”
P — DIERR) attempted to create

system user “{4}”.
System user accounts
have no attributes other
than a userID and
password. (A —/%—
HHE 0 YA
T L L—F— gy
EERL &S &L
L7 VAT A 2—
=T M
I—H—1ID &/3R
7 — NSO gt
HYEEA)

eventAdmin 10293 DELETE _SYSTEMFIELDS Delete system user Super Administrator
_USER (V25 5 22— “{0}” attempted to
H— D HIE) delete system user
“{4}”. System user
accounts have no
attributes other than a
userID and password.
(R — I8 — 5%
“LOV SV AT A
== 4y 2l
LIS &ELZFL
720) (VAT 52—
=T A7 M
I—H—1ID & /¥R
7 — FUAND @D
HYFHA)
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eventAdmin 10294 UPDATE_WEBTIER Update Webtier Administrator “{0}”
_CUSTOMIZATION Customization  attempted to update
(Webtier ® 77 WebTier

AFT AL XD Customization
T Configuration “{4}”

(BHE {0} 28
Webtier # A % <A X
HERE {4} Z EH L
Iy ELFELR)

eventAdmin 20001 CREATE AM PRINCIPAL Create Principal ~ Administrator “{0}”

(71~ %)L  attempted to create

DYERK) principal “{4}” stored
in identity source
“{6}” managed in
security domain “{5}”
(B <0y 25, T
AT TATA V—
A 463 ITBRAT S 1,
t¥a) 71 FXA
vy THEHEEN
VANV
LAy BIEL &9
ELELR)

eventAdmin 20002 UPDATE AM PRINCIPAL Update Principal ~ User “{0}” attempted

(1) >3 7%)L  to update principal

D HEHT) “{41” stored in identity
source “{6}” managed
in security domain
“(5)” (2—
g0y A5, T4
TIYTATA V=R
6y IR S A,
t¥a2) 71 FXA
vosy THEHEE N
LT TR
Ay EEHLLD
ELELA)
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eventAdmin 20003

eventAdmin 20004

eventAdmin 20005

DELETE AM PRINCIPAL

READ _AM_PRINCIPAL
_EMERGENCY_ACCESS_INFO

CLEARBADPASSCODES

Delete Principal
(7)) rriu
D)

Read Principal
Emergency
Access Info (7
DAV PAY APl
=Tz —
T 7 A EHRD
FEAHLD )

Clear Bad
Passcodes (AN1E
BIXAT—FD
7)7)

Administrator “{0}”
attempted to delete
principal “{4}” stored
in identity source
“{6}” managed in
security domain “{5}
(EBLH {0} A5, 7
AT TA4T4 V=
A L6y I\ BRE S I
t¥a2) 71 FXA
Y5y TEHELS
A IV AVIY
“Av EHlBL L
ELFELR)

Administrator “{0}”
attempted to read
principal emergency
access info “{4}”
stored in identity
source “{6}” managed
in security domain
“{5y CEEE “{0)”
B TATYTA
TA =R 6} 1
BRfEESh, ¥
T A FAA 5
TEHEHEINDL T~
DZAVIZOE AL VS
Y= T 7k AEH
“{4y Z A )
ELFELR)

2

Administrator “{0}”
attempted to clear bad
passcodes “{4}”
managed in security
domain “{5}” (i&H!
FHL0y A, R
74 KX A4 ¥
5y TEHHINS
AEZR/XATa—F
“avrEr)TLE
JELFELR)
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eventAdmin 20006 READ AM_TOKEN OFFLINE Read Token Administrator “{0}”
_EMERGENCY_ACCESS_INFO Offline attempted to read

Emergency offline emergency
Access Info access info for token
(h—2r > *7 “{4}” managed in
SA4y Lv— security domain “{5}”

eventAdmin 20007

READ_AM_TOKEN_ ONLINE
_EMERGENCY_ACCESS_INFO

I —T7
t Z{F D it A
o)

Read Token
Online
Emergency
Access Info
(b= F v
I I<Y—
=T
t ZF D it A
ey )

(EBE <0} 2%, +
Fa)T74 FAAL Y
5y CTEHINS
N—2 ey oF
754 Iv—x
Y= Tk AER
REAINAH) L LFE
L72)

Administrator “{0}”
attempted to read
online emergency
access info for token
“{4}” managed in
security domain “{5}”
(EBF “{0}” A%, &
Fa)714 FAL Y
5y TEHHINS
=2 Y4y OF
YI4 v vV
Y= T 7R AE
EEAMNAS ) L LE
L72)
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eventAdmin 20008

eventAdmin 20009

eventAdmin 20010

UPDATE_AM_TOKEN_ONLINE
_EMERGENCY_ACCESS_INFO

AM TOKEN ENABLED

AM_TOKEN_DISABLED

Update Token
Online
Emergency
Access Info
(=2 v Fv
4 < —
Tz —7T
7 & AHHD
)

Enable Token
(b= Dk
#Ak)

Disable Token
(h—2 >0
#hAL)

Administrator “{0}”
attempted to update
online emergency
access info for token
“{4}” managed in
security domain “{5}”
(EHE “{0p A5, &
Fa)74 FAAL Y
5y CTEHINS
=24y OF
Iy Iv—=Vx
Y= T 7k AR
EEHLEI)LLE
L72)

Administrator “{0}”
attempted to enable
token “{4}” managed
in security domain
“{537. CEEFE “{0}”
B kF L) FA K
XA sy THEH
SNbh—2o >
A4y AL X
SELELR)

Administrator “{0}”
attempted to disable
token “{4}” managed
in security domain
“{5) (EEHE <{0}”
B EFa)FA K
XA sy THEHE
SNnbH b=
“{4y RIL L X
JELFELR)
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eventAdmin 20011 AM_CLEAR TOKEN PIN Clear Token Pin ~ Administrator “{0}”
(Fb=27 > attempted to clear pin

PIN®Z VY 7T) for token “{4}”
managed in security

domain “{5}” (i&H!
H 0y A, X a
V74 RAAL Y
Sy CEHENS
F—2 2«4 0
PINZ27UTL&9D
ELFELR)

eventAdmin 20012 AM_SET NEW_PIN MODE Set New Pin Administrator “{0}”
Mode (New PIN attempted to set new
F— Foiks)  pin mode for token
“{4}” managed in
security domain “{5}”
(EBF “{0}” A%, &
Fa)714 FAXL Y
5y TEHHINS
=204y &
New PIN E— {23
ELEHIELEL
72)

eventAdmin 20013 AM RESET PIN Reset Token Pin ~ Administrator “{0}”

(=2 @ PIN attempted to reset

DDETRN token pin “{4}”
managed in security
domain “{5}” (&2
HLoy DN, kR
V74 KX AL
“51 THBLEINS
=2 2“4y D
PINZVU+tv L&
yELELR)
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eventAdmin 20014 AUTHMGR_AGENT_CREATE

eventAdmin 20015 AM_ASSIGN_FIXED
_PASSCODE

eventAdmin 20016 AM_UNASSIGN FIXED
_PASSCODE

Create Agent
(m—Y x> b

DYERK)

Assign Fixed
Passcode ([&E%E
ISAa— RO
hL4T)

Unassign Fixed
Passcode ([#%E
INA T — N
0 2 THERR)

Administrator “{0}”
attempted to create
agent “{4}” managed
in security domain
“{5y (EELEHE “{0}>
B k¥ T4 R
XA voqsy THEH
SnprT—J b
4 2E L L9
ELFELR)

Administrator “{0}”
attempted to assign a
fixed passcode for
token “{4}” managed
in security domain
“{53 CEEE “{0)”
B EF2Y T K
XA o5y THEHE
SNb =2
14y OEEI S A
I—FZEDHTX
JELFELR)

Administrator “{0}”
attempted to unassign a
fixed passcode for token
“{4}” managed in
security domain “{5}”
(EHE “{0y 2%
Fa)7ra FXA ¥
w51 CEEIND
b= 24y DIE
AT — FEEY
BTERL LS &L
FL72)
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eventAdmin 20017

eventAdmin 20018

eventAdmin 20019

eventAdmin 20020

AUTHMGR_AGENT DELETE

AUTHMGR_AGENT_ENABLE

AUTHMGR_AGENT READ

AUTHMGR AGENT _UPDATE

Delete Agent
(m—Y x> b
D)

Enable Agent
(=—Y=rb

DERL)

Read Agent
(==Y b
DFAID )

Update Agent
(==Y b

DEH)

Administrator “{0}”
attempted to delete
agent “{4}” managed
in security domain
“{5y (EELEHE “{0}>
B k¥ T4 R
XA voqsy THEH
SnprT—J b
“Av rHlBRL L
ELFELR)

Administrator “{0}”
attempted to enable
agent “{4}” managed
in security domain
“{53 CEEE “{0)”
B bF L) FA K
XA sy THEH
ENHIT—T b
A4y AL X
JELFELA)

Administrator “{0}”
attempted to read agent
“{4}” managed in
security domain “{5}”
(EHE “{0y 7%, &
Fa)ra FxXA 2
“5) TEES D
I—Tx v b <4y
EEAIA D) L LE
L72)

Administrator “{0}”
attempted to update
agent “{4}” managed
in security domain
“{517 (EHE <{0)”
AN A
A A 2qsy THEEL
Snhr—T b
Ay EEHL LD
ELELR)
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eventAdmin 20021 AUTHMGR_AGENT_LINK Link Agent and Administrator “{0}”
_APSLIST Agent Protocol attempted to link agent
Server List (—— “{4}” managed in
Y1 h&x— security domain “{5}”
Y1 b 7m b withagent protocol
T H—N ) server list “{8}”
ZREY L) managed in security
domain “{9}” (FHLH
“Loy s, ¥
TA KX A <5y
TEHING T—
T v b4y w,
tFa2) T4 FAA
Vo THE S
HI—T v b 70
M)y =) R b
“BIicy Lk
JeLFELR)
eventAdmin 20024 READ_AM_PRINCIPAL Read Principal Administrator “{0}”

(71 >~ 2%  attempted to read

DFAHLY) ) principal “{4}” stored
in identity source
“{6}” managed in
security domain “{5}”
(EHE <0y 25, T
AT TAT4 V=
A {6} \IRAF S AL,
tFx2) T4 NAA
Vosy TEHEEN
57 N
“{4y B AHA
ELFELR)
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eventAdmin 20025

eventAdmin 20026

eventAdmin 20027

eventAdmin 20028

IMPORT _TOKEN Import Token
(b= oA

YAR—=1b)

Create Token
(h=2>o
=39

CREATE_AM_TOKEN

UPDATE _AM TOKEN Update Token
(b=2>v>

)

Delete Token
(h=2 >
ElIE)

DELETE_AM_TOKEN

Administrator “{0}”
attempted to import
token “{4}” managed
in security domain
“{5y (EELEHE “{0}>
B k¥ T4 R
XA voqsy THEH
SNbH =2
“ay A YAR— b
LEHELFELR)

Administrator “{0}”
attempted to create
token “{4}” managed
in security domain
“{53 CEEE “{0)”
B bF L) FA K
XA sy THEH
SNb =2 >

4 ER L X9
ELELA)

Administrator “{0}”
attempted to update
token “{4}” managed
in security domain
“{5) (EEHE <{0}”
AR ERE P
XA 25y THEEL
SNLb—2
Uy EERIL LY
ELELR)

Administrator “{0}”
attempted to delete
token “{4}” managed
in security domain
“{517 (EHE <{0)”
¥4 R
A A 2qsy THEEL
s b—o v
Ay rHIEL X
ELFLR)
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IX2b  pyvavp 7ovay - 3569 Xy—Y
AF3aV -
eventAdmin 20029 SEARCH_AM_TOKEN Search Token Administrator “{0}”
(b=27 o attempted to search for
) tokens managed in
security domain “{5}”
(EHE “{0p A5, &
Fa)714 FAAL Y
“(5) THEHESNSG
M= Y EBRFEL X
JELFLA)
eventAdmin 20030 NEXT AVAILABLE AM Get Next Administrator “{0}”
_TOKEN Available Token  attempted to get the
(KIZHEFTHE  next available token
BHh=07 2D managed in security
%) domain “{5}” (H
HL0y D, kR
V74 KX AL
“5p CEHEIND
KRIZAEH T REZ b —
7 rERRLED) &
LEL%)
eventAdmin 20031 AUTHMGR_TOKEN Delete Token Administrator “{0}”
_ATTRIBUTE _DELETE Attribute ( F —  attempted to delete
7 v IEHED attribute token “{4}”
i) managed in security

domain “{5}” (i&H!
LV A, b F A
VI RAAL Y
51 CEHIINS
k=27 VIEME <4}
ZHIBEL L) E L FE
L72)
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eventAdmin 20032 AUTHMGR_TOKEN

_ATTRIBUTE CREATE

eventAdmin 20033 AUTHMGR_TOKEN

_ATTRIBUTE UPDATE

eventAdmin 20034
_REALM_CREATE

AUTHMGR_CR_TRUSTED

Create Token
Attribute (s —2
Y IBVEDVER)

Update Token
Attribute (b —72
VETEDTEHT)

Create Trusted
Realm (kT A

Ty N LIVAD

TR

Administrator “{0}”
attempted to create
attribute for token
“{4}” managed in
security domain “{5}”
(HE “{0}” D5,
tda2) T4 FAA
Y5y TEHELS
Hh—=0 a4 D
BHEEER L &9 &
LEFLA)

Administrator “{0}”
attempted to update
attribute for token
“{4}” managed in
security domain “{5}”
(EBF “{0}” A%, &
Fa)714 FAAL Y
“5p CEHEIND
f—=2 <4y OF
MedEHLEIIEL
FL7)

Administrator “{0}”
attempted to create
trusted realm “{4}”
stored in identity
source “{6}” managed
in security domain
“{5p (EELHE <{0}”
W TATYTA
TA = A6 I
RS, %2
T A4 KX A 5>
TEHEHIND, 7
AT v K LIVA
4y 2E L L9
ELFELAL)
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HFdy-
eventAdmin 20035 AUTHMGR_CTKIP Create CTKIP Administrator “{0}”
_AUTHCODE_CREATE Authcode attempted to create
(CTKIP 22 CTKIP authcode “{4}”
a— FOfERE)  managed in security
domain “{5}” (i&H!
EIR T/ AN s g
V74 KX A4 ¥
{5y THESND
CTKIP G¥GE =T — F
4y 2 E L L9
ELFLR)
eventAdmin 20036 AUTHMGR_CTKIP Delete CTKIP Administrator “{0}”
_AUTHCODE DELETE Authcode attempted to delete

eventAdmin 20037 AUTHMGR_CTKIP

_AUTHCODE_READ

(CTKIP %3
T— FOEIE)

Read CTKIP
Authcode
(CTKIP 23
I— FDFiA
ey )

CTKIP authcode “{4}”
managed in security
domain “{5}” (i&HL
FHL0y DN, kR
J7r4 KX A4 ¥
<51 THHEEND
CTKIP G8GE T — F
“Av EHlBL X
ELFELR)

Administrator “{0}”
attempted to read
CTKIP authcode “{4}”
managed in security
domain “{5}” ({&HL
H 0y A, ¥
U7r4 KX A4 ¥
5y TEHIND
CTKIP F¥GE T — F
“{ay EELAIS 9
ELFELR)
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eventAdmin 20038 AUTHMGR_CTKIP Manage CTKIP  Administrator “{0}”
_MANAGEMENT (CTKIP ®%&F) attempted to manage

CTKIP “{4}” managed
in security domain
“{5y (EELEHE “{0}>
B k¥ T4 R
XA voqsy THEH
S5 CTKIP “{4}”
REHLIH)ELE
L72)

eventAdmin 20039 AUTHMGR_TOKEN_SET Set Tokencode Administrator “{0}”
_TOKENCODE_ONLY only (F—2 > attempted to set
_PINTYPE I— FDOHD tokencode only pintype
) for token “{4}”
managed in security
domain “{5}” ({&HL
H 0y A, ¥ a
U7r4 KX A4 ¥
5y TEH IS
N—=2 2“4y D
PIN ¥ 4 7% b—7
¥ a— FORIHIE
LEHELFELR)

eventAdmin 20040 AUTHMGR TOKEN SET Set Token Administrator “{0}”
_PASSCODE PINTYPE Passcode Pin type attempted to set

(M—2% > 78A  passcode pin type for

o2 — K PIN ¥ 4 token “{4}” in security

7 D) domain {5} (R
H 0V A, X o
74 KX A4 ¥
U5y ND b= v
“{4y° O/XNAa— K
PIN ¥ 1 7% &IE L
XoELFELR)

88 2: RSA Authentication Manager A7 X v & —3



RSA Authentication Manager 8.0 h5 7NV 2 —F 427 HAF
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745,32 VDD - 8 W=
H31 - 9avIb 77 arv* sHER Xyt—9
eventAdmin 20041 SYNC TOKENS Sync Token Administrator “{0}”
(b=27 o attempted to sync
[@HH) token “{4}” managed
in security domain
“{5y (EELEHE “{0}>
ANEE < JE AR
XA voqsy THEH
SNbH =2
A xR LD
ELFELR)
eventAdmin 20042 READ AM_TOKEN Read Token Administrator “{0}”
_EMERGENCY_ACCESS_INFO Emergency attempted to read token
Access Info emergency access
(b= “{4}” info managed in
~<— 1 3> — security domain “{5}”
77w Ao GEEE {0} 25, &
AT ) Fa)74 FALY
“5p CEHEIND
=2 v—Tx
SU=T IR
“ay R A
HH)ELFELR)
eventAdmin 20043 READ TOKEN Read Token Administrator “{0}”
(FN—27 > ?»3%  attempted to read token
AHELY) “{4}” managed in

security domain “{5}”
(EHE <0} %,
FaVTq RAAL Y
51 THEHINS
=24y 2t
ARAHH)ELFELE)
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eventAdmin 20044 UPDATE_AM TOKEN Update Token Administrator “{0}”
_OFFLINE_EMERGENCY Offline attempted to update
_ACCESS_INFO Emergency offline emergency
Access Info acess info for token
(=2 > %7 “{4})” managed in
S5 v T.~<—  security domain “{5}”
vrvy—7 (EHEO P
7 e At K2 UTA R
B “{sym TEESNS
=24y OF
794 v —T
Y= T 7k AR
EEHLEI)LLE
L72)
eventAdmin 20045 AM_LINK TOKEN PRINCIPAL Link Token with  Administrator “{0}”
Principal ( +—  attempted to link token

e vy “{4})” managed in

)V ) security domain “{5}”
with principal “{8}”
stored in identity
source “{10}”
managed in security
domain “{9}” ({&HL
B0V A, k¥ a
V74 FX AV
“(5) THEBELEIND
=2 4y %
TATYTATA
V= {10y 12T
SN, X2y T 4
K2 A ¥ <9y T&
Mg 7)o
ey e L
IoELFELA)
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eventAdmin 20046 AM_UNLINK TOKEN Unlink Token Administrator “{0}”
_PRINCIPAL with Principal attempted to unlink
(=2 &7 token “{4}” managed
1) 3738V 1) in security domain
v 7R “{5}” with principal
“{8}” stored in
identity source “{10}”
managed in security
domain “{9}” (&H
HOy A, kX a
V714 FAAL >
“5p TEMEINS
7R T S N
TATYT AT 4
V= A {10} IR
F3n, ¥y
TA4 NAA 2“9y
TEHEINL T ¥
DEAVIAE IS >R
YUMBRLE) EL
FL7)

eventAdmin 20047 AUTHMGR_TOKEN STAT Search Token Administrator “{0}”
_SEARCH Statistics attempted to search for
(F—27 »#:EF  token statistics
D) managed in security
domain “{5}” with
principal “{8}” stored
in identity source
“{10}” managed in
security domain “{9}”
(B <0y 25, T
ATV TATA V—
A “L10}7 IZPRAE S
. X274 F
XA 29y THEEL
SNAH T N
“U8Y DWW,
Fa)74 FAAL Y
5y CTEHINS
k=27 YRR <4}
EMELE)ELE
L72)
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eventAdmin 20048 AUTHMGR_OFFLINE Create Offline Administrator “{0}”
_AUTHN _POLICY_CREATE Authentication attempted to create

eventAdmin 20049 AUTHMGR_OFFLINE AUTHN

_POLICY_DELETE

eventAdmin 20050 AUTHMGR_OFFLINE AUTHN

_POLICY_READ

Policy (477
A Y RBFEEAR Y
= DR

Delete Offline
Authentication
Policy (+ 77
AV RGERY)
¥ —DHIK)

Read Offline
Authentication
Policy (4774
VRBRERY T —
DFAILY )

offline authentication
policy “{4}” managed
in security domain
“{5y7 (EHHE <{0}”
/AN o e R B
FXA ¥ {s5p T
HENsF 7714~
RRREAR ) ¥ — {4}
ERL L) ELE
L72)

Administrator “{0}”
attempted to delete
offline authentication
policy “{4}” managed
in security domain
51 (BHE <{0}”
/AN i o R
FX A 2«51 TH
HINs+ 754>
FRRER Y ¥ — «(4})”
ZHIBRL XD &L
L72)

Administrator “{0}”
attempted to read
offline authentication
policy “{4}” managed
in security domain
“{5y7 (EEFE {0}
/RN e o S A
FAA {5y TH
HMEINLF 7514~
AL ) ¥ — (4}
TARAS ) L LFE
L7)
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HFdy- o 7

eventAdmin 20051 AUTHMGR_OFFLINE AUTHN Update Offline Administrator “{0}”
_POLICY_UPDATE Authentication attempted to update

eventAdmin 20052

eventAdmin 20053

AUTHMGR _TOKEN_POLICY

_CREATE

AUTHMGR _TOKEN_POLICY

_UPDATE

Policy (477
A Y RBFEEAR Y
> —DHH)

Create Token

Policy (F—72
YR T—=D
TER)

Update Token
Policy (h—2

YR T—=D
)

offline authentication
policy “{4}” managed
in security domain
“{5y (EELE “{0}>
B EFL)FA K
XA voqsy THEH
ENBAT7T74 V7
AR Y= 4y &
E?Li%ktit
7z

Administrator “{0}”
attempted to create
token policy “{4}”
managed in security
domain “{5}” ({&HL
FHL0y D, kR
74 KX A4 »
5y CTEHIND
=22 R
=4y BERL
XokLFELA)

Administrator “{0}”
attempted to update
token policy “{4}”
managed in security
domain “{5}” (2
HLoy DN, kR
74 KX A4 ¥
5y TEHIND
=22 R
4y BEATL
XoELFELR)
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eventAdmin 20054 AUTHMGR_TOKEN_POLICY Delete Token Administrator “{0}”
_DELETE Policy (h—7%  attempted to delete
VRS —D token policy “{4}”
B Ke) managed in security
domain “{5}” (i&H!
EIR T/ AN s g
V74 FALY
{5y THEISND
b—=2 2R
U4y ZHIBR L
FHoELFLA)
eventAdmin 20055 AUTHMGR_TOKEN_POLICY Read Token Administrator “{0}”
_READ Policy (b—72 attempted to read token
VRS —D policy “{4}” managed
LY ) in security domain
“{5y (EHEHE “{0}>
B bF L) FA K
XA sy THEHE
SNbH =272 K
T {4y xR EE AL
Ay ELELR)
eventAdmin 20056 INSUFFICIENT PRIVILEGE Insufficient Administrator “{0}”

Privilege (HE[R
DAR)

attempted an action
having insufficient
privileges. (EHIE
“{0}” A3 4y MERR
DENWT 7 varz
AATLE L7zo)
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eventAdmin 20057 AUTHMGR_AGENT_GROUP Link or Unlink Administrator “{0}”
_LINK_UNLINK Agent with Group attempted to link agent
(z—Y = “{4)” managed in
& 7 ) — 7% 1) security domain “{5}”
v 7 F721%Y) » with group “{8}” stored
7 ) in identity source
“{10}” managed in
security domain “{9}”
(EEH “(0) %, &
Fa)7r14 KX A
51 CTEHINS
I—T ¥ b4y
L TATYT4
T A V= A “101 12
RSN, ¥
TA FAA 2«9y
TEHEHING 7V —
VART ISR IS/
IotLFEFLA)
eventAdmin 20058 AUTHMGR_AGENT_GROUP Link Agent with Administrator “{0}”
_LINK Group (T—3 =z attempted to link agent
Y hEru—7 “{4}” managed in
1)U 7) security domain “{5}”

with group “{8}” stored
in identity source
“{10}” managed in
security domain “{9}”
(EHH 0y H%, &
Fa)74 ALY
“51 CTEHEINS
I—Tx b4y
. TATYTA

F A V= A 10y 12
RSN, ¥
T4 FAL Y9y
TEHEMEIND 7 IIV—
VARSI IS/
XoeLFELR)
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eventAdmin 20059 AUTHMGR_AGENT_GROUP UnLink Agent
_UNLINK with Group
(m—Y x> b
ETNV=T %
¥ U ERER)

eventAdmin 20060 AUTHMGR AGENT DISABLE Disable Agent
(==Y bh
DIEZNAL)

Administrator “{0}”
attempted to unlink
agent “{4}” managed
in security domain
“{5}” with group
“{8}” stored in
identity source “{10}”
managed in security
domain “{9}” (&2
H0y A, ¥
V74 KX A4 ¥
<51 THHELEND
I—Y x4y
. TATYTA

T A V=X “{10}”
WZBRfF S, ¥ a
V74 KX A4 ¥
“9y TEHEIND
T —T 8y k)
YUMERL L) EL
FL7)

Administrator “{0}”
attempted to disable
agent “{4}” managed
in security domain
“{517 (EHE <{0)”
. k¥ T4 K
XA 25y THEEL
Ehbrz—Yxr b
“{4y” ZHEEILL &
FrLFELR)
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eventAdmin 20061 AUTHMGR _NODE SECRET Agent Node Administrator “{0}”
_EXPORTED Secret Export attempted to export
(m—Y x> b node secret file for
J—FK—7 agent “{4}” managed
L v N1z % Insecurity domain
H— 1) “{(5)° (EELE {0}
VAN )R D
AA VST ED
FHIN WL —
Vv b4y o
J—=F¥=27Lv}
T7ANELT A
K—-hrLEOELZ
L72)
eventAdmin 20062 AUTHMGR_AGENT MOVED Move Agent Administrator “{0}”
(=—Yx b  attempted to move
DILE) agent “{4}” managed
in security domain
“{517 (EHE <{0)”
AN A
A A sy TEHEHE
SNbHT—T b
Uy EBHL LY
ELFLR)
eventAdmin 20063 AUTHMGR_AGENT_CLEAR Clear Agent Node Administrator “{0}”
NODESECRET Secret (;1‘_ — attempted to clear node

1y b/ — K secret foragent “{4}”

s — 71 v ko managed in security

7)) 7) domain “{5}” (FHH
“LOy A5, F a2
TA RAAL 5y
WL DEHI T
HI—T v b
4y o/ —F =
JLVyberITL
EoL&LFELA)
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eventAdmin 20064 AUTHMGR_APS LOOKUP Lookup Agent Administrator “{0}”
Protocol Server  attempted to lookup
(.—Y x> b AgentProtocol Server
VAR N DY “{4}” managed in
H— N » security domain “{5}”
7 7) (EHE “{0) A5, &
Fa)74 FAAL Y
5y CTHEHINS
I—Yxrh7akb
)V A= N4y %
Vo2 T7yTLED
ELELR)
eventAdmin 20065 AUTHMGR_APS GENERATE Generate Agent  Administrator “{0}”
_CONFIG Protocol Server  attempted to generate
Config (L— Agent Protocol Server
Yz vk 7ul Config {4} (FHH
)V A 47 (1) M/ S
DHRL) M7k an -
INHERL “{4y” & AR
LEHELFELR)
eventAdmin 20066 AUTHMGR_APS CREATE Create Agent Administrator “{0}”

Protocol Server attempted to create
(—3Y x>  AgentProtocol Server
0 ka2 H— “{4}” managed in
INOVERR) security domain
“{5y (EHE <{0y”
W EF) T4
KX A v 5y TE
HMIhprr—T v
MO bhan y—
IN LAy ERCL &
yELFELR)
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eventAdmin 20067 AUTHMGR_APS DELETE Delete Agent Administrator “{0}”
Protocol Server  attempted to delete
(—3Y x> M AgentProtocol Server
0 ka2 H— “{4}” managed in
SO security domain “{5}”
CEHF “{0} 2%,
X7 g FAA
sy TEEE R
HIL—Yxrh7H
= AR V3
ZHIRL LS & LZ
L72)
eventAdmin 20068 AUTHMGR_APS UPDATE Update Agent Administrator “{0}”
Protocol Server  attempted to update
(=—3Y x>  AgentProtocol Server
70 b o)L H— “{4}” managed in
INOEH) security domain “{5}”
(BFHE “{0}” 5,
X274 FXA
vesy THEEEN
AV IV N |
[ AR
rHEHFLEOELE
L72)
eventAdmin 20069 AUTHMGR APS LOOKUP BY Lookup Agent Administrator “{0}”
_IP Protocol Server attempted to lookup

by IP (IP 12X  Agent Protocol Server
5T —3 1 b bylIP“{4}” managed

Z7’a ka)j in security domain
Fenpy y 57 EEE <0}
7w T) A, kFxFa)F a4 F

XA sy THEHE
ENnprrz—T b
70 b2 H—N%
P 2L by
77T LEYEL
FL7)
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eventAdmin 20070 AUTHMGR_APS LIST Create Agent Administrator “{0}”
_CREATE Protocol Server  attempted to create
List (=—3 =  Agent Protocol Server
vk 7a paj list“{4}” managed in
H— N 1) 2 by security domain “{5}”
VERR) (EHH “(0) 25, &
Fa)74 FAAL Y
5y CTHEHINS
I—Yxr k7L
a) =y A b
a4 2 ER L L9
LLELT)
eventAdmin 20071 AUTHMGR_APS LIST Delete Agent Administrator “{0}”
_DELETE Protocol Server  attempted to delete
List (=—2 < Agent Protocol Server
v b 7ua b o) List“{4}” managed in
H— 3 1) 2 by security domain “{5}”
i) (BEHE {0} 2%, &
Fa)714 FAAL Y
5y CEHEIND
I—Yxr bk 7ub
a)v =y A b
“Av EHlBL L
ELFELR)
eventAdmin 20072 AUTHMGR_APS LIST Update Agent Administrator “{0}”
_UPDATE Protocol Server  attempted to update
List (=—2 < Agent Protocol Server
v h7ua b o) List“{4}” managed in
H— 3 1) 2 by security domain “{5}”
) (EFHEE <{0}” 2, X
Fa)714 FAAL Y
5y CEHEIND
I—Jxy b 7ab
) —IN1) A b
A EEHL L
ELFELR)
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eventAdmin 20073 AUTHMGR_APS LIST Lookup Agent Administrator “{0}”
_LOOKUP Protocol Server  attempted to lookup
List (=— =  Agent Protocol Server
v} 71  aj  List“{4}” managed in
HF— N1 Z D security domain
Vo s Ty ) SIS G (o)
/AN o e R B
F A A v 5y T
Itz -z
M 7a b an -
N A Ay &
Vo 2Ty 7TLED
ELFELR)
eventAdmin 20074 AUTHMGR HOST CREATE Create Host Administrator “{0}”

(R A FDOYERK) attempted to create
host “{4}” managed in
security domain “{5}”
(EHE “{0y" 75, &
Fa)ra NXAL 2
“5p CTEHEIND
RA N <4y BAERL
LEHELFELR)

eventAdmin 20075 AUTHMGR _HOST DELETE Delete Host Administrator “{0}”
(R A+ DHIFE) attempted to delete

host “{4}” managed in
security domain “{5}”
(EHE “{0p A5, &
Fa)74 FAAL Y
5y THEHINS
RA L {4y ZHIER
LioeLELA)

eventAdmin 20076 AUTHMGR_HOST UPDATE Update Host Administrator “{0}”
(FA FOEH) attempted to update

host “{4}” managed in
security domain “{5}”
(EBF “{0}” A%, &
Fa)714 FAL Y
5y CTEHINS
ARA DN {4y HHr
LEHELFELR)
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3
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eventAdmin 20077 AUTHMGR _HOST LOOKUP Lookup Host Administrator “{0}”

(ARA bD)y  attempted to lookup

77y 7) host “{4}” managed in
security domain “{5}”
(EHE “{0p A5, &
Fa)714 FAAL Y
“{5)7 THELIND
RAN 4y %)Ly
s7vITLESIEL
FL)

eventAdmin 20078 AUTHMGR _HOST LOOKUP Update Host By ~ Administrator “{0}”
_BY_IP IP (IP 12X %7k attempted to lookup

A N OFEH) host by IP “{4}”
managed in security

domain “{5}” (&2
H OV S, ¥ o
V74 FX AV

5y CTEHIND
RANEIP {4} 12
Yy o7y 7L
IoELFELA)

eventAdmin 20079 AUTHMGR_HOST LOOKUP Update Host By ~ Administrator “{0}”
_BY IPPROXY IP Proxy (IP 7/ attempted to lookup

0% |2k %7 hostby IP proxy “{4}”

Z N OFEH) managed in security
domain “{5}” (i&H!
FHL0y A, R
V74 FXAAL Y
5y TEHINS
FAMNZIP 7HFY
Uz E Yy o
Tyv7TLEH)ELE
L72)
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1RV b
nFIY—

ﬁll

BA

Xyt—o

eventAdmin

eventAdmin

eventAdmin

eventAdmin

20080

20081

20082

20083

AUTHMGR_HOST FIND
_INSENSITIVE

AUTHMGR FILE CREATE

AUTHMGR FILE READ

AUTHMGR _FILE DELETE

Find Host Case

Insensitive (K

LT /NL T %
XH) L 722k A
~ D)

Create File Data
(774 7—
7 OVERL)

Read File Data
(774N 77—
¥ DA )

Delete File Data
(774N F—
5 OHIFE)

Administrator “{0}”
attempted to find host
case insensitive “{4}”
managed in security
domain “{5}” (i&H!
EIR T/ AN s g
V74 KX A4 ¥
{5y THEEND
BRA D {4y KL
T NLFHIX A
TNy s Ty 7L
JELFLA)

Administrator “{0}”
attempted to create file
“{4}” managed in
security domain “{5}”
(EHE “{0y" 75
Fa)ra4 FAA Y
5y CTEHIND
77 AV {4y BAE
ﬁ‘Z)L FoELFEL

7z

Administrator “{0}”
attempted to read file
“{4}” managed in
security domain “{5}”
(BB (0} %, &
FalT 4 FALY
“{5) THHEIND
T 7 AN 4y B
AHAHH ELFE L)

Administrator “{0}”
attempted to delete file
“{4}” managed in
security domain “{5}”
(EBELH (0} 2%, &
Fa)T74 FALY
5y CTEHINS
77 A {4y 2|
BELEO&LFELR)
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~N: S s = >3
4_<h 72avIb 7793y - sHER Xyt—2
PR DRS
eventAdmin 20084 AUTHMGR_FILE UPDATE Update File Data ~ Administrator “{0}”
(774 )V 5— attempted to update file
5 OFEH) “{4}” managed in

security domain “{5}”
(BEE <0} 2%, &
Fa)74 FAAL Y
“{5) THEHELEING
T AN 4y BHE
mLEO ELFELR)

eventAdmin 20085 AUTHMGR _REALM_ADD Create Realm Administrator “{0}”

(L VA OVER)  attempted to create
realm “{4}” managed
in security domain

“5)7 (B <{0)”
B, X2y r 4 F
XA sy THEH
ENDB LIV L “(4)”

ERL L) &L F

L72)
eventAdmin 20086 AUTHMGR OFFLINE ADMIN Offline Admin Administrator “{0}”
_POLICY_ACTION Policy Action attempted to

(794 %  manipulate admin

HERY L — 7 policy “{4}” managed

Tav) in security domain
“{5y (FEE {0}
B, X2y T g F
A A sy TEH
SNHEHKR
T— A4y B RIEL
IorLFLA)
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HF3dl-— Bt v

eventAdmin 20087 AUTH_NODE_SECRET FILE Download Administrator “{0}”
_DOWNLOADED Agent Node attempted to download

eventAdmin 20088 AUTHMGR_SERVER CONFIG

_DOWNLOAD

eventAdmin 20089 EXPORT SOFT TOKEN

Secret File
(=—v x>}
J—=F =7
Ly b 774
N2PE Ayavg
o— K)

Download Agent
Protocol Server
Config (L—
D=V |
by =
o5y~
o— F)

Export Soft
Token (¥ 7 Tk
N2z y
AR~ })

node secret file for
agent “{4}” managed
in security domain
“{5y7 (CEHE “{0p”
ANEE - JE A
AA VST ED
FEHIN WD T —
Vv b4y o
J—=F¥=27Lv}
T7ANEY T
O—FLEHELE
L72)

Administrator “{0}”
attempted to download
Agent Protocol Server
Config “{4}” (FH¥H
LoV HBL—Txr

M 7ok an -
INHERE, {4} & B
vu—FL&HEL
F L)

Administrator “{0}”
attempted to export soft
token “{4}” managed in
security domain “{5}”
(EEH “{0) %, t
Fa)Tq NAALY
5y CEHEINL Y
T =74y
L7 AKR—PMLXK
SLLFELR)
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< ~ 74 < -~ — - “ —_—
H31 - JvavIib 77varv#* sHER xXyt—o
eventAdmin 20090 AUTHMGR_SD PREDELETE Validate Predelete Administrator “{0}”
_VALIDATION (HurgI o attempted to validate
FaEE) predeleted security
domain properties (&
PE <0y D3, AT
Hifgs 7zt Fx )
714 ALY 71
INT A RRREEL &9
ELELR)
eventAdmin 20091 AUTHMGR REALM Delete Token Administrator “{0}”
_PREDELETE TOKEN ATTR attributes from attempted to delete
_DELETE Security Domain  token attributes “{4}”
(% 2151  managed in security
KA A4 250 domain“{5}” (G
M=o VEHD FH 0y A, ¥ a
HIER) VT4 FAL Y
5y TEHHINS
N—2 VIETE <4}
ZHIBRL L) &L Z
L72)
eventAdmin 20092 AUTHMGR REALM Delete Token Administrator “{0}”
_PREDELETE TOKEN from Security attempted to delete
_DELETE Domain (&% = token “{4}” managed
)5 4 KX A insecurity domain
B b=z {5y (EEE {0}
DHIER) AN G SR A G
XA 25y THEEL
Shabh—s v
4y REIBEL L9
ELELR)
eventAdmin 20093 AUTHMGR _REALM Delete Host from  Administrator “{0}”

_PREDELETE HOST DELETE Security Domain attempted to delete

(%2154  host “{4}” managed in

KX A he e security domain “{5}”

KA OHIE)  CEEE <0y 2% &
Fa)7a4 FAA Y
5y CTEHIND
AA b {4y 2 HIER
LEHELFLR)
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IX2b  phvavp 7ovay %- 3569 Xy—Y
b= DR
eventAdmin 20094 AUTHMGR_REALM Delete Agent Administrator “{0}”
_PREDELETE_AGENT from Security attempted to delete
_DELETE Domain (&% 2 agent “{4}” managed
)5 ¢ KX A insecurity domain
PEOI—Tx 5} (EHE (0}
> N OHIE) AN A
A A 25y CEHL
SnprT—J b
“Av rHlBRL L
ELFELR)
eventAdmin 20095 CTKIP_GENERATE KEY Generate CTKIP ~ Administrator “{0}”
Key (CTKIP attempted to generate
X —DHERK) CTKIP key for CTKIP
data “{4}” managed in
security domain “{5}”
(EBF “{0}” A%, &
Fa)714 FAAL Y
“5p CEHEIND
CTKIP 7 — % “{4}”
O CTKIP F — % A1
L&o&LFELR)
eventAdmin 20096 AM REPORT GENERATE Principal Never  Attempting to generate
_PRINCIPAL NEVER LOGGED Logged In Report a report for principals
_IN (—EHa 4  whohave never logged
v LCTWw7Z w7 in using their tokens
Vrivolr (b—=2 L
A= b) T—EbT AL
TWZRrWwW7) i
VDL A= b &AL
LEy&LTng
1)
eventAdmin 20097 AM_REPORT SECDOMAIN Lookup Security  Looking up a security
_LOOKUP Domain for domain for reporting
Reporting (L (LAR=FHIZE
R—MHOt Fa)7a4 FAAL Y
274 FX ZVw s T v 7TLT
fvony s WET)
7V 7)
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H5T1 = 77 Ty7oav ¥— EitER Xyt—v
eventAdmin 20098 AM_REPORT _IDENTITY Lookup Identity =~ Looking up an identity
_LOOKUP Source for source for reporting

Reporting (L (LR—=PMHIZTA
R— I HOTA T 7474 =R
TYTATA V7T v T LT
V—=ADNy s WET)
7 T)

eventAdmin 20099 SD OAPOL_ASSOC Apply Offline Applying an offline
Authentication authentication policy to
Policy to Security a security domain (7

eventAdmin 20100

eventAdmin 20101

eventAdmin 20102

SD_OAPOL_DISASSOC

SD_TKNPOL_ASSOC

SD TKNPOL DISASSOC

Domain (47 5
A VREFER)
v—mtFa)
T4 FAAL I
)

Apply Realm
Default Offline
Authentication
Policy to Security
Domain (L )V 4
DT T+ N F
7 IA VRBAER
Ny —%+tFa
V74 RAAL Y
\Za# )

Apply Token
Policy to Security
Domain (kN —72
ARV %L
Fa)7ra4 FX
A )
Apply Realm
Default Token
Policy to Security
Domain (L)L A
DT 7+ b
F—=2 K
Dk =)
T4 FXA I
)

754 VEREERY
V—%tFa2) T4
FX A IZ#EHLT
WwWEg)

Applying the realm
default offline
authentication policy to
a security domain (1
WLDT T x ) b F
774 YRFER)
V—%tXxa) T4
FAA IZ#HALT
wE)

Applying a token
policy to a security
domain (h—2 ¥ K
Vo —%tFa
TA FAALVIZHEH
LTwIEd)

Applying the realm
default token policy to
a security domain (L
WEDT T F ) b
=2 R)Y—%
t¥a2) 71 FXA
YISEA LT E
3)
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N2 AN s - s
4_<h 9vavIb P73y ®—- FEA Xyt—o
AF3aV -
eventAdmin 20103 AM_TOKEN GENERATE Generate Administrator “{0}”

_ONLINE _EA Emergency attempted to generate

eventAdmin 20104 AUTHMGR_APS

_SYNCHRONIZATION

Access Code (T
SV VAV
TR Aa—F
D)

Agent Protocol
Server
Synchronization
(==Y b
7kl -
INOEH)

an emergency access
code for principal
“{4}” stored in identity
source “{6}” managed
in security domain
“{5y (EELHE “{0}>
BTATYTA
TA =R 6} I
RfEE, ¥
TA FAA 5y
TEHEHINDL T~
TNV 4y DL
R—=T =77
LA a—-FEERL
LokLELR)

Administrator “{0}”
attempted to
synchronize agent
protocol servers (& Hf
Hoy BN —T
YFZJubay

= NZEHL LD
ELFELR)
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eventAdmin 20105 LINK_UNLINK TOKEN Link or Unlink Administrator “{0}”
_PRINCIPAL Token and attempted to link or

eventAdmin 20106

eventAdmin 20107

MIGRATION_INSUFFICIENT
_PRIVILEGE

AUTHMGR_CREATE_GROUP
_RESTRICTED_ACCESS
_HOURS

Principal ( ks —72
7)) uoN
VEY VT FET:
) 27 ERR)

Migration
Inusfficient
Privilege (FAT
HEBRDAJE)

Create Time
Restricted Access
Hours (77 t
A g R
YERL)

unlink token “{4}”
managed in security
domain “{5}” with
principal “{8}” stored
in identity source
“{10}” managed in
security domain “{9}”
(EHE <0y 25, *
Fa)T 4 NAL Y
5y CEHEIND
b= Y4y &
TAT YT A4 T4
V= A L1017 IARAR
S, ¥ Tg
RAA oy TF
b7 »ron
gy 2 o %
7213 2B L &
y&LFELR)

Administrator “{0}”
does not have
sufficient privileges to
perform migration (%
P {017 12, BT
TETT Btk
Rare ) TEA)

Administrator “{0}”
attempted to create
Time Restricted Access
Hours “{4}” managed
in security domain
“{5y (EELHE “{0}”
ANEE AR
A A 25y TEH
SNBT U AR
HIBR {4y ZAERL L
IoELFLA)
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eventAdmin 20108 AUTHMGR _UPDATE GROUP  Update Time Administrator “{0}”
_RESTRICTED_ACCESS Restricted Access attempted to update
_HOURS Hours (EEfH#]  Time Restricted Access
FR7 7 + 2 kR Hours “{4}” managed
DOFEH) in security domain
“{sy7 (EHLE <{0}”
BLoeFaTA K
XA v sy THEL
SN DI T 2
L AR {4} 2
FLLHIELFEL)
eventAdmin 20109 AUTHMGR _READ GROUP Read Time Administrator “{0}”
_RESTRICTED_ACCESS Restricted Access attempted to read Time
_HOURS Hours (7 27+t  Restricted Access
A IR E  Hours “{4}” managed
HRELY) in security domain
“{53 CEEE “{0)”
B kF L) FA K
XA o5y THEHE
SNAHT 7t AKEH
HIBR {41 % FEAEL
HH)ELFELR)
eventAdmin 20110 TRUSTED USER GROUP Create Trusted Administrator “{0}”
_CREATE User Group (I  attempted to create

FAT v KN a2—
HF— TN —7D
TERL)

Trusted User Group
“{4}” stored in identity
source “{6}” managed
in security domain
“{537 (EHE {0}
B TAT YA
TA V=R “U6” 1T
fEsh, ¥
TA FAXA 5y
TEHING, M7
ATy K==
V=T 14y VR
L&o&LFELR)
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eventAdmin 20111

eventAdmin 20112

eventAdmin 20113

TRUSTED_USER_GROUP
_UPDATE

TRUSTED USER_GROUP
_DELETE

TRUSTED_USER_GROUP
_READ

Update Trusted

User Group ( F

TFAT Y K 2—
Y= TNV —70
SEHT)

Delete Trusted
User Group ( F
FAT Y N —
W= TN—=TD
HilE)

Lookup a Trusted
User Group ( b
TAT Y K -
P— TN —=T0D
Wy 7T v T)

Administrator “{0}”
attempted to update
Trusted User Group
“{4}” stored in identity
source “{6}” managed
in security domain
“{5y7 (EHE <{0}”
B TAT YA
TA = AE6) 12
s, %2
TA KX A 5y
TEHEHINDL, MT
ATy Fa—%—7
V— T {4y w EH
LEoELFLA)

Administrator “{0}”
attempted to delete
Trusted User Group
“{4}” stored in identity
source “{6}” managed
in security domain
“{5) (EEE <{0}”
B TATYTA
T4 V= A6 12
RSN, X2y
TA NAA L5
TEMINL, M7
ATy K a—=%—=7
V— T 4y wHlbE
LE&oELFELA)

Administrator looked
up a trusted user group
(BEHHED. bTA
Ty Na2—H%—-7
VW—=THENY 7T
TLELR)
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N 5 o 5 - .5
'f_/..h 72vavID P7vav - B xXyt—o
HFdy-
eventAdmin 20114 TRUSTED _USER_GROUP Link a Trusted  Administrator “{0}”

_REMOTE_PRINCIPAL LINK

User Group to a
Trusted User
(FFAF v F
R
W—"T% T A
TR I
W=y v )

attempted to link
trusted user “{4}”
stored in identity source
“{6}” managed in
security domain “{5}”
with trusted user group
“{8}” stored in identity
source “{10}” managed
in security domain
“{9y” (EHLE <{0}”
B TAF T
TA = AE6)” 12
RfESN, X2
TA KX A 2«5y
TEHEHINDL, MT
AT K-
P4y, T
TITATA V=R
10V ITPRAE S 1y
t¥Fa) T FAA
oy TS R
b, NFATYF
== TN—=7
“/yLy L&
JELELR)
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IX2b  phvavp 7ovay - 569 Xyt—y
HFdy-
eventAdmin 20115 TRUSTED _USER_GROUP Unlink a Trusted  Administrator “{0}”
_AGENT _UNLINK User Group to an  attempted to unlink
Agent (MZ A agent“{4}” managed
5w Fa—4— insecurity domain
7—F¥ r— {5} with trusted user

eventAdmin 20116

TRUSTED_USER_GROUP
_PROFILE_LINK_UNLINK

E ORI
7 R

Link a Trusted
User Group to a
Profile (M Z A
TR a2
W= ="
x7a 774l
2> 7)

group “{8}” stored in
identity source “{10}”
managed in security
domain “{9}” (i&H!
H0y A, ¥
V74 KX A4 ¥
<51 THHELEND
I—Tx v b4y
. TATYTA
T A V=X “{10}”
WZBRfF S, ¥ a
V74 KX A4 ¥
Oy CEHIND,
FNIAT Y N a—
W= T — 7“8}y
LU UBBRLED
ELFLR)

Administrator linked a
trusted user group to a
profile (& HLHE 2%,
NI ATy K-
Y= I NV—7% 70
TTrANII) Y7L
L)
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eventAdmin 20117 REMOTE PRINCIPAL CREATE Create Trusted Administrator “{0}”

User (M7 & attempted to create

5w F 2—+4F— trusted user “{4}” for

DOIERR) trusted realm “{11}”
managed in local
security domain
“{5y (EHHE <{0}”
/AN 7D s
Fa)ra4 RAA
Y5y TEELS
5. bI AT F
LIV {11y D b
FAT Y N I—
W= a4y AR L
IHeLFELR)

eventAdmin 20118 REMOTE_PRINCIPAL UPDATE Update Trusted Administrator “{0}”

User (M7 2 attempted to update

5w F 2—+4F— trusted user “{4}” for

DEH) trusted realm “{11}”
managed in local
security domain
5y (EHHE {0}
/AN 7D s
Fa)ra4 FAA
Y5y TEELS
5. bI AT F
LIV A {11}y @ b
FAT v K a—
W— )y L
FHeLFELR)
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eventAdmin 20119

eventAdmin 20120

REMOTE PRINCIPAL DELETE

REMOTE PRINCIPAL READ

Delete Trusted
User (M5 A
7w Fa—%—-
DHIER)

Look up Trusted
User (M7 &
7 v K-
=Ny 7
7w T)

Administrator “{0}”
attempted to delete
trusted user “{4}” for
trusted realm “{11}”
managed in local
security domain
“{5y (EHHE <{0}”
AN
Falr a4 FAA
Y (syn THEELS 1L
5. bI AT F
LIV A <11y o b
FAT Y N I—
P— 4y ZHIB L
IHeLFELR)

Administrator “{0}”
attempted to look up
trusted user “{4}” for
trusted realm “{11}”
managed in local
security domain “{5}”
(BB «{0}” 25,
O—#)tFa)
TA FAA 5y
TEHEHIND, 7
AT K LIVA
YNy oObI ATy
Foz—— 4y &
Vo o277 LED
ELFELR)
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eventAdmin 20121 AM_TIME_RESTRICTED Add Time Administrator “{0}”
_ACCESS_ADD Restricted Access added Time Restricted
toa Group (27  Access to Group “{4}”
WV —FI27 7+ stored in identity
A B [ 1) PR % source “{6}” managed
BENID) in security domain
“{5y (EELE “{0}>
B TATF T
TA =R 6} I
RSN, ¥
TA FAA 5y
TEHEHINDL 7V —
T LA NIT T A
e R R 2 B0 L &
L72)
eventAdmin 20122 AM_TIME RESTRICTED Update Time Administrator “{0}”
_ACCESS UPDATE Restricted Access updated Time
for a Group (277  Restricted Access for
V—TF07 7+ Group “{4}” stored in
A R IR identity source “{6}”
XD managed in security

domain “{5}” ({&HL
H YA TAT
YFATA V=R
L6V IZPRAF S M
X274 FAA
v sy TR
BTN —T “(4y D
7 7 AW IR &
WHHLE L)
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eventAdmin 20123 AM_TIME_RESTRICTED Delete Time Administrator “{0}”
_ACCESS_DELETE Restricted Access deleted Time
from a Group Restricted Access from
(7 Vv—756  Group “{4}” stored in
7 7 & AE:R#]  identity source “{6}”
PR 2 HIl k%) managed in security
domain “{5}” (&H
F Oy TAT
STATA V=R
L6} ITIRAE S
t¥a) 714 XA
Vs TEELE N
B T N— T {4} H
57 7 AR ] R
ZHIBRL E L72)
eventAdmin 20124 AUTHMGR_TOKENTYPES Manage Administrator “{0}”
_MANAGEMENT TokenType and  attempted to manage
SoftTokenDevic TokenType and
eType (I —2  SoftTokenDeviceType
v ¥ ATy {4} managed in
7+ h—2z 3  seccurity domain “{5}”
FONA A H A (EHE <0y 25,
7 DT Fa)Tq RAALY
sy THELEND
b= FA4TEY
b b=2 TS
2 G A T A4y B
HLEH)ELFEL)
eventAdmin 20125 AUTHMGR Manage Administrator “{0}”
_SELFSERVICETOKEN SelfServiceToken attempted to manage
~MANAGEMENT (V7 H—1¥E  SelfServiceToken
A h=rrvo  (EHE 0D
) V7 =R b—
s rEREHLL) L
LELR)
eventAdmin 20126 REMOTE_PRINCIPAL ATTR Create a Trusted ~ Administrator created a
_VALUE_CREATE User Attribute trusted user Attribute

(b 27y F  (FHEENR FTR
a—F—Eko T F 1P Rk
TERR) ERLE L)
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eventAdmin 20127 REMOTE_PRINCIPAL ATTR Update a Trusted ~Administrator updated
_VALUE UPDATE User Attribute a trusted User Attribute
(h A7y K (EHER, FTA
R S
) EHLILAL)
eventAdmin 20128 REMOTE PRINCIPAL ATTR Delete a Trusted ~ Administrator deleted a
_VALUE DELETE User Attribute trusted user Attribute
(h A7y K (EHER, FTA
2RO TR F—E
EUES) ZHIFRL £ L72)
eventAdmin 20129 REMOTE PRINCIPAL ATTR Look up a Trusted Administrator looked
_VALUE READ User Attribute up a trusted user
(b7 27 v F  Attribute (FHLHAS,
I—¥—gho +FIF7A7v K-
Wy 2Ty T) ey o
Ty 7TLELR)
eventAdmin 20130 DISABLE EMERGENCY Disabled Administrator “{0}”

_ACCESS

emergency access
(m<—TY v
V=TI AD
#ER)AL)

disabled emergency
access for the token
“{4}” managed in
security domain “{5}”
that belongs to the
principal “{8}” stored
in identity source
“{10}” and managed in
security domain “{9}”.
(EHA {0y 25, T
AT TAT4 V=
A 1007 IARAF &
., tfx2y74 F
XA g9y THEEH
SNBT) v
“UBITICHID B TH
n7z, x4
FXA 25y TF
HINs b=
“Uryor~v—3T =z
Y= TR AR
;L E L7z,)
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eventAdmin 20131

ENABLED EA FIXED
_TOKENCODE

Token marked as
lost. Enabled
emergency access
fixed token code.
(b=2 V%%
b<—2r, T
X—T vy —
T AR E
by a—F
PHEMES N E
L720)

Administrator “{0}”
marked token “{4}”
managed in security
domain “{5}” that
belongs to the principal
“{8}” stored in identity
source “{10}” and
managed in security
domain “{9}” as lost.
(EBLH {0} A5, 7
AT TAT4 V=
A L1037 \ZBRAF S
., ¥V s54 F
XA g9y THEEH
ENDHT) YN
“BIICEIN B TS
niz, t¥xa s
RAA 5y TF
HENDL h—27 v
Ay EHRE Y-
7 LZFE L) TV—
V=TI A
FE =2 a—F
PERLINE L
720

120

2: RSA Authentication Manager DA77 X v £—<



RSA Authentication Manager 8.0 h5 7NV 2 —F 427 HAF

P2
nFIY—
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BA

Xyt—o

eventAdmin 20132 ENABLED EA ONE TIME
_TOKENCODE

Token marked as
lost. Enabled
emergency access
one time token
code. (h—2 >
ke ~—
7o ILX—T
=T 7R
TrE AL b=
7 v a—-FOHF
ko)

Administrator “{0}”
marked token “{4}”
managed in security
domain “{5}” that
belongs to the principal
“{8}” stored in identity
source “{10}” and
managed in security
domain “{9}” as lost.
(EBLH {0} A5, 7
AT TAT4 V=
A L1037 \ZBRAF S
., ¥V s54 F
XA g9y THEEH
ENDHT) YN
“BIICEIN B TS
niz, t¥xa s
RAA 5y TF
HEnsh—7o >
Ay EHRE Y-
7 LEL7)
Enabled emergency
access one time token
code. (L~v—3 =
=TIk A T
FAL =2
a— FOHERL.)
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b= DR
eventAdmin 20133 UPDATE_EA FIXED Updated Administrator “{0}”
_TOKENCODE emergency access updated emergency

fixed token code. access fixed token code

(m<—y =z forthe token “{4}”

¥ — 77+ A[F managed in security

%€ h— 2 > a— domain “{5}” that

FOEH) belongs to the principal
“{8}” stored in identity
source “{10}” and
managed in security
domain “{9}”. ({&HH
HLOYy A TAT
STATA V=R
“L10y I BRAF S A,
t¥a) 714 XA
Yooy THEHEN
ANV
“U8ITICHEID B TH
nz, t¥a) 74
AL 2«5y T
HEINsb—2o >
Ay pr~v—3x
Y= T 7 e ARE
=2y a—F%HE
MLE L)
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BA

Xyt—o

eventAdmin 20134 UPDATE EA ONE TIME
_TOKENCODE

eventAdmin 20135 GENERATED _EA_FIXED
_TOKENCODE

Updated
emergency access
one time token
code. (v —
T —=T7
AT I AN
=2 a—F
DHEHL)

Generated
emergency access
fixed token code.
(z~v—Y v
v=T7kA
Ebr—27 v a—
KD AERL)

Administrator “{0}”
updated emergency
access one time token
code for the token
“{4}” managed in
security domain “{5}”
that belongs to the
principal “{8}” stored
in identity source
“{10}” and managed
in security domain
“{oy. CEELE “{0}”
W TATYTA

T AV —=A“{10}”
ERFEEN, %2
V74 FAAL Y
<OV TR END
A I ZAVI 2 35
IZEID B THENTZ,
X271 XA
sy TEEE R
Hh—=0 24y O
IX—T =T
YRR T I A N
M=y a—Fx&H
HLE L)

Administrator “{0}”
generated emergency
access fixed token
code for the token
“{4}” managed in
security domain
“{5y7. (EHELE “{0}”
2, ¥ a)Tr a4 F
AA 5y TEM
ENLHr—o v
“Urorv—Tx
Y= T e ARE
=2 a—Fz4
L EL7.)
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eventAdmin 20136 GENERATED EA ONE TIME

_TOKENCODE

eventAdmin 20137 TRUSTED USER_GROUP
_ ACCESS_HOURS_LINK

_UNLINK

eventAdmin 20138 AM LINK SOFT TOKEN

_DEVICE_TYPE

Generated
emergency access
one time token
code. (v —
T —=T7
AT I AN
=272 a—F
D)

Link a Trusted
User Group to a
Time Restricted
Access Hours
(FFAF YN
L—=W—= T —
ThT U AR
] 1) PR R 12 1)
> )

Link Software
Token with
Software Token
Device Type
Definition (V7
o7 xzT7 F—7
vEVT MY
7 b= T
INA R Z A T%E
#Tr) o)

Administrator “{0}”
generated emergency
access one time token
code for the token
“{4}” managed in
security domain “{5}”.
(EHLE “(0}” 25, &
Fa2)Tq4 FAAL Y
5y CTEHINS
f—=2 2“4y O
X—Ir—T7
AT AN
= hl N -
L EL72.)

Administrator linked a
trusted user group to a
time restricted access

hours (B¥EE DS, b
5 ATy K LA
TNV—T%T7tA
BEHIBRICY > 7 L
FL7)

Administrator “{0}”
attempted to link
software token “{4}”
managed in security
domain “{5}” with
software token device
type definition “{8}”
stored in system (%%
HE <0y 5,
Fa)ra FxXA Y
5y TEHHINS
V72T b—7
vy b VAT
LRI SNz 7
FyxT h=T v
TINA R 5 A TEF
“Brrr)rr L&
JELFELR)
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eventAdmin 20139 AM _UNLINK SOFT TOKEN Unlink Software ~ Administrator “{0}”
_DEVICE_TYPE Token from attempted to unlink
Software Token  software token “{4}”
Device Type managed in security
Definition (¥ 7 domain “{5}” with
FYy L7 b— software token device
2RI TR type definition “{8}”
L7 h—2 stored in system (&
AV S & I (V) /AN
L FEHEpsy T2V T 4 FALY
> 7 EER) “5) THEEIND
V7 T =7
Ayl VAT
MRFES NIV 7
b7 b=T Y
TNA A YA TiER
“8)" ) ¥ 2 R
LEHELFELR)
eventAdmin 20140 AM_TURN ON_EVENTTOKEN Turn on the Administrator “{0}”
DB RECOVERY database recovery attempted to turn on
mode for event token database
event-based recovery mode (7
tokens (£ X2 F o1 34 X b
PAR=A b= b= rOFT—¥
DT N—2R 1) 71/31)
N=ANAN)  E—=FaF 2L &
E—FDF V) yeLELR)
eventAdmin 20141 AM TURN_OFF Turn off the Administrator “{0}”
_EVENTTOKEN DB database recovery attempted to turn off
_RECOVERY mode for event token database
event-based recovery mode (& HE
tokens (£ N> iy A5 X b
FAN=A b= r—rrOF—%

7 DT—4% N—R 1) HN\1)
N=ANH)N) F—FE2F712L &
E—Fon*+7) HELFLE)
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eventAdmin 20142 AM_RADIUS ATTRDEF Create new Administrator “{0}”
_CREATE RADIUS attempted to create a
Attribute new RADIUS
Definition (37 L Attribute Definition
V> RADIUS J& 1 CEELE «{0}” A%, ¥
EHROVER) L > RADIUS J&M:5%E
FofFLE) &L
F L)
eventAdmin 20143 AM RADIUS ATTRDEF Update a Administrator “{0}”
_UPDATE RADIUS attempted to update a
Attribute RADIUS Attribute
Definition Definition (&FH
(RADIUS J&  «{0}” %5, RADIUS
TEFED T B e HH L &
yEeLELR)
eventAdmin 20144 AM_RADIUS ATTRDEF Delete a RADIUS  Administrator “{0}”
_DELETE Attribute attempted to delete a
Definition RADIUS Attribute
(RADIUS &1 Definition (GHL#
TEFEDOHIFR) “{0}” %%, RADIUS
EER IR L X
FrLFELR)
eventAdmin 20145 AM_RADIUS ATTRDEF READ View RADIUS Administrator “{0}”
Attribute attempted to view a
Definition RADIUS Attribute
(RADIUS B4  Definition (5FE
TEFEDLIR) “{0}” %%, RADIUS
EEREFORL &
JELFELA)
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eventAdmin 20146 DISTRIBUTE_SOFT_TOKEN Distribute Soft Administrator “{0}”
_CTKIP Token through attempted to distribute
CT-KIP (CTKIP software token “{4}”
XAV 7 b through CT-KIP
FN—2 2o managed in security
A A ) domain “{5}” (i&H!
H0y A, ¥
74 KX A4 ¥
<51 THHEEND
VI T =7
v {4y % CT-KIP
WAL EH &
LELA)
eventAdmin 20147 AM_ENABLE PRINCIPAL FOR Enabled Principal Administrator “{0}”
SMS for On-Demand  attempted to enable

Authentication principal “{4}” stored

(V) > »%)L  inidentity source

@ On-Demand  “{6}” managed in

AL DA ZNML)  security domain “{5}”
for On-Demand
Authentication (52
FAOy A TAT
STATA VA
“loy” IZRAF S,
t¥a) 714 XA
Vs THEHEEN
YA IRV
“{4}” @ On-Demand
REE AL &9
ELFELR)
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eventAdmin 20148 AM _DISABLE PRINCIPAL Disabled Administrator “{0}”
_FOR_SMS Principal for attempted to disable
On-Demand principal “{4}” stored
Authentication in identity source
(7Y 90 “{6}” managed in
@ On-Demand security domain “{5}”
AL 4Egpfr)  for On-Demand
Authentication (& ¥
HLOYy A TAT
STATA V=R
L6} ITIRAE S
t¥a) 714 XA
Va5 TEELE N
BTN v
“{4}” @ On-Demand
bRl 2 ML L &9
ELELA)
eventAdmin 20149 AM_RADIUS ATTRVAL Manage RADIUS  Administrator “{0}”
~MANAGE Attribute Values  modified RADIUS
(RADIUS J&4  Attribute Values for
DR principal “{4}” stored

in identity source
“{6}” managed in
security domain “{5}
(EHHE <0y 25, T
A7 TAT4 V=
A Loy IPRAE S
t¥a) 71 XA
Vs THEHEEN
A IV VAY Y
“{4}” ® RADIU J& %
HeZELF L)

’
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IX2b  phvavp 7ovay - 569 Xy—Y
HFdY-
eventAdmin 20150 AM_UPDATE_SMS FOR Updated Administrator “{0}”
_PRINCIPAL On-Demand attempted to update
Authentication On-Demand
Attributes for Authentication for
Principal (7°1)  principal “{4}” stored
NAIIAN) in identity source
On-Demand #2ZF “{6}” managed in
B EHT) security domain “{5}”
(EBLH {0} A5, 7
AT TAT4 V=
A L6y L\ PRE S
t¥a) 71 KX A
vosy TEHEEN
57N 8
“{4}” @ On-Demand
AREZEH L L9 &
LEL)
eventAdmin 20151 MANAGE_SMS Manage Administrator “{0}”
_AUTHENTICATOR On-Demand attempted to manage
Authenticator On-Demand
(On-Demand Authenticator for
| A0 principal “{4}” stored
Gegai)) in identity source

“{6}” managed in
security domain “{5}
(EHHE {0y D% 7
ATYTATA V=
L6y IR S
¥y 714 FAA
vesy TEHS
57 8
“{4}” @ On-Demand
F—2 U EREHL X
SeLFELL)

2
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eventAdmin 20152 MANAGE_SMS PIN Update Administrator “{0}”

On-Demand PIN  attempted to set

(On-Demand On-Demand PIN for

PIN OFEH) principal “{4}” stored
in identity source
“{6}” managed in
security domain “{5}”
(EBLH {0} A5, 7
AT TAT4 V=
A L6y IR S
t¥a2) 71 FXA
Y5y TEHELS
57 8
“{4}” @ On-Demand
PIN ZEHL L9 &
LEL)

eventAdmin 20153 IMPORT _SOFT_TOKEN Import Software ~ Administrator “{0}”
_DEVICE TYPE Token Device attempted to import
Definition (¥ 7 new software token
F =7 k—2 device definition
v FNA Asz3e package file (FEEF
DA vE=F) O HLwy
T x7 b=
TINA AGEFIS
F—=T 774 NVEA
YER—=FLEOEL
FL)

eventAdmin 20154 AM61 MIGRATED LOG AM61 Migrated AMG61 Migrated log
_MESSAGE log message message (AM61 25
(AM61 68 BiTsh/ias Ay
fi&ankurs r—v)
Avt—7)
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eventAdmin 20155 MANAGE PUK LOOKUP Manage Pin Administrator “{0}”
Unlock Key attempted to lookup
(PUK) (PIN PUK data for token

eventAdmin 20156

eventAdmin 20157

eventAdmin 20158

AM_TOKEN ATTRDEF
_CREATE

AM_TOKEN_ATTRDEF
_UPDATE

AM_TOKEN_ATTRDEF
_DELETE

oy 7R —
(PUK) %)

Create new Token
Attribute
Definition (FT L
W k=2 Vg
TEFDVERL)

Update a Token
Attribute
Definition ( b —
o VIEEERD
SEHT)

Delete a Token
Attribute

“{4}” managed in
security domain “{5}”
(EHE “{0p A5, &
Fa)7a4 FAAL Y
5y THEHINS
=2 2“4y D
PUK 7—% %)y 7
Ty LIy LFE
L72)

Administrator “{0}”
attempted to create a
new Token Attribute
Definition (& P#H
L0y S, FrLw
M=o VEMER T
VF)& L& LZFEL
7z

Administrator “{0}”
attempted to update a
Token Attribute

Definition (&HE
“LOVAs, h—o v
BHEERE TR L &
AL LFELR)

Administrator “{0}”
attempted to delete a

Definition ( b — Token Attribute
7 vIEVESESE D Definition (B HLE
HB) “Loy” A, b—2
BEEFRZHIRE L £
yELFELR)
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eventAdmin 20159 AM _TOKEN ATTRDEF READ View Token Administrator “{0}”
Attribute attempted to view a
Definition ( F — Token Attribute
7 VIgksEF o Definition (HEH
F7) “oy A, k=2
EEREFORL &
SeLFELL)
eventAdmin 20160 REALM SETTINGS CREATE Create Realm Administrator “{0}”
Settings (L)L 2  attempted to create
2 OVER) Realm Settings for
security domain “{5}”
(EHFE {0} 75, &
Fa)74 FXA Y
U5V DLV AFETE
EIELES ELE
L72)
eventAdmin 20161 REALM SETTINGS DELETE Delete Realm Administrator “{0}”
Settings (L)L 2 attempted to delete
ELE DI Realm Settings for
security domain “{5}”
(EEFE “{0}” A5, &
Fa)ra FXA 2
ISV D LIV AEEE
ZHIBRL LD &L E
L72)
eventAdmin 20162 REALM_ SETTINGS UPDATE  Update Realm Administrator “{0}”
Settings (L) 2 attempted to update
ELEDOF Realm Settings “{11}”

for security domain
“{5y (EHEHE “{0}”
RIS )LD
AA 5 DLV
LRRIE {11} &
LEHELFELR)
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H31 - 9avIb P73y ®— sHEA xXyt—o
eventAdmin 20163 REALM_SETTINGS READ Lookup Realm Administrator “{0}”
Settings (L)L 2  attempted to look up
DIy Y Realm Settings for
VA security domain “{5}”
(EHE “{0p A5, &
Fa)714 FAAL Y
“USY D LIV LAERE
Vw7 Ty 7T L&
JrLFELR)
eventAdmin 20164 AM RADIUS CREATE Create RADIUS  Administrator “{0}”
_CLIENT Client (RADIUS attempted to create
27547 ho RADIUS client “{4}”
VERR) stored in managed in
security domain “{5}”
(EHH “{0}” 75, &
Fa)74 FXA Y
Sy TEHIND
RADIUS 7 714 7 ~
b efay 2R L &
JELFELA)
eventAdmin 20165 AM_RADIUS VIEW_ CLIENT View RADIUS Administrator “{0}”

Client (RADIUS attempted to view

27547 ho RADIUS client “{4}”

FIR) stored in managed in
security domain “{5}
(BHE <(0)” 2%, &
Fa)ra4 FxXA 2
5y TEHINS
RADIUS 7 74 7 ~
b4y #FRL &
deLELR)

’
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eventAdmin 20166 AM_RADIUS UPDATE Update RADIUS  Administrator “{0}”
_CLIENT Client (RADIUS attempted to update
27547 b RADIUS client “{4}”
) managed in security
domain “{5}” (i&H!
EIR T/ AN s g
V74 FALY
<51 THELEND
RADIUS 7 74 7 ~
beay 2 THL &
yELELR)
eventAdmin 20167 AM_RADIUS DELETE Delete RADIUS ~ Administrator “{0}”
_CLIENT Client (RADIUS attempted to delete
27547 o RADIUS client “{4}”
i) managed in security
domain “{5}” (i&HL
H 0y A, ¥ a
J7r4 KX A4 ¥
<51 THHEEND
RADIUS 7 74 7 ~
by ZHIBEL &
SeLFELL)
eventAdmin 20168 AM_RADIUS CREATE Create RADIUS  Administrator “{0}”
_PROFILE Profile attempted to create
(RADIUS RADIUS profile “{4}”
W7 7 A4 )Ly managed in security
YRk domain “{5}” (¥
H 0y A, ¥
U7r4 KX A4 ¥

5y TEHIND
RADIUS 7u 7 7 A
JVfay RERR L &
A& LELR)
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eventAdmin 20169 AM RADIUS VIEW PROFILE View RADIUS Administrator “{0}”
Profile attempted to view
(RADIUS RADIUS profile “{4}”

eventAdmin 20170 AM RADIUS UPDATE
_PROFILE
eventAdmin 20171 AM RADIUS DELETE

_PROFILE

777 AND
R

Update RADIUS
Profile
(RADIUS
Ta7 7 ANVD
)

Delete RADIUS
Profile
(RADIUS
Ta7 7 ANVD
HllER)

managed in security
domain “{5}” (i&H!
EIR T/ AN s g
V74 FALY
<51 THELEND
RADIUS 71 7 7 A
Vay B FR L &
yELELR)

Administrator “{0}”
attempted to update
RADIUS profile “{4}”
managed in security
domain “{5}” (i&HL
H 0y A, ¥ a
J7r4 KX A4 ¥
<51 THHEEND
RADIUS 717 7 A
Uy L &
SeLFELL)

Administrator “{0}”
attempted to delete
RADIUS profile “{4}”
managed in security
domain “{5}” ({&HL
H 0y A, ¥
U7r4 KX A4 ¥
5y TEHIND
RADIUS 71 7 7 A
JVefary HlkR L &
SeLFELL)
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eventAdmin 20172 AM_RADIUS CREATE Create RADIUS  Administrator “{0}”
_SERVER Server attempted to create
(RADIUS #+—  RADIUS server “{4}”
INOVERR) managed in security
domain “{5}” (i&H!
EIR T/ AN s g
V74 KX A4 ¥
{5y THESND
RADIUS #—/¥
4y 2 E L L9
ELFLR)
eventAdmin 20173 AM_RADIUS VIEW_SERVER  View RADIUS Administrator “{0}”
Server attempted to view
(RADIUS H#— RADIUS server “{4}”
INDFETR) managed in security
domain “{5}” (i&HL
{0y A, k¥
J7r4 KX A4 ¥
<51 THHEEND
RADIUS #—/¥
U4y ERERIRL LD
ELFELR)
eventAdmin 20174 AM_RADIUS UPDATE Update RADIUS  Administrator “{0}”
_SERVER Server attempted to update
(RADIUS H#— RADIUS server “{4}”
INDFEHT) managed in security

domain “{5}” ({&HL
HLOV S, ¥ o
V74 KX ALY
5y TEHIND
RADIUS #—/°
A EEHILLY
ELFELR)

136

2: RSA Authentication Manager DA77 X v £—<



RSA Authentication Manager 8.0 h5 7NV 2 —F 427 HAF

IX2b  phvavp 7ovay - 568 xy—Y
HnFdy-
eventAdmin 20175 AM_RADIUS DELETE Delete RADIUS ~ Administrator “{0}”
_SERVER Server attempted to delete
(RADIUS #+—  RADIUS server “{4}”
INOHIE) managed in security
domain “{5}” (i&H!
EIR T/ AN s g
V74 KX A4 ¥
{5y THESND
RADIUS #—/¥
“Av EHlBL X
LLELT)
eventAdmin 20176 AM_RADIUS CREATE Create RADIUS  Administrator “{0}”
_POLICY Realm Settings attempted to create
(RADIUS L) RADIUS Realm
NEEEOVER)  settings “{4}”
managed in security
domain “{5}” ({&H!
H 0y A, ¥ a
U7r4 KX A4 ¥
{5y THEISND
RADIUS LV 4 f%5E
4 2 ER L L9
ELFELR)
eventAdmin 20177 AM_RADIUS VIEW POLICY  View RADIUS Administrator “{0}”
Realm Settings attempted to view
(RADIUS L) RADIUS Realm
LEEDFR) settings “{4}”

managed in security
domain “{5}” ({&HL
H 0y A, ¥
Ura4 KX A4 ¥
5y CTEHIND
RADIUS L)V AFR%E
U4y ERERIRL LD
ELFELR)
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eventAdmin 20178 AM_RADIUS UPDATE Update RADIUS  Administrator “{0}”
_POLICY Realm Settings attempted to update

(RADIUS L ) RADIUS Realm

LERSEQH ) settings “{4}”
managed in security
domain “{5}” (i&H!
H0y A, ¥
74 KX A4 ¥
<51 THHEEND
RADIUS L)V A f%5E
A EEHLLY
ELFLR)

eventAdmin 20179 AM_RADIUS DELETE Delete RADIUS ~ Administrator “{0}”
_POLICY Realm settings attempted to delete

(RADIUS L) RADIUS Realm

NEEEONIK)  settings “{4}”
managed in security
domain “{5}” ({&H!
FHL0y D, kR
U7r4 KX A4 ¥
<51 THHEEND
RADIUS L)V A f%5E
“Av EHlBL L
ELFELR)

eventAdmin 20180 AM_RADIUS LINK PROFILE  Assign RADIUS  Administrator “{0}”
_AGENT Profile to Agent  attempted to assign
(RADIUS 72  RADIUS profile “{4}”
774 V%L — toAgent“{8}”
x> MlZ#Eh managed in security
W0) domain “{5}” ({&H!
H 0y A, ¥
74 KX A4 »
5y TEHIND
I—Tx b8y
\Z RADIUS 71 7 7
AV {4y = E D L4
T&HeLELA)
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eventAdmin 20181 AM_RADIUS LINK PROFILE  Assign RADIUS  Administrator “{0}”
_PRINCIPAL Profile to attempted to assign
Principal RADIUS profile “{4}”
(RADIUS 7’2 to Principal “{8}”
7 7 A L% 71 stored in identity

eventAdmin 20182 AM RADIUS UNLINK

_PROFILE_AGENT

VINIVIZENY

40)

Unassign
RADIUS Profile
from Agent
(RADIUS 71
T AINVE L —
Ty b E
0 2 THERR)

source “{6}” managed
in security domain
“{5y (EELHE “{0}>
B TAT YT A
TA =R 6} I
RfEE, ¥
TA FAA 5y
TEHEHINDL T~
PZAVIZST I Nl
RADIUS 717 7 A
Vf4y B 24T
LokLELR)

Administrator “{0}”
attempted to unassign
RADIUS profile from
Agent “{4}” managed
in security domain
“{5y CEEE “{0)”
VANIEEE R DR
XA g5y THEHE
ENbsT—T b
“{4y” 7*5 RADIUS
777 A NVEED
BTWERL L) &L
F L)
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eventAdmin 20183 AM RADIUS UNLINK

_PROFILE PRINCIPAL

eventAdmin 20184 AM RADIUS REPLICATION

_PUBLISH

eventAdmin 20185 AM_RADIUS REPLICATION

_NOTIFY

Unassign
RADIUS Profile
from Principal
(RADIUS 7’1
77 ANE T
MZAVZ Y|

0 24 CTHERR)

Initiate RADIUS
Replication
(RADIUS L 7
Vor—ard
FiAR)

Notify Server for
RADIUS
Replication
(RADIUS L 7
Vir—3ark
H— NI Z3E )

Administrator “{0}”
attempted to unassign
RADIUS profile from
Principal “{4}” stored
in identity source
“{6}” managed in
security domain “{5}”
(EBLH {0} A5, 7
AT TA4T4 V=
A L6y PR S
t¥a2) 71 FXA
Y5y TEHELS
57 8
“{4y” 7*5 RADIUS
777 A NVEE
BTHBRLES EL
FL)

Administrator “{0}”
attempted to initiate
replication of RADIUS
data in security domain
“{5y7 (GEEE <{0}”
B, EFa)F AR
AL 5y T
RADIUS 7—% D L
TV r—a v EH
GLEOELELR)

Administrator “{0}”
attempted to initiate
RADIUS replication in
security domain “{5}”
(EHHE “{0) 25, &
Fa)ra4 FXA Y
“{5}” T RADIUS
TIVr—varueF
BEGLE) ELE
L7)
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eventAdmin 20186 AM_RADIUS LINK PROFILE  Assign RADIUS Administrator “{0}”
_PRINCIPAL_ALIAS Profile to attempted to assign
Principal Alias ~ RADIUS profile “{4}”
(RADIUS 7 &  to Principal “{8}”
7 7 4 V% 71 Alias “{11}” stored in
VI A identity source “{6}”
)7 AZE Y managed in security
W) domain “{5}” (i&H!
HLOYy A TAT
STATA V=R
L6} LIRS
t¥a) 714 XA
Vs TEELE N
57 NV
“BYIDIAYT A
“f11}” |2 RADIUS 7
077 AN “{4) %
HOYTEH L g
L72)
eventAdmin 20187 AM_RADIUS UNLINK Unassign Administrator “{0}”
_PROFILE PRINCIPAL ALIAS RADIUS Profile attempted to unassign
from Principal RADIUS profile from
Alias (RADIUS Principal “{4}” Alias
a7 74 V% “{11}” managed in
71 3% I security domain “{5}”
A7 Ahbg EHE {0} 2%
D L TR X)) Ta FA
A Vs TEHEES
AR ) IV A2
“Uyoxf4)7A
“f11}” 7*5 RADIUS
777 A VEED
BTWBRELEIEL
FL7)
eventAdmin 20188 AM_ON DEMAND Update Administrator “{0}”
_ CONFIGURATION UPDATE On-Demand attempted to update
Configuration On-Demand
(On-Demand %  configuration in realm
T “{sy (B {0}
DLV L “{5y T
On-Demand 1% % 5

mLEH)ELFELA)
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eventAdmin 20189 AM_ACTIVITY_MONITOR Read Activity Administrator “{0}”
_READ Monitor attempted to read
(Activity activity monitor (5 H{
Monitor DFEA & “{0}” A% Activity
wy) Monitor % FAHL A
FrLFELR)
eventAdmin 20190 TRANSMIT TEST TXT MSG  Test SMS Provider Attempted to transmit
_SMS Integration (SMS text message to ““{4}”
FUINA{ ¥ P to test integration with
ETADM) provider “{11}” (7
FAM AvE—T%
“{4y 1Rk LT,
TUINA F L1y k
DitEET A ML
yELELR)
eventAdmin 20191 RESYNC_AM_TOKEN Resynchronize Administrator “{0}”
Token (~—7%  attempted to
v OFEER) resynchronize token
“{4}” managed in
security domain “{5}”
(EHE “{0}” 2%,
X7 1 FAA
Yy TEBER
HE—=0 a4y &
BRMILE) &L Z
L72)
eventAdmin 20192 AM_APS_AUTO _REG Enable Agent Administrator “{0}”
_ENABLED Auto-registration enabled Agent
(=YY M  Auto-registration (&
EEEE1) HE <0y T —
HINE) UERAN=L ko3
HLLE L)
eventAdmin 20193 AM_APS AUTO_REG Agent Administrator “{0}”
_DEFAULT REALM Auto-registratrio updated Agent

n Default Realm Auto-registration's

(z—3 x>}  Default Realm (E

E%ﬂ%fﬁ%@ %“{O}” 753‘3——‘—7‘/\1

FIANE LV L ARBROT

VA THNF LVAEE
LT L)
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eventAdmin 20194 AM_APS _AUTO _REG Agent Administrator “{0}”
_PROTOCOL Auto-registratrion updated Agent
Protocol (L— Auto-registratrion
v FHEBEPE  Protocol (R
gkZoban) «“orATL—TYrr
N HBEE 7T b a
NVEEHLELL)
eventAdmin 20195 AM_APS AUTO_REG SVC Agent Administrator “{0}”
_NAME Auto-registratrion updated Agent
Service name Auto-registratrion
(==Y x>} Servicename (FHE
HEjE&EY — Y «op -y
A N BB — U 2
HEEHLE L)
eventAdmin 20196 AM_APS AUTO REG PORT Agent Administrator “{0}”
_NUMBER Auto-registratrion updated Agent
port number Auto-registration port
(==Y =2  number (FHE
HEIESAR - «oprHhpr—vr
#5) N HEE SRR — MR
TEREHFLE L)
eventAdmin 20197 AM EAP32 PEPPER MIN EAP32 minimun  Administrator “{0}”
pepper length updated EAP32
(EAP-32 #iz /)M minimum pepper
Pepper ) length (EHLE “{0}”
A% EAP-32 /s
Pepper % B3 L %
L72)
eventAdmin 20198 AM_EAP32 PEPPER MAX EAP32 maximum Administrator “{0}”

pepper length updated EAP32
(EAP-32 T K maximum pepper
Pepper ) length (EFHLE “{0}”
75 EAP-32 it K
Pepper E& BT L £
L72)
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eventAdmin 20199 AM_EAP32 PEPPER EAP32 pepper Administrator “{0}”
_LIFETIME lifetime updated EAP32 pepper
(EAP-32 Pepper  lifetime (P
DB RHIH) “{0}” %Y EAP-32
Pepper O A ZhAR %
BHLE L)
eventAdmin 20200 AM EAP32 PEPPER REFRESH EAP32 pepper Administrator “{0}”
refresh interval updated EAP32 pepper
(EAP-32 Pepper  refresh interval (2
D B F) # <{0}” Y EAP-32
Pepper O BT [ [ %
HHLE L)
eventAdmin 20201 AM_EAP32 ITERATION EAP32 minimum Administrator “{0}”
_COUNT_MIN iteration count updated EAP32
(EAP32 /Mg minimum iteration
B ABIEE~9) count (FHLH “{0}”
7% EAP-32 /N )
LM B L
L72)
eventAdmin 20202 AM EAP32 ITERATION EAP32 maximum Administrator “{0}”
_COUNT_MAX iteration count updated EAP32
(EAP-32 fx k4% maximum iteration
LK) count (EEIH “{0}
7% EAP-32 Kk )
WL B L%
L72)
eventAdmin 20203 AM_EVENT TOKEN DB Event Token db  Administrator “{0}”
_RECOVERY_START ON recovery start on updated Event Token
(f X+ b— dbrecovery starton
VA A date (EHLE “{0}”
N—=Z2 JH)N  IPANY K b=
) BAEH) T N= A AN
) OB H & HHT L
L)
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eventAdmin 20204 AM_EVENT TOKEN DB Enable Event Administrator “{0}”
_RECOVERY_ENABLED Token db recovery enabled Event Token
(£ X+ b= dbrecovery (FHHLHE
gy Ty 01 HI A YR
ANHN)DF =7y T—FNR—
Wik) A ) AN wHEE
LEL)
eventAdmin 20205 AM_EVENT TOKEN DB Event Token db  Administrator “{0}”
_RECOVERY_END ON recovery end on  updated Event Token db
(f X M b= recovery endon date
y v Ty = (EHEE 0} AN
A YHN)O YN b= T—%
TH) N—=2Z 1) A1) D%
THzEHFLELL)
eventAdmin 20206 AM_CTKIP SERVICE SERVER CTKIP Service Administrator “{0}”
_URL Server URL updated CTKIP
(CTKIP #— ¥ Service Server URL
P A (EEF “{0}” 7°
URL) CTKIP H—E X #—
JNO URL % H# L
FL)
eventAdmin 20207 AM_CTKIP SERVICE SERVER CTKIP Service Administrator “{0}”
_ADDRESS Server address updated CTKIP
(CTKIP #— ¥  Service Server address
A F—no7 o CEHEHE <0} 5
LA) CTKIP % —E A H—
NOT KL A% HEH
LEL%)
eventAdmin 20208 AM OFFLINE AUTH SVC Offline Auth Administrator “{0}”
_PROTOCOL Service protocol  updated Offline Auth

(X754 V&
LY —E R 7u
Fa)

Service protocol (&
HH 0yt 7T
A VEBFE—EY A 7
O b VEEHLF
L72)
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eventAdmin 20209 AM_OFFLINE_AUTH_PORT Offline Auth Port Administrator “{0}”
_NUMBER number (F 75 updated Offline Auth
4 VEHEEAR— b Port number (BELH
) LOVHFTI4
RAER— NS EHE
HmLELR)
eventAdmin 20210 AM_OFFLINE AUTH_SVC Offline Auth Administrator “{0}”
_NAME Service name updated Offline Auth
(754 38  Service name (FHE
A=Y 0y AT v
EFY— VA% T H
MLE L)
eventAdmin 20211 AM_APS AUTH SVC APS Administrator “{0}”
_PROTOCOL Authentication updated Authentication
service protocol  service protocol (§5H
(APS FERLH — & 3 «(0}” 2 RRaEH —
AT7HbaN) vz FobaviEH
HmLELR)
eventAdmin 20212 AM_APS PORT NUMBER APS Administrator “{0}”
Authentication updated Authentication
port number port number (EFLH
(APS FBREAR —  «(0v” ASgREF A — b
N ) ForrzEmLI L
72)
eventAdmin 20213 AM_APS CLIENT RESPONSE APS Administrator “{0}”
_DELAY Authentication updated
client response Authentication client
delay (APS #ZFF response delay (5 HE
74T YIS {0y DRRAEEY T
L) AT ¥ MEEERLEE
EHLFE L)
eventAdmin 20214 AM_CONFIGURATION Failed to update ~ Administrator “{0}”
_UPDATE FAILED AM configuration failed to update AM
(AM RO configuration (i FE#E
PN “{0}” A% AM AR
SR L L)
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eventAdmin 20215 AM_APS _AUTO _REG Disable Agent Administrator “{0}”
_DISABLED Auto-registration  disabled Agent
(=2 =}  Auto-registration (%
HEE SR D <10} HSL—
ThAL) VaxrHEEHE
AL % L 1)
eventAdmin 20216 AM_EVENT TOKEN DB Disable Event Administrator “{0}”
_RECOVERY_ DISABLED Token db disabled Event Token
recovery (4 <X  dbrecovery (i5HLH
A A (I RE A F PR
T—=FNX=21) b=TrT—=FN—
718 D A 3 & WAL
L) LELZ)
eventAdmin 20217 ACTIVATE_BCO Activate Business Administrator “{0}”
Continuity attempted to activate
(ZFEHkHi+ 7 business continuity
> arvopTrTy “{4}” managed in
74 71k) security domain “{5}”
(EHE “{0} 7%, &
Fa)ra FXA Y
“(5) THEE NS
£ S T AN I
AW EHTITAT
fkLEo&LFEL
72)
eventAdmin 20218 MANAGE NTLM2UPN Manage Administrator “{0}”
~MAPPINGS NTLM2UPN attempted to
mappings manage(add/delete/upd

(NTLM2UPN ate) NTLM2UPN

SR/ N0 mappings (&P

GEgtil) “{0}” %% NTLM2UPN
<V rRER
BN/ HIkE 7 BT
LEoELZFELR)
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eventAdmin 20219 DOWNLOADED EA ONE File Download Downloaded
_TIME TOKENCODE (774 )%  Generated emergency
TO FILE vua—F) access one time token
- code for the token
“{4y"to file. (h—72
YAy OER S
Jrrw—Y -
TIORAT I AN
f—=2v a—F%
TTANIIET T Y
O—FLZFLA)
eventAdmin 20220 TRUSTED USER_GROUP Unlink a Trusted ~ Administrator “{0}”
_REMOTE_PRINCIPAL User Group to a  attempted to unlink
_UNLINK Trusted User ( I trusted user “{4}”

5 25w K a2.— stored in identity
W 7 ), — L source “{6}” managed
== s in security domain
;z;i% ]]; S “{5}” with trusted user
2 ) group “{8}” stored in

identity source “{10}”
managed in security
domain “{9}” (&2
HLOy D TAT
YTATA V=R
SOy I RAF S AL
t¥a2) 71 FXA
vosy THEHEEN
HENFATY RN L—
P—lay by TA
TYTATA V=R
10} IR S
t¥a) 71 FXA
Yooy THEH RN
HMNIFATY N 2L—
H— T — 7“8}
) I ERL &
ELFLR)
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eventAdmin 20221 TRUSTED _USER_GROUP Link a Trusted Administrator “{0}”
_AGENT_LINK User Group to an  attempted to link agent
Agent “{4}” managed in
(M9 A5 v K security domain “{5}”
2 —+— )L — with trusted user group
ST — 1 - {8}7 stored in identity
NP2 source “{10}”
managed in security
domain “{9}” (i&H!
H0y A, ¥
V74 KX A4 ¥
<51 THHELEND
I—Tx v b4y
. TATYTA
T A V=X “{10}”
WZBRfF S, ¥ a
V74 KX A4 ¥
“Oy TEHIND
FNIAT Y N a—
W= T — 7“8}y
LyrrzLEOEL
FL)

eventAdmin 20222 MANAGE _PUK IGNORE Manage Pin Administrator “{0}”

Unlock Key attempted to import

(PUK) (PIN PUK data for token

O 7 ke —  “{4)” managed in

(PUK) O%¥) security domain “{5}”
but a record already
exists. (BELHE <{0)”
BLokFa)FA4 R
XA voqsy THEH
Shph—s v
“4y” O PUK 77— 7%
A YR=FLEH
ELE LD, L
I— AT CIHE
LEdo)
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eventAdmin 20223 MANAGE PUK REPLACE Manage Pin Administrator “{0}”
Unlock Key attempted to replace
(PUK) (PIN PUK data for token
O 7 ke — {4} managed in
(PUK) O%¥) security domain “{5}”
(FHLE “(0}” 7
Fa)7a4 FAAL Y
5y THEHINS
=2 2“4y D
PUK 7" — % Z & & fft
AEHELFELR)
eventAdmin 20224 MANAGE PUK IMPORT Manage Pin Administrator “{0}”
Unlock Key attempted to import
(PUK) (PIN PUK data for token
O 7 ks —  “{4})” managedin
(PUK) O%¥) security domain “{5}”
(EHFE “{0}” 75, &
Fa)7T4 FXA Y
Sy CTEHIND
N—=2 2“4y D
PUK 7—% % A ~
F—=rLEHELEZE
L72)
eventAdmin 20225 DEACTIVATE BCO Deactivate Business Continuity
Business Option “{4}” expired
Continuity in Security Domain
(FFEMWHA T <5y (EFa) T4
vayOIET T KAy s TH
74 71E) ERRAEA T a v
L4y IR LI
Y F L)
eventAdmin 20226 PIN_UNBLOCK Pin Unblock Administrator “{0}”
(PIN T v 2 attempted to perform
AL pin unblock for token
“{ay CEHHE
“OY AR —2 v

“{4})” D PIN 21 v
7R ETL LD
ELELA)
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eventAdmin 20231 AUTHMGR_CTKIP Update CTKIP Administrator “{0}”
_AUTHCODE_UPDATE Authcode attempted to update
(CTKIP 22 CTKIP authcode “{4}”
J— FoEP)  managed in security
domain “{5}” (i&H!
EIR T/ AN s g
V74 KX A4 ¥
{5y THESND
CTKIP G8GE T — F
A EEHL L
ELFLR)
eventAdmin 20230 CREATE BACKUP_ATTEMPT  Create Backup Administrator “{0}”
Attempt (/X attempted to create a
77w TVER O  backup. (CEELE
A7) GOV ANy T T
TEREBRLE) EL
FL720)
eventAdmin 20227 CREATE BACKUP Create Backup Administrator “{0}”
(Nv 77 w7 created a backup. (%
DYERL) HE (0} AN
Ty TRERLEL
720)
eventAdmin 20234 AM_EAP32 SESSION Enable Administrator “{0}”
_RESUMPTION_ENABLED EAP-POTP enabled EAP-POTP
session session resumption
resumption (EELE “{0}y” A°
(EAP-POTP EAP-POTP v ¥ =
e Y CEEE AL
DHINAL) L72)
eventAdmin 20235 AM_EAP32 SESSION Disable Administrator “{0}”
_RESUMPTION_DISABLED EAP-POTP disabled EAP-POTP
session session resumption
resumption (EHE <0y H
(EAP-POTP EAP-POTP £ v ¥ =
e Y B ESLL
DHNAL) L72)
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eventAdmin 20236 AM_PERIODIC _RADIUS Enabled periodic ~ Administrator “{0}”
_REPLICATION ENABLED RADIUS enabled periodic
Replication (5  RADIUS Replication
#f RADIUS L (CEELE “{0}” 2%EH]
7)) —3 a3 7% RADIUS L 7')
DEFL) r—a AWML
LELA)
eventAdmin 20237 AM_PERIODIC RADIUS Disabled periodic  Administrator “{0}”
_REPLICATION DISABLED RADIUS disabled periodic
Replication (% RADIUS Replication
#11 RADIUS L CEELE «(0}” 7% E ]
74— a3 W% RADIUS L 7
DIRNAL) r—3a v e ML
LELR)
eventAdmin 20238 AM_GENERATE REPLICA Replica Package ~ Administrator “{0}”
_PKG Generation (L attempted to generate
1) 78y - — replica package (i5EE
T DOHERR) FHLOVy AL T A
IS =T RERL
FoELFLA)
eventAdmin 20239 EXPORT DATA TO FILE Export Data to Administrator “{0}”
file (774 )L  attempted to export
~ANDF— % @I datato the file “{11}”.
pAK—V)  CEEE ) 25—
57 7 A1)
27 AKR—FL &
J)ELF L)
eventAdmin 20240 GENERATE EXPORT Generate Export ~ Administrator “{0}”
_SECURITY_PACKAGE Security Package attempted to generate
(7 ZAR—} and download export
tFa) T g security package. (&
Ny =0 HH {0y BTy A
HERL) R—btFa)rq
ISy =T RERL
TFvra—FL&K
)& LFE L)
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eventAdmin 20241 AM_START REPLICA Start Replica Administrator “{0}”
_ATTACH Attach (L 7°1)  attempted to start
% 74w F¢  attaching the replica
F;'ﬁﬁﬁ) “{4}” (%’:Iﬁ% “{0}”

eventAdmin 20242

eventAdmin 20243

eventAdmin 20244

IMPORT _DATA_FROM _FILE

IMPORT_TOKEN_FROM
_EXPORTED DATA

IMPORT USER_FROM
_EXPORTED_DATA

Import Users
and Tokens from
file (7 714V
oL ==
N—=2vaAr
K—1)

Import Token from
exported data (-
JAR—FEN
72T =805

| A
R—1)

Import User from
exported data
(27 ZAK—}h
SNz —5n
ba—H—%A
YR—})

LT F (4 D
78y FaRBELFE
L72)

Administrator “{0}”
attempted to import
users and tokens from
the file “{11}”. (F5¥
HOYy A, T A
V1Y b —
Y= b= %A
YER=FLEIEL
FL720)

Administrator “{0}”
attempted to import
token “{4}” from
exported data file. (&
B <0y A5, =7
AR—hEN/T—
5 T7ANDS b—
AR A Sl
F—=rLEOELE
L70)

Administrator “{0}”
attempted to import
user “{4}” from
exported data file. (&
HH {0y HS, T
AR—bhENTZT—
5 T ANDEI—
HF—lay ez A
R—hMLEHELE
L720)
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eventAdmin 30001 UCM_REQUEST CREATE Create a UCM Administrator
Request (UCM  attempted to create
7T A D  ucmrequest (FHE
TER) AAUCM V) 7 Z A b
ERL L) &L
L72)
eventAdmin 30002 UCM_REQUEST APPROVE Approve a UCM  Administrator
Request (UCM  attempted to approve a
J 27 T A +®D  ucmrequest (FHE
R ASUCM V) 7 Z A b
ARRLLIELE
L7)
eventAdmin 30003 UCM_REQUEST DISTRIBUTE Distributea UCM  Administrator
Request (UCM  attempted to distribute
/AN SN aucm request (i EE
FC AT ) HAUCM J 7 A
FEBRALEII &L
F L)
eventAdmin 30004 UCM_REQUEST REJECT Reject a UCM Administrator
Request (UCM  attempted to reject a
7T A D  ucmrequest (BHHE
) ASUCM V) 7 =& b
IEGRLEL)ELE
L72)
eventAdmin 30005 UCM_REQUEST CANCEL Cancel a UCM Administrator
Request (UCM  attempted to cancel a
I/ N ucm request (& HL#E
Fx b)) 2AUCM Y 7 T A b
Xr eVl &9
ELFLR)
eventAdmin 30006 UCM_REQUEST UPDATE Update a UCM Administrator
Request (UCM  attempted to update a
JI2ITAMD ucm request (E R
) 2AUCM Y 7 T A b
FEHLEHIELE
L72)
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eventAdmin 30007 UCM_TOKEN_PIN CHANGE Change Token Administrator
Pin through UCM attempted to change
ucM I2 & % token pin through
N—2>YPIN® UCM (EEE)
PO UCM 2L D) b—7
YO PIN #ZH L &
FELFELR)
eventAdmin 30008 UCM_MAIL RESEND Resend Last Mail ~Administrator
(> A —) )  attempted to resend the
F%AE) last mail (& BRE 2SHI
DA—=NVEHEEL
XoELFELRD)
eventAdmin 30009 UCM_PIN_UNBLOCK Unblock Smart User attempted to
Card (A~ — b unblock smart card
H—Fosoy (L—HF—=hAv—
1.5 bA—FETTY
L L LEL
72)
eventAdmin 30010 UCM_RESET PASSWORD Reset Password ~ User attempted to reset
(JSA77—TF 1) their password (L—
v M) W—ASAT — N &
Jtey L&D EL
F L)
eventAdmin 30011 UCM_RESYNC TOKEN Resync Token User attempted to
(h—2% > ®F  resync their token
&1 5) (L—=HF = b =7
YEEREHLLD L
LEL7)
eventAdmin 30012 UCM_PLACE TOKEN EA Place Token in User attempted to place
_MODE EA Mode ( F— tokenin EA mode
7% EAE— (Z—H—=2F—72
) V% EAE—FIZL
XoELFELR)
eventAdmin 30013 UCM_SMS DELIVERY Change SMS User attempted to
_CHANGE Delivery Option  change SMS delivery

(SMS FefE+ 7
Ta v OEE)

options (L—H—23
SMS Btfg 4 7> a »
EEFLEIHELE
L72)
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eventAdmin 30014 UCM_UPDATE_USER Update User User attempted to
_ATTRIBUTES Attributes update their attributes
(—%—-EE (—F-2E%z
D) HHLEH)ELFL
72)
eventAdmin 30015 UCM_CLEAR RBA DEVICES Clear RBA User attempted to clear
Devices their RBA devices
(RBA 784 A (Z—H#—7RBA 7
Dr)T) WA A% 7T L&
JELFELL)
eventAdmin 30016 UCM_SEND _END USER Send an End-User A notification has been
_NOTIFICATION Notification (-  sent to the user (L—
YN 2l - IEHDRRE S
MO %R nEL’)
eventAdmin 30017 UCM_UPDATE_USER Update User User attempted to
_GROUPS Groups (L— update their user
e ) — T groups (L—H—73
) == TV —T%
EHrLEH)eLFL
7z)
eventAdmin 30018 UCM_SET REALM Set Realm Admin attempted to set
_PREFERENCES Preferences Actio UCM realm
(L Vv ABREER preferences. (G ELHE
EDBIET 7 HUCM L v A B
vav) RERHELL) &
LE L)
eventAdmin 30019 UCM_GET REALM Get Realm Admin attempted to get
_PREFERENCES Preferences UCM realm
Action (L J)V 2 preferences. (FH#E
BREREONG 25 UCM LV A55E
TIvaY) REZIRFL LD &
L L7
eventAdmin 30020 UCM_UPDATE SMART CARD Update UCM
_ CONFIG Smart Card
Action (UCM
AR— b 1 —
NOEHT 2
Tav)
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TP
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eventAdmin

eventAdmin

eventAdmin

eventAdmin

eventAdmin

eventAdmin

30021

30022

30023

30024

30025

30026

UPDATE SHIPPING ADDRESS
_CONFIGURATION

UCM_IDENTITY _SOURCE
_UPDATE

UCM_SECURITY_DOMAIN
_UPDATE

UCM_USER_PROFILE

_UPDATE

UCM_USER_GROUP_UPDATE

UCM_MAIL NOTIFICATION
_TEMPLATE UPDATE

update UCM
Shipping Address
Configuration
Action Key.
(UCM A e
P B D BT )

update UCM
Identity Source
System Action
Key. (UCM 7
AT TATA
v — ADHH)

update UCM
security Domain
System Action
Key. (UCM
Fa2U74 KA
A ¥ D)

update UCM
User Profile
System Action
Key. (UCM
d——

Ta7 7 ANVD
SEHT)

update UCM
User Group
System Action
Key. (UCM
L—=W—= T —
T OHEH)

update UCM mail
notification
template Action
Key. (UCM
A= VAT v
TL—1tD
TEHT)
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eventAdmin 30027

30028

eventAdmin

30029

eventAdmin

eventAdmin 30030

eventAdmin 30031

UCM_AUTHENTICATION
_CONFIGURATION_UPDATE

UCM_SELFSERVICE
_OPERATION_MAPPING
_UPDATE

UCM_USER_GROUP
_RETRIEVE

UCM_SECURITY DOMAIN
_RETRIEVE

UCM_IDENTITY_SOURCE
_RETRIEVE

update UCM
authentication
configuration
Action Key.
(UCM RERER# R
D)

update UCM
workflow
definition Action

Key. (UCM
77— 7U—%
FOFEH)

Retrieve UCM
User Group
System Action
Key. (UCM
L—=W—= T —
TYVATALT
rsvaryF—=0
As)

Retrieve UCM
security Domain
System Action
Key. (UCM
Fa)7ra4 FX
12 AT A
Trvary x—
D)

Retrieve UCM
Identity Source
System Action

Key. (UCM 7

A7 TF4T4
V=AY AT A
T vay F—
D)
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eventAdmin

eventAdmin

eventAdmin

eventAdmin

eventAdmin

eventAdmin

30032

30033

30034

30035

30036

30037

UCM_USER_PROFILE
_RETRIEVE

SHIPPING_ADDRESS
_CONFIGURATION_RETRIEVE

UCM_REQUEST RETRIEVE

UCM_WORKITEM COMPLETE

UCM_SEARCH_REQUESTS
_BY_ATTRIBUTE

UCM_COMPLETE
~ WORKFLOW_REQUEST

Retrieve UCM
User Profile
System Action
Key. (UCM
a—H— 7
T7A4NV VAT
LT vav
% — OHR)

Retrieve Shipping
Address
Configuration
Action Key.
(A BT
W7 vay

* — DKL)

Retrieve a UCM
Request. (UCM
VI ITAMND
)

Create a UCM
Request.
(ueM ) 7 =
s DAERL)

Search Requests
by Attribute
Action Key (&
W7oz ar
F—Il2Lh) s
I A b ERRR)

Complete
Workflow
Request Action
Key (7—727
Oa—Yy 7Tk
T vay F—
DFET)
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eventAdmin

eventAdmin

eventAdmin

eventAdmin

eventAdmin

eventAdmin

30038

30039

30040

30041

30042

30043

UCM_GET_WORKFLOWS

UCM_GET_WORKFLOW
_REQUESTS

UCM_GET_WORKFLOW
_REQUEST ACTIONS

UCM_GET_WORKFLOW
_PROCESSES

UCM_UPDATE_WORKFLOW
_REQUEST

UCM_MAIL NOTIFICATION
_TEMPLATE_ADD

Get Workflows
Action Key
(7—27 71—
Trvay F—
DI

Get Workflows
Requests Action
Key (7—27
Oa—1y 7Tk
Trvary x—
DA

Get Workflows
Request Actions
Action Key
(7= 7u-—
VI ANTY
YaryTrrsva
Y F -0

Get Workflow
Processes Action

Key (7—27
O— 7ut A
T vary ¥—
D)

Update Workflow
Request Action
Key (7—27
a—19 27T b
Trvary ¥—
DEH)

Add UCM mail
notification
template Action
Key. (UCM

A — VAT v
TL—hNT7
ary ¥F—%iB

mL£5,)
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eventAdmin

eventAdmin

eventAdmin

eventAdmin

eventAdmin

eventAdmin

30044

30045

30046

30047

30048

30049

UCM_PROCESS_DEFINITON
_UPDATE

UCM_SHIPPING ADDRESS
_UPDATE

UCM_PROCESS DEFINITON
_RETRIEVE

UCM_RETRIEVE
_ CONFIGURATION

UCM_REQUEST AUTO
_APPROVE

UCM_ACTIVATE TOKEN

Update UCM
process definition
Action Key.
(UCM 71+ A
EHRT VA v
*— OFH)

update UCM
Shipping Address
Attribute
Definition
System Action
Key. (UCM 3%
B E
RVATL T
varF—o
SEHT)

Retrieve UCM
process definition
Action Key.
(UCM 71+ A
EHRT 7V a v
% — OHR)

Retrieve UCM
configuration
Action Key.
(UCM R T 7
varydF—0
%)

Auto-approve a
Self-Service
Request ()b
7 =AY
7T APDH
Bh&ER)

Activate Token
(b= o7
774 71b)
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eventAdmin

eventAdmin

eventAdmin

eventAdmin

eventAdmin

eventAuthn

30050

30051

30052

30053

30054

13001

UCM_ACTIVATE
_REPLACEMENT TOKEN

UCM_ASSIGN
_REPLACEMENT TOKEN

UCM_CHANGE_SMS_PIN

UCM_ASSIGN_SMS_TOKEN

UCM_ASSIGN_TOKEN

AUTHN _LOGOUT _EVENT

Activate
Replacement
Token (Z&¥AH
= DT
74 71b)

Assign
Replacement
Token (3ZHH]
h—=2 v DHEY
40)

Change SMS Pin
(SMS PIN O
25

Assign
On-Demand
Token
(On-Demand
F—27 DEY
40)

Assign Token
(b=2 0k
hL4T)

Principal session
logout (7)) ¥
NV g
OurTY k)

User “{0}” attempted to
log out of security
domain “{1}” in
identity source “{2}”
(Z—H— «{0}” A5,
TATYTATA
VA2 Dk
Fa)7ra4 FAAL Y
S hrouarTy
FLEHYELFEL)
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eventAuthn 13002 AUTHN_LOGIN_EVENT Principal User “{0}” attempted

authentication to authenticate using

(71 >3 2%)L  authenticator

FEE) “{6}”.The user
belongs to security
domain “{1}” (ZL—
g0y A, b —
7 veqey AL
TRAEZHITLE L
2o I—H—idt
Fal714 FAA
ey ieLcn
I9)

eventAuthn 13003 AUTHN _LOCKOUT EVENT Principal User “{0}” from

lockout (7" security domain “{1}”

I8 on -y inidentity source “{2}”

77 R) islockedout (71 7
YTATA VA
“OYHNOEF )
TA AL 2«1y
DI—H— <10} A3
Oy 777 hENT
wET)

eventAuthn 13004 ADD DEVICE BINDING Register new A new device was

device for saved to the RBA

principal (7)) device history for user

vy oF L 10} from security

WFEINAL A D domain “{1}” in

BEk) identity source “{2}”.
(TAFVTF4 54
V=22 At
Falr4 FAAL Y
YIRS A —
#— «“{0}” ® RBA 7
INA AJREEIS, L
WTINA ADRAE S
‘/h« i L 7z o)
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eventAuthn 13005 OC_ADMIN LOGOUT_EVENT OC Admin Operations Console
session logout admin “{0}” attempted
(OCEH v to log out of
v gv@pus 7 Operations Console
M) (Operations Console
A (0} 7t
Operations Console 7>
Lus7TYRLED
ELFEL)
eventAuthn 13006 OC_ADMIN LOGIN EVENT OC Admin Operations Console
authentication admin “{0}” attempted
(oC & to authenticate to
ST Operations Console
(Operations Console
I <0y A
Operations Console T
AT L L72)
eventAuthn 13007 PROXY LOGIN EVENT Authentication The authentication
request (FRFE')  request was routed
2T AN) through “{9}”. (FZE
7 T A MH«{9}”
FEHCHESINE L
720)
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eventAuthn 13008 DEVICE_ELEMENTS NOT Device elements ~ User “{0}” from
~BOUND not bound for security domain “{1}”
principal (1) > in identity source
S IOVIZNA v “42}7 must provide an
F&iCwipyy  identity confirmation
FIONA ABEHE) before he can achieve
a higher assurance
level for this device.If
the user has not
already configured an
identity confirmation
method then you may
need to take action.
(74774
T4 2Nt
Fa)T74 XAV
RS-
=R DTN A
DIREEL NV % 56
BI2id, = —Hk
BT ) LEND Y
i j—o L — ﬂ: - 7b§ i
72— — R
R L Tl
alid, WY 0%
BHH ETo)

eventAuthn 23001 AUTH _UDP PACKET Authentication Processing
_PROCESSING packet processing authentication packet

(FREF 84 v from agent “{3}” with

QLFR) IP address “{4}” in
security domain “{5}”
(EFaV 74 FX
A4S ND TP T
RL R “{4)” %450
I—Tx b3y
B kfE SN2
2Ny b RALELL T
W)
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eventAuthn

eventAuthn

23002

23003

AUTH_UNSUPPORTED
_PROTOCOL

AUTH_LOG_REQUEST

Received
unsupported
request (H 7R —
SRR
I DO%E)

Authentication
log request
(FEFEa 7)) o
IA M)

Received unsupported
request from agent
“{3}” with IP address
“{4}” in security
domain “{5}”.Request
type:“{18}” (¥ =
V7rq4 RAA >
“USYPHNDOIP T R L
A {4 BFFO LT —
D LR S/ )
WK — R I
JIAMEZELE
L7ze V7 AL %
A7 «{18})

Log request received
from agent “{3}” with
IP address “{4}” in
security domain “{5}”
(EF=2)F741 FX
A2 S5y NDOIP 7
FL A «“{4)” 2450
I—Tx v b s
»onuas ) 7 LA R
rZBLELL)
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eventAuthn 23004 AUTH_AGENT_ACCESS
_CHECK

eventAuthn 23005 AUTH_NODE VERIFICATION

eventAuthn 23006 AUTH _NODE SECRET SENT

Authentication
agent access
check
(RAfE~—3 =
NDOT IR
Frv o)

Node secret
verification

(/=F =7
L v b OWMEE)

Node secret sent
() —=F =7
Ly bD%E)

Verifying user “{0}” in
security domain “{1}”
from identity source
“{2}” is allowed access
to agent “{3}” with IP
address “{4}” in
security domain “{5}”
(TA T T 474
V=R 2y ot
Fal)7T4 FXA Y
RUNCTESS
F—=oy 2,
Fa)74 FAAL Y
“USYHOTIP T L
A {4y BFFO T —
DS KT SR N
TR AMED D B
BEELCwET)

Verifying node secret
for the agent “{3}”
with IP address “{4}”
in security domain
“53 (¥ a2V T4
KX A ¥ 5 ND
IP7 FLAR <4y %
Foz—-—Y b
“ByY o/ — K v—
7Ly MeMBREL T
WE)

Node secret sent to
agent “{3}” with IP
address “{4}” in
security domain “{5}”
(LX) 74 FX
4“5 NDTIP T
FL R {4} 5D
I—Txr b3y
i/ =Fy=7oLv
FEREINFE L)
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eventAuthn 23007 AUTH_SECONDARY Secondary Unable to process
_SEGMENT_PROCESSING segment secondary segments for
_FAILURE processing failed request from agent
(H &) £ “{3}” with IP address
7 A v b “{4}” in security
H2H) domain “{5}”. (&
Fa)7a4 FAAL Y
“USYNDOIP T R L
A {4 BFFOT—
D2 LR S/ )
EEINZ) 7T
coYXA YY) 2T
AV NPT E T
Ao) Secondary
segment request will be
ignored (27 > %)
7 A N T TA
MR ST )

eventAuthn 23008 AUTH_PRINCIPAL Resolve principal Attempting to resolve
_RESOLUTION by userid/alias user by userid or alias
(—%—1ID/  “{0}”.Request
I 47 A |z originated from agent
27 0L 4337 with IP address
DR “{4}” in security
domain “{5}” (L—
P—1ID 7213 A
DIy S (1} S e )
T—H— gL X
FLLTwET, Y
JIAMIEF2Y
TA FAA 5y
WD IP 7 FL A
“{4y BFROT—
=V R ST Sl /AR
HEESNE LR
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eventAuthn 23009 AUTH_SESSION OPEATION Session operation ~ Session operation
_FAILURE failure (v 3 3 failure processing

RS request from agent
“{3}” with IP address

“{4}” in security
domain “{5}” (¥ =
V74 FAAL ¥
“YUSYNDOTIP T R L
A 4N BFFO T —
RS N I
EESNY 7R
fNoY vy Loa VEE
WLERIZ R L F L72)

eventAuthn 23010 AUTH _NEW_PIN New pin New pin cancelled for
_CANCELLED cancelled for user yser*{0}”. (L—
(L—=WF—=DH 4= «(0}” DF L
LWPINDOF Y pINATF 4 v b &
) nE L72.) Request
originated from agent
“{3}” with IP address
“{4}” in security
domain “{5}” (L—
P—1ID 72l A
DRy S (1} S e )
=W =R L X
FLLTwET, Y
JIAMIEF2Y
T4 FAAL L5y
WO IP 7 FL A
“{4y BFROT—
=V R ST S /AR
HEESNELR)
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IRV b
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eventAuthn

eventAuthn

eventAuthn

23011

23012

23013

CREATE_AM_TOKEN

UPDATE_AM_TOKEN

DELETE AM TOKEN

Create Token
(b= o
TERK)

Update Token
(b=2 o
SEHT)

Delete Token
(h=2>o
HiBR)

Administrator “{0}”
attempted to create
token “{4}” stored in
identity source “{6}”
managed in security
domain “{5}” (FHH
Loy TAT Y
TATA V—A
“6)” IR SN, X
Fa)74 FAAL ¥
“(5) CHES NS
k=27 24y 2k
L) ELELR)

Administrator “{0}”
attempted to update
token “{4}” stored in
identity source “{6}”
managed in security
domain “{5}” (FFHLE
OV TAT Y
TATA V=R
“oy ITIRfFE L,
Fa)Tq NAALY
51 CTEHINS
AN
BLEHELFELR)

Administrator “{0}”
attempted to delete
token “{4}” stored in
identity source “{6}”
managed in security
domain “{5}” (FHH
SO A, TAFY
TATA V=R
“6y IR SN, X
Fa)74 FAAL ¥
sy THELEND
=2 ¥ «(4y % Hl
L& ELF L)
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ANV b

H31 - Jv3avIib 77v3av - BTL: ] Xyt—=9
eventAuthn 23014 AUTHMGR_TOKEN_STAT Token Statistics ~ Administrator “{0}”
_SEARCH Search ( F— 2~  attempted to search for
ViETO#EE)  token statistics (R
HLOY N =
atzmBEL L9 &
LELA)
eventAuthn 23015 OFFLINE LOGIN EVENT Offline Login Offline authentication
Event (75 attempted by user “{0}”
frarAy on agent “{3}” using
FRAVAS)! token with serial
number “{8}” at
“{107 (2=
W= 0y B —
D=V N S A G
)TNV 8y D
=2 Y EMHLT
“AoVicE 774 >~
AL RITLE L)
eventAuthn 23016 OA_DATA DOWNLOAD Offline Offline authentication
Authentication data download
Data Download  requested by user
(X774 5  “{0}” from agent
HEF— & &y “{3}” using token
Y- ) “(8y” (-
W= 0y AT —

SR8 NCTE Y N
b= gy w2l
LT 754 38
AT DY

U—F%21) 2 7 xTA b
LELA)
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eventAuthn 23017 OA_DATA DOWNLOAD Offline Offline authentication
_FAILED Authentication data download
Data Download  requested by user
Failed (4735  “{0}” from agent
£ VT — % “{3}” using token
g oa— ko 18} failed with error
H2H) message “{9}” (L —
= {0y AL —
D2 LR S/ )
by sy
HMLTYZ7xZAML
724 754 ¥ FEEE
T DY a—
FARLT — Avt—
Ty TRk
L72)
eventAuthn 23018 OA_WINDOWS PASSWORD Windows Windows password
_UPDATE Password updated for user “{0}”
Updated (L—H— <0} ®
(Windows /XA Windows /S A7 — N
7— FOEH)  pHEHEshELL)
eventAuthn 23019 OA DOMAIN SECRET Domain Secret Domain secret updated
_UPDATE Updated (N2 foragent “{3}” (L—
A=y TzrbFBYDOF
N DFEHT) ALY v=27Lv b

HEFINT L)
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eventAuthn 23020 AUTHMGR NEW_PIN New pin mode New pin mode
_ACTIVATED activated for activated for token
token (F—7 serial number “{16}”
> ® New PIN assigned to user “{0}”
E—FOT in security domain
Fagfn S fome)
identity source (7 A
TIYTATA V=R
“OIITERIE S,
t¥Fa) T FAA
Y IE Y A
== {0y 12
DX THNIZb—2
U T IIVEG
“{16}” %% New PIN
E-FICRDFELR)
eventAuthn 23021 AUTHMGR_NEXT Next tokencode Next tokencode mode
_TOKENCODE_ACTIVATED mode activated activated for token
for token ( b — serial number “{16}”
27 v @ Next assigned to user “{0}”
Tokencode & —  in security domain
FOT 7T 4 1 from {2}
74E) identity source (7 A
TIYTATA V=R
SOV IR S I
t¥a2) 71 FXA
YUV ICET A
i (|
DETHNT =7
¥ V)T VES
“{16}” %% Next
Tokencode “E— NI
= ELR)
eventAuthn 23022 AUTHMGR_TOKEN Token replaced original token deleted
_REPLACEMENT ORIGINAL  (h—2% >0 (JED b — 27 ¥ H3HI
_DELETED 2 Brenx L)
eventAuthn 23023 AUTHMGR_TOKEN Token replaced original token
_REPLACEMENT ORIGINAL (b= vD unassigned (JCPD
_UNASSIGNED 2R h—=2 v E 4T

fifEBR)
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eventAuthn

eventAuthn

23024

23025

AUTHMGR_PASSCODE
_REUSE

AUTHMGR_SID METHOD
_INFO

Authentication
attempted (727
DFAT)

SID method
(SID /53%)

Passcode reuse or
previous token code
detected for user “{0}”
in security domain
“{1}” from “{2}”
identity source.Request
originated from agent
“{3}” with IP address
“{4}” in security
domain “{5}” with
protocol version
“{2}”.Authentication
method:*“{6}” ;
Authentication policy
exp:{7}” (T4 T~
TATA V=R
“yotFa)
T4 FXA ey
D 2 — 4 — «{0}”
T, AT —FDOH
R 721 Ew5i o b —
7 v a— FHRIE S
nFL7, VW/ILA
MItF¥Fayra K
A A 25y ND TP
7 FL A4 24
CESoR I
(517 I B REME S AL
7O kI N—T 3
Yk ey T W
AL {6y s R
A1) S — DA
B g7y

SID method
(SID /i=%)
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eventAuthn 23026 AUTHMGR_PIN CHANGE PIN change User “{0}” in security
attempted (PIN  domain “{1}” from
DOZEFP4T)  identity source “{2}”
attempted to change
pin for token serial
number “{16}” (7 A
TYTATA V=R
“yotF )
T4 FXA ey
N —H— “{0}”
AN R A A e
VG “{16}” @ PIN
EEBELEL)ELE
L7)
eventAuthn 23027 AUTHMGR_FIXED PASSCODE Fixed passcode Administrator “{0}”
_CHANGE change attempted to change
(778 A a2 —  fixed passcode (& E
NDZEH) F 10} A E S A
I—-FEEEL L)
ELFLR)
eventAuthn 23028 AUTH_AGENT LOOKUP Lookup Lookup authentication
Authentication agent by IP address
agent (FAFET— “{4}” (IP7 FL A
T bhONy a2 X0 EE
77w T) I—Yxr MNey
27y 7LET)
eventAuthn 23029 AGENT_AUTO_REG_START Agent Received an agent
auto-registration  auto-registration request
request (L — from IP address “{4}”
Vv hEEE (P7 FLA 4 H
U7 AL) HI—YxrMEE

BEER) s T AN R %
FELFE L)
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IX2b  phvavp 7ovay %- 569 Xy—Y
HFdy-
eventAuthn 23030 AUTO_REG NEW_AGENT New New authentication
authentication agent “{3}” with
agent was primary IP address
registered with “{4}” was registered
Authentication with Authentication
Manager (7L Manager in Security
WEHEE T —3 = Domain “{5}” (77
v hba A=) IPT FLA
Authentication  «g4y» ZFOH L\
Manager |Z58%) 2951 — 3 1 o |
“L317 D5
Authentication
Manager Dt ¥ =2.1)
T A4 KX A 51>
CBEENELE)
eventAuthn 23031 AUTOREG_GET_SECURITY Getting Security ~ Getting Security

_DOMAIN

Domain for agent
auto-registration
(==Y b
HEESEH O+
Fays 14 KA
A > O

Domain for agent
“{3}” with primary IP
address “{4}” for
auto-registration.Agent
Security Domain is
“{5y (HENESRT %
774 IPT KL
A {4 BFFO T —
Vs b3y ot
Fal)7T4 KX AV
EPHFLTCWET,
I—Jzr Dk
Fa)74 FAALY
i «{5)” T¥)
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BA

Xyt—=o

_ . 9avID 793y -
HhF3dl -
eventAuthn 23032 AUTO_REG_DUPLICATE IP
eventAuthn 23033 AUTOREG_UPDATE_AGENT
eventAuthn 23034 AUTOREG_UNASSIGN _IP

Found another
agent with the
same [P address
while trying to
auto-register an
agent (L—3
¥~ OHBE#R
HIZECIP 7
KL A& FEOR)
DLT—T v b

ZHH)

Updated agent
with the new IP
address (L —
TV IMNDIPT
F L % 55

While updating
an agent
(m— = b

DHEHH)

Found another agent
“{8}” with the same IP
address “{4}” while
trying to auto-register
agent “{3}” (Z—
P Rk R |
BEFLEI)ELT
WHEEIZFELCIP T
FL X “(ap 280
Mor—y v b
A8V RO N Y
L72)

Updated agent “{3}”
with the new IP
address “{4}” in
Security Domain “{5}”
(LF2) 74 FX
425y ND L —
DRIV RN I
7 FLADH LW IP
7 FL A <4y ICH
mang L)

Found another agent
“{8}” with the same IP
address “{4}” while
trying to auto-register
agent “{3}” (Z—
Vv bh@ByeH
BElLioLLT
WL EXIZFELIPT
FL 2“4y %80
mMor—y v b
A8V RO &
L 72) Unassigning IP
address (IP 7 F L &
DE) M T xR L
£9)
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eventAuthn 23035 AUTO_REG_DUPLICATE Registering new  Registering new agent
_AGENT agent. GFrLv>  “{3}” in Security
I—3Y x> o Domain“{5}”. (&
Bfko) MIUAHT F2) 74 FAA ¥
DL—=T v “SYHOH LW
D I—Tx k3
%Z‘é\%ﬁj& LVC\/‘ i To)
Found agent with the
same name and [P
address “{4}” ([H U
ZEEIP T FLA
4y BROT—
VY EROHD
FL)
eventAuthn 23036 AUTOREG_VERIFY Agent node secret  Verifying node secret
_NODESECRET verification for the agent “{3}”
(=—Y x> b  withIP address “{4}”
J—FK—7 in Security Domain
Ly CokEE) 5y (k¥ ) 74
KA A <5 ND
IP7 RLAR {4 %
Horo—J v b
“ByYyo/—FT—
7Ly MEBGEL T
W)
eventAuthn 23037 AUTOREG _AGENT NOT Trying to update Trying to update the
_FOUND IP address foran  agent “{3}” that has

agent with node node secret with new

secret (/ — F 1P address “{4}”.

S —% 1 v h% Agentdoes not exist

Hor—yzy (—=FI—=21lv

FDIPT7 LA MaeffoT—T x>

OEHFOBIT) P3P IH L IP
7 LA “4y % i
ELEH)ELTwE
I, =Tz b

PHEELEEA)
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eventAuthn 23038 AUTOREG_DHCP_ERROR While registering ~ While registering an
an agent agent “{3}”, found
(—3Y x> M another agent “{8}”
DEGFEF) with the same alias IP
address “{4}”. Could
not un-assign IP from
“gy (—Y =z b
“3y DEFRHUZ,
MLTA)7AIPT
FL A <4 &80
Mor—y v b
A8V RO N Y
L7z0 {8} 56 IP
DEY BT RMEHET
XEFHATLE)
eventAuthn 23039 AUTOREG_CLEAR Agent node Cleared node secret for
_NODESECRET secret has been  the agent “{3}” in
cleared (T=— Security Domain “{5}”
Yrrvh /= (EF¥FaUTq FX
Fy—2sLy AP HOI—
fosy7) Yy ReEpo
J—=F¥—=27Lv}
BT EINELR)
eventAuthn 23040 TR H AUTHMGR PIN Trusted User “{0}” in security
_CHANGE Realm:PIN domain “{1}” from

change attempted
(PIN DZHED
AT

identity source “{2}”
in trusted realm “{13}”
attempted to change
pin for token serial
number “{16}” (k7
AT v K LA
LY DTAT
TATA J—A
“RPICREIN
tFay714 FAA
vy DA —

P 0y AL b —
7 v )TV
“{16}” ® PIN # & H
LEHELFELR)
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eventAuthn 23041 TR _H AUTHMGR PASSCODE |5 A5 v K L Passcode reuse or
_REUSE U 2 EREFE AT previous token code

detected for user “{0}”
in security domain
“{1}” from “{2}”
identity source.Request
originated from trusted
realm “{13}” with
agent “{3}” with IP
address “{4}” in
security domain “{5}”
with protocol version
“2y. (V7T A b
X, NI ATy R L
VA {13y D F o
V7ra4 RAA Y
“USVIZHAHIPT N
LA “{ay 2Fo
I—Tx 2 b5y
MHE[FE SN, T
FaoN—=T g i
“{2}" TH)
Authentication
method:*“{6}”;
Authentication policy
exp:{7}” (T4 T~
TATA V=R
“yotFa)
T4 FXA ey
D 2 — 4 — «{0}”
T, AT —FDOH
R 721 Ew5 0 b —
7 v a— FHPR S
nFEFL7, VW/ILA
MItF¥Faysra K
AA V5 ND TP
7 FL R <4y & FF
DIT—Yxr b
{517 BB S
Jaban =23
JiE ey Ty,
AL {6y s R
R ¥ —OF R
B g7y
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eventAuthn 23042 TR _H AUTHN LOGIN EVENT Trusted Realm User “{0}” attempted
Authentication to authenticate using
(M A5 v K authenticator “{6}”
LV 2 EREE) from Trusted Realm
“{13}”.The user
belongs to Security
Domain “{1}” (L—
0y B, -
76y R L
ThrF ATy F LV
213 L RRAEE R
AITLEL, 22—
P—i3tx ) 74
AR
LTwEs)

eventAuthn 23043 TR R _AUTHN LOGIN_EVENT Trusted Realm Trusted user “{0}”
Authentication attempted to
Requested authenticate using
(S A5 v K authenticator “{8}” at
LV AEREE) 2 trusted realm {9},
TZh) (Z—=H = «{0}” A%,
h—=2 (8 %Al
HLTrFIZ AT F
LV & {9y TiR3
RATLE L)
The user belongs to
Security Domain “{1}”
(== {0} 2%,
=276y fl
HLTrNZ AT Y F
LIV & {13} 22 B RE
FAEEERITLE L7,
I—HF—lFtFxay
TA FAA 7«1y
WKELTwET)
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eventAuthn 23044 TR _R AUTHMGR NEXT Trusted Realm  Next tokencode mode
_TOKENCODE_ACTIVATED Authentication  activated for token
Request serial number “{11}”
activated next assigned to user “{0}”
tokencode mode in security domain
for token (~ 5 “{1}” from the trusted
25 v K L)) realm“{8”. (hbT A
LFREEY) 7 T v F LIV <8y
AMIZLY, DEFal) T4 KX
F—2 D AWV IET A
Next Tokencode 4 4 “(0y” 12l
S A (W
74 71L) YU TNES
“{11}” %" Next
Tokencode E— FIZ
RO FE L)
eventAuthn 23045 TR_R_AUTHMGR PIN Trusted Realm User “{0}” in security
_CHANGE new PIN created  domain “{1}” from the

byuser (I~ Z X trusted realm “{9}”
v F LA created new pin for
Da—HF— |2k token serial number
L LWVWPIN D ‘11037 (M AT v
YERR) F LIVA «9y ot
Fa)ra FXA 2
RUNCESS
F— 0y A, h—
7y ) T VS
“{10}” OFr L \» PIN
EERLE L7)
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N2 s s AN - .
4_<h 72vavID P7vav - EEA Xyt—o
nFdy-
eventAuthn 23046 TR _H AUTHMGR NEW_PIN Trusted New pin mode

_ACTIVATED Realm:New pin  activated for token

mode activated
for token ( h—
7~ @ New PIN
E—FNDOT 7V
71 71b)

serial number “{16}”
assigned to user “{0}”
in security domain
“{1}” from “{2}”
identity source.Request
received from trusted
realm “{13}” (714 7
STATA V=R
YIRS
t¥a2) 71 FXA
vy O3 —

H— {0} IZHI D 2K
Toenich—=rr v
)7V {16}
A%, New PIN £— I
W% ) L7z, #BH
7 T AMIMNTA
T v F LIV “{13})”
PHZELIT L)
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eventAuthn

eventAuthn

23047

23048

TR_H_AUTHMGR_NEXT
_TOKENCODE_ACTIVATED

TR_R_REMOTE_PRINCIPAL

_DISCOVERED

Trusted
Realm:Next
tokencode mode
activated for token
(b=2 2D
Next Tokencode
E—FNDOT
71 71bk)

Trusted User
Discovered (F
FAT Y N —
W — D)

Next tokencode mode
activated for token
serial number “{16}”
assigned to user “{0}”
in security domain
“{1}” from “{2}”
identity source. (7 A
TYTATA A
“QPICIRfEI N
t¥a2) 71 FXA
vy -

P— o 1ZH D 24
Tonizh—ov v v
) 7V {16}
A%, Next Tokencode
E-FZahEL
725) Request received
from trusted realm
13y (TA TV
TATA V=R
“Q©IRfEI N
t¥a) 714 XA
vy O —

e 0 12E ) Y
Tonizh—ov v v
)7 VS {16}
25, New PIN £— F
W27 £ L7z, 36
VI AMIMTA
TV N LIVA <13y
PofELFE L)

The trusted user “{0}”
was discovered in the
trusted realm “{9}”.

(FFAFY F L
LT, M T A
Ty RN I—
P 0y At S
nF L7z
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eventAuthn 23049 TR_R REMOTE PRINCIPAL Resolve user by The user login “{0}”
_NOT_DISCOVERED User could not be
ID/alias/Trusted discovered in the local
realm search realm or by searching
(Z.—¥%— ID/ . configured trusted
AT A/ T realms. (L—H— 1
A5y KL 7420y,
BFEIZL 22— U= LIVADRD
H— DfER) b MR EN T
AT R LVAhS
LT E FHAT
L72)
eventAuthn 23050 NO_MORE OTT Login with One  Token with serial
Time Tokencode number “{8}” does not
Event (17 V4 have any more one
{2 »—2% >  timetokencodes
g— ] %ffifj L associated with it (3
Fuz4roq NTVEST O
N M) h—27 IZBAEDF
NIy A A
h—2 v a— Kaik
KD ELR)
eventAuthn 23051 TFT_EXPIRED Login with Fixed emergency
Temporary Fixed access tokencode

Tokencode Event
(—WEl5E b —
7y aA—R&ff
MLizurz 1>
DANY )

associated with token
with serial number
“{81” has expired. (¥
DT VAR {8y D
h—27 IZBAED Y
bN7zEE L~ —
VI —=T I kA
N—2 v a— Ry
@?hﬁ&@ib
720
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eventAuthn 23052 OTTS_EXPIRED Login with One  One time emergency
Time Tokencode access tokencode set
Event (7 % associated with token
LN b—2 with serial number
T9— ] &L “{8}” has expired. (¥
fuz4roq N TIVES 8} O
Y b7 B
X AYALYIVE (V=
R—=T =77
A b=2ra—F
ARG 2 1) &
L720)
eventAuthn 23053 EAP32 SESSION RESUME EAP-32 User “{0}” attempted
Authentication to resume the existing
(EAP-32 ZFEF) EAP-32 Session.
(L —H— {0} 7Bk
0 EAP-32 &z v
varvEHEELLD
ELFEL)
eventAuthn 23054 REMOTE_AUTH_PRINCIPAL Resolve trusted Attempting to resolve
_RESOLUTION user by userid trusted user by userid
(L=H—ID I {0} (Z—H—
B M7 ATy IDYOY LD, b
NL—H—=0D G257y Fa—4-
figp-) EERLEHDELT
VF 9°,) Request
originated from agent
“{3}” with IP address
“{4}” in security
domain “{5}” (ZL—
H—1D /2ld A
U7 A0 I2LD
T -z L &
HIELTwET, Y
JITAMItEFa
T A4 XA 5>
NOIP 7 LA
4y BROT—
SR I Cr N,
EEINT L)
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eventAuthn 23055 AM61 MIGRATED AUTHN AMOG1 Migrated  AM61 Migrated log
_LOG_MESSAGE log message message.Original
(AM61 5%  message:“{8}”.
FE&nzars (AM61 > 5RBFTEN
Ay t—3) mars xyvtk—"7,
TED A vt —
T 8))
eventAuthn 23056 TR R REALM DISABLED Trusted Realm The Trusted Realm
Disabled (5 “{9}” has rejected the
Z5 v F L2 connection. (T A
DY) T v F LIVA «9)”
PR EIEG LI L
720)
eventAuthn 23057 TR _R LOCAL REALM Trusted Realm The Trusted Realm
_DISABLED Disabled (hZ  “{9}”is disabled. (b
ATy R bVvh A7y K LIVA
PHER)) (o) DER) T )
eventAuthn 23058 NTLM_ MAPPING NOT NTLM mapping  There is no NTLM
_FOUND not found mapping for “{8}”.
(NTLM ¥ v ¥ (“{8}” ® NTLM
YITMROMmS v TN %
) HAo)
eventAuthn 23059 FAILED TO LOOKUP NTLM  Failed to lookup  Could not lookup
_MAPPINGS NTLM mapping  NTLM mapping for
(NTLM ¥ v ¥ “{8}”. (“{8}”
YDy NILMY v Er 7%
7 v THEK) Vo Ty T TEE
FATL.)
eventAuthn 23060 EAP32 AUTH EAP-32 User “{0}” attempted
Authentication EAP-32 authentication
(EAP-32 G8E)  (Z—H— «{0}” 2%
EAP-32 Rl % 34T
LELA)
eventAuthn 23061 EAP32 NEW_PEPPER EAP-32 User “{0}” received
Authentication new EAP-32 Pepper

(EAP-32 Z3iF)

(L= = «“{0}” H¥Hr
L \» EAP-32 Pepper
rxfELE L)
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eventAuthn 23062 TOKEN_EXPIRED Token Expired Token serial number

(F—2 o] “{16}” assigned to user

FRETI) “f0}” in security
domain “{1}” from
identity source “{2}” is
expired (74 7~
TATA V=R
“QPICRfEESN
t¥a2) 71 KX A
vy oa—
R (U
Toenich—=o2r v
) 7OV {16} DY
RGN TY)

eventAuthn 23063 AUTH_AGENT _LOG Agent log request TACACS login
_REQUEST_SUCCESS (=—3Y x> b succeeded with
a4 1) »x. TACACS password on
2 R) agent “{3}” with IP
address “{4}” in
security domain “{5}”
(F¥a2U71 B2
A4S NDTIP T
LA «{4y 2450
I—Tx b3y
T TACACS /XA —
FafiiL T
TACACS B 7 1 » |2
WL E L)
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eventAuthn 23064 AUTH_AGENT LOG Agent log request TACACS login failed
~REQUEST FAIL (=—Y x>+ with TACACS
o7 A4z passwordonagent
2R “{3}” with IP address
“{4}” in security
domain “{5}” (&
Fa)7a4 FAAL Y
“USYNDOIP T R L
A 4y e FEo T —
Ty b3y T
TACACS /S A7 — K
Z i/ L T TACACS
074 KRB E
L72)
eventAuthn 23065 AUTH_AGENT ENABLE Agent log enable TACACS enable
_REQUEST request (L — attempt on agent “{3}”
Jr v b ms A withIP address “{4}”
v E#L) » 1. insecurity domain
Z M) “5y (k¥ a2 74
FA A 2«5 D
IP7 FLAR <4y %
BFor—Yxz vk
“{3}” T TACACS H
erEITI T L
7z)
eventAuthn 23066 AUTHMGR SMS PIN PIN change User “{0}” in security
_CHANGE attempted for domain “{1}” from
On-Demand identity source “{2}”
Tokencode attempted to change
Service pin for On-Demand
(On-Demand Tokencode Service
N—zva—F (TATYTA4T4
F—UADPIN VY —A“2}" Dt
BHOEAT) Fa)714 FAAL Y

1y NO—

H— {0} A5,
On-Demand F— 7 »
I—FHF—YAD
PINZZHL L) &
LEL”)
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eventAuthn 23067 AUTHMGR_SMS PASSCODE  Authentication Passcode reuse or
_REUSE attempted (87ZF previous token code
DOFAT) detected for user “{0}”

in security domain
“{1}” from “{2}”
identity source.Request
originated from agent
“{3}” with IP address
“{4}” in security
domain “{5}” with
protocol version
“{2}”.Authentication
method:*“{6}” ;
Authentication policy
exp:{7}” (T4 T~
TATA V=R
“yotFa)
T4 FXA ey
D 2 — 4 — «{0}”
T, AT —FDOH
R 721 Ew5i o b —
7 v a— FHRIE S
nFL7, VW/ILA
MItF¥Fayra K
A A 25y ND TP
7 FL R “4)” 24
DOTL—J Vb
“51 B E S A
7O kI N—T 3
JE ey Ty, R
ST {6} s BB
A1) S — DA
B g7y
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eventAuthn 23068 AUTHMGR_SMS NEW_PIN New pin mode New pin mode
_ACTIVATED activated for activated for
On-Demand On-Demand
Tokencode Tokencode Service for
Service user “{0}” in security
(On-Demand domain “{1}” from
F—2z v a—F “{2}”identity source
H—VCADONew (TATYTATA
PIN E— K7 Y—A2)7 O
77 4 74k) Fal)7T4 FXA Y
RUNCTESS
F—= 0y D
On-Demand +—72 »
a— R+ —EAD,
New PIN E— F{Z7%
DE L)
eventAuthn 23069 AUTH_AGENT TRUSTED Authentication Verifying trusted user
_USER_ACCESS_CHECK agent access “{0}” in security
check domain “{1}” from
(PEF—— 3 =~  identity source “{2}”is
v b7 7 A allowed access to agent
Frv7) “{3}” with IP address

“{4}” in security
domain “{5}” (71 7
STATA =R
“CODEFL) T A
RAA 2“1y o
FNIAT Y N I—
Ui (AN
Fa)7rq FXA ¥
“SyHNOIPT L
A {4y o1 —
T v b By AD
TV R AR FFON,
BREEL CwET)
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eventAuthn 23070 AUTOREG_UPDATE FAILED  Agent update Auto-registration
failed (-— update for the agent
Y v ho@mEP “13}7 with IP address
4:8) “{4}” in Security
Domain “{5}” (&
Fa)FTa KXY
“YUSYPHNDOIP T R L
A A4y RO T —
Ty k31 OH
BB EI AT DI
FL)
eventAuthn 23071 AUTH_FAILED BAD Authentication Bad tokencode ; but
_TOKENCODE _GOOD_PIN attempted (873F good PIN detected for
DOFAT) token serial number

“{16}” assigned to user
“{0}” in security
domain “{1}” from
“{2}” identity source
(RIEr—27va—
F&IEL W PIN O
AEDHIZ X B REE
DR ENE L7z,
B Eh o, 7
A7 TATA4 V=
A2y, L F )
FA RFAL 1y
DI —H— «“{0}” I
FhLToh b —
7y )T IVES
“{16}” T¥o)
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eventAuthn 23072 AUTH_FAILED BAD_PIN Authentication Bad PIN ; but good
~GOOD_TOKENCODE attempted (73F tokencode detected for
DOFAT) token serial number
“{16}” assigned to user
“{0}” in security
domain “{1}” from
“{2}” identity source
(RIEZ PIN &IEL W
M= va—Fo#M
AEDRIL 5 RH
P S E L7,
Bl s Nz0ix, 7
ATYTATA V=
OEVIANE )
TA FXA 2“1y
DI —H— <0} 12
HhHBTHN -
72 )T IVES
“{16}” TY)

eventAuthn 23073 AUTH_FAILED BAD_ PIN Authentication Bad PIN ; but previous
_PREVIOUS TOKENCODE attempted (E73F tokencode detected for
DOFAT) token serial number
“{16}” assigned to user
“{0}” in security
domain “{1}” from
“{2}” identity source
(RIE7: PIN L Hio
=2 va—Fo#
AEDHIZ L DA
DR ENE L7z,
Bl hzoiE, 7
AT TATA V=
A2y, EF )
TA AL 7«1y
DL —HF— {0} |
FhLToh b —
7y ) T IVES
“{16}” T3)
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eventAuthn 23074 TR _R_AUTHMGR NTC M A5 v F L Nexttokencode mode
_ACCEPTED L A D Next accepted for token

Tokencode @ serial number “{11}”

& gssigneq to user ‘.‘{0}”
in security domain
“{1}” from the trusted
realm “{8}”. (F 7 A
T v F LIV <8y
rot¥Fa) 74 F
ALV NO
T—H— <0y 12
0 HTHRT R =2
YU TVES
“{11}” @ Next
Tokencode E— 7%
HKERSNE L7z0)

eventAuthn 23075 AUTH_AGENT _ENABLE Agent log request TACACS enable
_SUCCESS (=—3Y x> b succeeded on agent
oz A4y »zx “{3}” with IP address
2 R) “{4}” in security
domain “{5}” (&
Fa)74 FAAL Y
“USYPHNDOIP T R L
A A4y RO T —
Ty b3y T
TACACS AR LIZ 1
HLEL)

eventAuthn 23076 AUTH_AGENT _ENABLE Agent log request TACACS enable not
_FAILED (—3Y x> b authorized on agent

oz A4z x “{3}7 with IP address

2 1) “{4}” in security
domain “{5}” (¥ =
V74 RXA ¥
“SyHNOIPT L
A4y BFOT—
Yy b3y T
TACACS H#ILA%FF
ENFHEATLE)
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eventAuthn 23077 AUTH_AGENT _ARA LOGIN Agent log request  TACACS ARA Login
(=—3Y x> M (No SecurID) on agent
oz A4y »zx “{3}” with IP address
2R “{4}” in security
domain “{5}” (&
Fa)714 FAAL Y
“YUSYPHNDOIP T R L
A 4y e FEo T —
Yy b3y T
TACACS ARA B 7
4 > (SecurID 7 L)
PirbihE L7z)
eventAuthn 23078 AUTH_AGENT CHAP LOGIN  Agent log request TACACS CHAP Login
(=— x> F (NoSecurID) on agent
as A7z “{3}” with IP address
Z M) “{4}” in security

domain “{5}” (%
Fa)ra NXAL 2
“SHDIP T R L
A {4y RO T —
SRR NUENRE
TACACS CHAP 1 7
4 > (SecurID 7 L)
Pirbivg L72)
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eventAuthn 23079 AUTHN_ARTIFACT Authentication
_VALIDATION artifact
validation (7%
AT =T 477
7+ OGE)

eventAuthn 23080 AUTH_AGENT DOESNT SecurlD
_ACCEPT _SECURID credential type
not accepted
(SecurID 7 L' 7°
YUx N EAT
fEHATT)

Authentication artifact
validation on agent
“{3}” with IP address
“{4}” in security
domain “{5}” for user
“{0}” in security
domain “{1}” from
“{2}” identity source
(TATYT 474
V=R 2y ot
Fa)ra FxXA 2
RUNCTESS
H— {0y D7=DIZ,
t¥a2) 71 FXA
VS NOTIP T R
LA “{4y D
I—Tx 2 b3y
TRRET — 74 7 7
7 b OBGEEA T DI
FL7)

Received a SecurlD
credential ; which the
agent is configured to
not accept.Agent “{3}”
with IP address “{4}”
in security domain
“{5}” (SecurID 7 L
Ty )VEEAL
TR O T - <
¥ A6, SecurlD
ILVT VY VRS
BLELZ. ¥
V74 FAAL Y
“{5y"NO TP T R L
A {4y BFFO LT —
T b 31)
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eventAuthn 23081 AUTHN_ARTIFACT Generate Authentication artifact
_GENERATION Authentication was generated for
Artifact (EZEF principal “{0}” stored
7 —5 ¢ 7 7 % inidentity source
N D AR “{2}” managed in
security domain “{1}”
(TATYT 474
V= A ) IR
SN, X)) T4
FAA 2“1y TF
Bz 7)) ron
JV{oy” 12, RREE
T—=T74 777 B
EEnE L)
eventSystem 16001 LICENSE INSTALL Install license Administrator “{0}”
(544> A@ attempted to install
4 A K—)) license “{4}” for “{3}”
(BEHE “{0)” 7S
“BYosgftrA
4y EA VAR —
VL&Y ELFEL)
eventSystem 16002 LICENSE REPLACEMENT Replace license Administrator “{0}”
(54 A® attempted to replace
BEz) license “{5}” for “{3}”
with license “{4}” (%
B {0} A7 <{3}”
DITA Xy A5
ALy R4y
WCEZMR L) EL
FL)
eventSystem 16003 LICENSE UNINSTALL Uninstall license Administrator “{0}”
(94> A@D attempted to uninstall
TA VA license “{4}” for “{3}”
h=v) (B {0} 73

“BPYOITAL LY
T ET VA YA
F=nLEHELFE
L72)
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eventSystem 16004 LICENSE _CHECK Check license System attempted to
(5 4+ A®  check the license for
Frv ) product “{3}” “{4}”
on instance “{5}” (¥
AT LHIR A YA
YA {5y TR
“Byeqryr oMt
ATy L&
JrLFELR)
eventSystem 16005 LICENSE GET Retrieve license  System attempted to
from the database retrieve a license from
(57— % ~X—Z the database with filter
PHEDITA Y “3) (VAT LD,
ADHUS) T ANE <3y K Af
HLTTF—4FX=2A
R v 3
LI ELEL
72)
eventSystem 16006 FEATURE_LICENSE CHECK Check license for System attempted to
feature ($%fE  check the license for
SALEUAD feature “{6}” of “{3}”
Frv7) “{4}” on instance
U5V (VAT AN,
[ YARY VRS
T34y O
BBy DI At
ATy 7L L9
ELFELR)
eventSystem 16007 ARCHIVE LOG Log archived Messages in log “{3}”
(a7 @»7—%  archived from dates
A7) “{4}” through “{5}”

(HA; <4y 25
“517FTOT TR
02«3y 27—
L T7ENF L)
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eventSystem 16008 PLUGIN_LOADED Load plug-in System attempted to
(797 4 @ load plug-in “{3}”
T— F) from file “{4}” (> A
T AT 7 AN
A4y eI 74
Y3y rku— KL
o LFELA)
eventSystem 16009 EXTENSION LOADED Load extension System attempted to
point (JL5ER 1 load extension point
Y Irouo—F)  “{4}” from plug-in
A3V (VAT AN
FTA By S
JEERAR A >~ b “{4y”
Zu—FLEIEL
FL)
eventSystem 16010 SETUP_PRIMARY Setup primary Replication “{3}”
(Fo94<Yn  “{4}” succeeded
ty b7y 7) (VU —var
L4y 31 A L
F L)
eventSystem 16011 REMOVE PRIMARY Remove primary  Replication “{3}”
(F54<) D  “{4}” succeeded
EUES) (VI r—2vav
43y DI L
F L)
eventSystem 16012 PROMOTE_PRIMARY Promote primary  Replication “{3}”
(Fo94<Yn  “{4}” succeeded
FHE) (VI r—var
LAY 3 DI L
F L)
eventSystem 16013 ADD _REPLICA Add replica (L Replication “{3}”

7 A OB “14}7 succeeded
(V7)) r—vavr
“{4}” cc{3}” 753"5‘2% L
FL7)
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eventSystem 16014 REMOVE_ REPLICA Remove replica  Replication “{3}”
(L) D “{4}” succeeded
HllB) (VI r—vavr
LAY 3 DI L
L)
eventSystem 16015 ATTACH_REPLICA Attach replica Replication “{3}”
(LAY Ho7  “{4}” succeeded
¥y F) (VI r—vavr
L4y 31 AT L
FL)
eventSystem 16016 SYNCHRONIZE REPLICA Synchronize Replication “{3}”
replica (L 71 “{4}” succeeded
# D) (V7 r—vavr
L4y 31 A L
FL)
eventSystem 16017 REGISTRY _TOPOLOGY_READ Read cluster System attempted to
topology (27  retrieve the cluster
A% hARTT— topology (¥ AT A
DEFHILY) ) NI A5 hRO
V—rHURL L &
LEL”)
eventSystem 16018 REGISTRY TOPOLOGY Update cluster System attempted to
_WRITE topology (-5  update the cluster
2% pRuY— topology for instance
OEH) “B31 (VAT A
A VARY VA3
Dy IALY FARRA
VorHEHFLIO L
LELR)
eventSystem 16019 REGISTRY_ INSTANCE Register instance  Administrator “{0}”
_REGISTRATION (f A% A  attempted to register
DEER) instance “{3}” ({&H

FHLOVY A Y AY
YR By RERRL
Iyt LFLAL)
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eventSystem 16020 REGISTRY_INSTANCE Update instance ~ Administrator “{0}”
_UPDATE (f A% A attempted to update
D) instance “{3}” ({5H
B0y A RS
A3V BT
o LFELA)
eventSystem 16021 REGISTRY_ INSTANCE Deregister Administrator “{0}”
_DEREGISTER instance (A ~ attempted to deregister
2% v ADESE  instance with ID “{3}”
fiFs) (FELE «(0}” 2V ID
“BY DA LAY~
AZEFMEL L9
ELFELR)
eventSystem 16022 REGISTRY_INSTANCE Look up instance ~ Administrator “{0}”
_LOOKUP (f A% A® attempted to read an
Vv 277 v7)  instance (EHH
Oy ;A AF
AZGAND 9 &L
F L)
eventSystem 16023 REGISTRY COMPONENT Register Administrator “{0}”
_REGISTRATION component (2 attempted to register
vAR—A b component “{4}” on
BEk) instance “{3}” (&
HE <0y D3~
AH A 3T
o B N IV
Ay EREERL L
ELFLR)
eventSystem 16024 REGISTRY COMPONENT Update Administrator “{0}”

_UPDATE

component (I
YE=FTID
)

attempted to update
component “{4}” on
instance “{3}” (&
HE <0y D3~
AT A3y T
o N SV
Ay EEHL L
ELFELR)

2: RSA Authentication Manager DA77 % v t£—

201



RSA Authentication Manager 8.0 b5 7022 =74 J A4 K

ANV b

H31 - Jv3avIb 77v3arv - sHER xXyt—o
eventSystem 16025 REGISTRY COMPONENT Deregister Administrator “{0}”
_DEREGISTER component (a attempted to deregister
VAR—3% v b component“{4}” from
EETIRE) instance “{3}” ({5H
B0y A RS
A3y cay
K= b4y %
BEEmRELE)EL
F L)
eventSystem 16026 REGISTRY COMPONENT Look up Administrator “{0}”
_LOOKUP component (I attempted to read a
vAR—% > b component (FEFEEE
Vw77 T) 0P AT YR A
Y EGEANA D &
LELR)
eventSystem 16027 REGISTRY PATCH_ADD Add component  Administrator “{0}”
patch (I > 7K— attempted to add patch
Y b Sy T “{5}” to component
B “{4}” on instance
“(3p (EEHE <{0}”
WA YA VA
“BYTI VR F
MLV S AR &
“{53 ML &9
ELELR)
eventSystem 16028 REGISTRY PATCH REMOVE  Remove Administrator “{0}”

component patch attempted to remove
(avR—% > patch “{5}” from

NPANA N component “{4}” on
EIIES) instance “{3}” (%2

L0V HA YRS
A3y Ta s
F— v by
5%y F <5} & Hl
BRLESELFELR)
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eventSystem 16029 REGISTRY_CLUSTER Cluster topology  Cluster topology for
_UPDATED updated (Z 7 A instance “{3}” has
% FARTY— beenupdated (1 > A
) 5 YR DI T
A5 bEDY—HE
manELi)
eventSystem 16030 REGISTRY CLUSTER Cluster topology  Cluster topology for
_UNCHANGED unchanged (7 instance “{3}” has not
5 2% hRua  beenchanged (£ > A
VoOFREHE) T ABY DI T
A% bRBY—=D%
HENTWIRA)
eventSystem 16031 REGISTRY INITIALIZATION Initialize registry =~ System attempted to
(LY A MY @  initialize the registry
L) (VAT AHLY A
MU ML &9
ELELR)
eventSystem 16032 DELETE BATCH JOB Delete batch job ~ Administrator “{0}”
()NwF Va7 attempted to delete
DHIE) batch job «{8}” (Z#
H 0y ANy F
Va7 8y RHIR
LEHELFELR)
eventSystem 16033 EXECUTE _BATCH_JOB Execute batch job Administrator “{0}”
()NwF Va7 attempted to execute
DFEFT) batch job “{3}”:“{4}”
(BHE <0} 2Ny
FTaT B3y wE
fiLEHE&LFLE
“(4)”)
eventSystem 16034 READ BATCH JOB Read batch job Administrator “{0}”
()NwF Vg7 attempted to read batch
DEFHILY) ) job {8}y (FHH

O BN F U a
7 {8y R AMA
SELELR)
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eventSystem 16035 READ SCHEDULE JOB Read scheduled  Administrator “{0}”
job (A7 attempted to read
2 — ) ¥ g7 scheduled job “{8}”
DRI ) (EHE “{0) 75, A
rva=)va7
U8} HFLAIA )
ELFELR)
eventSystem 16036 ADD BATCH JOB Add batch job Administrator “{0}”
()N\wF ¥ 37 attempted to add batch
D3EN) job {8}y (FHLH
OV Iy F TUa
T8y AIBML &
JELFELA)
eventSystem 16037 SCHEDULE BATCH_JOB Schedule batch Administrator “{0}”
job (/N F attempted to schedule
Y a7®AN  batchjob “{8}” (HH
Ja—)) F L0y ANy F
DT 8y R A
Va—VigEL X9
ELFELR)
eventSystem 16038 DELETE _SCHEDULE JOB Delete scheduled ~Administrator “{0}”
job (R4 attempted to delete
a2 — ) ¥ g7 scheduled job “{8}”
DHIR) CEHLE “{0}” 2%, A
Fa—=)\va7
8y EHIFRL L9
ELFLR)
eventSystem 16039 CANCEL BATCH JOB Cancel batch job ~ Administrator “{0}”
()NwF Va7 attempted to cancel
DF ¥ v+ )v)  batchjob {8} (HEH
H {0y ANy F
VaTesy vk
YeVLEHELZ
L72)
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eventSystem 16040 CANCEL_SCHEDULE JOB Cancel scheduled Administrator “{0}”
job (A7 attempted to cancel
2 — ) ¥ g7 scheduled job “{8}”
Dx b))  CEEE 02, A
rva=)va7
By rF v
LEHELFLR)
eventSystem 16041 DELETE_AGED_JOB Delete aged job ~ Administrator “{0}”
(hw¥ 3 7o  attempted to delete
HIFE) aged job “{3}” (&FH
FH 0y A, Hwn
Ta 7 3y REIkE
LEHELFELR)
eventSystem 16042 EXECUTE _COMMAND Execute Administrator “{0}”
command (< attempted to execute
v FDOEFT) command “{3}” (%
B <oy ax v
Fe@3y 29T L &
SeLFELL)
eventSystem 16043 CONDITION_EVALUATION Evaluate Administrator “{0}”
condition (§&f} attempted to evaluate
D EFA) the expression “{3}”
(FHE <0} 2%
“B3) EFH L X9
ELELA)
eventSystem 16044 ACCESS DATABASE Database access ~ Database access
(77— % ~X—2Z  attempted by system
NOT 7 EA) (VAT LRT—S
N=ZANDT 7+ A
e fTLEL)
eventSystem 16045 ACCESS_DIRECTORY Directory access  Administrator “{0}”
(1 L& 1)  attempted to access
NDOT 7 & RX)  directory “{3}” (BFEL

HAOV AT ALY
N <3y ADT 2
tAFITLE L)
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eventSystem 16046 CREATE REALM Create realm (1 Administrator “{0}”
WV DVERR) attempted to create a
realm (FHE <0}
ALV AR L &
FrLFELR)
eventSystem 16047 DELETE REALM Delete realm (1 Administrator “{0}”
WPNLYIES) attempted to delete a
realm (FHE “{01”
ALV A EHIEL &
FrLFELR)
eventSystem 16048 UPDATE _REALM Update realm Administrator “{0}”
(L2 @OER) attempted to update a
realm (FLE «{0}”
ALV L ZTHL &
JELFELR)
eventSystem 16049 READ REALM Readrealm (L)L Administrator “{0}”
LAY )  attempted to read a
realm (FELE “{0}”
AN N
JELFELL)
eventSystem 16050 CREATE _SECURITY DOMAIN Create security Administrator “{0}”
domain (‘&3 = attempted to create a
)54 F A4~ security domain (&
DOVERK) H oy e Fx
T A FAAL Y EERK
L&o&LFELR)
eventSystem 16051 DELETE _SECURITY DOMAIN Create security Administrator “{0}”
domain (3 2. attempted to delete a
)54 KX A security domain (G5
D) Heo ek
T4 FAA Y zHE
LEHELFLR)
eventSystem 16052 UPDATE SECURITY DOMAIN Update security ~ Administrator “{0}”
domain (£ ¥ = attempted to update a
1) 5 4 KX A4 securitydomain (%5EE
DEH) B0y ¥ Y
TA FAA Y ETH
LEHELFELR)
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eventSystem 16053 READ SECURITY_DOMAIN Read security Administrator “{0}”
domain (‘% 2 attempted to read a
)5 4 KA A > security domain (&
DEFHILY ) H {0y A F 2
TA FXA 2 EFGH
WAy L LFELR)
eventSystem 16054 CREATE IDENTITY SOURCE  Create identity Administrator “{0}”
source (7’ A 5  attempted to create an
V5 45 4 ) — identity source “{3}”
A DI CEELE {0y 237 4
TIYTATA V=R
“By 2ER L X9
ELELA)
eventSystem 16055 DELETE IDENTITY SOURCE  Delete identity Administrator “{0}”
source (7 A 7  attempted to delete an
v 5 45 4 ) — Iidentity source “{3}”
2 DI (BFBLE <0y 257 A
TYTATA VA
“By aHIBEL LD
ELFELR)
eventSystem 16056 UPDATE_IDENTITY_SOURCE Update identity Administrator “{0}”
source (71 7  attempted to update an
V5 4 54 ) — identity source “{3}”
2 D) (FHE <0y DT 1
TUTATA VA
“BYEEHLLD
ELFLR)
eventSystem 16057 READ IDENTITY SOURCE Read identity Administrator “{0}”
source (7 A 7  attempted to read an

CTFATA U —
ADFAIY )

identity source (&2
0 DT AT
TATA V=A%
AAH ELF L)
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eventSystem 16058 LINK IDENTITY_SOURCES Link identity Administrator “{0}”
source (7 A 7  attempted to associate
V5 145 4 V7 — anidentity source with
2D v ) arealm (FEH
Oy AT AT
TATA V=A%
WV AIZBEEDT L9
ELFELR)
eventSystem 16059 UNLINK IDENTITY SOURCES Unlink identity = Administrator “{0}”
source (7 4 7° attempted to
VT4 T4 disassociate an identity
v — Z (M) v source from a realm
fRI) (B {0} ST A
TIYTATA V=R
ELIVADREEDT
EERRL L) ELE
L72)
eventSystem 16060 READ_AUTHENTICATORS Read System attempted to
authenticators read authenticators
(b=2 0@ (YATLH =7
HHLY ) YERBAMD ) L L
FL7)
eventSystem 16061 UPDATE _AUTHENTICATORS  Update Administrator “{0}”
authenticators attempted to update
(b=2>> authenticators (% 2
TEHT) E (/A N/
FEHLEIELE
L72)
eventSystem 16062 CREATE ATTRIBUTE Create attribute Administrator “{0}”
(B TEDIER) attempted to create an
attribute (5 HE
“{0}” DB AR
LioELFELA)
eventSystem 16063 READ ATTRIBUTE Read attribute Administrator “{0}”
(&1 3t A attempted to read an
qen) attribute definition
(EBLH {0} A%, &
Mgz AHIS 9
ELFEL)
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eventSystem 16064 UPDATE_ATTRIBUTE Update attribute ~ Administrator “{0}”
(B H) attempted to update an
attribute (EHH
“{0}” A Ik % A
LEHELFELR)
eventSystem 16065 DELETE ATTRIBUTE Delete attribute Administrator “{0}”
(B DY) attempted to delete an
attribute (EHRH
“0y BYIR R I B
LEHELFELR)
eventSystem 16066 CREATE_ATTRIBUTE Map attribute Administrator “{0}”
_MAPPING (Bton~ v ¥  attempted to map an
> 7) attribute (HE
oy DEEE <Y
¥yrsLikoeL%
L72)
eventSystem 16067 READ ATTRIBUTE MAPPING Read attribute Administrator “{0}”
mapping (g1 attempted to read
< v ¥ 7o mappings for an
ALY ) attribute definition
(EEZ “{0) 25, &
MEfRO<y o s
EEANWAH D ELE
L72)
eventSystem 16068 DELETE_ATTRIBUTE Delete attribute ~ Administrator “{0}”
_MAPPING mapping (JE%  attempted to delete
SRV mapping of an attribute
EUIES) (BHE <0} 2Bk
D~ v ¥y 7w Hlk
LEHELFELR)
eventSystem 16069 CREATE ADMIN ROLE Create Administrator “{0}”
administrative attempted to create an
role (EHE administrative role

O— Lok  GEEE <) 2EH
FZo— Ve L X
A& LELR)
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eventSystem 16070 DELETE _ADMIN ROLE Delete Administrator “{0}”
administrative attempted to delete an
role (B¥HE administrative role
o— Vo) (BEEE <0} 2VEH
Fu— )L EHIERL X
JrLFELR)
eventSystem 16071 READ ADMIN ROLE Read Administrator “{0}”
administrative attempted to read an
role (B¥H administrative role
O— oA CEHHE <{0} 7VE
) U — ) &GRS
JrLFELR)
eventSystem 16072 UPDATE_ADMIN ROLE Update Administrator “{0}”
administrative attempted to update an
role (B¥E administrative role
O— LoEH)  GEHH <0} »EH
HO— VxR HEH L&
JELFELR)
eventSystem 16073 LINK PRINCIPAL ADMIN Associate Administrator “{0}”
_ROLE principal with attempted to associate
administrative role  a principal with an
A ZAY) administrative role
~NOEHED —  (EHE <0y 25T
VORED) vy v
O—VEE) BT
JELFELL)
eventSystem 16074 UNLINK PRINCIPAL ADMIN  Disassociate Administrator “{0}”
_ROLE principal from attempted to
administrative disassociate a principal
role (7)) >3 from an administrative
INADEE  role CEHE “{0}” H°
O—IVOBES 7)) A0
VT RERR) FE T — )L OE ) 4
TxMELEI &L
F L)
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eventSystem 16075 INITIALIZE PERMISSIONS Initialize System attempted to
permissions load permission types
(HEFRD#IHIML)  from the database (3
AT LPT—F NX—
ADOHERSY A 7%
O—RFLEHELE
L72)
eventSystem 16076 AUTHN_BROKER INIT Initialize System attempted to
_EVENT authentication initialize the
broker authentication broker
(RFE7 0 —9 (Y AT LHFET
DHHIAL) 0 — 7 2 AL L &
SeLFELL)
eventSystem 16077 CREATE PWD POLICY Create password ~ Administrator “{0}”
policy (VA attempted to create a
7 — K1) 3 — password policy (EH
DAERL) H 0V AT —
FARY =% ER L
EHELFELR)
eventSystem 16078 DELETE PWD POLICY Delete password ~ Administrator “{0}”
policy (/%A attempted to delete
7 — FgR1Y 3 — password policy “{4}”
DHIER) (EHE “{0)” D78 A
V)
v {4y ZHIER L
e LFELA)
eventSystem 16079 UPDATE _PWD_ POLICY Update password Administrator “{0}”
policy (/%A attempted to update
7 — K A1 3 — password policy “{4}”
DFEH) (FHLE {0} 3/ 3 A
7= KK
=4y REATL
XoELFELRD)
eventSystem 16080 READ PWD POLICY Read password Administrator “{0}”

policy (/%A
J—FKR) -
DFEAILD )

attempted to read
password policy “{4}”
(BEHLH “{0)” D3/¥ A
77— KR

T {4y mEE AL
rHELFELR)
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eventSystem 16081 CREATE _LOCKOUT POLICY  Create lockout Administrator “{0}”
policy (D Va4 attempted to create a
7™ k R1) 2 — lockout policy (&
D) UM
7 bR T — %R
LEHELFLR)
eventSystem 16082 DELETE LOCKOUT POLICY  Delete lockout Administrator “{0}”
policy (1~  attempted to delete
7% k F1) 3 — lockout policy “{4}”
OB (EHE “{0p 21y
777 kK
V= {4y ZHIER L
XoLLFELR)
eventSystem 16083 UPDATE LOCKOUT POLICY  Update lockout Administrator “{0}”
policy (1 v 7 attempted to update
7 ;K1) L — lockout policy “{4}”
DFEH) (FHE “(0}” 770
777 kK
V= Ay R EH L
LokLFELR)
eventSystem 16084 READ LOCKOUT POLICY Read lockout Administrator “{0}”
policy (avyr attempted to read
7 ;R — lockout policy “{4}”
DEEHRIY ) (EBF {0} A 0 v
777N R
T {4y mEE A
ryELELR)
eventSystem 16085 CREATE AUTH POLICY Create Administrator “{0}”
authentication attempted to create an
policy (FZFE-R  authentication policy
) — o) (B {0} 25EEE
R —ZER L &
JrLFELR)
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eventSystem 16086 DELETE _AUTH _POLICY Delete Administrator “{0}”
authentication attempted to delete
policy (FZFE-R  authentication policy
Y-kl <y EBE <0
HIRRFEEAR )
Y= R HIRL
LokLFELR)
eventSystem 16087 UPDATE _AUTH_POLICY Update Administrator “{0}”
authentication attempted to update
policy (FZFE-R  authentication policy
]) T‘/‘—@E%ﬁ-> “{4}” (%}E% “{0}”
HIREAEAR )
Y=y R ER L
XoELFELR)
eventSystem 16088 READ AUTH_POLICY Read Administrator “{0}”

authentication attempted to read
policy (FBFFA  authentication policy
)Y —oFs 4y EEE <0
) HIRRREAR )
= {4y B EAL
Ay LFELR)

eventSystem 16089 DENIAL OF SERVICE Denial-of-service Denial-of-service
attack detected attack detected.Server
(r—E X received “{4}” failed
WEEDOMH) authentications from
user “{3}” (H—,NI%
R R EI Y
A4y RO RERERAT
5’6,;!& TxfELEL
7z

eventSystem 16090 READ PWD DIC Read password System attempted to
dictionary (/XA read the password
7 — FEEE@SE  dictionary (¥ AT A

HHLY) ) DISATT — R %
HARAHIELFL
72)
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eventSystem 16091

eventSystem 16092

eventSystem 16093

eventSystem 16094

DELETE_PWD _DIC

UNLINK SECURITY DOMAIN

_POLICIES

UNLINK SECURITY DOMAIN

_AUTHN_POLICY

UNLINK _SECURITY_DOMAIN

_PWD_POLICY

Delete password
dictionary (/¥ &
7 — &
HIIER)

Unlink policies
from security
domain (¥ =
V74 KX A
PHEDRY) T —
DY 7 EE)

Unlink policies
from security
domain (‘&% =
V74 FXAL4 Y
"HORY) T —
D) ¥ 7 fEER)

Unlink policies
from security
domain (‘¥ =
V74 FAA Y
MmHDRY) T —
D) ¥ 7 )

System attempted to
delete the password
dictionary (¥ A7
LHISAT — FREE
ZHIBRL L9 & L &
L72)

Administrator “{0}”
attempted to unlink
policies from security
domain “{3}” (&2
H 0y AteF )
T A AL <3
MOER) =% ¥
JEBRL L) ELE
L72)

Administrator “{0}”
attempted to unlink the
authentication policy
from security domain
“31 (EEE <{0)”
wtFa) T4 FX
A 2“3y 05 ERE
R T—%) v U E
Ffaﬁf)b FoELEL

7z

Administrator “{0}”
attempted to unlink the
password policy from
security domain “{3}”
(EHE “{0} A3t
Fa)7rq FXA ¥
“BYPHNNAT—F
R —%1) %
BrLEHELZF L)
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eventSystem 16095 UNLINK_SECURITY _DOMAIN Unlink policies Administrator “{0}”
_LCK POLICY from security attempted to unlink the
domain (£ = lockout policy from
)5 ¢4 KX A security domain “{3}”
rooRy v—  EHEHE 0 7t
DY ¥ EE) F2VTA FALY
“Byhbuav 7T
7 hR)—m)
JHERRL LD ELE
L72)
eventSystem 16096 CREATE_GROUP Create group Administrator “{0}”
(ZFVv—7o attempted to create a
=39 group (EEEFE <{0}”
BTV —T AL
EHELFELR)
eventSystem 16097 UPDATE_GROUP Update group Administrator “{0}”
(ZFVv—7o attempted to update a
) group (EEEFE <{0}”
BT NV—TEEHL
EHELFELR)
eventSystem 16098 UNREGISTER_GROUP Unregister group  Administrator “{0}”
(ZVv—7m%  attempted to unregister
SRS BR) agroup (EHHE
SOV DTN —T %
BEERELEI ) EL
FL)
eventSystem 16099 READ _GROUP Read group Administrator “{0}”
(7 V—7P3  attempted to read a
AILY ) group (EEEHE <{0}”
DT — T % G A
rHyELELR)
eventSystem 16100 DELETE_GROUP Delete group Administrator “{0}”
(ZFVv—7o attempted to delete
ElIE) group “{4}”; stored in

an identity source (%
H [0} A5, T A
FUFATFA V=R
RIS M7z 7 v —
74y HIBEL &
SeLFELL)
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eventSystem 16101

eventSystem 16102

eventSystem 16103

eventSystem 16104

LINK_GROUP_GROUP

UNLINK_GROUP_GROUP

LINK _GROUP_PRINCIPAL

UNLINK_GROUP_PRINCIPAL

Associate group
with group (7
V=TTV —
7 % B )

Disassociate
group from group
(FV—=TLr
W— T DRED
VT RER)

Associate group
with principal
(Fv—TET7
DAV PAVIZ DY
)

Disassociate
group from
principal (7
V=TT
2OV DS
VT RER)

Administrator “{0}”
attempted to associate
a group with another
group (EEEEF <{0}”
WITNV—TZ[ND 7
V—FIZBEDT &
JELFLA)

Administrator “{0}”
attempted to
disassociate a group
from another group
(EHHE “{0) 257
V=T ERID TV —
T OBE DT % fEEx
LEHELFLR)

Administrator “{0}”
attempted to associate a
group with a principal
(EHE {0y 237
W— T % T) N
WICBEDIT L9 &
LELR)

Administrator “{0}”
attempted to
disassociate a principal
from a group (FEELH
OV ST N
Ve 7N — T DR
DL L) &
LELA)
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N
3
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\
4
|
ﬁll

eventSystem 16105 CREATE_GROUP_PARTIAL Create group with  Administrator “{0}”
_FAILURE partial failure created group “{5}” in

(Zv— 71 identity source

D ER 539 72 “{3}”.Although the

e operation partially
failed ; the group
might still exist in the
directory (FFEEH
Oy AT AT
TATA V—A
“BYTITINV—T %
PERC L £ L7z, #ME
IR L
L72hs, 70— 770
TA L7 M)
TV LMD D 1
I9)

eventSystem 16106 CREATE PRINCIPAL Create principal ~ Administrator “{0}”
(7)) %)L attempted to create a
DAERL) principal (% HL#H
OV T N
WEERL LI &L
FLA)

eventSystem 16107 REGISTER_PRINCIPAL Register principal Administrator “{0}”
(7Y %)L attempted to register a
DX %) principal: (FHE
LoV AT N
VEEFLE) &L
SRS EIEIE

eventSystem 16108 UNREGISTER PRINCIPAL Unregister Administrator “{0}”
principal (7))  attempted to unregister

VISV DESE  aprincipal CGEELE

Ay LoV HTY s
VEBFREL LD
ELFELR)
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eventSystem 16109 DELETE PRINCIPAL Delete principal ~ Administrator “{0}”
(7)) %)L attempted to delete a
DHIER) principal (EHE
OV DI N
VEHIBRL XS &L
F L)
eventSystem 16110 UPDATE PRINCIPAL Update principal ~ Administrator “{0}”
(7)) 7% attempted to update a
DFH) principal (%HL#H
OV T N
VaEEHFLEI) EL
FL)
eventSystem 16111 READ_PRINCIPAL Read principal Administrator “{0}”
(71 >~ %)L  attempted to read a
DFAHY ) principal (&PL#E
LoV AT N
VA sH ) &L
FL7)
eventSystem 16112 REMOVE_ORPHANED Clean up Administrator “{0}”
_PRINCIPALS unresolvable users attempted to clean up

(JEP AT RE7Z:  unresolvable users

I—Y—0r  (EHEHE {0} DR

V=YT 7)) Rufgh L%
7)—=rT v TL&
AL LFELR)
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eventSystem 16113 CREATE_PRINCIPAL PARTIAL Create principal ~ Administrator “{0}”
_FAILURE with partial created a user “{5}” in
failure (7°1) > identity source
e oER “{3})7.Although the
A8 7 k) operation partially
failed ; the user might
still exist in the
directory (B R
<0 AT A T
TATA V—A
‘B TPk
PERC L £ L7z, #ME
IR L
L7273, 22— =%
T4 L7 M)IFo
TV LMD D 1
I9)
eventSystem 16114 CREATE PRINCIPAL Assign console Administrator “{0}”
_PREFERENCES preferences to attempted to assign
principal (2> preferences toa
v — VEREESE  principal (EERE
)TNV Oy ST N
ZE D 24T) ICERIRROE R E ) 2
TEHE&LFELR)
eventSystem 16115 DELETE PRINCIPAL Remove console  Administrator “{0}”
_PREFERENCES preferences for attempted to remove
principal (7'1)  preferences from a
vV a s  principal (BEHEE
V= VERBEEE {0y ST o)L
DHIE) 7 BB R W
LEHELFELR)
eventSystem 16116 UPDATE PRINCIPAL Update console Administrator “{0}”

_PREFERENCES preferences for attempted to update
principal (71 preferences for a
VISV principal (BELH
V= VBEERE {0y AT v s
DEHT) WV DEBERRE % TR
LEHELFELR)
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eventSystem 16117 READ PRINCIPAL Read user Administrator “{0}”
_PREFERENCES preferences attempted to read the
(—H%—n preferences of a user
BB EDFA  (EHE “{0) Ai1—
Hy) Y — OBRBERE i
AAHHELF L)
eventSystem 16118 CREATE REALM Assign console Administrator “{0}”
_PREFERENCES preferences to attempted to assign
realm (I~ preferences for a realm
v VEEgEEe (EHEE <0y LV
T LVAIZE)  AOBERGETED
40) VTEH)ELFLR)
eventSystem 16119 DELETE REALM Remove console  Administrator “{0}”
_PREFERENCES preferences for attempted to remove
realm (L)L 2 preferences from a
Oary— LB realm (FHEH “{0}”
BERCEOHIRE) SV A D BB
EEHIBRL L) &L
FL)
eventSystem 16120 UPDATE_REALM Update console Administrator “{0}”
_PREFERENCES preferences for attempted to change
realm (L)L 2 preferences for a realm
nary - EBEE <0 L
RAREDEH) LADOBRHECAR
LEHELFELR)
eventSystem 16121 READ REALM PREFERENCES Read console Administrator “{0}”
preferences for attempted to read
realm (L)L A preferences for a realm
nary—n  EBEZE 0LV
BRI E DA L DIRBERE & A
) WrHELFELR)
eventSystem 16130 READ SERVER ACCESS INFO Readserveraccess System attempted to
info (4—,3 7  read server access info
7 X AE#OF (VAT LB =N
HHLD) 7 7 A B
WrHELFELR)
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eventSystem 16131 READ_REPORT PROPERTY Read report System attempted to
property access a report
(LAR—=F 7O  property (¥ AT LN
INT A DFEH LAR—=bF 7a87 4
Hen) 7 reALLS L
LELA)
eventSystem 16133 JMS_INIT Initialize JMS System attempted to
(IMS Of#AAL) initialize the IMS
system (¥ AT A%S
IMS ¥ AT & % I
ftkLEHELFL
72)
eventSystem 16134 JMS HANDLE EVENT Handle IMS System attempted to
event (JMS A X process a received IMS
> D RLE) event from broadcast
(YAT LN, 7
O—FFv A ML
IR L7 IMS A R
FEMEL LY EL
FLA)
eventSystem 16135 JMS PUBLISH EVENT Publish JMS System attempted to
event (JMS A X broadcast a JMS event
> N DOFRT) for event consumers
(YAT LD, AN
Yharvia—<iZ
IMS A XY M%7
O—F&Fx ALK&
A LFELR)
eventSystem 16136 JMS_CLUSTERING_START Cache clustering  Cache JMS clustering

startup (¥ % »  system for cache

a2 75 A %) instance “{3}” was

> 7 OBE) initialized (¥ v v
VaAaA VAT VA
B OFvyLa
IMS 275 A% ) 7
AT AN S
nFL:)
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eventSystem 16137 JMS_CLUSTERING Cache Cache JMS clustering
_SHUTDOWN clustering system for cache
shutdown instance “{3}” was
(¥v v 2 7 shutdown (F ¥ v
FAEN) T aAfVAY VA
ODrxy b 3 oXyvva
V) IMS 25 A5Y ¥
VAT AP X » b
yorEng L)
eventSystem 16138 JMS SEND BATCH Cache Cache JMS clustering
_NOTIFICATION notification event system for cache
(¥ v 2@ instance “{3}” senta
A XY B) batch message
notification (¥ ¥ v
VAAVAT VA
“ByroFxrya
IMS 7 S A5 T
VAT LHINY T
Ay — Tl E %
BLELL)
eventSystem 16139 JMS CONTENTS_DOWNLOAD Cache contents System attempted to
download download cache
(¥ w32 a contents for cache
v VY@ instance “{3}” (VA
»Yu—F) TAW, Frvia
LAY VR 3L
DF¥Fyvvyaarr
MVE AV AR
LioeLELA)
eventSystem 16140 JMS _SCHEDULE DEFERRED  Schedule deferred System attempted to

_CONTENTS_DOWNLOAD cache contents verify deferred cache
download (A4  contents download for
o — VIRIE cache instance “{3}”
Fyviaary (VATLD, Fxv
Frvnyyy YA AYAT LA
o—F) “{3}” DIEUEF v
Yaarrrony
7y u— FEMEEL
IotLFELA)
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eventSystem 16141 JMS DEFERRED CONTENTS  Deferred cache System completed
_DOWNLOAD contents deferred cache contents
download (GEZE download for cache
¥ vz a instance“{3}” (¥ AT
FUYDY Y AD, FrxviaS
o—F) VAY VA D
BIEX Yy a2 ar
TYIDYTT U~
FESETLE L)
eventSystem 16142 SESSION_ADD Add session Administrator “{0}”
_CONFIGURATION configuration added session
(v i aH configuration
WOENN) information (EHI#H
“oy kv ar
HERCIE iz B L
L72)
eventSystem 16143 SESSION _READ Fetch session Administrator “{0}”
_CONFIGURATION configuration fetched session
(v af:  configuration
%7 = v F)  information (i&¥E#E
“loytvar
W RE 7 = v T
LEL”)
eventSystem 16144 SESSION_UPDATE Update session Administrator “{0}”
_ CONFIGURATION configuration updated session
(v 3 #  configuration
1% D H ) information (G HLFE
“loy»twa v
R HHr L
L72)
eventSystem 16145 SESSION DELETE Delete session Administrator “{0}”

_CONFIGURATION configuration deleted session
(v a#:  configuration
DO HIBR) information (EHL#H
“oy kv ar
HERAE R 2 HI R L £
L72)
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eventSystem 16146

eventSystem 16147

eventSystem 16148

eventSystem 16149

eventSystem 16150

SESSION_SEARCH
_CONFIGURATION

SESSION_ADD_LIFETIME
_ CONFIGURATION

SESSION READ LIFETIME
_ CONFIGURATION

SESSION UPDATE LIFETIME
_ CONFIGURATION

SESSION_DELETE LIFETIME
_ CONFIGURATION

Search session
configuration
(kv vaviE
D)

Add session
lifetime (>
MR L]
D3EM)

Fetch session
lifetime (v
Ta AR
DT v F)

Update session
lifetime (>
va A
DFHT)

Delete session
lifetime (v
voa AR
DHEIEE)

Administrator “{0}”
searched session
configuration
information (EELH
<oy hitkwa v
HERER MR L £
L72)

Administrator “{0}”
added a session
lifetime configuration
named “{3}” (EEH
{0y AT, 3y e
Y E AR SR
A0 U PR Bk 2 B N
LELA)

Administrator “{0}”
fetched a session
lifetime configuration
named “{3}” (FHE
OV AN <3y Ewn
IHEDX Y v a v
AR R &
JzvFLFELE)

Administrator “{0}”
updated a session
lifetime configuration
named “{3}” (EHHE
oY, 31w
A% DEY v a v
I AR 1 2 BT
LELA)

Administrator “{0}”
deleted a session
lifetime configuration
named “{3}” (FEE
RUNANMEINRaT
IGH DY v a v
A5 0 PR Bk I B
LEL)
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eventSystem 16151 SESSION_SEARCH_LIFETIME  Search session Administrator “{0}”
_CONFIGURATION lifetime (& v searched session
2oa vAWEAR  lifetime configurations
D) CEHLE {0y 2%,
v ¥a YR
Ml eHRELE L)
eventSystem 16152 SESSION SEARCH _ACTIVE Search active Administrator “{0}”
sessions (7 7 searched active
747 kv a sessions (EHH
v DOWER Ly BT ITAT
vy vareREL
FL)
eventSystem 16153 CONF_READ Read Administrator “{0}”
configuration read configuration data
(B DR A for scope “{3}”;
Y ) section “{4}” (F&HH
“{0}” 23, HiPH
“B3y. krvar
“{4y O T — 5
EEAIY L72)
eventSystem 16154 CONF_METADATA Install Administrator “{0}”
_INSTALLED congfiguration installed configuration
metadata (5  metadata for scope
Ay F— DA “{4}”; parameter
YA R=V) “(3p (EEHE <{0}”
AN i R A
T A =4 3y O
xSy T—=8 %A
Ab=NLE LK)
eventSystem 16155 CONF_METADATA REMOVED Remove Administrator “{0}”
congfiguration removed configuration
metadata (f§3  metadata for scope
X BTy o (3} section {4}
HIER) (BB (0} %, #

“3, ks vav
“{4)y” DRERR A & 77—
FEHIRLELL)
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eventSystem 16156 CONF_METADATA_CHANGED Change Administrator “{0}”
configuration changed configuration
metadata (F§  metadata for scope
XY F—HFD “{4}” ; parameter
AE) “(317 {6y (EHELY
“{0y” 2%, HipH
“{4y, INT A =%
31 DI A ¥
Ty BELEL
2o {6}
eventSystem 16157 CONF_VALUE ADDED Add Administrator “{0}”
configuration added configuration
(FER D8 0) parameter “{3}” for
scope “{4}”; value
“{5y7. (EELE “{0)”
A5, HiPH <4y, fH
{5y ORERL N T
A —F <3y B
LE L7 {6}
eventSystem 16158 CONN_POOL_GET Retrieve System attempted to
_ CONNECTION connection retrieve connection for
(FfOWAT) <3 (VAT A
“{3}” OFA = PG
LEHELFELR)
eventSystem 16159 CONN_POOL_FAILOVER Primary Primary connection
connection pool pool for “{3}” failed

eventSystem 16160

CONN_POOL RESTORE

failed (7’54~
Vaxrsiav
T =D

Primary
connection pool
restored (77 A
<) atxria
¥ T=IvD) A
rT7)

By DrI4<
Iy vay F—
MR LE L)

Primary connection
pool for “{3}”
restored (“{3}” O 7
FAx) ary
vary T
ANTENFELL)
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eventSystem 16161 SNMP_READ CONFIG Read SNMP System attempted to
agent read SNMP agent
configuration configuration
(SNMP = — parameter “{3}” (%
Vx v MEBD AT L% SNMP T—
FEAILD ) V¥ MEST
A= U3V Bt
WAy L LFELR)
eventSystem 16162 SNMP_AGENT START Start SNMP System attempted to
agent (SNMP start an SNMP agent
I—Yzr o (YAT L% SNMP
L)) I—TxrEEH)
LEHELFELR)
eventSystem 16163 SNMP_AGENT_STOP Stop SNMP System attempted to
agent (SNMP stop an SNMP agent
IT—Yzr o (YAT L% SNMP
f5 k) I—Yxr ek
LEHELFELR)
eventSystem 16164 KM _KEY BIND Bind key (¥—  Administrator “{0}”
DNV F) bound key “{3}” (&
B {0y 3
F— 3y N
FLELA)
eventSystem 16165 KM _KEY_ UNBIND Unbind key Administrator “{0}”
(F—m»/ 4 >  unbound key “{3}”
i) (FHE <{0} 2¢
F— 3V BNA Y
FERRL £ L72)
eventSystem 16166 KM _KEY FETCH Fetch key (¥— Administrator “{0}”
DT xvF) fetched key “{3}” (%
B <0y 3
F—“BYEIT v
FLELR)
eventSystem 16167 KM _KEY_ UPDATE Update key Administrator “{0}”
(F—DHH) updated key “{3}” (&
B {0y 3
F—“BP EREHL
FL7)
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eventSystem 16168 KM _KEY PASSWORD RESET Reset key Administrator “{0}”
password (% — reset password for key
NZT—FRo1) <3y (EEE <0}
£ h) MF =317 DINA
J—Fxzyty ML
F L)
eventSystem 16169 AA PROCESS REQUEST SSO request System processed an
(Ssov 7~ SSO request (¥ A7
A ) LDSSSO V) 7 A b
AUELFE L)
eventSystem 16170 CONSOLE_INTEGRATION Console System attempted to
_INIT Integration initialize the Console
Service Integration Service
initialization (AT AHSa v
(T V=i V=AY —EA
G —E20M =MEftL L)L
1) F L)
eventSystem 16171 CONSOLE INTEGRATION Console System attempted to
_REGMENU Integration register a menu ( A
Service:Register 5 223X = 2 — %%
menu (Y — gL EHELELL)
ViRE—E
A AZa2—0D
%)
eventSystem 16172 CONSOLE INTEGRATION Console System attempted to
~REGDOMENU Integration register a domain
Service:Register object menu (A7
domain object ABFAAL Y FT7
menu (FAA Y oy K x=a—%
ATV A mgL L ELEL
Za—0O%F)  77)
eventSystem 16173 CONSOLE_INTEGRATION Console System attempted to
_REGPAGEHELP Integration register page he]p (“/
Service:Register 2 5 2 75— AL
page help TEEHLEIOEL
(R=2AVT g7
DEF%)
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eventSystem 16174 CONSOLE_INTEGRATION Console System attempted to
_REGCONSOLECONFIG Integration register console
Service:Register  configurations (3 A
console FAPT LY — L
configurations WAL LD &L
(3> -l FL7)
18D % %)
eventSystem 16175 LINK SECURITY DOMAIN Link policies to ~ Administrator “{0}”
_POLICIES security domain  attempted to link
(B> —%+  policies to security
¥ 2174 FXA domain“{3}” (FH
A7) FHEEOy e Fa)
T A4 XA 31
R =% » 7
LioEeLELA)
eventSystem 16176 SYSTEM_STARTUP System startup System attempted to
(VAT LD startup (¥ AT L%
#2E)) weEHLL)ELIL
72)
eventSystem 16177 SYSTEM SHUTDOWN System System attempted to
shutdown (3 A shutdown (A7 A
TLADY XYy N WYXy UYL
¥ ) o LFELA)
eventSystem 16178 REPLICATION NETWORK Replication status A replication
_FAILURE (V7)) 7r— connection has been
a3 YDAT— broken (L7177 —
5 ) ¥oa VAR S
nEL7)
eventSystem 16179 REPLICATION PROCESS Replication status A replication process is
_FAILURE (V7)) 7r— either stopped or
23 Y®OAT— abnormal (L 71)
5 A) r—yarv 7atA
PEIL L7z RBE
BHhET)
eventSystem 16180 REPLICATION_PROCESS Replication status A replication process
_ERROR (L7 7r— stopped with an error
Yaroxr— (LU r—vavr
5 ) TUEAHPLT—T

BEIELE L)
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eventSystem 16181 GENERATE_SCRIPT Generate script System attempted to
(A2 1) 7o  generate a
A ) replication-related
script (¥ AT LWL
T —a v
A7) T b RAERL
e LFELA)
eventSystem 16182 REPLICATION _SYSTEM Replica setup Administrator “{0}”
_SETUP (L") ##ERK) attempted to create or
modify the replication
setup (EELE “{0}”
LTI r—var
RER e VER 721348
HLEHOELEL
72)
eventSystem 16183 TERMINATE DB COMMAND  Terminate System attempted to
database terminate a database
operation (7°—  import or export job
g R— 2D (VAT LADBT—F
T NR=ADA K=}

YaTFEiir s x
R—F P aTxa#T
LEoELFELR)

eventSystem 16184 EXPORT DB COMMAND Export database ~ Administrator “{0}”
(77— % X— A attempted to export the
L7 AFR—1)  database contents (%
HE <0y B Tr—%
NR—=Z AT /I %
IZAR—=FL LD
ELFELR)

eventSystem 16185 IMPORT DB COMMAND Import database ~ Administrator “{0}”
(57— ~X—2Z  attempted to import the
DA »AR—1F)  database contents (7
HHF 0y BT —%
NR—R ATV I %
AVR=FLEH &
LEL)
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eventSystem 16186 EXECUTE _SQL_SCRIPT Execute SQL Administrator
script attempted to perform
(SQL 27 1) 7 action “{6}” using the
kN DFEFT) store utility ({5 EEH
7% Store —7 1 V)
TAERBEHLCTT
va v 4y B FET
LEHELFLR)
eventSystem 16187 PULL FROM REPLICAS Pull out-of-band ~ Administrator “{0}”
updates from attempted to pull
replicas (fiiif#;  out-of-band updates
HPw L 7y fromreplica sites
75 Pull) “(3y (FEE <{0)
WL AR
3V S AL E
Frepul LEH L
FL)
eventSystem 16188 CREATE SELFSERVICE Create Administrator “{0}”
_POLICY self-service attempted to create an
troubleshooting  self-service
policy ()7  troubleshooting policy
F—vx L7 EEE <0 2
Voa—F54y TH—YAMTT
JR)T—D Vya—74 07K
TER) V= lE L &9
ELFEL)
eventSystem 16189 DELETE SELFSERVICE Delete Administrator “{0}”
_POLICY self-service attempted to delete

troubleshooting  self-service

policy ()7  troubleshooting policy
F—ER b5 <4y EEE {0}
Vya—F4 v DEVTH—ER
FRI)=O b TTNa—TA

HlBR) VTR Y- 4y
AHIBELES) ELE
L7)
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eventSystem 16190 UPDATE_SELFSERVICE Update Administrator “{0}”
_POLICY self-service attempted to update
troubleshooting  self-service
policy (k7 troubleshooting policy
PR o7 4y EEE <0
Vya—F4q4 v HELVTHF-ER
7 R)Y—D NIV a—T 4
) TR = {4y
FEHLEILELE
L72)
eventSystem 16191 READ SELFSERVICE POLICY Read self-service ~Administrator “{0}”
troubleshooting  attempted to read
policy ()7  self-service
#—V A } 57 troubleshooting policy
Va—g 4 4y GEEE <0}
7 RY =0 VT F—E R
AHLD ) NG TN 2a—T 4
TR =4y
EEANAH D L LF
L72)
eventSystem 16192 UNLINK SECURITY DOMAIN Unlink policies Administrator “{0}”
_SELFSERVICE POLICY from security attempted to unlink the
domain (¥ 2 self-service
)54 R XA troubleshooting policy
MoK L — fromsecurity domain
DY o RE) “{31” (B “{0}”
wtFa) 74 KA
AT Y
7 H—YRA +NTFT
Woa—F74 27 R
) =% VU R
LEHELFELR)
eventSystem 16193 CREATE_ IDENTITY_MAPPING Create identity Administrator “{0}”
mapping (7’ A attempted to create an
TYTATA identity mapping (%
<~y ¥ TD HE <0y BTAT
TER) YTATA XV EY
TERER LI EL
FL)
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eventSystem 16194 UPDATE_IDENTITY_MAPPING Update identity Administrator “{0}”
mapping (7 4  attempted to update an
TUTATA identity mapping (%
<~y ErYTD HE <0y BTAT
ST YTATARIEY
FEEHLEIIEL
L)
eventSystem 16195 READ IDENTITY MAPPING Read identity Administrator “{0}”
mapping (7 4  attempted to read an
TUTA4TA identity mapping (%
SRV B0y BT AT
ALY ) YTATARIEY
TERmANS ) L L
FL7)
eventSystem 16196 DELETE IDENTITY MAPPING Delete identity Administrator “{0}”
mapping (7 4  attempted to delete an
FUTATA identity mapping (%
S AL/ HZ <0y BT AT
HIER) YTATA VY
JaHlBRLE) &L
F L)
eventSystem 16197 CREATE_SECURITY Create security Administrator “{0}”

eventSystem 16198

_QUESTIONS_POLICY

DELETE_SECURITY

_QUESTIONS_POLICY

question policy
(EFa) 74
JIAF 3 v R
) > — DR

Delete security
question policy
(B¥a) 74
JIAFa v R
1) ¥ — OHIER)

attempted to create
security question
policy “{4}” (EHH
“Loy> st d )
TA JITAFar
Ry — %
EL &) &L
L72)

Administrator “{0}”
attempted to delete
security question
policy “{4}” (EHH
“Loy tFa)
TA JITAF I
R T— 4y &
HilsL L9 &L &
L72)
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eventSystem 16199 UPDATE_SECURITY Update security ~ Administrator “{0}”
_QUESTIONS_POLICY question policy attempted to update
(E¥xa) 741 security question policy
yIAFa v 4T EEE 0
)Y —®F)  BeF¥Fausa T
AFa v R
V= Ay B EHL
Kokl FELR)
eventSystem 16200 READ SECURITY Read security Administrator “{0}”

_QUESTIONS_POLICY question policy  attempted to read
(% =21 5+  security question policy
2T AF 3y {4y (EEE <0
R v—0fiH X2V T4 7T
Hn) AFa v K

¥ Ay E AN
rHyLLFELR)

eventSystem 16201 CREATE TRUST Create trust Administrator “{0}”
(BHEOIERK) attempted to create a
trust IR “{0}”
MEBEZIERL X9
ELFELR)

eventSystem 16202 UPDATE_TRUST Update trust Administrator “{0}”
(EEEOEH) attempted to update a
trust (CEELE <{0}”
MEEZEHL L
ELFLR)

eventSystem 16203 READ TRUST Read trust (/248 Administrator “{0}”
DFEHRFLY) attempted to read a
trust (CEELE “{0}”
DR E IS 9
ELFLR)

eventSystem 16204 DELETE TRUST Delete trust Administrator “{0}”
(EHEOHIER) attempted to delete a
trust (R “{0}”
MEEZHEREL L)
ELFELR)
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eventSystem 16211 CREATE_TRUST DOMAIN Create trust Administrator “{0}”
domain (fE¥H I attempted to create a
A A v OVER)  trust domain (R
Loy DMBRE N X A
YERERLES &L
F L)
eventSystem 16212 UPDATE TRUST DOMAIN Update trust Administrator “{0}”
domain (fEfH K attempted to update a
A4 OFEH)  trust domain (FEH
Oy MMEHE N A A
YEEHFLIOEL
F L)
eventSystem 16213 READ TRUST DOMAIN Read trust Administrator “{0}”
domain attempted to read a
(BN AA >~ trust domain (FHE
DFRAHLD ) “L0)” DMEHE N A A
YERGANS L L
FL7)
eventSystem 16214 DELETE TRUST DOMAIN Delete trust Administrator “{0}”
domain (fE¥E I attempted to delete a
A A v OHIK)  trust domain (R
Loy DMBRE N X A
YEHIERELED L
F L)
eventSystem 16221 CREATE_TRUST INSTANCE Create trust Administrator “{0}”
instance (fE1H attempted to create a
£ VA% AP trustinstance (EFRE
YERL) {0V HMEHEA A
5 v AERERL &9
ELFLR)
eventSystem 16222 UPDATE TRUST INSTANCE Update trust Administrator “{0}”

instance (f2#H
A VAT VAD
TEH)

attempted to update a

trust instance (5 PR
L0}y DA » A

Y AEREHL LD
ELFELR)

2: RSA Authentication Manager DA77 % v t£—

235



RSA Authentication Manager 8.0 b5 7022 =74 J A4 K

TN b

B3 — 72vavID P7vav - sEA xXyt—o
eventSystem 16223 READ TRUST_ INSTANCE Read trust Administrator “{0}”
instance (fE¥H attempted to read a
4 A% A®D trustinstance (BHHH
LAY ) {0} DMEHEA >~ A
5 AL AN )
ELFELR)
eventSystem 16224 DELETE TRUST INSTANCE Delete trust Administrator “{0}”
instance (fE§8  attempted to delete a
4V AY Y AD trustinstance (BFHE
EIES) {0V HMEHEA A
Y AHIBEL LD
ELELA)
eventSystem 16225 READ DATA FILE USAGE Read data file Administrator “{0}”
usage (7—%  attempted to read a
7 7 A Vi fi#  usage data file (ZHE
DALY ) H Oy BT =5
7 7 A VAR % 5
AHAHH ELFE L)
eventSystem 16226 READ LOG FILE USAGE Read log file Administrator “{0}”
usage (907 attempted to read a log
7 7 A VA usage file (FHE
DFEAILD ) “oyHrus 77 A
WV & B A IS
JeLFELL)
eventSystem 16227 DB _SPACE USAGE ALERT Database space The database storage
usage alert monitoring process
(7—%~X—2Z  produced an alert
A= 2R (=7 X—=Z X b
77— b) L=y =57
pALE Y Y e
T — MRS NE
L72)
eventSystem 16228 CREATE_ ATTRIBUTE Create attribute Administrator “{0}”
_CATEGORY (B 1ER) attempted to create an
attribute category (&
b A
7 —&/E L &
JrLFELR)
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eventSystem 16229 UPDATE_ATTRIBUTE Update attribute ~ Administrator “{0}”
_CATEGORY (B attempted to update an
attribute category (%
B {0} DR
TI) - HHL &
JELFELL)
eventSystem 16230 SEND SMTP MESSAGE Send SMTP System attempted to
message send an SMTP message
(SMTP % to *“{3}” with the subject
-V OERE) @ (CAT LB
a7 <4y @
SMTP X v t—%
“BIIEELE) &
LELL)
eventSystem 16231 SMTP_CONNECT SMTP connect System attempted to
(SMTP ##t) connect to the SMTP
server in order to
configure it (¥ A7 A
B A EAT) 7280
|2 SMTP H—/NI2#%
mLLIELFEL)
eventSystem 16232 DB BACKUP RESTORE Database backup  System attempted to
and restore back up or restore the
(7= ~X—=2Z  database (¥ AT A4
DINYTT YT PF—FR— 2%
LVANT) Ny 2Ty TEIE
JAMTLEYEL
FL)
eventSystem 16233 DB _SPACE USAGE Database space System attempted to
~MANAGEMENT management configure the database

(7—=4%~X—Z  table space usage (3

ANR—ZEW]) AT AT —FNR—
AT =T ANR—
ADERIE 2 R L
XoELFELA)
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eventSystem 16234 ORACLE_COMMON Oracle common  System attempted to
_OPERATION management configure the Oracle
utility (Oracle  database (I A7 A
—iE R — 7% Oracle 77— % X\ —
TA)TA) ZEMEHRL L) &L
F L)
eventSystem 16235 SNMP_TEST TRAP SNMP test trap System attempted to
(SNMP 7 A b send an SNMP test trap
) (3 A F 1 HS SNMP
TAN My TR
BLEIELELR)
eventSystem 16236 DELETE_SIGNING KEY Delete log System attempted to
signing key delete a log signing key
(07 E%%—  with GUID “{3}” (¥
DHIBR) AT L%5, GUID
“(ByourEY
FomHIBRLED &
LEL)
eventSystem 16237 FLUSH COMMAND TARGET  Flush command  System flushed the
_CACHE target cache (2 command target cache
v K y—ry (VATADPATY
Frxvvam FI—rvh
75 v a) FrvvarTIv
valEL)
eventSystem 16238 FLUSH COMMAND TARGET  Flush command  System flushed a
_CACHE_ENTRY target cache entry command target cache
(A~ F&%— entry (AT AN
v bhFyy XVYFF¥—Fv b
Yaxrryh)— Fyviaxrh
D7Tvva) J—%kTTvial
FL)
eventSystem 16239 CREATE COMMAND TARGET Create command System attempted to
target (I~ > F  create a command
=27y kD target for trust “{4}”
TER) (Y AT 2703, f5H
“@yoaxr N
¥ —7y M EER L
o LFELA)
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eventSystem 16240 STORE PWD_DIC Store password System attempted to
dictionary (/XA  store the password
7 — FEZEOM  dictionary (¥ AT A
17) DAY — NiFEE %
WELIIELIL
72)
eventSystem 16241 ARCHIVE LOG FILE SIGN Sign archive log  An archive log batch
file (7—HA4 job tried to sign archive
Tuy 774 logfile“{3}” (7—%
VDEL) A7 0y Ny F
varyrurys 7714
VB BELL L
yELELR)
eventSystem 16242 ARCHIVE LOG _FILE VERIFY Verify archive log An archive log batch
file signature job tried to verify the
(7—% A4 7 1 signature of file “{3}”
777 ANVES (T—=hA47urs
D) Ny F T a T
T AN By OF
ZEBEEL L) &L
FL7)
eventSystem 16243 XML _SERIALIZER XML serializer XML serializer tried to
_ CONFIGURATION configuration perform a
(XML >) 77  configuration (XML
A OREK) 2T T A FHHER
rFETLEH)ELE
L72)
eventSystem 16244 XML _SERIALIZER XML serializer XML serializer tried to
_INITIALIZING initializing initialize the engine
(XML )77 (XML U7 74%
1 Fomiiit) BTy EmiML

LioEkLZELA)
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eventSystem 16245 XML _SERIALIZER BEAN XML serializer ~ XML serializer failed
_PARSING parsing failure to parse bean structure
(XML > 75 forclass “{3}”;
LD s8— A property “{4}” (XML
KH) YUTIAYFR, 7
T A 43y, Tun
T4 “{4}” O bean 1
DS — AR L
FL)
eventSystem 16246 XML SERIALIZER PARSING XML serializer =~ XML serializer failed
parsing failure to parse the XML
(XML ¥V 7 Z  structure (XML >
AHFO/=A T T A FH XML H
S0 D= AR L
FL)
eventSystem 16247 XML _SERIALIZER CLASS XML serializer =~ XML serializer failed to
_LOADING class-loading load class “{3}” (XML
failure (XML 3 )75 192 5
PITIAYD A«@Byou— i
77AU—=F L E L)
2K)
eventSystem 16248 CLU_AUDIT LOG _COPY Copy audit log Batch job attempted to
entries (B&fta  copy CLU audit log
7 L h1) —¢ entries from table “{3}”
I —) N F 2 a7,
T =73V D
CLU &R =2 |
J—%at¥—L%)
ELELA)
eventSystem 16249 SESSION MAX LIMIT Force session Session was
_FORCED_LOGOFF logoff (v terminated because it
g us 47 exceeded the
D) maximum number of

sessions allowed per
instance (f ¥ 2 %
VAT LIRS
bHtvva DRk
¥MaxBri7-0,
v TaryhPETL
FL7)
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eventSystem 16250 SESSION _USER _LIMIT Force session Session was terminated
_FORCED_LOGOFF logoff (v because it exceeded the
g Y @47 maximum number of
YD) sessions allowed per
user (L—H—T&
PRSI N Lty
va r oK
RI2I2H, vy a3
YT LE L)
eventSystem 16252 REGISTRY INIT Initialize System attempted to
~DEPLOYMENT UUID deployment UUID initialize the
(GE ABREE UUID deployment UUID
DOFFIL) (Y AT LB ABR
i UUID Z 11 L
o LFELA)
eventSystem 16253 PROCESS_SECURITY Processing System was processing
_QUESTIONS answers to the user's answers to
security questions security questions (v
(EF2VT4  AFLH, £F2)
JIAFasl T4 7T AFa v
xF 9 A A% D 51— =D
JLER) BB E L)
eventSystem 16254 REPLICATION_PROCESS Replication Replication
_STATUS process status propagation process
(L) o — restarting for scheduled
¥ a v U+t A maintenance (A7
DAT—FRA) T a— ) VRTFD7:
O, L) r—va
NEET T X AN
B SN TWET)
eventSystem 16255 CONF_VALUE DELETED Delete Administrator “{0}”
configuration deleted configuration
(RERL DO HIBR) parameter “{3}” from

scope “{4}”; value
“{517. (BEREE <{0)”
B3, HEPH <4y, fiE
“{5) O N T

A =& 3y &b
LF L7 {6}
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eventSystem 16256 CONF_VALUE UPDATED Update Administrator “{0}”
configuration updated configuration
(RO parameter “{3}” for
scope “{4}”; value
“{537. CEELE “{0}”
B3, HPH <4y, fiE
“45) DR N T
A —F “3\ ZEI
LFE L) {6}
eventSystem 16257 SYNC PROPERTIES Synchronize Synchronize system
properties (7T properties. (¥ X7 A
N7 4 OFRE)  TasT s 2FEHL
i j‘ ) )
eventSystem 16274 DATABASE BACKUP Database backup  System attempted to
(F—%XR—2A backup the database
Ny 27w (YATABRT—%
NR=AZINY T T
TLEHIELF L)
eventSystem 16258 UPDATE BATCH JOB STATUS Update batch job  System failed to update
_ERROR status (/N7  batch job's status (3
VaT AT =48 AT ADPNvF Va3
A DHH) TDAT =5 ZADH
PO L F L72)
eventSystem 16276 OC_PROMOTE_REPLICA Promote replicato  Operations Console

be primary via OC administrator “{0}”
(OC 2k oTL attempted to promote a
1) %% 75 A replica instance to
<V IZHFE) primary instance
(Operations Console
BEE <0, L
TIVHA VAT VR
ETIAR) A VA
7 AZHKBL LD
ELFELR)
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eventSystem 16277 OC_ADD_REPLICA Add replica to Operations Console
primary via OC  administrator “{0}”
(OC 12k » Tl attempted to add
71 %1% 75 A replicainstance “{3}”
SREY) (Operations Console
EHE <0y 5, L
TIHA VAT VA
“B3y EBML L
ELFELR)
eventSystem 16278 OC_REMOVE_REPLICA Remove replica  Operations Console
via OC (OC |Z  administrator “{0}”
o517y attempted to remove a
% ) replica instance
(Operations Console
L {0y A L
TVHAVAY VA
ZHIBRL LD &L
L7z)
eventSystem 16279 OC_ATTACH_REPLICA Attach detached Operations Console
replica via OC administrator “{0}”
(OC 12X -  attempted to reattach a
% v F X7 replicainstance to the
LY N T primary instance
5 F) (Operations Console
EHE <0y 5, L
TIHA VAT VR
ETIAR) A VA
5 ANH/T Y T
LEHELFELR)
eventSystem 16280 OC_REPLICATION_STATUS View replication Operations Console

status via OC administrator “{0}”

(OC 12k »T  attempted to view

L 71 4 — 3 g replication status

v A5 —% A  (Operations Console

% FR) BHE {0y 2 L
TN r—var A
T Y ARFIRL &
yELELR)
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eventSystem 16281 OC_CLEAN DEMOTED Clean demoted Operations Console
PRIMARY primary via OC  administrator “{0}”
- (Pt & 7>/ attempted to clean the
4<% QOC demoted primary
12L& - C3)  instance (Operations
Console & H¥# «“{0}”
AN R AW
ARV AAY VA
rHELLH)ELE
L72)
eventSystem 16282 OC_ATTACH _DEMOTED Attach a demoted Operations Console
_PRIMARY primary instance  administrator “{0}”
via OC (fF#E & attempted to attach a
n7-75 4 <1 demoted primary
{ VA% A% instance (Operations
OC 2L -»<C7 Console HHLH “{0}”
5 F) N AWl
AR A AE VA
ET7TVvFLED L
LEL)
eventSystem 16283 OC_CLEAN DELETED Clean a replica Operations Console
_OFFLINE REPLICA deleted when administrator “{0}”
offline via OC attempted to clean an

(754 #  offline replica instance
IZHIBE 24721 that was previously
7) /1% OC 12 deleted (Operations
Lo THZE) Console HH#E “{0}”
25, LLETCHIBR &
oA 754 L)
HAVAY VAR
FLEHIELFELS)
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eventSystem 16284 OC_LIST INSTANCES

eventSystem 16285 OC_SYNC REPLICA

eventSystem 16259 REPLICATION_LINK STATUS

List all instances
via OC (OC {2
LoTIRTD
L VAF VAR
—HFR)

Synchronize
replica with
primary instances
viaOC (OC |2
LoTL7UA
v 7I74<)
1Y AE VAL
[e] 344

Check replication
status (L 71
r—vav A
T8 AD
Frv77)

Operations Console
administrator “{0}”
attempted to list all
instances in the
deployment
(Operations Console
HH <{0) 25,
BABRNDO$ T
DA LAY 2 A% —
BERRLEIIELE
L72)

Operations Console
administrator “{0}”
attempted to
synchronize all replicas
instances (Operations
Console & HH “{0}”
B, IRTOL T
BAVRY A%
MiLEoELELR)

System checked
replicaton status
between the primary
{3} and the replica {4}
in the direction {5}
(VAT LTI
EORVIR BRI
(4} OETHIA {5}
ODLVITYr—ar
AT —F A% F v
ZLELR)
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eventSystem 16260 REPLICATION_ARCHIVE LOG Check replication System checked
_USAGE_CHECK archive log usage replication archive log
(L) o — usage and found {3}
va v 7—7h1 4 MBusedoutof {4}
7 1 7 {Ef#¢ MB allocated (¥ AT
F v 7) LISV T r—v 3
> TrT=aATars
R T =y 7 L
L7z HOHTH
7z {4} MB H {3}
MB A TY)
eventSystem 16261 BATCH_CLEANUP Clean up The system attempted
_ORPHANED_ PRINCIPALS unresolvable to clean up
_SKIP users and groups  unresolvable principals
(AT HEZ:  ; but was unable to
I —H—B LY cleanupuser “{3}” in
TNV—TD7 identity source “{4}”.
V=79 7) (VAT DIFRA
WEER T v
EIV—=VTvTL
L9 ELFE LD
TATYTA4T4
V= A {4y D
I—H—=“3y s
=Ty I TEE
HATLZ,)
eventSystem 16262 BATCH_CLEANUP Clean up Cleanup of
_ORPHANED_ PRINCIPALS unresolvable unresolvable users was
_LIMIT_HIT users and groups  not possible.Found {3}
(fE AT HE 7z users ; which exceeded
I —H—FB L1 the automated cleanup
TIN—T D limit of {4} users. (f#
V=T 7)) R - —

o)=Y T v TT
XFHATL,
(3} AL —H =7
S L7zas,
CHITHE) ) -~
7 THIBRD {4}
I—HF—%BZ T
F9.)
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eventSystem 16263 FIND_PRINCIPAL ACROSS Find user across  System attempted to
_IDENTITYSOURCE Identity Sources find user “{0}” across
(74774  identity sources (A
TA V=AM FAR, TATY
Tl F—% TATA V—AMT
) == {0} &
TLEHELFLE)
eventSystem 16264 MARK FIND PRINCIPAL System cannot User cannot be found
_ACROSS IDENTITYSOURCE  process this across identity
_FAILURE authentication sources.User “{3}”
request (“/ 7\ 5 will not be allowed to
LS oFEREF)  authenticate for the
7 T A b % LP  next 60 minutes.
TXRW) (TATFYT 4574
V—ATL—H— 753‘
o) IHA. &
% 60 77, 1—
W= 3y 2 FEET
EFEA)
eventSystem 16265 DETERMINE RELATED Attempting to System cannot
_IDENTITY_SOURCE determine determine whether

eventSystem 16266 SEARCH PRINCIPALS

whether the given
identity sources
connect to the
same directory
server (F7R &
Nnz2o074
TYTATA
V= AN L
7"“‘ 14 L7 MY
A= T
Z> NE D E
WriLo)elL<
WET,)

Search users
(l PF—n
R

identity source “{3}”
and identity source
“{4}” are connecting to
the same directory
server. (74774
T4 =R 3y b
TATYT AT 4

V= A L4y HE T
TA LT M) =
BT B L) B
T AT LADMIRTT
g i ’@:/Vo)

System attempted to
search users in identity
source “{3}” (VY AT
DNISTAT T4
T4 V= ABP N
DIL—HF—ZHEL
EHELFELR)
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eventSystem 16286 READ SECURITY Read security Administrator “{0}”
_QUESTIONS_LIST questions list (& attempted to read
¥ 21 5 4 ~ T security questions list
AF a4y EEE <0
OFAMY) IV TS T
AFar )AL
{4y ZFAIA D
ELFELR)
eventSystem 16287 RBA_USER COUNT RBA user count  System attempted to
(RBA —4—  count the number of
DHTVRN) RBA users (¥ AT A
ASRBA L —H—D
Bxhor L&D
ELFLR)
eventSystem 16288 AA OFFLINE TASK AA offline task System attempted to
(AAF 7 5 1 > run AA offline task
5 2 7) (VAT A0S AA F
T4 IR RHE
fTLEHELEL
7z)
eventSystem 16289 RBA DEVICE MANAGEMENT RBA device System attempted to
management cleanup expired and
(RBA 7/3A A  over the limit user
) devices (VY AT 478
RGN 0 2 —H —
TINA A & IR %
RIzI—H— T4
A ) =TT
LEHELFELR)
eventSystem 16290 STOP_SERVICE Stop service Attempting to stop
(—r2m service “{3}” (¥ —1t
fE1k) A <3y EEIRL X
HIELTWETY)
eventSystem 16291 START SERVICE Start Service Attempting to start
(r—Er2m service “{3}”. (H—
FiiA) V2“3 ZBMEL

roklLTwnEd,)
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eventSystem 16294 IDENTITY_SOURCE GET

_CONNECTION_FAILED

eventSystem 16295 TRACK USER MOVE IN
_REPLICA FAILED

_REACHING_PRIMARY

Failed to connect
to identity source
(TAT VT4
T A = AND
S AN A D
L72)

System cannot
process this
authentication
request (¥ A7
LD DFEFEY
VA
T&%W)

Cannot process requests
that need access to
identity source
“{3}”.The identity
source is currently
unreachable. (7 A 7
CTATA V=R
B ANDT 7B AD
WER) 7 T AN
WMEETEEEA H
ELDTATYT A
T4 V—AIIT Ik
ATEFEHAL)

The user"s
distinguished name has
changed. (The user"s
distinguished name has
changed. (L—4—
DN AT S
% L725)) Cannot
contact primary
instance to update the
user. Authentication
requests from “{3}” to
this instance will not be
successful until
primary updates the
user. (794~ A4
VALY VAN L
TaL—HF—ZEHT
EEFA 3
LIDA YA VA
NOFEREY 7 T A B
E. 7oA UN
L—F—EHHFT D
TTHIIL T A)
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eventSystem 16296 TRACK USER MOVE IN System cannot The user"s

eventSystem 16297

_REPLICA_FAILED

BUILD RELATED IDENTITY
_SOURCE_CACHE_FAILED

process this
authentication
request (¥ A7
LD DFEFEY
7 LA b %L
TEZW)

System cannot
initialize related
identity source
cache (v A7
LT LT
AT T4 T4
V= Fyv
v a e T
&7 \)

distinguished name has
changed. (The user"s
distinguished name has
changed. (L—4—
DN HDVEE S
% L720)) Either the
primary could not
update the user or the
primary cannot be
contacted. Authenticati
on requests from “{3}”
to this instance will not
be successful until
primary updates the
user. (774 <)M
=Y —ZHHFTE
Lol T4
R)ICHEmTE IR
Ao “BYHHZD
AV ARY Y ANDER
GEY 7 A M, 7

TA ) P —
T B A T THI
LEEAo)

System cannot initialize
related identity sources
for identity source
“3V (VAT LANT
AT TAT4 V=
2 <31 DS 5
TATYTATA
V= A MEMLTE
FHA)
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eventSystem 16298 UNABLE _LOOKUP NAMING  System cannot System cannot lookup
_CONTEXTS_ROOT _DSE lookup directory  directory server"s root
server's root DSE  DSE attributes for
attributes (3 A identity source “{3}”
FANRTA Ly (VATAR TA
I VAL TYTATA V=R
V—FDSEl® “{3)”D7 4 L7}
WaEvy 7y ) =D — b
TTERW) DSE J& % V> 7
Ty TTEEEA)
eventSystem 16299 UPDATE_PRINCIPAL FOR Update principal ~ System attempted to
_LDAP_CHANGE (719 379 update principal “{3}”
DOEH) based on changes made
in identity source
“{4y (¥ AT L,
TATYTATA
YV — R “{6)” THEJii
SNSEHIZHE DN
TTY) o3
Ay EEITL L9
ELELA)
eventSystem 16300 CREATE BACKUP ORIG Create Backup Created backup in the
_PRIMARY (sNw 77w 7 original primary
DVERR) instance at “{3}”
@By OILOTTA
RYA AT AT
Ny 7Ty THWER
ENnFE LR
eventSystem 16301 PRINCIPAL WITH Duplicate user ID  User ID “{3}” already
_DUPLICATE_USERID user found (Z.— exists.User IDs must

¥ — D ASEHE  be unique within an

4 2% 1—4F— ¢ identity source (1—

M) F—ID“3}” X T
CHFELE S, 12—
Y—IDIZET AT
YTATA V=AW
T—ETH2HLEN
HHET)
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eventSystem 16302 INVALID PRINCIPAL Invalid user state  User ID “{3}” already

(4R 70 21— exists.User IDs must

H—IREE) be unique within an
identity source (L—
F—ID 3} 1F9T
WCHELE T, 21—
Y—IDIIETAT
YTATA V=AW
T—HEThHLHED
HHET)

eventSystem 16303 IMPORT BACKUP Import Backup Importing backup on
_PROMOTED_REPLICA (/N 77w 7 the promoted Replica
DA ERE—1) instance from the

following location
“33 (RO
“By b, AL
LTI AVRY
YA Ty T
A HR—-—FLTW
£9)

eventSystem 16304 TRANSFER BACKUP Transfer Backup  Transferred backup
_PROMOTED_ REPLICA Ny 77y 7 “{3}” to the promoted
D5 %) Replica instance (-
wanzvrsun A
SARE ANy T
T 7 3y DR %
ENnFE L)

eventSystem 16317 CREATE RBA POLICY Create RBA Administrator “{0}”
policy (RB A 7R attempted to create an
1) 2 —dOERK)  RBA policy (EHL#E
“f0}” 7S RBA K
YorfEkL L)k
LEL%)

eventSystem 16318 DELETE RBA POLICY Delete RBA Administrator “{0}”
policy (RBA 7K attempted to delete
1) —DHIK)  RBA policy “{4}” (%
P <{0}” S RBA K
U=y E R
L&o&LFELR)
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eventSystem 16319 UPDATE _RBA_POLICY Update RBA Administrator “{0}”
policy (RBA 7K attempted to update
)y —@EH)  RBA policy “{4}” (%
HH {0} %5 RBA K
) = 4y BT
LEHELFLR)
eventSystem 16320 READ RBA POLICY Read RBA policy Administrator “{0}”
(RBA R y—  attempted to read RBA
DFHIY)  poliey (4} (FHH
“f0}” 7S RBA K
¥ 4y B EEAI
rHyELFELR)
eventSystem 16321 UNLINK _SECURITY DOMAIN Unlink policies Administrator “{0}”
_RBA_POLICY from security attempted to unlink the
domain (% 2 RBA policy from
)5 4 KX A security domain “{3}”
PonRYy—  EHEE 0”2t
DY) v o) Fa) T4 RAALY
“{31” 75 RBA R
=% Y UMREL
kokLELR)
eventSystem 16322 AA _MAINTENANCE TASK AA maintenance  System attempted to
task (AA f£5F  run AA maintenance
¥ A7) task procedure “{0}”
(VAT 298 AA R
Y AT FIE <0}
EEMTLEIIELE
L72)
eventSystem 16323 RBA_AUTHN_ATTEMPT Risk Based User attempted to
Authentication authenticate via RBA

attempt (1) A2 (L—H =72 RBA IZ
N— A FFED LoTREEL &9 &
#AT) LFELA)
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eventSystem 16324 UPDATE_SECURITY update security Administrator “{0}”
_QUESTIONS_LIST questions list attempted to read
(E¥xa) 741 security questions list
I AFa ) {4y (EEE <0}
A b OFHT) HrF¥a)rq4 rx
AFary AR
“{4y EELAIS 9
ELFELR)
eventSystem 16325 CREATE_SECURITY DOMAIN Create Security Administrator “{0}”
_MAPPING Domain mapping attempted to create
(¥ 2174 security domain
K% 4 v =< v ¢ mapping for identity
> 7 OVERL) source “{3}” (FHH
LOYy BT ATV
TATA V=R
“BryotEda)
TA ALY <y
7 EERL X9
ELFEL)
eventSystem 16326 READ SECURITY DOMAIN Read Security Administrator “{0}”
_MAPPING Domain mapping attempted to read
(&% 21 54 security domain
KX A > =<  mapping for identity
¥y s ofan  source (3} (HHLH
) Oy T A TV
TATA VJ—A
“BryrotFa)
TA KXY <y
[ N | o)
ELELA)
eventSystem 16327 UPDATE_SECURITY _DOMAIN Update Security ~ Administrator “{0}”
_MAPPING Domain mapping attempted to update

(¥ 21754  security domain

K x A v < v ¥ mapping for identity

v T DOEH) source “{3}” (EHE
LoV BT A TV
TATA V=R
“ByYotFda)
T4 KAAL Y <y
Cryr7xBEilL Lo
ELEFLR)
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eventSystem 16328 DELETE SECURITY DOMAIN
~MAPPING
eventSystem 16329 READ ACTIVE USERS
eventSystem 16330 REGISTRY_ INSTANCE MOST

_RECENT_UPDATE_TIME

eventSystem 16331 FILE_SERVICE_CREATE_FILE

eventSystem 16332 FILE SERVICE DELETE FILE

Delete Security
Domain mapping
(¥4
FAAf Yy <ol
¥ 7 OHIER)

Unable to read
active users from
the system
configuration

(¥ AT LR
MmOTITAT
L—H—HDFH
HHLY AT )

Getting last
instance update
time (DA
VALV AEH
% O HLAE)

Creating new file
for upload service

(7v7u—F
F—EZAHOH
LWwW7 74 0VD
YERL)

Deleting
uploaded file
(7vy7u—F
SNniz77AN
DHIER)

Administrator “{0}”
attempted to delete
security domain
mapping for identity
source “{3}” (FHHLH
SOy AT AT
TATA VJ—A
“ByotEdal)
T4 KA Y <
Yy 7 z2HikL &9
ELFEL)

System failed to read
the licensed number of
active users from the
system configuration
(T4 AENT
TITAT —H—
¥x v AT WD
LA L Z DT
EFHATLY)

System attempted to
get last instance update
time (¥ AT AN
BV AY VAH
iR 2 AL &9
ELFELR)

Administrator
attempted to create
new file for upload
service (HHLIE D
7y 7a— K-t
AHOHF LT 74
WEERL LS &L
FL7)

Administrator
attempted to delete
uploaded file (EEEH
W7y 7Ta—Fah
727 7 ANVEHIBEL
Eo&LFLRD)
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eventSystem 16333 FILE SERVICE _APPEND FILE Appending data  Administrator
to file for upload  attempted to append
(7 v 70— F  datatoupload file (&
HO7 7 AV BEZEHRT Yy Ta— K
ToSREM gy cT—-s %
EmMLEH)ELFL
72)
eventSystem 16334 FILE SERVICE OPEN FILE Opening Administrator
uploaded file attempted to open
(7v78a—F  uploaded file (F5Hl¥&
SN2 T AN By Tra—RFEh
Z B <) 27 TANERI S
ELFELR)
eventSystem 16335 WEBTIER BIZTIER TIME Web-tier time not Web-tier time is not in
_NOT_IN_SYNC in sync (Webtier sync with biz-tier
OB ASEE X server (Webtier D FE
NTW2zWn) #1753 Biz-Tier #— /¥
RSN TR
V)
eventSystem 16336 CONN_POOL_OFFLINE All connection All connection pools
pools failed (3§~  for “{3}” failed
XToaty (@ OFRTOI
Yary T=Vo AT ary T—)un
) K LELR)
eventSystem 16337 CREATE _DATABASE BACKUP Create Backup Create backup of
(X 77 v 7  internal database at
DIER) “3)7 ({317 TR
T = NX=ADINy
7T TERAER L
ED)
eventSystem 16338 RESTORE_DATABASE Restore database  Restore backup of
_BACKUP (57— % ~X—Z internal database from
DY AXNT) “3y (B LN

W= RX=20D
Ny 7Ty TR A
FTLET)
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eventSystem 16339 LICENSE INVALID SIGNING  Invalid license System does not
_MATERIAL signing material ~ recognize license
(572 5 4 & signing material
YABHRTY) (VATANIA L
TV) YABHRITIT I
rRHLEEA)
eventSystem 16340 IMPORT_SECRETS Import secrets Import contents of the
(=271 v b password-protected file
DA v HR—F) into the system
fingerprint. (/%A
7 — FTRES N
TrANOaY TV
VEVAT N T AV
H—T1) M2 >
7j<° - ]\ L i j—o)
eventSystem 16341 EXPORT SECRETS Export secrets Export contents of the
(=2 1L v F  system fingerprint to
DIY A the password-protected
R—1) file. (¥ A7 24 74
YH=T) D2
YTV RINAT —
FCHRESI N7 7
AWVIZTZ 7 AR — b
LET.)
eventSystem 16342 RECOVER _SECRETS Recover secrets ~ Recover the system
(¥Y=Z7Vv b fingerprint. (¥ A7 A
D) F131)) T4 VI —=T1) b
) AN) LETS)
eventSystem 16343 CHANGE_SECRETS MASTER  Change master Change the master
_PASSWORD password (¥ A  password for the
% — S A 7] — [ system fingerprint.
DIET) (YAFLH T4

H—T) > DT A
Y — XA — N &%
WLET,)
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eventSystem 16344 MANAGE_SSL _CERT IMPORT Import certificate Import the certificate
GEWEF DA > “{3}7 into the
F—1) keystore “{4}”.

eventSystem 16345

eventSystem 16346

MANAGE_SSL_CERT_CONFIG
_SERVER

OC_CREATE_IDENTITY
_SOURCE

Configure server

(=N DHERK)

Create identity
source (747
STATA V=

A2 DVERR)

(GEWIHE “(3} %
F—A BT 4
4 t/ﬂ—\o‘_‘ }‘ Lij_o)

Configure the server
“{3}” to use the new
private key alias and
password. (FrL\7’
TAN=F F— T
AT AEINAT —
FEFHT2 L9112
=N 31 B
LET.)

Operations Console
administrator “{0}”
attempted to create an
identity source “{3}”
using Super Admin
credentials of “{4}”.
(Operations Console
B <0}

L {4y DA—
IN—EWHE T LT
VX NVEMHLTTY
AT TAT4 V=
A3y AR L &
e LFELA)
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eventSystem 16347 OC DELETE IDENTITY
~SOURCE

eventSystem 16348 OC_UPDATE IDENTITY
_SOURCE

eventSystem 16349 COPY_DATABASE LOGS

Delete identity
source (74 7
STATA I
A DHIK)

Update identity
source (71 7
YFATA V-

A DEH)

Copy database
logs (7—%
N—A Tar7oa
¥-)

Operations Console
administrator “{0}”
attempted to delete an
identity source “{3}”
using Super Admin
credentials of “{4}”.

(Operations Console
A {0}

B, 4 DA
IN—EWH T LT
Yy VEMEHLTTY
ATV TAT4 V=
A 3y wHIBE L &
e LFELE)

Operations Console
administrator “{0}”
attempted to update an
identity source “{3}”
using Super Admin
credentials of “{4}”.
(Operations Console
EHE <{0)”

DI 44y DA —
IN—FHE T LTV
VY NVEMEHLTTY
ATYTAT4 V=
A3 BT L &
JELFELR)

System attempted to
copy database audit logs
from external database
to internal database.
(AT DHHE T —
5 NX— A9 SR
T =& N—= A
Os%a¥—1L k9
ELFEL)
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eventSystem 16350

eventSystem 16351

eventSystem 16352

eventSystem 16353

eventSystem 16354

CRITICAL NOTIFICATION

DELETE JOB RESTRICTED

_TO_NON_EXISTING
_INSTANCE

REGISTRY INSTANCE

_VERSION_LOOKUP

REGISTRY INSTANCE

_VERSION UPDATE

UPDATE_WEBTIER
_CUSTOMIZATION

Critical System
Event
Notification
(BERKYAT L
A~ BB

Delete batch job
restircted to
non-existing
instance (fF1F
LZawA A%
Y AIZBRES

TNy F a7

DHIER)

Look up instance
version (1 ¥ &
57 VA IN—
varonwvy s
7w T)

Update instance
version (1 ¥ A
YA IN—=T 3

> DEH)

Update Webtier
Customization
(Webtier D 7
ATIA XD
)

System ecountered a
critical event. (3 A
7 LATERS XY b
MEAELFE L720)

Administrator “{0}”
attempted to delete job
restricted to
non-existing instance
“(B3y (EEEE <0}
WL AFEL R\ A
AH A3y R
FESINTT 3 7 & Hl
BrLEHELZF L)

Administrator “{0}”
attempted to read an
instance's version
(BFHEE <0y 251 ~
A ADIN=T 7
YRGS ) L L
FL)

System attempted to
update the version for
the instance “{3}” (3
AT LW, A YRS
YA 3 DN—
TargzEHL Lo
ELFELR)

Administrator “{0}”
attempted to update
Webtier Customization
Configuration ({5HL#E
“{0}” % Webtier 71 A
5~ 4 ZHGRE S
LEHELFELR)
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eventSystem 16355 READ WEBTIER Read Webtier Administrator “{0}”
_CUSTOMIZATION Customization attempted to read
(Webtier @ 51 A Webtier Customization
%< A4 ZDFmA  Configuration (L
) “{0}” %" Webtier 71 A
5 < A R T
WA ELELR)
eventSystem 26001 AUTHMGR BEAN CONVERT Convert Bean Administrator “{0}”
(bean MZEHa)  attempted to convert
one bean to other
(HHFE (0}
% bean % ff® bean
WCEBLE) ELE
L72)
eventSystem 26002 AUTHMGR _AGENT _CREATE  Create Agent Administrator “{0}”
(=—Y x>  attempted to create an
DOYERK) AM agent (&HLH
“{0}” Y AM T —
Ty MEEKL X
yELELR)
eventSystem 26003 AUTHMGR AGENT DELETE  Delete Agent Administrator “{0}”
(—Y x>}  attempted to delete an
DHEIEE) AM agent (EHHE
“0}” A5 AM T—
Ty MEHIEL X
SeLELL)
eventSystem 26004 AUTHMGR _AGENT ENABLE Enable Agent Administrator “{0}”
(—3Y x> b attempted to enable an
DOEL) AM agent (GEEEE
“0}y” A5 AM T—
v hEAEMEL
XoELFELR)
eventSystem 26005 AUTHMGR AGENT READ Read Agent Administrator “{0}”
(==Y b attempted to read an
DFAIY ) AM agent (GEHE

“{0}” 7° AM T.—
VrMEHGHAA
AL LFELR)
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eventSystem 26006 AUTHMGR _AGENT UPDATE  Update Agent Administrator “{0}”
(—3Y x> M attempted to update an
D) AM agent (F5EEH
“0}” A5 AM Z—
Vv MEHEHLL
SeLELL)
eventSystem 26007 AUTHMGR _APS LIST Read Agent Administrator “{0}”
_CONFIG_READ Protocol Server  attempted to read
List Config Agent Protocol Server
(=Y x> b listconfig “{3}” (&
7a o = BHE 0y BT —
N AMERDO Yy bhTuoban
FEAHLD ) =3 1) 2 MR
L4y EEAIA 9
ELFELR)
eventSystem 26008 UPDATE AM PRINCIPAL Update AM Administrator “{0}”
Principal (AM  attempted to update
71 >3 8L principal (EHLE
Gy GO HIT) s
VEEHLL) L
F L)
eventSystem 26009 EXPORT SOFT TOKEN Export Soft Administrator “{0}”
Token (V7 b attempted to export
F—2Z oI s softtoken (FHE
AKR— 1) Oy AV T b h—
7 Iy AR— b
LEHELFELR)
eventSystem 26010 IMPORT_TOKEN Import Token Administrator “{0}”
(F—2 >4  attempted to import
YAR—=1) token (EEH “{0}”
Wh—=o &ALy
F—=rLEOELE
L72)
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eventSystem 26011 PROCESS REFERENTIAL Process Administrator “{0}”
_INTEGRITY_MESSAGES Referential attempted to process
Integrity referential integrity
Message (M message (FHEEHE
Mgtk xy <oy el TE

=T OWMHE) PRy VR LE
Lo LFLE)

eventSystem 26012 READ AGENT Read Agent Administrator “{0}”
(=— = b  attempted to read agent
DALY ) (B {0} AT —
Vv bEHAINAS
SeLFELL)
eventSystem 26013 READ AM_PRINCIPAL Read AM Administrator “{0}”
Principal (AM attempted to read AM
1) v %)L principal (R

FAELD ) “{OVHYAM 7 ¥
28V E A D
ELFLR)
eventSystem 26014 READ AM_ TOKEN Read Token Administrator “{0}”
_EMERGENCY_ACCESS INFO Emergency attempted to read token
Access Info emergency access (&
(h=2> >z #EF<OH -2
N—VzIriv— vIvw—Vrri—
T RAEWMD 7y AR FHAIA
LAY ) yeLELR)
eventSystem 26015 READ OA_ POLICY Read Offline Attempted to read
Authentication offline authentication

Policy (#7741 policy (X774~

YRRREARY) = FERERY ¥ —EHiA
DFEAILY ) WArHyELELR)

eventSystem 26016 LOCATE REALM DEFAULT Locate Realm Administrator “{0}”
_OA_POLICY Default Offline attempted to locate
Authentication realm default offline

Policy (L )L'2  authentication policy

DF T F N F EBEEZ <0 ALV

T4 VHEE ADFT AN F T

)Y —0fEE) T4 VREER) v —
RELE) ELE
L72)
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eventSystem 26017 READ REPLACEMENT Read Administrator “{0}”
_TOKEN Replacement attempted to read
Token (AIiF]  replacement token
N—2 ok CEHE “{0)” i
Y ) N—7 R BAIAS
JELFLA)
eventSystem 26018 READ SERVER CONFIG Read Server Attempted to read
Configuration server configuration
(=D (=R % Fe A
FEAHLD ) WrHELFELR)
eventSystem 26019 READ SERVER LIST Read Server List ~ Attempted to read
(=) 2~ serverlist (H—/V1)
DFAHD ) AN EHANS ) &
LEL%)
eventSystem 26020 READ TOKEN Read Token Attempted to read token
(b=2 o (F=7 Y ZHEANS
HIL ) JELELR)
eventSystem 26021 SYNC TOKENS Sync Token Administrator “{0}”
(b=2 o attempted to sync
[EE:t)) token “{3}” (FHH
Loy A h—2o >~
“ByYrREEL LD
ELFEL)
eventSystem 26022 UPDATE AM_TOKEN Update Token Administrator “{0}”
_OFFLINE_EMERGENCY Offline attempted to update
_ACCESS _INFO Emergency token offline
Access Info emergency access
(b=2 v F7 (EHE<0 25—
A4 IR— I FTIALv T
o —=7T =Tz i—T7
72RO RAEREFLLIO L
) LEL)
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eventSystem 26023 CONNECTION_ERROR Socket Error occurred while
Connection Error communicating with
(V4 v NEEf# remote host
IJ—) “{3}7:{4}”.Socket is
locally bound to
“5yeq6y” () E—
Nz
“Byqay L osfE
HiZe T =58 L
FL7zo Vrv b
“syrefeyicua—7
JVTNA V FENT
WET)
eventSystem 26024 INIT WPCODE_MATCHER Init WPCODE Attempted to initialize
Matcher the WPCODE matcher
(WPCODE (WPCODE Matcher
Matcher @ el L) &L
ML) FL)
eventSystem 26025 NEXT AVAILABLE AM Get Next Administrator “{0}”
_TOKEN Available Token  attempted to get the
(KIZMEFATTHE  next available token
Hh=2ro (EHE {0}y M
HAs) WHEZRIRD b — 2
LI ELE
L72)
eventSystem 26026 SEARCH _AM_TOKEN Search Token Administrator “{0}”
(b= > attempted to search
1) token (& HH “{0}”
AN 3 - D
EokLFELR)
eventSystem 26027 VALIDATE NEW_PIN Validate New PIN Attempted to validate
(New PIN & the new PIN (New
HRE) PIN ZMGFEL &9 &
LELR)
eventSystem 26028 VALIDATE NEXT Validate Next Attempted to validate
_TOKENCODE Tokencode the next tokencode
(Next Tokencode  (Next Tokencode % f4
DFGLE) AELEHELELR)
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eventSystem 26029 VALIDATE PASSCODE Validate Passcode Attempted to validate
(SAT—F®  thepasscode (/¥A
) I— FEMGEEL &9
ELELR)
eventSystem 26030 AUTH_AGENT LOOKUP Auth Agent Administrator “{0}”
Lookup (FZiE attempted to lookup an
I—3Y x> b authagent (EEHE
Vo 7Ty T) {0V HRAE T —
NIV N 4
Ty 7TLEIELE
L72)
eventSystem 26031 READ AGENT ACTIVATED Read Agent Administrator “{0}”
_GROUPS Activated attempted to read agent
Groups (L—  activated groups (&
Ty MBT 7 BE {0y, T—
TATHRITNV— V2 "DBT 754
TOHBMY ) TRTN—T R GR
WArH)ELFELR)
eventSystem 26032 READ TOKEN POLICY Read Token Attempted to read
Policy (h—7%  token policy
v Ry —mi (Attempted to read
HRELD ) token policy (b —72
v R Y —EFEAIL
HHyELFELR)
eventSystem 26033 LOCATE REALM DEFAULT Locate Realm Administrator “{0}”
_TOKEN_ POLICY Default Token attempted to locate
Policy (L' JV2  realm default token
D77+ )V b policy (HELFE “{0}”
=2z Ky DULIVLDT T % )V
S—ofpE) b =7y K
VoERRELLD &
LELA)
eventSystem 26034 VALIDATE NEW_STATIC Validate New Attempted to validate
_PASSCODE Static Passcode  the new static passcode
BT L W2 (Fr L\ EDE/ S A
NAT—=FD  a—FEHFEL L9
HRRE) ELFELR)
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eventSystem 26035 LOOKUP_OBIJECT Lookup Object Administrator “{0}”
(F 7Tz attempted to lookup
NI object (HEEHE “{0}”
7 v 7) ATV M
Wy 2Ty 7 L&)
ELFELR)
eventSystem 26036 SESSION CREATE Create Session Administrator “{0}”
(v 3@ attempted to create
YERL) session (FEFEEHE
<oy htkvwa v
2EBL L) &L E
L72)
eventSystem 26037 SYSTEM_DEFAULT POLICY System Default System default policy
~ MISCONFIGURED Policy is misconfigured ( N2
Misconfigured AFLDTFT 4 )Lk
(ELSHRES gy s —28IF L R
MCRBRY A HEnTuEEA)
TLADT T F IV
rRYT—)
eventSystem 26038 UPDATE_AM TOKEN Update Token Administrator “{0}”
(b=2 > attempted to update
EE) token (BELH “{0}”
b= VEEHL
o LFELA)
eventSystem 26039 AM_LINK TOKEN PRINCIPAL Link Token To Administrator “{0}”
Principal ( h—  attempted to link token
27 V%71 3 toprincipal (EEEE
VT ) oy S hN—=2 Uk
TNz v
sLEHELEL
72)
eventSystem 26040 GET_REG_USERS Get Registered Administrator “{0}”
Users (B8% attempted to get
I—H—p registered users (& Hf
) H {0y HIEERT—

P—ZPEL L) &
LELA)
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eventSystem 26041 ADJUDICATOR_CLOCK Clock Setback Detected clock setback
_SETBACK Detected (F§%] ; current:“{3}”
DB M) expected:“{4)” (FF%
DBEI LT L
720 BUEDWHA
“33 MIfREY 2 R
“{4)")
eventSystem 26042 ADJUDICATOR_PROCESS Adjudicator Attempted to process
Processing adjudicator request
(adjudicator @ (adjudicator V) 7 T &
JLER) MR X &L
FL)
eventSystem 26043 ADJUDICATOR Adjudicator Attempted to initialize
_CONFIGURATION Configuration adjudicator
(adjudicator @  configuration
RERL) (adjudicator DK %
MEMEL L) &L E
L72)
eventSystem 26044 ADJUDICATOR FAILOVER Adjudicator Adjudicator Failover
_ CONFIGURATION Failover configured for instance
Configuration {3} using this
(adjudicator 7 = order: {4} (RDJEF
ANF—=N=D ZHPLTL YRS
TR YA (3D
adjudicator 7 = A )
F == S
¥ L72:{4))
eventSystem 26045 ADJUDICATOR _TIME CHECK Time Attempted Time
Synchronization  Synchronization ;
Processing (f  correct time:*“{3}” (IFf
AP o) ZFEHAHTSINZ
L7z IE LV
1)
eventSystem 26046 ADJUDICATOR FAILOVER Adjudicator Adjudicator Failover
Failover Event Event at node “{3}”

(adjudicator 7 = (/ — K «{3}» T

AV F —/N— A adjudicator 7 = 1 )V

NV ) F—N— A X PR
FELE L)
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eventSystem 26047 SESSION_MODIFICATION Session Attempted to modify
Modification session (v v 3g v
(vyavo #EFELEH>ELE
25 L72)
eventSystem 26048 AGENT REQUEST HANDLE Agent Request Attempted to handle an
Handle (=— agent request (I —
vzrvbhVrx JxrbYZITZ AR
Z b DOALEL) ZAEL L) ELFE
L72)
eventSystem 26049 AGENT_PACKET RETRIEVE Agent Packet Attempted to retrieve
Retrieve (I-—  an agent packet “{3}”
TJxrbh Ny (=TS
~ DHF) o b3y F B
LEHELFELR)
eventSystem 26050 AGENT RESPONSE SEND Agent Response  Attempted to send
Send queued results back to
(=Y x> b agent (Faz—IZAMN
INE D EE) NIRRT T —
VIV MOEEL L
SeLFELL)
eventSystem 26051 GENERATE REPORT Generate Report ~ Administrator “{0}”
(LER—1ID attempted to generate
AR report (5 HLHE “{0}”
BLR—F2ERL
EHELFELR)
eventSystem 26052 AUTHMGR_APS LIST Update Agent Administrator “{0}”

_UPDATE Protocol Server  attempted to update
List (=—3 =  agent protocol server
v h7uaban list EEHE <0} 5
HF—nNY2tp Z—YzrbhFOb

G a) HF—N1) A b
EHEHLEIOELE
L72)
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eventSystem 26053 AUTHMGR_APS Agent Protocol Administrator “{0}”
_SYNCHRONIZATION Server attempted to
Synchronization  synchronize agent
(=== > b  protocol servers (FHL
Jaban - FOy BT —T o
IND[EH) ¥h7ubay
Y=z FEL L
ELFELR)
eventSystem 26054 AUTHMGR _HOST DELETE Delete Host Administrator “{0}”
(R A FDHIFE) attempted to delete
host (EEELHE “{0}”
HARANZHIBRL &
JELFELA)
eventSystem 26055 AUTHMGR_APS DELETE Delete Agent Administrator “{0}”
Protocol Server  attempted to delete
(=—3Y x>  AgentProtocol Server
7o b a) - EHEE <0} BL—
INOHIER) YzrybhJubay
F—NZHIEL LD
ELFLR)
eventSystem 26056 AUTHMGR _REALM Delete Predeleted Administrator “{0}”
_PREDELETE TOKEN ATTR Token Attributes  attempted to delete
_DELETE (FHiflr & attributes for
72 b —2 Vgl predeleted token
DHIER) (EHE {0} ASFR]
Hibgs iz b—2 >
DEMEZHIERL &9
ELFELR)
eventSystem 26057 AUTHMGR REALM Delete Predeleted Administrator “{0}”
_PREDELETE TOKEN Realm Token attempted to delete
_DELETE (FHifllE & token for predeleted
7LV b—7 instance (HELE
> DHIER) “{0}” HYERRTHIER &

N7z VAV AD
F—27 U EHIBRL &
SELFLR)
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eventSystem 26058 AUTHMGR_REALM Delete Predeleted Administrator “{0}”
_PREDELETE _HOST DELETE Realm Host attempted to delete
(Hurglke & host of predeleted
72UV A ARA N Realm (BHEEHE “{0}”
DHIER) AEFTHIBR Sz L

eventSystem 26059

eventSystem 26060

eventSystem 26061

eventSystem 26062

eventSystem 26063

AUTHMGR_REALM
_PREDELETE_AGENT
_DELETE

AUTHMGR _SD PREDELETE
_VALIDATION

CTKIP_SERVICE PROCESS
_REQUEST

AUTHMGR REALM ADD

OA SERVER START

Delete Predeleted
Realm Agent
(SHATHIBR S
7LV s T—
N2V 7))

HIlER)

Validate Predelete
(FHTHI RO
i)

CTKIP Service
Process Request
(CTKIP #—¥
AV 7 LA b
JLEL)

Add Realm
(Lovasahn)

Offline
Authentication
Service Startup
(7714 V37
Y- A0
BiliG)

WADKRA N & HIk
LE2&LFLAL)

Administrator “{0}”
attempted to delete
agent of predeleted
Realm (EELHE <{0}”
MHEATHIRE S L
NG E R I
ZHIBRL LD &L
L72)

Administrator “{0}”
attempted to validate
predeleted security
domain properties
(EHE <0} 75, F
AiHI SN2+ 2
V74 FAA4 Y T
O/87 1 ZBGEL &
AL LFELR)

Attempted to process
CTKIP request
(CTKIP V) 7 T A }
AL L) ELFE
L72)

Administrator “{0}”
attempted to add realm
(BEHLH <0} DLV
ATBIILE S &L
FL)

Attempted to start the
offline authentication
service (X754 >
RERET — Y A & F1h
Lot LZFLA)
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eventSystem 26064 APS_SERVER START Start Agent Attempted to start the
Protocol Server ~ agent protocol server
(m—Y x> b (—Y v 7o
ZA= IR 20 e e D 2 A L
INDIEE)) LioE&LFELA)
eventSystem 26065 AUTHMGR SERVER Start UDP Server Attempted to start the
_STARTUP (UDP #—/30  UDP server (UDP
FLE)) =Nz L
ELFLR)
eventSystem 26066 AUTHMGR_AGENT_LINK Link Agent With ~ Administrator “{0}”
_APSLIST Agent Protocol attempted to link agent
Server List (=— with agent protocol
JryheT— serverlist (BHE
YzrvbhbT7akr oy B T— v
a)v =N pex—Tzr b T
ANEYYZ)  abhajlpH—oN)
Abrx) 7 LED
ELFELR)
eventSystem 26067 EXECUTE_SCRIPT Execute Script Attempted to execute
(A7) T D script (A7) 7
FEAT) rFETLELIOELE
L72)
eventSystem 26068 TCP_SERVER_STARTUP Started TCP “{3}” started on port --
Server (TCP 417 <5y (<437

H—NOREE)) DR b a5y
TEHLE LR

eventSystem 26069 TCP_SERVER SHUTDOWN Shutdown TCP “{3}” is shutting down
Server (TCP on port -- “{4}”
F—SDY s (O

&) Y4y TU X Y b Y
mrLEY)
eventSystem 26070 UDP_SERVER_STARTUP Started UDP “{3}” started on port --
Server (UDP “U4y7 (<317 IR —
YF—NoiEH) b @y TEHL X
L72)
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eventSystem 26071 UDP_SERVER _SHUTDOWN Shutdown UDP  “{3}” is shutting down
Server (UDP on port -- “{4}”
AP ZE 2 G € T El
k&) Y4y T v b
vy LET)
eventSystem 26072 ADJUDICATOR_SERVICE Started Adjudicator service
_STARTUP Adjudicator started with {3} nodes
Service (adjudicator H— £ A
(adjudicator ¥ — % {3} / — FCHItA
Y 2 O FLR) LEL7)
eventSystem 26073 ADJUDICATOR_SERVICE Shutdown Adjudicator service is
_SHUTDOWN Adjudicator shutting down
Service (adjudicator H— £ A
(adjudicator '— % v v N ¥ v L
2Dy vy b TwET)
7o)
eventSystem 26074 SQLPLUS COMMAND Execute Attempted to execute a
SQL*Plus SQL*Plus command
Command (SQL*Plus 2~ ~
(SQL*Plus 2% %##EfFL LS &L
v FOFELT) L7)
eventSystem 26075 TRUSTED_USER_GROUP Create a trusted  Attempted to create a
_CREATE user group ( M7 trusted user group ( b
A7y Fa—  FA7Tv FIL—H%—
W— TN—=T0 TV—TlEL &
YERL) yELFELR)
eventSystem 26076 TRUSTED USER GROUP Look up a trusted Attempted to look up a
_READ user group ( M 7 trusted user group ( b
A7y Fa—  JA7v Fa—¥%-—
Y= TN—=TD TNV=T%Ny
Wy 727w T) TyTLEHELTE
L72)
eventSystem 26077 TRUSTED _USER_GROUP Update a trusted  Attempted to update a

_UPDATE

user group (b7
AT v K L—
W= TIN—=TD
)

trusted user group ( b
I ATy | i
TV—THEHL &
yELFELR)
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eventSystem 26078 TRUSTED _USER_GROUP Delete a trusted  Attempted to delete a
_DELETE user group ( N7 trusted user group ( b
ATy K a— FAT v FL—H—
W= T N—=T7D FV—T%HKL L
K SeLELL)
eventSystem 26079 SYS REMOTE PRINCIPAL Create aremote  Attempted to create a
_CREATE principal () remote principal (1)
R VA I R ) IV DAY 2
7SOV DERL) EERL L) ELE
L7z)
eventSystem 26080 SYS REMOTE PRINCIPAL Look up aremote Attempted to look up a
_READ principal () remote principal (1)
E—FNTVY B TY TNV
AVIZY IR NV 7Ty 7T L&
7 7) SeLFELL)
eventSystem 26081 SYS REMOTE PRINCIPAL Update a remote  Attempted to update a
_UPDATE principal () remote principal (1)
E—F TV E=F TNV
7SV DFH) THEHLEIO L LE
L7)
eventSystem 26082 SYS REMOTE PRINCIPAL Delete aremote  Attempted to delete a
_DELETE principal () remote principal (1)
A S P20
VD)5 THIBRLE D &L Z
L7z)
eventSystem 26083 AUTHMGR_TRUST Validate Predelete Administrator “{0}”
_PREDELETE VALIDATION (FHidlgo attempted to validate
FEEF) predeleted trust
properties (&P
“{oy” s, HHTHIER
SNEET TN
FARBGEL &5 &
LEL)
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eventSystem 26085 CREATE_AM_PRINCIPAL Create AM Attempted to create
Principal (AM AM Principal for
71 %8V Principal with “{1}”.
TR ({1 ZFO T >
VD AM T v
IOV EERL &9
ELFE L)
eventSystem 26086 LOCATE_SMS Locate Attempted to locate
_AUTHENTICATOR On-Demand On-Demand
Authenticator Authenticator for
(On-Demand On-Demand-enabled
Authenticator ¢>  Principal “{1}”.
) (On-Demand F2GE2S
BRLENI2T ) v
TNV LY D
On-Demand +—72 ~
rRPELE)ELE
L7z, )
eventSystem 26087 LOCATE_SMS Locate Attempted to locate
_AUTHENTICATOR_COUNT On-Demand On-Demand
Authenticator Authenticator Count.
Count (On-Demand + — 7
(On-Demand COBEREL LD
=2 rOBO L LFE L)
F#E)
eventSystem 26088 DISPATCH MESSAGE Dispatch message Attempted to dispatch
(Av+E—=T?D amessage (X v t—
TARANYTF)  VERFL AN FL
o LFELA)
eventSystem 26089 MESSAGE_PROCESSOR Start Message Attempted to start the
_START Processor (A  message processor:
t—y Futy (Avk—v 7u
Y OEEE)) Ly L L)

ELFE L) <4
(BHLE <0} 2\
F Va7 B RE
TLEHELFEL
“{4)”)
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eventSystem 26090 MESSAGE PROCESSOR Stop Message Attempted to stop the
_STOP Processor ( Ay  message processor:
r— Faory (XAvtv—=3 7o
o) Ty EfFEEL L9
ELFE L) “{4)
(EBH “{0} 25Ny
FTaT @3y wE
fTLEH&ELFEL
{4}”)
eventSystem 26091 MESSAGE PROCESSOR DROP Message Dropped message: (ﬁlj
_MESSAGE Processor Drop BEnAyEe—3
Message (A v ) 4y (EME
=Y Tty oy ANy T Vs
T OHIER A > T By R FETL L
=) 5ELF LI 4))
eventSystem 26092 TRANSMIT TXT MSG SMTP  SMTP Attempted to transmit
Transmission text message via SMTP
(SMTP &% 3%) plugin (SMTP 75
TANZEoTTH
AN Ayb—Tkix
ELEHIELEL
72)
eventSystem 26093 TRANSMIT TXT MSG_SMS SMS Attempted to transmit
Transmission text message to “{3}”
(SMS #57%) via “{4}” SMS plugin
(“{4y” SMS 75 7' A
YN oTTFAD
Ay =T % 3y
Wik LE ) ELE
L72)
eventSystem 26094 LOOKUP_AUTH METHOD Authentication Attempted to locate

Method Lookup  authentication method

(FAGEST data (RERES T —

V2T T) FEREELEIEL
FL7)
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eventSystem 26095 MESSAGE_HANDLER Message Handler Attempted to handle
_HANDLE MESSAGE Handle Message message: (kD A
(A=Y N w—VRMEL LD
M2 P ELF LA <4y
Ave=TO  (FHE {0} HNY
ML) F Va7 By R E
TLEHELELL
{4}
eventSystem 26096 REFRESH TRANSMISSION Refresh Attempted to refresh
_PLUGINS Droppable droppable transmission
Transmission plugins (Il BR 0T BB 7%

eventSystem 26097

eventSystem 26098

eventSystem 26099

AM_ENABLE_PRINCIPAL_FOR
_SMS

AM_DISABLE_PRINCIPAL
_FOR_SMS

AM_UPDATE_SMS_FOR
_PRINCIPAL

Plugins (HlER#]
RERHRE T T 7
A ¥ OFH)

Enabled Principal
for On-Demand
Authentication
(7)o
@ On-Demand
RREDO A #AL)

Disabled
Principal for
On-Demand
Authentication
(7)o
@ On-Demand
FRRED R AL)

Updated
On-Demand
Authentication
Attributes for
Principal (7°1)
NZAVIZ))
On-Demand 7%

D EHT)

WY TI A VR
LI ELFL
72)

Attempted to enable
principal for
On-Demand
Authentication
(7)o
On-Demand 2l %
FfbL ke L
L72)

Attempted to disable
principal for
On-Demand
Authentication
(7)o
On-Demand #2iE %
ML L) ELFE
L72)

Attempted to update
On-Demand
Authentication for
principal (7)) > ¥
7NV @ On-Demand
ARERBEH L L) L
LEFLA)

2: RSA Authentication Manager DA77 % v t&—

277



RSA Authentication Manager 8.0 b5 7022 =74 J A4 K

K P

- 77 77varv x—- e Xyt—o
HFdY-
eventSystem 26100 AM_SEARCH_SMS Searched for Attempted to search
_AUTHENTICATORS On-Demand On-Demand
Authentication Authentication

eventSystem 26101

eventSystem 26102

eventSystem 26103

CLEANUP_EXPIRED
_AUTHENTICATORS_JOB

SMS_CLICKATELL_API
_CONNECTION_KEEP_ALIVE

AM_UPDATE_SMS
_ CONFIGURATION

Attributes for
Principals (7"
VNV D
On-Demand 7%
B DHER)

Cleanup Expired
On-Demand
Authenticators
Batch Job (HABR
Tho
On-Demand h —
DY) =
T TNy T
Ja7)

SMS Clickatell
API connection

keep-alive (SMS
Clickatell API $£
WDOXF—TT T
17)

Update
On-Demand
Configuration
(On-Demand 1
. BT

Attributes for
principals (7°1) > ¥
7N)V @ On-Demand
UEEE M A MR L &
AeLFELR)

Batch job cleaned up
expired On-Demand
authenticators. (/X
F TV a THEIETI
@ On-Demand F —
g ERI)—=VT
7L F L72.) Total
number of deleted
authenticators: (HIJ &
SN bh—=2 s
)

Attempted to keep
alive the connection to
the Clickatell API
(Clickatell API ~®
i L& &
LTwEd)

Attempted to update
the On-Demand
Configuration
(On-Demand # 1k %
HHLELH)&ELFE
L72))
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eventSystem 26104

eventSystem 26105

eventSystem 26106

eventSystem 26107

CLEANUP_EXPIRED
_AUTHENTICATORS JOB
_FAILURE

SMS_CLICKATELL_SSL
_INITIALIZATION FAILURE

ADJUDICATOR_REHOMING

ADJUDICATOR INSTANCE
_ CONFIGURATION

Cleanup Expired
On-Demand
Authenticators
Batch Job
(BARREI >
On-Demand bk —
gD — v
T TNy F
Ya7)

Initialize Clickatell
plugin (Clickatell
TITA D)
Hi{k)

User Home Node
rebalance
processing (L—
A

J = FOFINT
MR B

Adjudicator
Instance
configuration
data processing
(adjudicator £ >
A Y v ADERK,
T — & JLE)

Unexpected exception
while attempting to
clean up On-Demand
authenticators.Skippin
g authenticator for
principal “{1}”.
(On-Demand +— 72
YERI)=VT YT
LErElLTwnat
212, FHIL 2wl
SEFEE L L7z,
A AV B
D=2 v AF Y
TLET.)

Failure while
initializing SSL
connection to
Clickatell. Message
transmissions may fail.
(Clickatell ™~ SSL
Feft e L L T
5L XICTT =%
ELFE L7, Ay
L= UBRISRM L
F L7

Attempted User Home
Node rebalance
processing (L——
R—L /= FOFN
Ty TR
fTLEL)

Adjudicator Instance
\*“{3}\” configuration
data procesing
attempted
(adjudicator { > A %
VAN DR
5 AT &
nFE L)
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eventSystem 26108 ON_DEMAND_ LOGIN On-Demand Unexpected error
_FAILURE authentication occured while
processing processing
(On-Demand #  On-Demand
SEALER) authentication attempt
for principal \“{3}\”
(70 vrsn
\“{3}\” @ On-Demand
ARG Z LB X9 &
LTwaEEiZ, F
WL awD I —»5
ALFELA)
eventSystem 26109 HEALTH MONITOR _STARTUP Database health ~ Major error occured
_FAILURE monitor startup while starting up
(57— % ~X—Z  database health
HEIRAEEE A > monitor.Agent failover
BH1H) will not work correctly.
(F— 5 ~— 2 FH8)
RREE R 2 Baa L C
WhEXIZERERT
F—=EELTL
2o =TV MDD
Tz AIvE—N—d
IELSHRREL T
Aoo)
eventSystem 26110 SDCONF_GENERATE Generate agent Unable to locate
_FAILURE configuration file primary

(—3 x>~} server.Rebalancing

B 7 7 4 L@  contact lists may

) resolve this issue. (7"
A =Tk
ETEETA, IV
57 b 1A NDOEN
T yTIZED Z
D EDE RS 2 ]
RElEDS® ) £970)
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eventSystem 26111 OC_RESTORE_BACKUP Restore system Operations Console
from backup via  administrator “{0}”
oC (OC iz & % attempted to restore
Ny 77y 7 {7} froma
50 A5 A backup.Location:“{3}”
JANT) . version:
(Operations Console
EHE <{0) 2%,
N T T Thb
YY) AT L
EHELEL B
A3y, N— 3
o) 4y (RoJERF
ZEHLTA YRS
A3 D
adjudicator 7 = A )
F—N=DEE I
FL7:{4))
eventSystem 26112 OC_CONFIG BACKUP Configure backup  Operations Console
_RESTORE and restore via OC administrator “{0}”
(OC 12 & A3y attempted to configure
7w 7 & 1) A backup and restore
N7 O (Operations Console
EHE “{0) 2%,
Ny 7Ty TE A
N7 ERMEL &) &
LELA)
eventSystem 26113 OC CREATE BACKUP Create backup via Operations Console

oC (OCiz& % administrator “{0}”
JNw 77y 7o attempted to create a
VERL) backup at “{3}”
(Operations Console
A {0}
B <37 TNy
T T ERERL LD
ELFLR)
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eventSystem 26114 OC_LIST BACKUPS List backups via ~ Operations Console

oC (OC 2k % administrator “{0}”

N 77y 7o attempted to list all

—EFIR) backups (Operations
Console & H¥ «“{0}”
B, TRTONY 7
Ty T —EFRL
XoLLFELA)

eventSystem 26115 OC_CONFIGURE UPDATES Configure Operations Console
updates via OC administrator “{0}”
(OC |12 & 2 H# attempted to configure
DORERL) updates (Operations
Console B ELHE “{0}”
A HH R L &

JELFELR)
eventSystem 26116 OC_MANUAL_SCAN Scan updates Operations Console
_UPDATES via OC (OC |2 administrator “{0}”
Y2 ETD A attempted to scan for
Fx ) updates (Operations

Console & H# “{0}”
L HEf e AF v~
LEHELFELR)

eventSystem 26117 OC LIST UPDATES List updates via  Operations Console
oC (OC 2k  administrator “{0}”
A2EHO—E attempted to list
ER) updates (Operations
Console & H ¥ «“{0}”
D HH e —EFR
LEHELFELR)

eventSystem 26118 OC_DOWNLOAD RELEASE Download release  Operations Console
_NOTES notes via OC administrator “{0}”
ocickay attempted to download
1) — 2 /) — ko release notes
s u— ) (Operations Console
L {0y A8 )
J—A /)= &Y
vu—FLEOEL
FL)
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eventSystem 26119 OC_APPLY UPDATES Apply updates via Operations Console
oC (OC 2k % administrator “{0}”
T o) attempted to apply
updates (Operations
Console B “{0}”
A HEHEEA L &
SeLFELL)
eventSystem 26120 OC_LIST UPDATE List update or Operations Console
_ROLLBACK LOG FILES rollback log files administrator “{0}”
via OC (OC |2 attempted to list update
X 2 EH F 7213 orrollback log files
O—)L/)Nw 7 1 (Operations Console
7T A Vo— EMHE 0y A, H
BEFR) FEIFT— Ny
yuary 774 NV%
—ERFLL) L L
FL)
eventSystem 26121 OC_LIST ROLLBACK List available Operations Console
rollbacks via OC  administrator “{0}”
(OC 12 X B[] attempted to list
WHEL O — L available rollbacks
INY 7 D—E (Operations Console
FIR) EIE {0} B8, i
AW EEZR T — LNy
7 —REIORL L)
ELELA)
eventSystem 26122 OC_CONFIGURE_ SSH Configure SSH Operations Console
via OC administrator “{0}”
(OC 12 & % SSH attempted to configure
DORERL) SSH (Operations

Console B ELHE “{0}”
A%, SSH %ML L &
AL LFELR)
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eventSystem 26123 OC_CONFIG_SYSTEM Configure system Operations Console
_NETWORK_SETTING network settings ~ administrator “{0}”
viaOC (OC |Z  attempted to configure
rrs 25 A system network
% h— 2z settings (Operations
TORER) Console & H¥# «“{0}”
By VATA A b
=7 RE R L
LoELFELA)
eventSystem 26124 OC_LIST NIC List existing Operations Console
NICs via OC administrator “{0}”
(ocick 3 attempted to list
BEAE D NIC o —  existing NICs
G HRR) (Operations Console

B <0y A5, B
fED NIC & —EFR
Lok LFLE)

eventSystem 26125 OC_CONFIGURE_ PRI NIC Configure Operations Console

primary NIC via  administrator “{0}”

OoC (OC 1z X % attempted to configure

75 4 ~1) NIC primary NIC

%% 359) (Operations Console
EHE <0y T
7 4 <) NIC % KRk
LEX9&LZFELR)

eventSystem 26126 OC_SNMP_CONFIG Configure SNMP  Operations Console
viaOC (OC |2 administrator “{0}”
X4 SNMP O attempted to configure
HERR) SNMP (Operations

Console FHLE “{0}”
7%, SSH %Mk L &

yEeLELR)
eventSystem 26127 OC_DOWNLOAD MIB FILE Download MIB  Operations Console
file via OC administrator “{0}”
(ocick s attempted to download

MIB 7 7 £ )¢ MIB file (Operations

¥ u—F)  Console &HHE “{0}”
. MIB 774 NVE
Foyru—FLEH
ELFELR)
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eventSystem 26128 OC_CONFIGURE_LOGGING Configure Operations Console
logging via OC administrator “{0}”
(OC 2 X Aoz attempted to configure
DORERR) logging (Operations
Console & H¥ «“{0}”
2 B R L &
SeLFELL)
eventSystem 26129 OC_LIST APP SYS LOGS List applianceor ~ Operations Console
system logs via OC administrator “{0}”
(OC 2L A 77 attempted to list
S5 47 AF7- appliance or system
23 A5 24 1z logs (Operations
ND—EFT) Console B HLHE “{0}”
B TTIAT VA
FldT AT OY
F—BERLL) L
LEL%)
eventSystem 26130 OC_DOWNLOAD_APP SYS Download Operations Console
_LOGS appliance or administrator “{0}”
system logs via attempted to download
OC (OC 2L % appliance or system
77547 A logs (Operations
F7213 A7 4 Console FHHIFE “{0}”
Ornyy s W TTIA4T A
o—F) FrETATLA TS
¥ ru—FL&
FELFELR)
eventSystem 26131 OC DOWNLOAD UPDATE Download update Operations Console
_LOG _FILE log file via OC administrator “{0}”

(OC 2 & 2 & attempted to download

o~ 77 A )¢ update log file

Fvroa— ) (Operations Console
FTHH <0 A5, B
Hary 7y AVESY
7ru—FLE) L&
LEFLA)

2: RSA Authentication Manager DA77 % v t£— 285



RSA Authentication Manager 8.0 b5 7022 =74 J A4 K

K P

< - 74 < -~ — - “ —_—
H31 - J9vavIib 77varv#* sHER xXyt—9o
eventSystem 26132 OC_DELETE UPDATE LOG Delete update log  Operations Console
_FILE file via OC administrator “{0}”
(OC 12 X A H T  attempted to delete
% 7 7 A )¢ updatelog file
HIEE) (Operations Console %
HE {0y A5, BT
a7 77 AVl
LEHELFELR)
eventSystem 26133 OC DOWNLOAD ROLLBACK Download Operations Console
_LOG _FILE rollback log file  administrator “{0}”
via OC attempted to download
(OC |2 & 51— rollback log file
oSNy 7 ay (Operations Console
TrANDY Yy EHE 0D,
vua—FK) O—) )Wy 7 ay
T ANET Y
O—FLEHELE
L72)
eventSystem 26134 OC_DELETE _ROLLBACK Delete rollback  Operations Console
_LOG FILE log file via OC  administrator “{0}”
(ocizck 5 attempted to delete
0 — )Ny 7 rollback log file
o2 75 4 )  (Operations Console
DHIER) HHH {0} D%
O—)bNy 7 uars
77 AIVEHIERL X
SeLFELL)
eventSystem 26135 OC_PERFORM_ROLLBACK Perform rollback  Operations Console

viaOC (OC |2 administrator “{0}”

X 21— 3w attempted to rollback

7 DEFT) (Operations Console
B <{0}” D3,
O—lNy 7 L&D
ELFELR)
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eventSystem 26136 OC_REBOOT_APPLIANCE Reboot appliance ~ Operations Console
viaOC (OC |2 L administrator “{0}”
2775 A7 attempted to reboot
AN T—F) appliance (Operations
Console & H¥ «“{0}”
BN TTIAT VA
) T—bMLEHE
LEL)
eventSystem 26137 OC_CONFIGURE_SEC NIC Configure Operations Console
secondary NIC administrator “{0}”
viaOC (OC |2  attempted to configure
rz+¥# o #1) secondary NIC
NIC ORERL) (Operations Console
HHE <0y
71> &) NIC %
LioELFELA)
eventSystem 26138 OC_DELETE RADIUS Delete RADIUS  Operations Console
_SERVER server via OC administrator “{0}”
(ocick s attempted to delete
RADIUS #—/,v RADIUS server with
DHIE) Super Admin

credentials of “{3}”".
(Operations Console
HEE <0y D3, «{3)”
DA —/S—EHE
L7y v VAR
L T RADIUS #—/3
rHIBRL ) &L
L7z0)

i
=1
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eventSystem 26139

eventSystem 26140

eventSystem 26141

OC_STOP_RADIUS_SERVER

OC_EDIT_DICT RADIUS
_SERVER

OC_START RADIUS_SERVER

Stop RADIUS
server via OC

(oCc iz & 5
RADIUS #—/3
D)

Edit RADIUS
dictionary file
(RADIUS
FHET77AVOD
i 4

Start RADIUS
server (RADIUS
H— N DEE))

Operations Console
administrator “{0}”
attempted to stop
RADIUS server with
Super Admin
credentials of “{3}”".
(Operations Console %
HEE <0y D3, «{3)”
DA—I—FHF
L7Er vy v e i
L T RADIUS #—/3
rfElkLE) &L
L720)

Operations Console
administrator “{0}”
attempted to edit
RADIUS server
dictionary file “{4}”
with Super Admin
credentials of “{3}”.
(Operations Console %
B {0y 2%, <3y
DA—/N—FHZ
L7y v v i
L C RADIUS #—/3
BET7 7 4V «“4y
riELLI) ELE
L7260 )

Operations Console
administrator “{0}”
attempted to start
RADIUS server with
Super Admin
credentials of “{3}”".
(Operations Console 45
B R ( 1/ DN T
DA —/S—EHE
L7Er vy v e i
L T RADIUS H#—/3
rREELEL)ELE
L720)
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eventSystem 26142 OC_PROMOTE_RADIUS

_SERVER

eventSystem 26143 OC_LIST DICT RADIUS

_SERVER

eventSystem 26144 OC_LIST_CONFIG_RADIUS

_SERVER

Promote replica
RADIUS server
(L7
RADIUS #—/¥
DFAE)

List RADIUS
server

dictionary files
(RADIUS #—
INEEERT 7 A
N D—EEFIR)

List RADIUS
configuration

files (RADIUS
W7 74 VD
—EERR)

Operations Console
administrator “{0}”
attempted to promote
RADIUS server with
Super Admin
credentials of “{3}”".
(Operations Console %
HEE <0y D3, «{3)”
DA—I—FHF
L7Er vy v e i
L T RADIUS #—/3
EAEBLEIELE
L720)

Operations Console
administrator “{0}”
attempted to list
RADIUS server
dictionaries with Super
Admin credentials of
“31”. (Operations
Console & HL# “{0}”
DI 43V DA—
IN—EHE S LT
X NVEMHLT
RADIUS ¥ —/\f¥d
r—HBIRLE) L
LE L)

Operations Console
administrator “{0}”
attempted to list
RADIUS server
configuration files with
Super Admin
credentials of “{3}”.
(Operations Console
A <0}

AL “3Y DA—
W—EFHEZE I LT
Yx vl T
RADIUS ¥ —/ Vil
77 ANV —EFR
LioEeLFELZ)
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eventSystem 26145 OC_EDIT_CONFIG_RADIUS Edit RADIUS Operations Console
_SERVER server administrator “{0}”
configuration file attempted to edit
(RADIUS #+—  RADIUS server
KR 7 7 A ) configuration file “{4}”
DIRE) with Super Admin
credentials of “{3}”".
(Operations Console %
HEE <0y D3, «{3)”
DA —/S—EHFE
L7Fr vy v e i
L T RADIUS #—/3
HERL 7 7 AV <4y
rEL L) ELE
L720)
eventSystem 26146 OC_RADIUS TRUSTED ROOT Enable Disable Operations Console
_CERTS_REP trusted root administrator “{0}”

certificate for
replication (L7’
Vr—varj
DEEI NS
Jb— MEEE O
B/ #ERNL)

attempted to “{4}”
trusted root certificate
for replication with
Super Admin
credentials of “{3}”.
(Operations Console
L (0}

B3, B3y DA—
IN—EHH I LT
Y IVEMALC,
L7V r—va sl
DEFEINL IV — b
AEIHE R <{4y” L &
HELF L)
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eventSystem 26147 OC_RADIUS LIST TRUSTED  List RADIUS Operations Console
_ROOT_CERTS server trusted root  administrator “{0}”
certificates attempted to list trusted
(RADIUS #—  root certificates with
INOEFESE NS Super Admin
JL— hEFBHE )  credentials of “{3}”.
— IR (Operations Console
A {0}
D3 43 DA—
IN—EWH T LT
Yy VEMHLT,
fEE S5 )V — Mk
WEz—RFORL &
L LFELE)
eventSystem 26148 OC RADIUS ADD TRUSTED  Add trusted root  Operations Console
_ROOT_CERT certificate ({3 administrator “{0}”
XNb)— i attempted to add
BHZE B trusted root certificate
with Super Admin
credentials of “{3}”.
(Operations Console
EHE <{0)”
DL “B3Y DA—
IN—FHE T LTV
Ve EHLT,
S N5V — ME
PEzEML L) &
LE L7
eventSystem 26149 OC_RADIUS REPLACE Replace RADIUS  Operations Console
_SERVER CERT server certificate  administrator “{0}”
(RADIUS #—  attempted to replace
INEEBHEO & X RADIUS server
#1z) certificate with Super

Admin credentials of
“{3}”. (Operations
Console & HL# “{0}”
P, 431 DA
IN—EEE S LT
A NVEMHLT
RADIUS # —/ GEH
FErEIMZLIOL
LFL7)
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eventSystem 26150 OC_RADIUS DELETE Delete RADIUS  Operations Console
_TRUSTED_CERT trusted root administrator “{0}”
certificate attempted to delete
(RADIUS @1  RADIUS server trusted
HEX N5 )L— b certificate with Super
SEBHZEOWIK)  Admin credentials of
“31”. (Operations
Console & H¥ «“{0}”
AL “3Y DA—
NW—EHET LTV
Y NVEMEHLT
RADIUS ¥ —/3D
BHE S N5 RENE
ZHIBRL LD &L E
L72)
eventSystem 26151 CREATE BACKUP Create Backup The system attempted
(sNw 77 v 7 tocreate a backup.
DA SN A
T TR L &)
ELFELZ)
eventSystem 26155 RBA_LOAD_INTEGRATION Load RBA The system tried to load
_SCRIPT TEMPLATE integration script  the RBA integration
template (RBA  script template located
MEAz) 7 a3y (VAT A
FrTL— b BB DD
o—F) RBA L&A 2 ) 7+
Try7l—bhrna—
FLEH Y ELZELR)
eventSystem 26156 START RADIUS Start RADIUS System is starting the
_REPLICATION TIMER replication timer  RADIUS replication
(RADIUS L' 7 timer (¥ AT A%%
)/ r—33a>r % RADIUS L 7)) 7r—
A=) var s4<x—%H
HLTWET)
eventSystem 26157 STOP_RADIUS REPLICATION  Stop RADIUS System is stopping the
_TIMER replication timer ~ RADIUS replication

(RADIUS L' 7 timer (¥ AT A28

J/r—3ar % RADIUS L 7)) 7r—

A <—DFEE) Tarvifv—nfE
ELTwET)
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eventSystem 26158 MODIFY_RADIUS Modify settings ~ System is modifying
_REPLICATION TIMER for RADIUS the RADIUS
replication timer  replication timer
(RADIUS L 7 settings (¥ AT AL7D%
V/r—3a>r  RADIUS L7V 77—
FAT—ED Tary IAT—FE
ZH) AEHELTWETY)
eventSystem 26159 DISABLE REPLICATION FOR Disabling Administrator “{0}”
~RADIUS SERVER replication for a attempted to disable
RADIUS server replication for a
is no longer RADIUS server (E#
supported. % «{0}” A3 RADIUS
(RADIUS = H— oL 7Y 4 —
IND LT varyEEMLL X
revark  SrLElLi)
mRhiL$ 2 2
lxdTail
%0 FE L7.)
eventSystem 26160 OC_SSH_UPDATE Update SSH Operations Console
state using the administrator “{0}”
oc (oC #f# attempted to update
FH L7 SSH It  SSH state to “{3}”.
HE D FH HT) (Operations Console
BHH “{0}” A% SSH
REEZ (317 [0
Lo &LFELA)
eventSystem 26161 DELETE AGED BACKUP Delete aged Backup Scheduler

backup file attempted to delete
(FHvwsy 7 an aged backup at
TYT TrAN <3y (Nv Ty
DHIER) T AT =T
“3V TNy 7
7w 7EEIRL LD
ELFELR)
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eventSystem 26162 OC_SCHEDULE BACKUP Skipped Scheduled backup is
_SKIPPED Scheduled backup skipped due to another
(A4 ¥ 2—)L  system maintenance
Ny 77w 70 taskis in progress (]
A%y T) DY AT MRS A
7 HETH D20,
AT T =)V Ny
Ty TWAFy T &
ngE L)
eventSystem 26163 OC_SCHEDULE BACKUP Schedule backup  Operations Console
viaOC (OC |2 administrator “{0}”
X z,xv 77 attempted to schedule a
FD AP 2.— backup (Operations
JVERTE) Console & HL# “{0}”
W N T Ty TR
AT a— VEREL
e LFELA)
eventSystem 26164 OC_SCHEDULE_CREATE Create backup via Operations Console
_BACKUP OC scheduled job Backup Scheduler Job
(0C DA attempted to create a
a2 —) ¥ g7 backupat“{3}”
A 4 (Operations Console
7y TOER) DONv I T T AT
YVa—7 Va7
DL 3y TNy Y
T TR L &)
ELELR)
eventSystem 26165 INSTANCE HOST REFRESH Instance Host Attempted to refresh
Entry Refresh on  the instance host entry
Application and synchronize server

Startup (771 lists (f ¥ A% VA
r—vaviiEs KsAMTUM)—%
DA YA Y EHL . N Y R
ARAN TV R EEHILES &L
M) —OFEH) F L)
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eventSystem 26166 AUTOMATIC RADIUS Automatic Attempted to
_SERVER_CONFIG RADIUS Server  automatically configure
Configuration the RADIUS Server for
(HE) RADIUS  the Instance “{0}” (1
HF— HERL) YAY VA0V D
RADIUS # — /% H
TR L &9 &
LELA)
eventSystem 26167 OC _DELETE BACKUP_FILE Delete backup Operations Console
file via OC (OC administrator “{0}”
2L 2Ny 2 attempted to delete a
7 v 7 77 AL backupat®{3}”
DG (Operations Console
EHE <{0)”
DI 43V TN T
7Ty TrHIBERL L9
ELFLR)
eventSystem 26168 OC_EDIT_HOSTS FILE Edit Appliance Operations Console
Hosts file (77 administrator “{0}”
S5 47 A A A attempted to edit the
T ALD Appliance OS hosts file
= with Super Admin
W) credentials of “{3}”.
(Operations Console %
B {0} %, <3}
DA —I—EWE Y
| AR ) 2 (I
LT, 77947~
A OS @ hosts 7 7 A
VEfELE) &L
FL70)
eventSystem 26169 OC_NSLOOKUP Execute Name Operations Console
Server LookUp administrator “{0}”
Command (& — attempted to execute

2 H— 3 )Ly nslookup. (Operations
77 v 7 a2~ Console HHE “{0}”
R DFEAT) 735, nslookup % FEAT

Lo &LFELA)
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eventSystem 26170 OC_OS_PASSWORD_CHANGE Change the Operations Console
Operating System administrator “{0}”
User Password attempted to change
(F_RL—F+4 the operating system
AT A user pasword.
I —H— XA (Operations Console
U— FoZE)  EHEE 0N A
Rb—=T74 7 VA
T L—H— XA
J—F2ZEHEL L)
ELE L7
eventSystem 26171 OC_ENABLE _SSH Enable SSH state  Operations Console
using the OC administrator “{0}”
(oCc 1 L attempted to enable
7- SSH {kAE»  SSH. (Operations
L) Console % FL& “{0}”
75, SSH &2 H%hL L
EHELFLL)
eventSystem 26172 OC DISABLE SSH Disable SSH Operations Console
state using the administrator “{0}”
OC (OC #f#ifg attempted to disable
L7- SSHIKk#  SSH. (Operations
DAL Console & H ¥ «“{0}”
A%, SSH % MExhfb L
Eo&LFlL7)
eventSystem 26173 AM_WEBTIER PACK Pack latest Web ~ Pack latest Web Tier
Tier Configuration Version
Configuration {0} (57 @ Webtier
(Fe# D Webtier  Hpi/ N— 2 3 » {0}
WD/Sy 7) %7 LET)
eventSystem 26174 AM WEBTIER DOWNLOAD Download latest ~ Download latest Web
Web Tier Tier Configuration
Configuration Version: {0} ; data

(58 D Webtier  index:{1} (FH D

WO 57 Webtier i/ N—3 3

o— k) YRV su—FL
F9 {0}, T4
ATy A {1})
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eventSystem 26175 AUTHMGR _UPDATE Update Firewall Attempted to update
_FIREWALL RADIUS PORTS on RADIUS the firewall rules after
Server Port a RADIUS Server port
Change change. (RADIUS
(RADIUS #—  H— NopK— FAEH
INOR—ME B T7AT V4 —
HEEO 7 74 VL= VEEHL L
T F =D J)ELF L)
BEHT)
eventSystem 26176 AUTHMGR_UPDATE Update Firewall  Attempted to update
_FIREWALL_APS on Authentication the firewall rules after
Services Port authentication
Change (i27 services port change.
F—eanFx— LY —EA0D
NEFHEO 7 7 K- NEHERE, 77
A7 5=V ATT7+—=))b—
) VEEHLL) EL
FL7)
eventSystem 26177 AUTHMGR_UPDATE Update Firewall ~ Attempted to update
_FIREWALL XREALM on Legacy the firewall rules after
Trusted Realm a legacy trusted realm
Port Change (L~ port change. (L 7
H— FF A V= FIFATYR
TR LVIVAD LIVADKR— MEHE
R— NEHEBO & 774774 —
Tr ATy r— VIV IVEEFL L
N OFEHT) JeLE L)
eventSystem 26178 OC_RESTART RADIUS Restart RADIUS  Operations Console
_SERVER server administrator “{0}”

(RADIUS #—  attempted to restart

INOFEFEE)) RADIUS server with
Super Admin
credentials of “{3}”.
(Operations Console
I {0} A5, “{3}”
DA —IN—EWE 7
| AR ) %
L C RADIUS #—/N
B LX) &L
FL72)

i
&
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eventSystem 26179 OC_ADD_RADIUS Add a new Operations Console
_DICTIONARY RADIUS administrator “{0}”
dictionary file attempted to add a new
Friw RADIUS dictionary
RADIUS #3  “{4}” with Super
T ALILD Admin credentials of
SEI “31”. (Operations
Console & H¥ «“{0}”
AL “3Y DA—
IN—EWH T LT
v LT
L \» RADIUS fif:#
“{4y ZaBML &9
ELFELZ)
eventSystem 26180 OC_OVERWRITE RADIUS Overwrite an Operations Console
_DICTIONARY existing RADIUS  administrator “{0}”
dictionary file attempted to overwrite
(BEfED an existing RADIUS
RADIUS dictionary “{4}” with
T AILD Super Admin
FE#Ex) credentials of “{3}”.
(Operations Console
EHE {0y
DL “B3Y DA—
IN—FHE T LTV
v v EERL CRE
10 RADIUS &
4y EEFEEXL X
JELFE L)
eventSystem 26181 AUTHMGR CHECK TRUSTS  Check the Check the existing trusts
_BEFORE _UPDATE existing trusts for before updating the
_FIREWALL XREALM updating the firewall rules on a
firewall rules legacy trusted realm port
(7747 change. (L7 — |

VA==V 25y K LILVLD
BHOLDIZHE K— FEEERHCZ 7 7
FORBEMRE 47 r—0L L—)
Frvr) FHEHTHEC, B
HFORBHEMRE
Frv 7 LFEFT,)
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eventSystem 26182 AUTOMATIC REALM Automatic Attempted to remove
_CERTIFICATES REMOVAL REALM realm certificates after
Certificates hostname change to
removal on “0y” (RA MEDS
hostname change =« 0y IZEH &N
CRA AR 5 Loy 2FEWIH %
WOV VAR pp L ke LEL
HOEBEL) 4
eventSystem 26183 AM_SYSTEM START Start Replica Attempted to start
_REPLICA ATTACH Attach (L 7°1)  attaching the replica
nTEvFo B3 (LTU7
BH4E) “ByoTy T
GLEY)ELFE L)
eventSystem 26184 AM_GET DEPLOYMENT Get Deployment  Attempted to get
_CONFIG Configuration deployment
(B ABREEREK  configuration for the
DHUF replica “{3}” (L 7
71 {3} OEABREE
e BT L &9 &
LFEL%)
eventSystem 26185 OC_CERT _SIGNING REQEUST Create Cert Operations Console
Signing Request administrator “{0}”
(3ERH# % 41)  attempted to create a
JIAMND certificate signing
YERL) request. (Operations
Console & H ¥ «“{0}”
A, GEIEER Y 7
TAMEIERL &9
ELFE L) ¥—
TA)T A 3
eventSystem 36001 UCM_SEND MAIL Mail send event
key. (X =78
ANV F—%
#*15)
eventSystem 36022 UCM_LICENSE CHECK License Check.
(74t R
Frv77)
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eventSystem 36025 UCM_ARCHIVE REQUEST

eventSystem 36028 UPDATE UCM_REQUEST

Archive UCM
request action.
(T—=h47
ucM ) 7 A
NTovay)

Update UCM
Request (UCM
V7 ITAMD
BEHT)

Administator “{4}”
attempted to “{3}”
UCM request using the
archive ucm request
utility. (EELE «{4}”
W T =47
UCM ' 7 A |
=T AT 4 2fE
HLTuCM ) 7 =
A b3y LED
ELFE L)

Administator
attempted to update
(approve/distribute/reje
ct/cancel) UCM
request. (FHLE 7
UCM YV 7 T X + %
T OKGE /A /
HE /v )
L&HELFELR)
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