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rvrayEHERLET, 7Y YOI RIVEHHZRET 5121, K —>0F N
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KB —>TIUTIIA > E U TIViR— hZ2ET 5121, Solaris HHL O >
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AEMEINTBD, 2EOTOT 7 AIVITRHET 7 > a 2 INBIMENTHWET,

Solaris Trusted Extensions J U — A Tld, KITRTHERBREBIMSNE L=,

solaris.file.
solaris.label.
solaris.print.
solaris.smf.manage.labels
solaris.smf.manage.tnctl
solaris.smf.manage.tnd
solaris.smf.value.tnd

Solaris Trusted Extensions U ) — A Tl&, KIZRIHEF 7O 7 71 IVEMSINEL
/7o

All Actions

Basic Actions

Information Security
Object Label Management
Outside Accred

Solaris Trusted Extensions U U — A Tld, KIRITHER 7O T 7 1IN T NIVKRER &
H—EAEHABENEBMEINTNET,

= Maintenance and Repair
= Printer Management
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Information Security #£1] 7' 117 7 A )L & User Security #4700 7 7 )Lz kD, &
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Solaris Trusted Extensions J J — ANDHFH L WA > Tz —Ald, ¥XZaT7IR—I+t
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getzonepath(1) getsldname ICEZMO D E L 7=,

ldaplist(1) Trusted Extensions v b7 —27 5 —4% RX—Z7/\, LDAP
T4 L7 MUY —=N=ITBMEINE Lz,

ppriv(1) HibE 2 WL U 7= Trusted Solaris 1< > Rid. Solaris 1< >
RICEZHZONE L.

smtnzonecfg(1M) ATy Ry b= = RlkT — 7 RXN— 2 &E 1
LET,

getpflags(2) Trusted Extensions Cld. NET_MAC_AWARE 7 T 7 NBIIE 1
FLl7z,

getlabel(2) T AINOEITNIVERGELET,

setpflags(2) Trusted Extensions Tl&. NET_MAC_AWARE 7 T Z VB 11
FL7z,

is system labeled(3C) 2 AT T Trusted Extensions 2V I 11 TWAHNE S N
HELET,

getpeerucred(3C) Solaris OS IZ BT 2 H L RERICEEL £77,

getpeerinfo() IZEEHH D E L7z,
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priv_gettext(3C)

ucred getlabel(3C)
libtsnet(3LIB)
libtsol(3LIB)
getdevicerange(3TSOL)

getpathbylabel (3TSOL)

getplabel(3TSOL)
getuserrange(3TSOL)
getzoneidbylabel(3TSOL)
getzonelabelbyid(3TSOL)
getzonelabelbyname(3TSOL)
getzonerootbyid(3TSOL)
getzonerootbylabel(3TSOL)
getzonerootbyname (3TSOL)

label to str(3TSOL)

m_label(3TSOL)

m_label alloc(3TSOL)
m_label dup(3TSOL)
m_label free(3TSOL)
setflabel(3TSOL)

str to label(3TSOL)

tsol _getrhtype(3TSOL)

door ucred(3DOOR)

Solaris OS IZ BT B IGH S FEERICEHEL £9,
get_priv_text() ICEEZMMDD EL /=,

ucred_getlabel() |&. 7HELAD TN EFHARD £7,
libtsnet() T > 7 72— AIZDWTHHL £,
libtsol() T > % 7 = — AIZDWTHHAL £7°,
TNAAD T R)VEHIFHEREL £,

TN AHEHE L £ . midrealpathl() ICEZ DD E
L7z,

TOtADHE T L ERBLET,
A—H—OTR)VHIHERE L ET,
V—=2DID ERELET,
V=D IRV ERELET,
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RBRHBR TRV DA RN —VZ2EHLET,

IR EEHLET,

RBHZ T XIVDA R L —D 2R L ET,
setcmwlabel() IESHH D F L 7=,

TN EPHNTEH L £, stobsl() & stobclear() 12
EEHDDFEL,

HBELERANDERA N A TERELET.

Solaris OS IZ B} 5455 E[FERICEIEL £9 . door tcred()
ICEEHMODEL .
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getsockopt (3SOCKET) Trusted Extensions Tl&. SO _MAC_EXEMPT % '3 =3 > ANEN
INFELL

getsockopt (3XNET)

setsockopt (3SOCKET)

setsockopt (3XNET)

tnzonecfg(4) KK — 2 ETRfFE = oa—H)IUIER T 7 1)L T
K

TrustedExtensionsPolicy(4) T4 2 RUBMEDORY > —T7 7 1L TY . config.privs IC
EEHWODEL .

labels(5) TRV =IOV THIIL XTI,

pam_tsol_account(5) THY Y NRIED PAMEY 2—J)VTY,

privileges(5) B LUWERHE, net_bindmlp & net_mac_aware DFtHHN A > T
WETJ,
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HIRENE L2 -7 —=F T 7 F v —DNERSND, 125 T 2 —ANHIBRS
NEL, 2HBHDINC 1720 EHDHE. 1 25T —ANHIBRENZZ &
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Trusted Solaris 8 (35 2 454E ID REDKIESR x

1 FILE AUDIT AP HifgENE L7z,
2 FILE CHOWN FILE CHOWN, FILE CHOWN SELF

3 FILE DAC EXECUTE FILE DAC EXECUTE

4 FILE DAC READ FILE DAC READ

5 FILE DAC SEARCH FILE DAC SEARCH

6 FILE DAC WRITE FILE DAC WRITE

8 FILE DOWNGRADE SL FILE DOWNGRADE SL

9 FILE_LOCK L HIfRENE L7z,
10  FILE_MAC_READ sL HIfRENE L7z,
11 FILE_MAC SEARCH sl HlkxnE L7,
12 FILE_MAC_WRITE L HiBRENE L7z,
14 FILE OWNER FILE OWNER

15  FILE_SETDAC L HIfRENE L7z,
16  FILE SETID FILE SETID

17 FILE_SETPRIV Bl HlkxNE L7,
19  FILE UPGRADE SL FILE UPGRADE SL

20 IPC DAC READ IPC_DAC_READ

21 IPC DAC WRITE IPC_DAC WRITE

23 IPC_MAC_READ AP HIfRENE L7z,
24 IPC_MAC_ WRITE AV HifRENE L7z,
26  IPC OWNER IPC_OWNER

30  NET_BROADCAST L HIfRESNE L7z,
32 NET DOWNGRADE SL sl HifkxnE L7,
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33 NET_MAC_READ NET_MAC_AWARE, HEOEF 274 —7—FF
NET_BINDMLP JFr—mEAIEL. bIn

ICRI2DRHETT

35  NET_PRIVADDR NET_PRIVADDR

36 NET_RAWACCESS NET_RAWACCESS

37  NET_REPLY_EQUAL NET_MAC_AWARE BHEOrFa )54 —7—F7
JFv—rEAIES, HIh
IR 2RHET T

38  NET _SETCLR L HifRENE L7z,

39  NET_SETID L HifRENE L7z,

40 NET SETPRIV sl HlfkxnE L7,

42 NET UPGRADE SL sl Bk nE L7,

43 PROC_AUDIT APPL PROC_AUDIT

44  PROC_AUDIT TCB PROC_AUDIT

45 PROC_CHROOT PROC_CHROOT

46 PROC_DUMPCORE sl HifkxnE L7,

47 PROC_MAC_READ PROC_ZONE FEDOHREZRZIEL £T,

48  PROC_MAC WRITE PROC_ZONE F5EDOHEREZ R L £77,

49 PROC_NODELAY L HifgENE L7z,

51  PROC_OWNER PROC_OWNER

52 PROC_SETCLR s L HifgENE L7z,

53 PROC_SETID PROC_SETID

55 PROC_SETSL A9 HlfkanE L7,

29 PROC_DEBUG NONTRANQUIL L HibRENE L7z,

56  PROC_TRANQUIL mL HifRENE L7z,

57 SYS_AUDIT SYS_AUDIT

58  SYS_BOOT A HIfrENFE Lz,

59  SYS_CONFIG SYS_CONFIG

60  SYS CONSOLE L HibRENE L7z,
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61 SYS DEVICES SYS DEVICES

63 SYS FS CONFIG AP HIfRENE L7z,
64  SYS_IPC_CONFIG SYS_IPC_CONFIG

65 SYS MAXPROC SYS RESOURCE

66 SYS MINFREE SYS RESOURCE

67 SYS_MOUNT SYS_MOUNT

68  SYS NET CONFIG SYS_NET CONFIG

69  SYS NFS SYS NFS

70 SYS SUSER COMPAT SYS SUSER COMPAT

28 SYS_SYSTEM_DOOR sl HIpRxNE Lz,
71 SYS TRANS LABEL SYS TRANS LABEL

72 WIN COLORMAP WIN COLORMAP

73 WIN_CONFIG WIN CONFIG

74 WIN DAC READ WIN DAC _READ

75  WIN DAC WRITE WIN DAC WRITE

76  WIN DGA WIN DGA

77 WIN DEVICES WIN DEVICES

79 WIN_DOWNGRADE SL WIN DOWNGRADE_SL

80 WIN FONTPATH WIN FONTPATH

81  WIN MAC READ WIN _MAC_READ

82 WIN MAC WRITE WIN _MAC WRITE

84 WIN SELECTION WIN SELECTION

86  WIN_UPGRADE SL WIN UPGRADE SL
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Trusted Solaris8 1< > K BEDIYZaT7IR—=2 E
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allocate allocate(1) HLWwtr T andbnEd,
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lpstat

mkdir
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ncakmod
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MLD & SLD I3HIfRE N E L7z,
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pclear 2L AEIZRDELE,

pcred, pfiles, pflags pcred(1) Solaris OS IZ BT B 5E L FARICEIMEL
£7,

pfsh pfsh(1) Solaris OS IZ BT 25 H S FEKICEIEL
£7,

plabel plabel(1) s o )V &R 2T,

pldd, pmap pldd(1) Solaris OS IZ B 5856 & [FIERIZENE L
E

ppriv ppriv(1) Solaris OS IZ BT B 5E ERIERICEIMEL
£7,

pprivtest ppriv(1l) ppriv -D X > REMALTESE
W,

proc proc(1) Solaris OS IZ BT DA L RIBRICEMEL
7,

profiles profiles(1) Solaris OS IZ B 5556 & [FEKIZEEL
E

prun, psig, pstack, pstop,  proc(1) Solaris OS IZ BT B 5E ERMRICEIMEL

ptime, ptree, pwait, pwdx £,

rm rm(1) Solaris OS IZ B 2 & EFARKICEIMEL
£7,

rmdir rmdir(1) Solaris OS IZ B 5 45E & [FIERICENE L
E

roles roles(1) Solaris OS 12 B 1F 5356 E[FERICEIMEL
£9,
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7o
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tfind
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setlabel(1)

nca(l)
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add allocatable

add_drv

adminvi

add allocatable(1M)

add_drv(1M)
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audit

audit startup

audit _warn

auditconfig

auditd

auditreduce

auditstat

automount

automountd

autopush

bootparamd
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audit (1M)

audit startup(1M)

audit_warn(1M)

auditconfig(1M)
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auditreduce(1M)

auditstat(1M)

automount (1M)
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autopush(1M)
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getdevpolicy(1M)

dfmounts (1M)
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dispadmin(1M)
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fsdb_ufs(1M)
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