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Trusted Extensions CTld. 7 7 4 ) F/N—30 3 > D label _encodings 7 7 { L3 > &
F—=VENET. 774N IIN=2a L iFn<ONOEA TNV ERELET,
DN—2 a vid,. BEICE-> T, FEHEHN TABRERELDNTHHFERAINET,
1 RT3, Solaris Trusted Extensions /N 77— Tt SN2 I N)V L > a—5 1 27
T7AINDONTNNENAIIARATDHIEHTEET, ¥ NEFD T 7 1)L D
B, fHEkAZSRL T Z3 N,

Trusted Extensions % 7 —27 DI XRTHDAE1a—#IiZid, 1 D

label encodings 7 7 f VD AE—NNETY, A Ea—YHEEREDRED,
Y FNT—=PTHNDTRTDOIE 2—4 D label encodings 7 7 T IVTEMIEDH 2
MENHDET, i< Ed, FAEa—IN%y NT—=VHNDIENLDTRTD
A Ea— Y THERAINSE TN EZRHTEDHXDICLET,

HEDRO I NIIEERTHILENHDET, EFaU 70 —EFHZFIL IN)LD
N 2R T 28BS EY F2EELET., I——BXOEENL. S0
FTOTFARKHHZZRLET, INIUMSTFY T R T27IE> T IX)LONER
BRETFANERANEWEZINE T, label encodings 7 7 1 IVid. T XIVDONHEFE
HWaTF A NFINCERT 57200282t ET., 207 F A MCFFNTT
A7 "y FICERTEET, NHERIIEEEMCEEE SN, praudit I 2 RIZ
Ko TR NEd,

tFa) 5 —EHE 2. fHEotFa2U57 R —DEEZERBIN
FHEILE T, ¥ U T —EMFIIERREDCZDOFIEZED, A>E1—%
I——BIERENEY) N —Z2 2 722 5XDI1CL, R —0NE7 S
NTWENZERL XTI,

VIR TRNIZEF ) T 0 —EHEREZERL ET, ZOBRENT. Trusted
Extensions DEHIZ DOWTT/MCHEHAEL TWD 1 AL EOEHEFICEH DY TENE
9§, Trusted Extensions IZ &> TULEE I NS EHE L NIV OEREZRBIOMRET S
7202, ZOEBENEIEINET, BFa2 T4 —FEHEDOEHD 1 DI, Sun il
o TA A=)V E#N5 label encodings 7 71T IVORHD &85, Y1 FNHD
Ty AINEERTZIETT, BEHZIEL, IRNINVETAY by T EICERTINE
IMBRETDHIEDHTEET, TNININERINARLSTH, YATLLEDFT
Tl FBIOTOERATE T NIVBMT 5N, MACABREIICITHNE T,

Trusted Extensions Tl O tF VT4 —HRU > —2EET D200V —ILH
FOHERENEF 2 7 ¢ —EHERENIREINTVET, Zo%EENTRSITE,

&, —RI——-LL Tl 1L TLEZIWn, U1 MMZLoTE Y1 FDt
Fa)F4—RI—2ERTDLFaUT 4 —FHEHEN, R —2RETLE
BEERLRDZEHHDET,
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SNILDB, BRER. BLOERAE

INIVDE BRER. BIMERAE

Trusted Extensions Tld. KD 2 DDOED TN MEZRSINET,

s FAERIA)L (HEIC TR LR EHE9)

n EES)LEIIC [T EHFED)

I ), IR)VEH, BT IVHIR GRr] ER) TIE, > ATFL EDEDF

T2 NIENRTY VA TELNDNRESINE T, B0 BRI V3o —3—

WEID Y ToENET, HESE, 12— —T 02250704, B

Ty T 4 L7 RUICEIDSTENET,

—HDA T 7 MZIETRIVERNH O ET, 20T 7 ML, xS

T2 RIVEFHNORFED TN TTY VB ATEET, T)VEIFHADY ADMIN Low 7 5

ADMIN HIGH £ TODHE, IRTOININTTVEATEEY, tFa) 70 —EH

FIZDOITRNIEHZERD D ZEMTEET, INNVEHERNDZA TP 7 MM

KRDEBDTT,

s EENARELRERA MBIy hU—2

n )=

s I —-BLOEE|

s BIDYTHRERTNA A (T—TRIA4 7, 70y E—RFA 7, CD-ROM ¥
DVD DFTNA A, =T 4 FTINNA A2 E)

s B Y TRARERZTDMDTINA A (T L—LINy T 7 —D I R)VEPHIT K> T
HiESNs T >y, D=0 A5—3>2k2E), ooy 1 >FN1AELT
FERINBHGED Y T IVIEkE

INEDAT VY MTIRNWERET HHEDOI EFIERHFIEITONTIZ,

ISolaris Trusted Extensions E ¥ D FJH] ML T Z I,  [Solaris Trusted
Extensions BHE D FNEI D [FNA ZAED YT x—T v — GUII 1T, TXN)V#HiPHZ
TNA ZICRRET 2 HENRHI N TNWET,

ZNIVERHEICK DT 7 2 RFIR

FAROVEIFAL, KO TR)ICH LU THIRZHREL ET,

s FARNTIHROEZEZITO ZENTESL TN,

s I —H—DRENICRDOS TEEL TWA T O ANT 7 ATESL Y — 2 HND
Ty7ANeCT4 L7 FUDIN),

s I MINARAZEH DB TEHIEMTESE TN, TaD5E, TOTNA A
DRI T 7 A NNEFERAEND TNV ZHIRL £T,

» AP NTaTEREETELTI DTN,
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s ANV A2 TERZT—VAT—2a>DIN), I—H—DFN)L#ipH
DIFNT, TL—LNy T 7 —DIN)VHHZHHAL T, ZATLNDT 7 1A
ZHIRT S EHTEET,

TNIVNFZHEICE T A=V Ay 2—2ICHD BTSN, ETA—IVOHIITERR
ENET.

7O RRAHEEDREICEARA=ND NIV

A2Ea—D77 v ADEREBIVNT 7 20O =DIC, TN)VRMEH SN
9, I, AT 7 AHIE (MAC) 2% L F£9, Trusted Extensions Tl
FT2x bANDT I RANF R I NDHENT, ALET 7 2 Afli# (DAC) i & MAC
BMEBIZER LT UE/R 0 £ . Solaris OS @i%é.\&m% DACIZ. 77 AHE
By hET AR AR (ACL) ICHEDEET, ML, TSolaris D AT LEH
(EF2UT4H—ERN)] OH6E [T771)LT 72 ADHIHE (1E¥)] 2281 T
I,

MACIEZ, 77U r—2az2ETLTnws 70t A0\ e, Z07at ANy
7t A I/J:'B&bfb)%)ﬂ'j/lﬁ RO ERIZTN)VHFHZERLET, T
NINZEREINTWBHAI Y Mck-> T, R —0FEjiInEzd, HAlo1D
:FTuL&mD N FAERD | MBOFET, 7O ANT T M7 It
AL &DETHE, ZOHAMBEHINET, 7020 ITN)VE, ROLSITH
T2 bOTRNIIWUETHDZLENHD T,

Label[Process] >= Label[Object]

Trusted Extensions IC &> THER SN TWVWE I AT ATIE. 77 1IIVET4 L7 MY
O7 7 ZHANIMHEIZD LR, JO0vZAA T 7 b, 3y MU=V &4
T2z b TINAZAF T b, BEXOXTU 4 o RIF T2 7 hEHDLE
BOET, £/, ATV bANDT VB AITIZ3DDOHERHODET, +7
P NIT IV EBRATBHIDDOAHEICE. FNEN. ROLHITPLTORLLH
Aty RNEH SN X,

» Ty, T4 LU MU FREETNA ADAHTEFERTES
» 7M. TA4LU MY FREETNA AONE X LIFEREERRTES
» 71 TALI MY FEETNA AONEXLITEREELETES

1-112, INVZHERLTY 7 AHIHZRET 2 AT LERLET.
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7—4 A A—32 BL|INTEENAL_USE_ONLY

FHEALIF 420 T AILE ‘\

ZF o4z g | INTERNAL USE ONLY | = oy : [[NTERNAL_USE_ONLY

R1-1 TFARITAIDITIRNILET 7 AILDTR)LD g

IO T, Z—8—1LF X)L INTERNAL USE ONLY DT —27 ARXR—ATTF+ A ML
TAYEHNTVWET, ATALE, TFAFIT 4 ZETL TS 7O0EAD
FNNWEBIEDT = AR—ZADTN)VERUCICHELET, DD, TF AL
I 4 & IZ INTERNAL USE ONLY D T R)VINFRSNE T, WEDLODIZTFA ML
TAYTIyANERIOETSHE, TFANIT A EETL TS TOLAD
FRIWET7ANDITNIVIREEINET, 20D TNIVNELWEE, HEZAAT
IR AWM ENET,

T7ANDITNIVINTFARNIT A YDITN)IVED FLOHE. 7 71 IVHAHH
DEMATHMANET, 72& 2L, INTERNAL USE ONLY DT F A M ITF 1 ¥ 1L

ADMIN LOW D AT LT 7 ANV ENWTaHAND T ENTEETA, AEITEEE
o Tz, FAFHARO OEMHFIZE > T, BEDEETIIVED EMLOTX)LD
Ty A EI—H—3BRTEEHA,

INIVDERESR

TRV ERA ERIE. 1D THHTF) EoxAF1 DB ED Ta2/)S—h A2 K]
R TTHRRENE T, TNIVOATITER L. REDOHIL XV ERLUET, TN
WA T 7 MIZEID Y TEND E, TNIVOKRAMITN, 727 MTEEN
TWDEROEEEZRLET, B EENI—F—ICEH 0L TEND &, El Lk
FR T )L DT E Y, —F—DEEEZRLET,

Trusted Extensions {d CIPSO (Common IP Security Option) 7 N\)L ZHR—hr L X9, F
NV EFRW] ER T NV DFNZNnICIE, 256 £ TOMEZEEE TE 5007 1« —)b
Ry BEU26 EY bDAZ/N=b AR T4 =V RRHDET . HHFIC0o (D)
WBEATERNDT, BaF 255 HORMITZERTE LT, CIPSO TILITIE, 240
oA /)S—h A REY hEFATE5DT, G202 /X—F A2 FO#
HEDENEETY ., N5 OMREREROKITIRLET,
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——-—35x |
et AV IS—k AR
L1 L1l
ADMIN_LOW J L ADMIN_HIGH
‘:7 BEE |avss—rAoe V
256MDEHE  240DEVRE
30 3=
—— cIPSO 5~ )L ——

1-2 CIPSO T N)VEF

ADMIN HIGH 7 X)L & ADMIN Low T N)VIFEH T X)L TT, ZNSDITN)VET AT A
EOTRTOIRINDLEREFREERZLET.

FAZN=R A MEAIZIE 1EY REALEOIZ/N—=h A REY EPEIDETS
NTHWEYT., ACIA2/N—hAZPEY b2 1 DL LEOHEMICEDHTLZENT
EEXE

TF A MERXOKATIE, ROKDIT/RD LT,
CLASSIFICATIONS:

name= TOP SECRET; sname= TS; value= 6;initial compartments= 4-5;

FNVDA )= A2 FERMEEIEPIRE T, IO /N—h A > Mg &
FHLT, V=2 27)—"7, &, . W XL EORBLEED VI —T 5%
TIENTEET, A2/ M AL FEBAICES T, HEROUHEAEZRET S
EHTEET,

A2 )S—F A EOBMTEREDO - TH2LEE. TI2/X—FAIREDT
NV Oz £,

WORDS :

name= A; compartments= 0;

name= B; compartments= 1;

name= CNTRY1; sname= cl; compartments= ~4;
name= CNTRY2; sname= c2; compartments= ~5;

AIORBATB LI 2 /)S— KA > ISR RTEER T N)VIZIE, TS, TS AL TS B, B
FRTSABMNB D FET, TSADT 71IUIE, TS KT ERT ERICATZIS—h A
N OI—Y—0HNMEHATEET, HPKIL. K1-322RLTZ3Nn,
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ZNIVDEBALE

FEEOMD TN ERDO TN ERLZEZIC, fiEDEFa) T4 —L )N
BEDZTNEFRENTNIDDENES., FIENMEELIDD BATHD] 50
F9, ZOtFaU T4 —LN)NVDOEEIL. TNVOKMTFETIS— R AT RIZ
HOXFT, BTN OKRAMITIE. 2 DHDO T NI)VOKMNT ERSEMENELD
EL TR0 R A, BTNV, B —FHDOTR)DA)S— K A >
FOTRTHNEENTWRITIERD EE . 220 T N)AFEZ%ARESIE. TAEW
WML THhD] EEVET,

ZOHUEIZLD, TSAIZTS KDEMTHO, TSI1ETs KDENTT, 1S TNV DI
MfiFEa2I)S—F A REY FEROKITRL ET,

6
LTI
TOP SECRET A
value = 6 compartments = 0
B
compartments = 1

®1-3 TS. TSA. TSB. TSAB T\ DEH

HOFFEDENMETH D [ERBEAME) BN TV ADOBRICHLEEINSEAED
HVET, HETNNDOEF2UT 4 —LNINROTN)NOEF2 T4 —1 N
WEDEWEE, TV EDO TN ED [ZRITEMTHS] EE50VE
T, EERENMIEICIE. FEDOEINH 0 F/ . BIDOT)LOKAIFIZ. 2DH
DITRNIVOET LD ENTT, BIIDTINIZIE, 2DHOTN)ILDTRTOI
IN—=KMAZRIREENET, HDWIE WHDITNIVOKRMINFECTH 255,
RADTRIVIZIZ2 DHDO T X)VDOTRTOA/)N— KA IREEN, IHICEF
DDA IS— A M1 DU EEENET,

BALBIRMN RN T )T TR THhEESbNET., BRI, &4
NOBEMZIRED 2T 2DICHE L TWET, Z&21EX. TNV TSHR (AFF) 1E TS
Sales MHHEEL TWET,

R iR, SANIVEE. BSRUOFRES NI
label_encodings 7 7 TV Tld, T NIV ER O —E OMAEHOENHANCE > T

BHEINET. MAGDOEOHRANCI > T, M TEH TR T )L EAYIC
ERSINET. HAEOEOHANIEF U T —ERENREL X,
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TE# £7213 TEksER) 0I5V EE. HAEDBOHANCHE> TWb TN

NDZETT, EFal T —EHEL RONWTNHMDHEICK> THAEDE

ORAIZERLET,

w (OISR AR (A=A REY M) ZEFICEODSTSHZ &
WTEXT.
AT /8— R A FEY ME, TVNTHEICZ OAMIFICEEMT SN E
. . 49 X—2 0 TKRAATHADOHE L 22RLTLZEI N,

. F%?ﬁ@%ﬁﬁj\rﬁﬁ®%Tﬁ®%ﬁﬁj\r%tﬁ@%ﬁﬁj%ﬁﬁ@
F ”E%J‘H-iﬁbj‘é ZEMTEET,

. HIEINT D TEw XY —2 ] 1T&H-> T, B g 2EELE
@——

s FEAO TWEMHAGODE) Z2IEELET,
. HAEDOEFR) ZEUICHEELET,
v [minimum clearance (F FALDFRA] EBR)) BEY Tminimum sensitivity label (8¢ L
DHEIN)))] ZHETH HENHDET,
“/Zf“bﬁi\ﬁiﬂiﬁﬁbé :ﬂ%@%?'fi@*gﬁb’:c}:jf\ gﬁgl“—ﬁ unuéb bm
Zminimum clearance (Fx MDA ERR) BRI OE FAL 7 NIVMNED 5NE T,
label encodings 7 7 -1 JLVICIE, KD 2 DD TFRWHHH] NREEMNICIRESNTWE
@_‘0

n UR—=TO [ 25 AP a]HipH)
n 5 R—TD [—F—ZHA[&iF

WAHEIPH ] EWH R, =T AT b BET AT TUE, R
XF T R — ﬁ@&@ﬁ7/zﬁh”ﬂ@éfbhfmé7«w%lbhbi
9. HANT—EOE 2TV EFHIKTE DD T, T )V B I 0GR T HipHIC
3. HENO T NIVEREZRDOT R TORERHASOENEENZN ENHD
7,

AT AR ER

AT LFRATEPHICIE. BT X)L 3D ADMIN HIGH B L NADMIN Low D& ENE T,
X512, AT LRAHPHIZIE, label encodings 7 7 1 )LD T N)URERREE D 5 H
RENDTXRTOEERIEXD TV bEENET,

EEREY 10 > ME @E, AT LEAHFEANO T RTO TNV THEEARE
ME—D7 T > FTY, T, BHEININELEELT DY AT 2FEiTA4E 'éfcié
I —=T NI hERETHIEDBTEET,

RO, AT LRATHIPH TR A E N2 TNV BHANC K > TED K DTl &
NZMNZERLTHET,
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SNILDB, BRER. BLOERAE

(@) —&ED (b) BBWFHET HEHE.
A RETE ADFELETNIE

HAEDOYE YA A

ADMIN_HIGH . ADMIN_HIGH

;g ﬁ B : Sample label encodings file $g ﬁ B

TSB — F5B

TS L TS

SAB REQUIRED COMBINATIONS: SAB

SA SA

SB B A [ (58

S P S

CAB CAB

CA CA

CB { B

C C

ADMIN_LOW ADMIN_LOW

-4 AT LFRAE AN Ko THIK S N2 kk T

1-4 (a) 1&. #¥&fF1F TS (TOP SECRET). S (SECRET). C (CONFIDENTIAL). B IO >
IN—FAZFA BIZELBIXRTOWRERHATOEZRLET,

1-4 (b) V&, SENSITIVITY LABELS Z77 3 3 > D REQUIRED COMBINATIONS H 71z 7

Ta itk BRENDBAIEZDR-RZRLET, RENZHANT X > TER)IC
BN ERLET, EHTCIND T N)UT EITENSIMNTWET, REQUIRED
COMBINATIONS X BAIE, I /N— KA MELTBEREDININTIZANEENT
WRITNER SN EEZRLET, TOFIIETIEFEDEEA, TI2/8—K A
FAIZ, ZOMOA)N—F A hEHAGOERILBEEZIHDETAL, T2 /8— |
AL BIZARDIZBEAICORFAIEINDEDT, IV TSB. sB. BX B ITEH
RIEATED D ERTA, BBREEXTRNIT NI AT LR OHFHINTT,

d—Y —F2 R SR

[ —Y —Z2 &P 1%, Trusted Extensions DFHEFIC, —fk 11— —N7 27t
TELRAKDIN)I LY T, 21— ﬁ—ﬂT%lTi ADMIN_HIGH B KN

ADMIN LOW NHIZERAN S NE T, T —H —FBrl#iPHIL. 24 X—2 D [ AT LGB nT#
H ZH8T 5T XNTOBANCE > TS5 ICHIKISNET, F7=. ACCREDITATION
RANGE 7 2 3 > OHHANC K > T —Y—3BulHiHZHINTHEHTEET,

X 1-513K 1-4 DHINSHEZFET, X 1-51F. ACCREDITATIONRANGE 7 2 3 > D 3D
DEBDHZATOHAIE, TOI—F—3BnJHEOFEREZRL £, KENIEED
ANl 2 BB RO TNV ERLET,
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*
* Sample label encodings file
*
ABN—HEH

ACCREDITATION RANGE TSAB

.. , , , , TS A
classification = TS; all compartment combinations valid
classification = S; only valid compartment combinations: TS
SAB |' SAB
classification = C; all compartment combinations valid except:
CA =

26

.
=

ABHN—CW-

1-5 label encodings 7 7 - )L/ ACCREDITATION RANGE 43

FRDOR Y 7 2R/ LD, I—H —FB Al #iPH I ADMIN HIGH 35 K TN ADMIN Low %
AL E T, TS AT OBENCIE. TsBZBR<S TRTO TS DHlASGDOENEENE
g, =L, 1-4 1IZ/RTLDITTSB. SB. B XN CB I3 REQUIRED COMBINATIONS £
HIBAIC K > CURINICEZNC SN TS =D, TS DA EGHORE THIII NS DI,
TSAB. TSA, BEIRTS ODATT, sAB NS KBAITOME—DHZHAGOEEL
TERINTVDED, sBIFRIRORISNET, cHMHTOBANREZIE. cAZ
FR<ITRTO c OMAGHOENENTT, 72720, cBIIMRICESIC SN TS D
T, CHBMTOFF SN AGOEIZcCABBEINRCDATT,

THhO2 b N)VEEH
(TS RSOV L E T A7 > R AR 5

WVOHFHHTY, AT LANOOTA VEICI—Y—DMEETESL IRV E, ZDH
FCHIEL £9°,
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T I 2T N)VEIPHTHE A RRER T VI ROFFKIND D £T,
s I—H—GBu] LRRAT Y 2 I NIVHEH DR AL EED D,

B FRRIZE# 2 SNV TH D0 EIZH D FH A, Rl ERIZ. 7o > RAME
HETDHDITRTOININKOEBNTHEZUENRD D720, YD NIMEEXT DT
RTOTRN)NVDOTRNTOEREZEZ G A THRITIUIR0 FH5 A,

s LD TRIVINT T2 NI R)VEIH DR FLZ2ED 5,
label encodings 7 7 -1 )LD minimum sensitivity label (i FZDHEE Z X))
13, I—T—D2MEEA[EER T X)L Ot i FALZREL £7,
s I—F—FBaHpH, I -0 EREMNS I —DFE MO TXR)IVETD
Gz XDty NEED D,
B1-1 AR T )T WERN 72580 RO E %
7z & A3, label encodings 7 7 VT, T )LD A/)N— KA ~A, B, BXUC
DAL EZERIETEET,

s B MIOTN)NET D I)S— R A2 RNZNWTSIZ/R S,
m TSABCWNEEEMLERIC/ES, TSABCIZAZ TNV Tallrb,
s 1 —H—OFETNIUIE TS, TSA TSB. BIUNTS C TR 5,

ThO 2 bSN)VEE DA
THT L NMIEOETHEZENTELRTEREBEINR IO TNV ZE, KROKIZ

RLUET., INHDOTN)NE,. ZNETOHTHH LRI OHFIZE DN TINE
g‘o
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TSAB
A—H—ERa LR /TSA
(user_attr Mid) . RSN BERA LR
TS
SAB
HEE_FﬁO)EEEIJ:BE/.
(label_encodings HVi5)

bAB

C
(FTHhIUR) BEs—c—Fﬁ'lZ(D/ \773"7“/|~§ﬁ|§|0)
HESR L B L
(user _attr HiS)

Bi1-6 772 b T )V#EIFITN S Sl

ZOHIT, TS AB ML —H —GBAHIFA D AL TNV TT, TOTNITF. ED
BAATO IR TH —HICERSNAEZENHF TN 2D )8— M A FaAB
FUOBDANGENET, EHITRINTWDET A 2 MEPHIL, TsABICK > T
ENMNED SN TWVWET, TSABIXT T MTEID SR TENTWNSERE ERET

T, ClET AT FOR IO TIRNINTT, ZNS5DEFRICEL ST, IV TSAB.
TSA. TS. SAB. CAB, &I ¢ TIEXETHT AT MG NET, #HFnlan
LR ERRIZ TS AB. TSA, TS, BELUNSAB T, minimum clearance (5% FHLDEE
] EBR) @ s AB Y label encodings 7 7 T IVICRRE SN E T,

TSAB DA TRV TIEh->72ELTH, Fa) 70 —EHZFIIZD I
ZRAERELTEHOYTHZENTEET, ZOFEDYTIZTEST, TSDIEFSN
BALTHO, MOBHABXUBEZZD., EFEOERIN)VE, ThHD > N THEA
TELHXDITRDET, #HIZ, 12T AT MR EEE L TEO LTRSS,
I—H—ZTRNTSBLUNCTOARMEETEET, T2/~ M A2 FNERERNTS
IESAB EIT CABITHL TEALIZ/ARD £H A,

g1 AHEIEET D 2 b T A)VEIEOF

FRRTE Thor sSX)VEE
_ TS F0AT LR, ) * B
_ ) TS A B F2A] ERR. CHRFIDZN  ADMIN LowFRR] ERRB LD\ TR Z NI,
AJREIR T NI AT A d1—4— SABER FDZINIL L solaris.label.range &2
ADMIN_ HIGH ADMIN_HIGH
TSAB TSAB TSAB
TS A TS A TS A TS A
28 Solaris Trusted Extensions Z N JLDEE . 2008 54 A



SNILDB, BRER. BLOERAE

i1 RAHEEEY AT > TNV O F (#EZ)

Rl

THho» b IN)VER

TS F2A] LR,

. TS A B F2A]_ERR, CHRFRIDZN  ADMIN LowFRA] ERRE L VTR TRD I ANIL,
ATRE/R S N\)b AT A d—¥-— SABER MIDZINIL b solaris.label.range &2
TS TS TS TS TS
SAB SAB SAB SAB
S A
S S
CAB CAB
CA CA
C C C C
ADMIN LOW ADMIN LOW ADMIN_LOW

Z1-113, AJRER TNV OMAGDE, AT LARVHH, 1—Y - r#HMH, B
KON DNDT D > b T XIVHF DN BT HENZRL TWERT,

fiHRBIN T T NW—FL—T—

MEETEEE A

%, a—

F— R REIH O H D TN TL

4 FHIZ. B ERTsAB BLOEH FOTIXR)SABDI—Y—DT T KT
NIVEIEERLET, ZOHPETIE, 11— —
N'SAB TIE¥ETEET,

R LTS BEOR FROT IV cDTHY > bERLE
T TSI D ZDMDOTRTOER T NIVICITFEN A B LB AEEN
H5DT, ZOT7HT > HETS, 5v BERCOITNIINTOAREETEET., ABX
VB I3F8H LIRICH 0 £/ A,

6 5IHIZ, I —Y —FBAHIPHIN CTIEET 5 2 EMERIN TN S I —HF—ZRL
IZIX1 DD T X)L ADMIN LowREID B TENET,

F1-1D55HIZ.

9, 2O1—Y—

v g U EH

Mz > g > HipH)
HTESI7XN)VDty bTY, v a Vi

% 1E .« Trusted Extensions V 7 b T = 7 D X)L

I—H—D T X)L EipH
—NEIR L 72T )Y
O—H)V A5 LD 5 )| i

IEIXN)V TSAB, TSA, TS, B&X

1%, Trusted Extensions 7w 3 >R 1—H—7 7 > N Tl
BRZHSFELUTHRLET,
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SNILDE, BRER. BLOERAE

30

H—IX)Tho oy a  #HEEZ YHD 0TIV TYT, I—HF—7
N> SDEBRD TNV EFHTELIDICREINTWAEBICOAR, —HDT
NS OEPINAIRETT, HEO T NN ZEHHTESLDICHREINTNS1—
P—=T AT ME vy a  hlic s TNV EBRTEET., T NIVOHFEIC
DWW TIE TSolaris Trusted Extensions L——ZXH 1 Rl @ [T =27 ZAX—=ZDITN)l
EEETL| 2R TSI N,

Oy EHCERLUZBE—OTN)VERISEy > a > o] BRI, o770 g
LHETOEDOEYa >z @EUTAEMTT, XIVFIN)tyra > Tid
tya VR ERNS -0 FL T NIV E TOMDEZEDERN TN
T, A—HY—MEETEET,

1-6 DHNEK 1-7 1= E T, ZOHFITIE, T—F =1L TsAB & sAB DREIDEE
BIERXOTIN)NEFHT Yy a VB ERERETEET,

1-7 D (a) 13, ==t a @A LREsABOYILFIN)tyalzm
BIRLZGGICHERTEER I NIVERLET, SABECOFRICHDZDMD TN
IEERK 2R TIE/ZWD T, I—Y—IdsAB. CAB. F2d ¢ TOMAEETEE
E)

1-7D b)) IE, =T =Nty a3 >IN cABDHE—-TN)Lty g 2 2ER
L2 E IR T NV &R L £ T, cAB L minimum clearance (B¢ FAZDFR R
ERR)XOFich0ET, 22 L. =3B EETIIR<tyarINIL
ZEIRTHDOT, CABIEX TV EARRETY ., Ly ia VIFHE—-ITX)LROT, 1—
=1 DDIT RN TOAMEETEET, I—HF—dsApERiTcEBRTLH &
HARETLRZN, ZofITITIcaB ZiEEL L,
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(a) v a s : (b) v a s :
TILFIN)LtEy Iy B—SKX)Ltyiay
+S5AB +SAB
+S5A- +S5A-
ESN ESN
SAB SAB
t‘yba‘/EEEIJ:BE/-
(a—%—AHN .
b AB C AB
t‘yba‘/#ﬁﬁ""‘/-
SR .
/C (A—%—AhHh) €
(FHHIUR) RTED

BEINIL
(user_attr H'iS)

®i1-7 v a CHIFAOLE

KROKNZ, ZOHFITHEARIEER T NIV & BBEMICHRINL TRLUET ., TNETNOH
P TRV SN D T NI)VIE EITEENBIANE T, BRASINZT UL, TNLIRBEOH
FHTIEERINER A,
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(a) —ED
IR
HAEHE

ADMIN_HIGH
TSAB

TS A

TS B

TS

SAB

SA

SB

S

CAB

CA

CB

C
ADMIN_LOW

(b) “"/Z‘T‘./.\
I:Ill.. _.l.
e

ADMIN_HIGH
TSAB

TS A

+55

TS

SAB

SA

S5

S

CAB

CA

<5

C
ADMIN_LOW

(c) 1-— —H—
u'l.. _.l.
e

TSAB
TS A
TS B
TS
SAB
SA
SB
S
CAB
S
CB
C

ABHN—OW-

18 w3 CHEIPRITN T D K D BRE R R

Trusted Extensions v > 3 > TD I XN)LD{EHTA]
BETE

(@ FHHUK
SR
e

TSAB
TS A

TS
SAB

bAB

(e) SABZERALT:
TILFSN)L
tyia

FoAB
Fohe
5
SAB

bAB

ROFIL, I—F—Dtvia  @ERICEDS Yy a2 IXNI)VOHIEB IO A
e ERL TNWET, ZOEIL. M1-8DHINSH I HDTT,

%1-2 Trusted Extensionstw > 3 > TDOIN))

RIVFLANIEY 3> B—LAN)tEyar

BEDBE 1 #1 BEDBE 151 #2

"’—IJ:BE SECRETAB DY JLF w325l SECRET A B
LRIV DE—L AN

WD — 27 X T NIV  CONFIDENTIAL vy iarINIiZ SECRET A B

R=ZAFRN) O FMLT)b I—HF—ltko THE

&Py INET

)

fFRPEER Y — tw i a Vv EIRE  CONFIDENTIAL twarINIi SECRET A B

IAR—=ATIN TOTHI >IN I—HY =&k THE

I WD S~ CONFIDENTIAL A B xnEd
SECRET A B

n EOXNTtyia A EINDE T RIIVEREDY A TERLET,
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HAHRD2DDOFIRIVF LNty 2a VITEHESNET,
FHD2DDFNFHE—~L Nty g MTHEHEINET,

MR OEE] ODFINETNIVY A TOWREHEEZRLET.

Ml oFlgo 74 RO 1—H—0REWZEY g V#ERERLET,

Bl #1 T, #IHIT — 27 AR—Z T X)L CONFIDENTIAL ICERE S, NN L—H —
DTN b IRIVEFHOR TN ET, 1—F—idox))
CONFIDENTIAL. CONFIDENTIAL A B. F/zld SECRETAB TIEXTEE T,

Bl #2 Tld, =P =T — 27 AR—ZAFX)VIL SECRETAB TY, v a >
HM—L )OO T, HHAEERT—27 ZARX—Z T XR)VIL SECRETAB DA TT,

FNIITFENZT -0 AR—=R

TNIFFENZ TT—=I AR—=Z] T, 2—HP -3ty a > TEHD S
NIVTHEETEXT,

I—H =0t a DOV TINVOHIFZRINRL 725G, BRIICERINS
=7 AR—=Ad, I—HF—0 | FMLF7X)V] TY., CDETIE, 70> kSR
DT =0 AR—AAA » FEH?T, F U LT NIV T3 DDBIMT —27 AR—Z
HORY > IMERSNET,

=P AR—ZX XA YFHE

Ri1-9 7 —727 AR—ZAAA v T

FTRIWATTFTENTZS AT A TOIEHEIZ DWW TOREMIZ.  [Solaris Trusted Extensions
I—HY =XK1 Rl 2BRLTLZIWN,
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SNIDER

FNIVDER

34

I—H =TT EHITRINVDOERAEEHRETEET, INIVOER/IFEFRR, TNV
Dta, HIRIH IO Z XOVMEEEFRETY . T H8EICIE. AR EITR
HMRVLERLONHDET, AT DTN DTY v T T L —REREZY T >
7L — RITIZKGBINMLETT, IX)NVONHERETF A NRIHADMTIN) 2
ET 21213, BHENVLERBENHD FT,

FNIVDRRIFERR

3BR=VD [TR)TFENTZT =T AR—=A ] OFHOEIIT, TRNIITT AV
cy T DT 4 2 RICEREINET, B-ITNVDOTATATIE, TN ERRL
BNEDIZTTHIEHTEXT, TNINDOERR/FEERRIL, AT LD policy.conf
T7AINBLOAEL—F =D Solaris B>V — )V THREL FT, FEDOFIEIZD
WTIE, 55X=20 IRV O—T 4 2T OEME¥ET Y 7)) 2SR TL
X,

BE. FLITNIVDT 7y AIVORAFIT BT NI DL—F =N AR D ZENTE
F9, 2EXE PATLAT 7 AINVBIOREFHDETRIEE Y 7 1 ILITIZ

ADMIN LOW T X)LINEID M TH5NET, [TFrgAmID . FEALFAERD | OFANIHE
W, EOTRI)VTHEXTDHT7 TS, ADMIN Low 7 7 {1 IV &G AHED T ENTE
F 9, Solaris OS E[FIFEIZ., DAC DHEBRICE > T, #ARD 7V AZTERNED
I BZEMNRETT., V—2Th, 77 MIDHAENBZNEDITRETEE
T, PLLRNIVDY =M > hE3NTWRWESE, LX)V —> 01—
=277 A INWIZT VAL THAMD ZEMNTEER .

AT LAY T 74 )% label_encodings 7 7 T IV72E, —RI—TF—ITEKRTRE
ThRWT—MEEND T 7 1)UL, ADMIN HIGH TIRSFL 9., RSN TS
AT LT 7 AIVCEBENTY 72 ATEDXDI2TBHIT1E. ADMIN Low B I N

ADMIN HIGH DEHE T X)L ZREN DR T 7 NIV B L O] LRELTED Y TE
ER

ENmlE 1D = X)L

FIR a 7ONF—X—=2, ML —IXR—=T, BIXUOALR—=JITHIRIEND TN
WIEHAIRAAXTEET, 61 NF—R=TVBIA L —TFIR=DICHND
MBEDOTF AR B HAYIA X TEET, FHfllE, FLaZ2BHBLTLIZEI N,
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SNIDER

BEmDEZ NIV T DGR

BEDIBHD TRV KD HEND T NIVITHERET v T 7L —RT 572D DKR
. 774N IXNOT v T 7L — R KREMFINET, BEOHERD T )V
FOBHB IO TRNIVITIEREY T T L —RTZ7200%KEBIE. (771 I)b
DI I T —R] EKREMFENET, NS DEEBEDOERICDONTIZ,
/etc/security/auth attr 2L T ZE WY,

NIV EETIRT DIFIE

T0T T AMTRIVOEIEEFT D IO T RIVOEBMTONET, TNV OEH
T F A MLFINENTRBEETITONET, 2EZIL, getlabel BED T T T T
LM T 7 ANDITR)VERGT 2855, T NIVNI—F—ICRRINDHIT, TN
IWONEEHNANEOMETELRICEINE T, a2 MrTHERELLEI NIV
% setlabel 7O T AMRET 255, TNINADTF A B SLFHIMN T X)L ONHEL
FINCEW I FE T, Trusted Extensions Tld, B I 2 T )N L THEUH L
TOEZDTNIPMBALTH DG EITDAT NI ERNFFe]ENET, 702D
TN, BHERATZHRD TN E D HELLTRWES, BT TanEs
o ZODOHIEZHENITT HITIE. sys trans label FFHENNEETT,
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1o

ZN)VOETE (FR)

ZDEONBIIRDEBOTT,

n 37 R—TD [TN)VOEE (EE< Y 7))
s QRO 20— FT 42T T7714)VD)—2Z]

B K OZ D DS I,

FA>N=hAZPE-—RU—=VAT—232>DIN

IWERE: T2 a— KB BB HE (DIA) X2 [DDS-2600-6216-93] Z& ML T 72
I, DIA 2% &R Trusted Extensions DX a7 )Lty MZEENTWET, DIA

SERBEZHMAT 2545,

FRALAENWZEICHEREL TSI,

ZNI)LD

il

TN %

HE (¥~ v )

AETBICIE. P b Fa )T — T SRR, BET

Trusted Extensions CIIFH 7 NIV B L OZFOREREEIT

label _encodings 7 7 1 )V DI BT 2 BRI /R HIERNHKE T,

=S

mE

HiEA

SNV IT>A—F4 >
7 7 A DgE & DORERE

YA bFa)Fo—HR)—2EET S
FRWVL>A—=T 4 T T 71 IVEERL
F7,

38 RX—=2D [F)VITBHT 2 kg 23T
=y

PEBE ] REZS 1abel encodings
7 7 AV DIERR

WD T NIVERITHBEEGATITEET
EDLT7 71 EFRLET,

38R—TD [T>a—F4>TT7714)b
ZEHET 5 |
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INIVOFE RES Y )

38

v SNVICET DEBREIITS

1

IEWE7S label encodings 7 7 A IV EERR T B 72D ICHEBMNAERGZHFHET.

YA hDL> =T 4 T EERLZDZTOEHKES 25051213, KRR ND £
9, IERE7S label encodings 7 7 TNV EA AR —ILTBHET, PATLEZHRTE
FH A,

BADYA bDEFaUT4RY S —ZHRALET.

< OYA M BUFHEHTHE > THESNZEF 2T —RU—2TTIC

FoTWET., REMRET. TN ENztF 2T 0 —DOFHEITE L TREBR
MEVWHEETH, FRREDOHNOBRH NSO D ZENTEET, TOHMMNS
HE LT IV OGRS 2 WEAISRE 2T A KT, FHIRYSET A —
W T RIUTT & T DB ENREICECSE, TOLEHARIA 205
BDDDMENTL £ Do

» FIELT, BeEESRLTILZE N,

s PSP M FaU T4 =R —DFREICDWVWTIL,  TSolaris Trusted
Extensions i T 1 K1 OfHERA A botvFa )T —R)—] Z2BEL
TLE3Wn,

KEBFREOSNIVIA—T 47774 IVERFTLUET,
T AN DNWTOBFOFIIE, TI2S— M A FE—RU—ZAF— 3>
DT R)AER: T a— R ER &R SCE [DDS-2600-6216-93] IZH D £,

B4 MFIZ LOCAL DEFINITIONS 2 > 32 HRIXA X LET,
ZEBIORNL, FsEESRL T ZI N,

Trusted Extensions D1 > A F—J)LDFICT > A—FT 4 V& RIREZELET,

B@Hh D2 A7 LT label_encodings 7 7 1)V EZEH T 5 DIFMERTY ., HMI3.
label encodings(4) DX Za 7 IV R—=JZZHL T ZE 0,

I A—T4 0774 E5TB9T 5

ROFNEIZ, b & TLREITILIRE T E S IEME/R label_encodings 7 7 1 )V DYERIT AT
ISEXS

¥ - CLASSIFICATIONS 35 K TN COMPARTMENTS 14, & & ThoF oV 70 —EHEEE N T
FARNKRBZAEAETEET, 2720, BHEBLNEY MEZEETBHE, AR
MIENFEAE T S REENH D £T,
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INIVOFE (FET Y )

label encodings 7 7 1 L EVERL L E T,

BEELELT, =20 [Z2a—FT4 2777140 —A | ZBRLTIES
W, FIEIZDWTIE, 55R—2D (ST >O—F 4 27 DOER WEE~ Y 7))
EHRLTLIZE N,

IEEZEMT 2RMEKLET,

a. BEFTOBESMHIFTOBCEEZZETET,

e EZR AT EFESATTOIC 10T DOMEZRTET, ZOXKDICMEZET
THBFIE, HENSBRMTEZEMTEET.

b. A=AV PEY MIEZZEITEXT,
HETEMTZ2H5EITHAT, I2NN—FA>MEY FESOMEEITTHEEE
‘6_‘0

¢ —HOMEAO/IN—FAVNEY FEFERLARNT, HETEETESLDICL
£,
AN=AAN—FAREHERATIHEE, 51 X—2D [F7 %)) Mgk
EAN—=2GER)) 2SRLTLZS N, 1 2N—=ZA22/)8—F A RMZDNT
DFME, DIAZEER D2 /X—hMA M E—RU—=TZX57—23>DIN)
fEpk: T>a— R 22U TE3 0,

YA MOWMFITERELET,
BI1-21CRT X DIT. EFATBEMBATIT O ENT 254 T, HBAFIC0IZEH L7z
TLZE W,

AT AL BATE0E 2K 0 EF 2T —EEETHLEHLET, &
FaUT 4 —LRIOPREIZITTFANERIIFEHSINEE A

[ CHAH T2 B2 5 AFNCEI D L TS I EETERE . BT ANIZEIE
DEMD DN, EREBRTHLILENDD XT, 2D0 T NIVRE—LN)L & U TR
SNBHIEEHD KRB A,

AT DEIEIDZDI12, REMFHTEET. s AflL, X6-2Z2ZHLTILE
(/)O

AVN—hAVPERELET,

T=IBEIOTOT T LOIIN—TID S EERELET., T—FT 0TI L%
RIESHELINEIMZEREL LT, EAF BET—FIE AET 7 IV EER
5707 I LMEBRTERNELDICLET, £k, HmBHMEZ LT 5~
a7 I L5 BET YTV EATESLSICLET,

ITA—T—-@FEEBICANTEA. [7Z0H) TR Mz ZRELET.
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40

5

7

BHIZHETLET.

label encodings 7 7 - JL'® CLASSIFICATIONS 35 & TAwoRDS 1213, HADER A EE
W& rIRE72 B AL H D ET ., TN ZERET 285G, EREALZEREALITRA
THHATEET,

BRzEHELET.

dA2)8— R AR, Kk, BEEETIEIHDERA, 2720, T2 /)8—bh A2 B
NBEERIRZFFOLDICHRETEET, BRZEZRET DH1IC. T2 /8S—FA2 B
E—RU—PAF—2a>OIN)UMER: > d— RER OfZ28RLTLES
[/)o

COFEZHRICFTTH1DOHEEL T, KEBR—F, BELTKMFEa>
N=hAZhZR LA ZEALET. flITONTIE, K2-12ZRL TS
W, ZOHIEITE-> T, BFREHELL, MEOW ETEHSZHRBETEE
ER

FE-EDNOHEED TN EOREWENNE R T O—F 4 VT2 ERT 5D T n
X, EEOAEMEZI/)S— A REY RELTEIDYBTEZENTEET, &
ZL., BOHERAL TWAEHBEEZTOMARBREEREL TBWTZEI N,

EDRAI LREEDI—Y—(CEVHTEHINERELET,
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INIVOFE (FET Y )

Company Confidential: Non-disclosure Agreement
Registered Required
Company Confidential: |.’ﬁ§".§' | Non-disclosure Agreement
Need To Know Required
| it | Non-disclosure Agreement
Required
| AE | Non-disclosure Agreement
Required
e | Non-disclosure Agreement
Required
| Bt | Non-disclosure Agreement
Required
| & | Non-disclosure Agreement
Required
| =TTy | Non-disclosure Agreement
Required
| =43 | Non-disclosure Agreement
Required
JRTLERE | Non-disclosure Agreement
Required
Company Confidential: Non-disclosure Agreement
Internal Use Only Required

K21 TAN)VOBERERTEHEAR— ROH]

Bu] FIRZFHT 572D E2FHATEET, fdAlNE. Foe-s52RMLTLEE
(/)O

R FREZ2 I —ICEHD L TEIHE, ZORMFIEII—TF—IMEETEETART
DOKATNTFEDEMIZLE T, Rl ERIZ, 21— —0RmOEEEMTERTCICT
EF9, RAEEOI/N—F A MIE, 2N EET DA EENH ST
NRTOAVIN— A REEDET,

BEEDEWVNENS SN ELRET,
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10

11

12

TNTNDBADEERZ. BH. Ev by —2 @REBRFRIOVT LD, AER
X EBEMITET,

AZN=hAZPEY FOEID U TEZERTLOICKEZMEHTEET ., AR
i Re-4 2SR TIZE N,

SENSITIVITY LABELS O WORDS 1247 3 3 > % INFORMATION LABELS & I a3 ICdE—L
9.

Trusted Extensions TIFIR 7 NIV R— M SNFHAN, T>3—FT14 20771
IV EBFNT T B7=%, INFORMATION LABELS: WORDS: 277 2 3 > & SENSITIVITY LABELS:
WORDS: © 27> 3 > &FBICICTHHENH D ET,

EDBEEDINIVICEEMITEIDERELET,
ZEZEBLOHNL. 83 X—2D [FTR)NDUDIETE] 22U T ZI W,

INIVDBRERTLET.

Trusted Extensions & f¢E L TV 5 AT A TIE, chk encodings -a AX > RZ&fHL
T, INVOBRICET ML R— &7 7 A VTHERABET,

# chk_encodings -a encodings-file

IA—FT 420774 ILDYV—XR

42

label_encodings 7 7 1 JWIE7 F v baT7F A b7 7 A )VTY, Trusted Extensions &
HELTNWDYATALTIE, ZOT77AIVD T X)L ADMIN HIGH ThH B 720, —#
I—Y =5 AHS 2 EITTEEH . label encodings 7 7 1 IV D 1fTDORKE
&, 256 N1 R TY, ZO77AINVIEEDOTFANLIT A Y THRETEET., &
Fa) T —EHHFIL. label encodings 7 7 1 IV DIEMRB L OEAMAZHY L £7,

7E-label encodings 7 7 IV, EABRIATLATHIERBIOMRETEET, &
72 L. Trusted Extensions ##%E L TWAKRA N TV 7 M EREBLNTANLE
bg—o

HERIC L - Tid. EFEH R (DIA) OERRIZHE D W BUFH2 £ D 1abel encodings
Ty IV ERAL TWET, F/z. Trusted Extensions /SN w7 — P TRELIN TN S
I2aA=TA T 77 AINDONTNNERICTHHMEHH 0 ET,

Solaris Trusted Extensions /Ny o — 2 D> N)|
Z74)

Trusted Extensions Tld. /etc/security/tsol T+ L' 27 BUIZH > TIVT v A ILDIA >
AR=IVENET, Yo TINETA FNOBEHITEDOETERETEET,
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label encodings.simple 7 7 1)V Solaris Trusted Extensions */ 7 b = 71T
Ko TA ARV EINET,
label encodings.example 7 7 -1 )l 1% A OH EIFIEFRLC T,

fHEDFDIZT 7 A IV DT R)URERREE N
FHINTVWET, FeEIT, 77 1ILD
TERRFIENFHH SN TWVWET,

label encodings.gfi.single 7 7 -1J)V  KEBUFOEH—~L X)L 77 1)L T,

label _encodings.single 7 7 -1 )l KEBIFOE—~L X)L T 741 JL® Sun /N—
2arTY, BOEDYTNELRDET,

label encodings.gfi.multi 7 7 -1 )b KREBFOIINF LIV T 7L IVTT,

label encodings.multi 7 7 1)V KREBIFOSILF LX)V T 71 )LD Sun
N—23 > T, fAaHEDOHIRN D7
<. minimum clearance (Fx FAZDFER]_EFR)
NE<, 774 bA—H—=F )UK
<. BRRBDET,

HBHWE. label encodings 7 7 M IV E MM SIEKR TS ZEHTEET,
label encodings 7 7 { VDX B I OMEIL, 47 RXR—2P 0 [Z>a—5 427
Ty AIVDOR ] \RINTWET,

TI7HIVENDSRN)NIA—T 40T 74)

T 7 # )V N Tl label encodings.simple 7 7 - JLid
/etc/security/tsol/label encodings ELTA > A =)L EINET,

ACCREDITATION RANGE: classification= public;
only valid compartment combinations: public
minimum clearance= needtoknow;

minimum sensitivity label= public;

minimum protect as classification= public;

ACCREDITATION RANGE ‘EFEIZ. IT—H—Z2 XKD I NIVICHIBEL £9

= only classification (M —D#&Af1F) & LT, PUBLICER SN TNET,

= onlyvalid compartment combination (M —DH#h72 3 > /X— h XA > MAGDHHE) &
LT, PUBLICAER SN TNET,

= minimum clearance (5% M DR A EFE) & L T. NEEDTOKNOW WNEF SN TWVWET,

= minimum sensitivity label ( FALDHEEE T X)) & LT, PUBLIC MEFE SN TN
£,

$2F . SALOEHE (FIE) 43
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44

» minimum protect as classification (¢ MO REDKATIT) & LT, puBLIC
MERRINTVWET,

AT 2 a 22 ROKITRLET,

2 Comp
4
5
10
CLASSIFICATIONS:
PUBLIC value = 2
CONFIDENTIAL value = 4
SANDBOX value = 5
MAX LABEL value = 10

222 7 7 %)V b label_encodings 7 7 - JL D& AT
T7ANDAL/)N— A2 FERDKITRLET,

Class

Lt

SENSITIVITY LABELS:

WORDS :

INTERNAL USE ONLY compartments = 1 ~2

NEED TO KNOW compartments = 1-2 ~3
RESTRICTED compartments = 1-3
PLAYGROUND compartments = 0 ~1 ~2 ~3

®2-3 7 74 )V b label encodings 7 7 )LD 2 /S— K A b

GRAIoNNI>A—T 4 0T 7A4IDEN

BURFERAE T 7 1 JVITIE. label encodings.single & label encodings.multi @ 2 DN
H VD FET, label encodings.single 7 7 1 IVFTH —~L )L TH D,

label encodings.multi 7 7 { JVIZHE LX)V 7 7 A IIVDOIIF L N)N—2 3 > T
9. ACCREDITATION RANGE 773 3 > D&E ® ¥/2 1D 9, ACCREDITATION RANGE 277
Taid, EOBMITRINEDT L /)S— KA Y MR —F —THEHTEEN %
ERLET,
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GFIRILFLANRIDSNIVI > A—T4 207 74)

label encodings.multi 7 7 -7 JL'0D ACCREDITATION RANGE a%iE & K DIKFITIR L £

ACCREDITATION RANGE:

classification= u; all compartment combinations valid;
classification= c; all compartment combinations valid;
classification= s; all compartment combinations valid;
classification= ts; all compartment combinations valid;

minimum clearance= c;
minimum sensitivity label= u;
minimum protect as classification= u;

ACCREDITATION RANGE TRD LI ITEHR SN TS, label encodings.multi
T7AICERESINTNDITRTOKMSTBLIT 2 /)N— A2 hOFEAZTA b
THEHATEXT,

= all compartment combinations valid (¢RTD I /N— K A2 MIAGOENE
%) & LT, UNCLASSIFIED., CLASSIFIED. SECRET. 3N TOP SECRET WNEFK T
WX,

= minimum clearance (B FLDFEA] EFR) & L T, CLASSIFIED NEFK SN TWVWET,

= minimum sensitivity label (Fx FAZODBERE ZN)L) & LT, UNCLASSIFIED 2VEFE S
NTWET,

= minimum protect as classification (Fx ML DHEELLEDKATT) & LT,
UNCLASSIFIED MNEFE SN TNE T,

GRIE—LARXIDOZR)NI>A—FT4 0774

label encodings.single 7 7 -f JL. D ACCREDITATION RANGE #¥% i€ & R DIEHI R L £
@—0

ACCREDITATION RANGE: classification= s;

only valid compartment combinations: s a b rel cntryl
minimum clearance= s Able Baker NATIONALITY: CNTRY1;
minimum sensitivity label= s A B REL CNTRY1;

minimum protect as classification= s;

ACCREDITATION RANGE EFeld, L—H—2 XKD I )VICHIBEL £,

= only classification (ME—D#&fI1F) & LT, SECRETWNER SN TWVET,

= only valid compartment combination (ME—DF%N72 > /N— Kk A > MilAGDHHE)
& L C. SECRET A B REL CNTRY1 WNEFESNTNE T,

= minimum clearance (fx FALDFEF] LFR) & L T. SECRET ABLE BAKER NATIONALITY:
CNTRY1I DNEFR SN TWET,
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= minimum sensitivity label (B FAZLODHE% 5 X)) & L T. SECRET A B REL CNTRY1
MERINTVET,

" minimum protect as classification (& NLOHEEIRIEDKEATIT) & LT, SECRET
MEZEINTVET,

label encodings 7 7 - JL® Sun DLiRERE

label encodings 7 7 -1 JL® Sun MEIX, LOCAL DEFINITIONS 7 2 3 > &HHh— K
LEd, ZOtra  IEBEAIETT, TDtr I ara/AFO label encodings
Ty AIVIZEBMTEEY, V2 a BHOF—T7— FHNO LocAL &S EEIT [Sun
DFEEZIZHLTO—HI] THHIELEEKRLET,

LOCAL DEFINITIONS &7 > a> DA 7 a id, IV EHA T a o a2&REL. 4
ZIR)VCEEMTET, 77U r—23 >4 2 RUDY A MLN—=I12i3, BE
fFFENTNEEZERICLTINIVNERIINET, COLORNAMES 4 7T 3 U ICHE
MROPIEESN TV, AREESN THARNESIL. T7 24 bOEaRER
ENET, B5EIC, Y1 MTEDE T Sun ODIVEMRERZ L E T2 HENHRHINT
WEd,
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NIV A—FT 420774 IVDOVERK
(ZFB)

ZDETIL, label encodings 7 7 T IVDIERL EABEIZDWTHHL £77,

n g R—=TD [ Za—=FT4 2T 7714 )IVOREX]
n 55R—=PQ [FR)NVI>A—F 4 2T OEBR WE¥(X v 7))

ITaA—FT 4207 74ILDEX

label encodings 7 7 -f JLIZI&. VERSIONIRE E 7 DDWNEL Y T 3 >
(CLASSIFICATIONS. INFORMATION LABELS. SENSITIVITY LABELS. CLEARANCES.,
CHANNELS. PRINTER BANNERS. ACCREDITATION RANGE) NHVDFET, ZNHDEI T3 >
DIEFZHRD 5N TWET, HHEAIHER LOCAL DEFINITIONS 7 > 3 > &t 5 2 &
HTEET,

ROED TWHAEF—T—R| 13, BIFELRITNUIREBNWI EEEKRLET,
TRTOF—T— RIZEENDHDVEIZHODETA, 73> TEOERIC, &
ERER BRI ERERLET,

%31 INNI>A—FT4 2T DF—TU—R

toar EIR

VERSION= WAF—T— R, N—=2 a3 AREIR. 1 D0F—TU—R
VERSION= DIEAIZ, T2 aA—F 4 > T OREN—Ya > %
IR LFHNEHTET,

CLASSIFICATIONS: WAF—T— R, D Eb1DO0KMNITEERLET
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£31 INNI > A—T4 2T DF—TU—R (=)

o3y

ER

INFORMATION LABELS:
WORDS :

REQUIRED COMBINATIONS:

COMBINATION CONSTRAINTS:

WZEF—"7— R, Trusted Extensions ¥/ 7 7 =7 TIHF W T N
IMEH SN TR TS, HEINIVEBEAICE DY TS
ZEw MZHLUT, BHRINIVGEAIZIEY 2EDYTE
T, EININEMIKROEY >3 > TERSNET,

SENSITIVITY LABELS:
WORDS :
REQUIRED COMBINATIONS:

COMBINATION CONSTRAINTS

WZEF—T— R, WORDS DEFHIFAMEIRETT . HEIT)
FER)EEFRT D855 . INFORMATION LABELS & CLEARANCES 277
>3 >@OWorRDS IZRICEw RZ2EI DY TET, Ev MIEHID
WTHEMEIRIC THDLEEH D T .

CLEARANCES:
WORDS :
REQUIRED COMBINATIONS:

COMBINATION CONSTRAINTS

WAF—T— R, ERLUIEE I NVERIOFL T, &R

ERRFEMICIEY FEHID S TET, @B LRI LTI,
W NVERA OEZ TH A SN TORWEHER O-EAED
EOAHETY

CHANNELS:

PRINTER BANNERS:

ACCREDITATION RANGE:

LOCAL DEFINITIONS:

WEF—T— R,

WEF—T— R,

WEF—T— R, BATARTEICHAZERLET,
minimum clearance (fiz FAZDFEA] LFR), minimum
sensitivity label (Fx FALOHEE T N)L), B I K minimum

protect as classification (x FNLDEEELREDIEATT) 2 F
H#LET,

HEEFIREF —T — R,

ITRTCOMNEYL T3> T, BIORIGRLEF—T— RNEELRTNILRD EHE
IR, TRTOVY 2 a VICEBENDHHEEZHD FHA, &R
CLASSIFICATIONS & ACCREDITATION RANGE DEF/Z1F D label encodings 7 7 TV HH

AT

A DIEE

B o X)L B X UGRA ERICEI L TRE S NA5EMICHmEINRERITH 0 =85 .
72720, FEAEOBERORE T I DJEFNEIETY, . SENSITIVITY LABELS
733 2D WORDS 1&. EHIHEEDLWIEIZIHRET,

R DIEFENED L S|

FTHMIONTIE, HBAED7TIX=2D [Fv IO

el Z2ZRLTLFEE N, 3t a2 /)S—hAFE—RU—Z ZA5—
a OINIVMER: T a—RERD 22RLTI7EE N,
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label encodings 7 7 {JVC. a2 /8—h A2 FeBAZ 1 DXLISERDOE v MZE]
DYUTBEZEICEHS T, HBHOTNINIZTA U I)N— R A2 RBRANERSINTNVS
BE., BDoBMOININVOERETHLEE Y hZEAICEHIDNUTET, IXTORD
FRIVFFE UK T HZERALETH, SROITN)NIHH I NSEMAITREL> T
WTHHEWER A, EBANFELCEY hTCIZ>d—T 4 273N, Fo7=<EUCAT
DV NEZBITLIOTH-TH, BHTERELLZBDICTEET, Fral LRI
TlE, BB I NIBAOER THFI SN TR NEADHASDOENIFETT,

BAT TR DB

AT, SNV OREERLET., &£I)LTIE. TNEN 1 DOBRMITNH D

£9, 1DDOYA M THAKA255 OBAITEZEFRTEET ., label encodings 7 7 1 )b
T, 1~255 OBEEZRATICE O LTS ZENTEET, 5013 ADMIN Low B
FRNINAIZTFRINTNWET, 32,767 13 ADMIN_HIGH B IR Z X)L HIZTHI S TN
£9. s, 122l T /Z3 W0,

KAH1F13. 1abel encodings 7 7 f )L M CLASSIFICATIONS 277 > 3 > C, #&n] LR &
WES VR L T—EESInxd,

fm WEDORAT T, RWEDOKATIT LD BEMTY, ROEKIX, RixbT>a—
T4 T T 74D, RUENEDE TSN TS 21y FOTRIVAZERLTY
F£9, L£DFIZ. label encodings.example 7 7 1 )V DHEEZ X)L Dl ZRL £,
BHAHDFIL, label encodings.gfi.multi 7 71 JILDITN)VZERLET,

Registered F /=13 Top Secret DMEATIT (fl 6) DT X)IVIE, ZTNFNDFNIRZRIN TN
5T R)VEDBEMTT,

REDA KEEHF DB &
Registered Top Secret 6
Need to Know Secret 5
Internal Use Only Confidential 4
Public Unclassified 1

Mt T DF— 7 — K

AT ELTERSINASF—T—FZROUANTHBAL T, I /X—K R
ChOEEGNIL, 51 X—2D [F T4V BRI EA PN—AER) ZZRLUTE
S,

name= D () BEOG)EEDZEITTEERA, TNLSD
BHETFPBIOZEAXFIEIMEHATEET., INIVERETS
%G, name. sname. E7zld aname ZfEETEET,
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sname=

aname=

value=

initial compartments=

initial markings=

BAFOHBTHREEEINEKT, BRXAADEE LT
JNIZFERENET,

ABWEATRE. AT NBREE SN BT AT AIRER AT,

FD Y THEIL, T OEBOMEEZERL T, 5ED
PLRICIHA T, DY THEICRHRZDZEET, 0lF

ADMIN Low FIC PRSI TWET, filild 1~ 255 DHIFHAT

3—0

HUEAIHE, T 7 A hDA2/S— M A2 FEADOE Y &
HEEELET, 774 D32 /8— KA > MBI,
BEEAT I S NI ND B T NIV TRANICE RS NE

—g‘o

A ON=AFERDOE Y hESZEIRELET . & M
A3 > N— b A B D FH A,

Bk, ERLBRNWTLZE N,

KDHFL. label encodings.multi 7 7 -1 )V DEEEED T,

#13-1 label encodings.multi DFIIAT > /8\— K XA > N BH&AHT

VERSION= Trusted Solaris Multi-Label Sample Version - 5.6 05/07/27

I R S

CLASSIFICATIONS:

*

WARNING: If CIPSO Tag Type 1 network labels are to be used:

a) A1l CLASSIFICATIONS values must be less than or equal to 255.
b) ALl COMPARTMENTS bits must be less than or equal to 239.

name= UNCLASSIFIED; sname= U; value= 1;

name= CONFIDENTIAL; sname= C; value= 4; initial compartments= 4-5 190-239;
name= SECRET; sname= S; value= 5; initial compartments= 4-5 190-239;
name= TOP SECRET; sname= TS; value= 6; initial compartments= 4-5 190-239;

BAGATVFITIZLZED name. sname . value 7 4 —J)LV R2%&% D £9°, CONFIDENTIAL,
SECRET. B XN TOP SECRET DMEANFITIZHHI T > /XN— M A NI BH D FT, & Mr
DA UNCLASSIFIED IZIFFIHI O > /S— M A > MiEd D FH A,
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AT )S— A ROEY FEID BT 4-5 BELN190-2391F, Ev h4, 5. BL
190~239MWA > ThHIEZ2ELET, INHDOEY MI, ZOKMITFICE->TS
NIV TLICHRESNET,

a2 X=F A bO—EIE. T 72V FEEABIOA ON—AEMNZELRT S
TOIXHETHMLET., 1 ON—AEAZHETERTHLEDITTRENTNDS
I N=h A FBHD KT,

KOFENL, WO 2 /8= A > "W fAHToty S TT,

#13-2 label encodings.example DI > /X— K A > MR WHEATT
CLASSIFICATIONS:

name= PUBLIC; sname= PUBLIC; value= 1;

name= INTERNAL USE ONLY; sname= INTERNAL; aname= INTERNAL; value= 4;
name= NEED TO KNOW; sname= NEED TO KNOW; aname= NEED TO KNOW; value= 5;
name= REGISTERED; sname= REGISTERED; aname= REGISTERED; value= 6;

T7AIVREBRIEA N—REER

A N—=F A PELTEY hEEETSHE, TORNITZZDITRTOIN
VT, 20y EP1ICERESNE T, MHa N— A FNELTHRELE

Ew M3, & EDS label encodings 7 7 1V T, [T 74V NEA) £20F 1>
IN—ZFEA]] ELTERTEET,

s [T RAZIN—=R AT EA] . FORMITZEDTRTOIN)ICE
RENET,

n A N—=AA)N—= A REAL, A N—=AT2/)S5—h A RDE Y T
Lo TERT DHDEMMNZNGEEIZ, BEEMAT SN TWAIEMITNH 5 TN
WCERINET,

#I3-3 T X—HF A2 FOEIDHT

ZOHIT, PUBLICAAHFICHIHIO > /S—h A > MZEID ST 539, WEB COMPANY 4%
fRFICHIIO D IS— P A M4 BERsNE DB TENET, PBLICKEAMANITEED S
NINZEFT 74 A2 I)8— M A2 MEH D FH Ao WEB COMPANY A& 1T 2 & T TN
WE, WA= A REY MaBLUNs5NA T,

name= PUBLIC; sname= P; value= 1;
name= WEB COMPANY; sname= WEBCO; value= 4; initial compartments= 4-5

KOHFTIE, TNSOPHIaA S /N— A REY FZEBAICEID LTS HEERL
i@—o
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13-4 SENSITIVITY LABELS DT 7 # )L haBA) & A 2 /N— LGB DEFE

ZORITIE, T2/ AFEY MBI 50%G /_JDIVISIONONLY EDHTHS
NET, £aA2NX—FA2MEY NI 1 2N—AEAITHEEMSITSNET,
WEBC AMERICA 23T >/ /N— XH/A—FX/FEJF~4 DB TH5NET, WEBC
WORLD 231 > N—Z a2 /)N— A REY h~5ICEDHBTENET, ZNS5DEID
YBTORERIIRDEBOD T,

= WEB COMPANY A&A1 1T DS 5 NV, ). #E4) DIVISION ONLY V& £ E T,
FRIIDNNAFUERBET, 28— A FEY MaBXN53A I D F
@_D

m PUBLIC KfTITDHEZE S N JUIE, IO /S— A REY baBLRs AT T
9, #5M) WEBC AMERICA B L TXWEBC WORLD N T N)LICHFENFE T,

A 2 )N— ZFBHJIZ TU0 D minclass DMEE I TS DT, WEBC AMERICA B XN
WEBC WORLD & PUBLIC H¥ T NIVICER RS NFERH e TNHE 2 DDA 2 )\N— AFEA]
DEIEEIRRRERD T,

SENSITIVITY LABELS:

WORDS :

name= DIVISION ONLY; sname= DO; minclass= WEB COMPANY; compartments= 4-5;
name= WEBC AMERICA; sname= WEBCA; minclass= WEB COMPANY; compartments= ~4;
name= WEBC WORLD; sname= WEBCW; minclass= WEB COMPANY; compartments= ~5;

d/N— kA2 NEER

A= F A REIIRNINCERESNDLDICERETE S, HIKRIRE/RERTY .
ﬁ#@%ﬁx%vFVXfAfﬁ\ﬂyﬂ_hﬂ/FéﬁTﬁU&@&;&@%D
F9, AN—FARZHEATEIEICEST, TOIALNN—F A NIV
ICEENTWDIERITH T 2RO BNFIES. ZOFERICT 7 E2ATES A
D—WTI2 T T AZRT ZENTEET,

32 N—= A FEEANSIERE R E Y MTEID B TENETR, T2 /N—=h A
~EERIEIC A E 2 5 if%i? TOWEIE, H532N—b A REAOE Y b
ZHOAN—FAZ FERICERSNTNDEY MZED 572D ORANCE DN
TRENET,

aA2)8— M A REBEAILZ, SNVOB T EIZWwoRs U 727> a>THFar &l

TERINFT., FA2/NN— A FEAE, 1 DFELEBEZOE Y MZEIDHTS
Nx9J,
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TRTOBD T N)VIFE AT EEH L £ITN, ENTNORD T )V S
NDBEWIRIZ> THWTHBHWER A, BANFECEY hTZ>a—F 1 27
N, Fo<HUCATIP V7 FaZRTH5OTH->TH, BMIFRZL2BDITTE
i—g—o

RDOFINE WEB COMPANY T > /X — h A > REBEHTY, ZDeBEMIE. 4 (sname)
WEBCO BX NI /N—F A FEY F40~50 1L > THRESNTWET,

Flz-s HHES)DIIN—F AL MEZEDH
WORDS :

name= WEB COMPANY; sname= WEBCO; compartments= 40-50;

BRI, BT T4 =V REEDBIT, 256 EY DI /S— A T 4 —)b
RHOD., TDHHBD239Ey k% CIPSO T NI)VICHHATE LT, £ v MMid,
OA2)N—FAD NBEAZFES<EDUBTHNWZ ED, 1 DB EEIDBTHZEDHT
X, KRBT, 1DFLBFEROANN—R A REY FZEDYTEHZEN
TEET, FHUEER239E Y MZE-o T, OO /8—KMA > NBERZIERT
XFT, BlELT, £63I1TRTI2/S— AV MBS — RESRLTLFX
AR

AT, a2 X—=h A, BLXOHEAGDOEOEHNRHFAICEEL £, &

F& AT 5% 7€ O ACCREDITATION RANGE (REFI#IPH) 13, RO XLFHDNT NN TT,

= only valid compartment combinations; (ME—DEFZN2 I > /)S—h A2 DA E
L)

= all compartment combinations valid; (§XTD I /N— K A > MAGOENE
£))

= all compartment combinations valid except; (ROHDZEFRS ITRTD I /N— b
A2 MAAEOEINER))

PEE > /N— A NFER
B k= R A Y R EMAT S I EICR ST, KERS )V — T DN IRE
RXELEYT TN —T OBIEH AR EE K TEET,

Bi3-6 BEEZRETDHZODOEY MAEDLEDOHH

1D0EY bEMHT2#EANE, TORCEY 255 1D0OEY bEEBITHEHT
LR DENEERT DI EICES T, 2DDBMNOEEEFREERL ET, BN
28— P A2 FEBMIIRRSRER LD FICERLET. £EAR Ev FEFL
ZHAT 55, BRUOEY bEF1E22ERTLMOBENEERT ST LI
Lo T, 2DDFEMICPEEBEIRZRE TS XTI,
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#3-6 PEEZRET D200 E Y MEAEDOE DA E)

ZOBITIE, Sales(BEHE) I /)S— M A MNERSINTHWET, ZHUTIE. Direct
Sales ([H £ 2) & Indirect Sales (FHEEZE) D2 DDV T A /)X— M A2 B D F
T, WebCo EWVDHARTD 1 DOMEFHTIMANCER SN TNET,

name= Direct Sales; compartments= 1, 2
name= Indirect Sales; compartments= 1, 3
name= Sales; compartments= 1

CDEFKIZE DT, WebCotETIE, lFEEDIENONT /LA TESE, MR
FREDHBNT VEATELNE, BROEEZERFTEEDANTY 7 LA TELXEHEZX
MTEEXT,

s TFa T —EEHFIL BEEREONZEEIT WebCo Direct_Sales 78 1] _E R % 5%
ELEJ., WebCo Indirect_Sales & ] LR N ZIRFTOIEHEBICHREINET,

= WebCo Direct_Sales 7 NIV TEE L 7= ABIC XK > THER SN/ EIZFE T I X)L
225D T, EOXEIITEZRTEHLONEEDANTY VA TEXT,

m 12)8%— [ A NEEA] Sales 1 Direct_Sales #&4) 3 & W Indirect_Sales R D FIZH
HDT, RGeS L ONEERFEL D231 H 7N WebCo Sales 7 NIV THEET =
F9, WebCo Sales 7 NIV TYERR L 7= XEITIRFTEHLDENSHINT VL ATEE
\@_‘0

B13-7 PJE % FRE T S /=% D REQUIRED COMBINATIONS i Ff

2 D DFRF)7N REQUIRED COMBINATIONS 27 3 3 VITHE SN TN D HE. RIIDIHA
PEHIND EMT 2HFHDO T NN T N)VTEMENET,

Z OH|D Direct Sales. Indirect_Sales. Sales DEFRIL. #]3-6 LIRAIFNICE CEE %2 L
F9., B/ DDIL. Direct_Sales i HJ 14T Sales s AIDMED S TT,

name= Direct Sales; compartments= 2
name= Indirect Sales; compartments= 3
name= Sales; compartments= 1

REQUIRED COMBINATIONS:

Direct_Sales Sales
Indirect Sales Sales
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SRNNIVA=T 4 VT DERE rET YY)

SRIIA—TFT 4V IDEBEET YY)

A\

JEE -label _encodings 7 7 1V EH S EHERRIIAETETELDIL, BAIIDEKRANZE
AAR=NTHEETT, FHPO T 7y MIVEEETHEEITEREL THED TS

7230, FEfIE. label encodings(4) DX Za 7 R—VEZBLTLZEI W,

B

A

label encodings 7 7 1 IV EIERE/ZIIELHE T 2

55 X—® [abel encodings 7 7 A JVEIERRT 5 |

label encodings 7 7 1 I)VZET A KT 2%

56 X— D [1abel encodings 7 7 1)V ZEDHT L. MFET 5

label encodings 7 7 T )V & EA 9 5

57 X— D [label _encodings 7 7 LV ZBAAT 5 |

label _encodings 7 7 T V& T /N\Nw 74 %

63 X—®D [abel encodings 7 7 1 IV & T /N 7§ 5]

WM EREZLET S

57 R—DD T ZBINE IR ANEET 5

T 7 ) NEEAFE A N AGER EERT B

59RX—ID [F7 4l MEHBEOA VN~ ABAEEET
5 |

W RNDTyAINENAIIARXT S

60 R—D H—FX)NOLA—T 4 277 71 )VElERT
%]

TNV ERET

il 3-9

LOCAL DEFINITIONS 77 2 3 > ZiBiNd %

62 X— D [Sun DILIRMREZ T > a—F 4 > 7 7 7 A VB
95|

BEl—T—Ico\ )V ERRLEN

EMOFEIE) © [1—F =izl TT

[Solaris Trusted Extensions

NV EIFEFIRITT B )

HESATLADTXRTOI—H—ITTR)VEHKRL | TSolaris Trusted Extensions EEEDFJEI @ Tpolicy.conf DT
AL T4 N EEIET S
v label encodings 7 7 A JLZ1ERRT %
BTN Ty AIE, A A=V LIZT AT LD Jetc/security/tsol T4 L 7 b
VEZBLTLIEIN, 771DV TIE, 42 RXR— D ISolaris Trusted Extensions
NoTr—2D7N)V 774V T L THWET,
BOBEIC DT 71 IVE. BHID T AT AT Trusted Extensions 2 -1 > A b—J)L 9 SR, 1E

KTEET, TOBRIDIATLATI 7y AINEFzv I LET, TrustedExtensmns
A AN —INTEIENDIATLATIDT v A IVEIERT S Z c‘:%’(%i@—

OFNEIZ. 2FEH DO > ¥ 2 —# 1T Trusted Extensions Z &% E 9 D HIIZ

W,

TL'C<71
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v
AHBHIIC

1

Trusted Extensions NiRE SN TWD L AT AT, K/ —>ThFaU50—%
MEEZENC S RTNRRDER AL, TOMDI AT AT, EFEDODIT A YT
DT 7 AINEEREIIRETEET,

TTDT77ANDNy o7y TAE—&EERRKLET,
FLWIT7AINEEIBEEON—3 D7 74\ EHEET,

= Trusted Extensions SEEE N TWEW RTATIE. FEOI T4 ¥ %2FERLT
774 IVEERLET,

= Trusted Extensions ERE N TS RTATIE, TI>a—FT4 0 DiRE
(EditEncodings)| 72> 3 EFERAL T 7 A IV EERLE T,

CDEDY TV r—3 3 > X %— % —O Trusted_Extensions 7 # )L ¥ 121&, T
dA—=F4 2T T 7 AINVHD2DDT 7> a b Fd,

Edit Encodings (L. I —7 1 > 77 OfftE)

fEE T 317z 1abel encodings 7 7 1 IV DXL ZfHEL . MEL T,
Check Encodings (L. > 1 —T 4 2T D)

fE7E S 3172 1abel_encodings 7 7 TV DX ZHREL £7,

TJ7AINVEEBELEY,

AL, 38 R—YD [Z2a—=F 4 2777 I)VEGET %] 2R TS
K/)o

56 X— (M [label encodings 7 7 A )L Z L. BEET S [CEAHET,

label encodings 7 7 A L& L. REET 5

K —>TeF a7 —EHERENT/Z0 X,

INIDBXELVEBRERELET.

iR T chk_encodings -a AX¥ > RZMHL T, IN)VOBEFRESHTL, LEAR—KL
i—a—o

$ chk_encodings -a encodings-file

T7AIVERILELET,

(T>3a—F 4 > 7 OME (Check Encodings)] 77 > a 3. fEEI N7 7 1)
{2kt LT chk_encodings AX > REEITLET,

» TJ7AIDBERLES AR M—ILLET,

Do you want to install this label encodings file? yes
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1

n 7 ADERLUIEWNEEL. 63 X—D [label encodings 7 7 A IL&ET
Ny 9 2] 2BEICLTILES,

IA—T420774INVETAMLET,
TEE, Y1 FOITRTOIATLBIZT 7 ANV ZERBT DHHIT. DEOL AT
LATT7ANETARLTLZE,

YAY—IE—%2ERLET.

IAE—DOFIEIZDOWTIL,  TSolaris Trusted Extensions ¥ 1 K1 @ [Trusted
Extensions T7 7 { )V & R—F TV AT 4 VIZAE—T 54k 2B8RLTLIES
Uy,

T77ANDIAE—=ICINIVERMITT, REBIGFRICRELE T,

label encodings 7 7 A IV ZBLH T 5

YR —AE—%ERLET,

OAE—DOFIEIZDWTIL,  TSolaris Trusted Extensions ¥ K1 @ [Trusted
Extensions T7 7 { )V &R—F TV AT 4 VIZAE—T B4k Z2BHRLTIES
Uy,

Trusted Extensions & > AT AICA VA =)L LTS, T<ICRRY—T7A4ILEZFD
SRATFTAIZAE—-LET,

OAE—DFIEIZDWTIL,  TSolaris Trusted Extensions X 1 K1 @ [Trusted
Extensions CIR—F TV AT 4 TINE T v A ) EAE—F 551 22RLTLEZS
(/)o

BATITZEMELZ(IBAEET D

R —>TeF a7 —EHERENTZO X,

label encodings 7 7 M L ZIREL £ 7

(T2 a—7 4 > 7 OfF%E (Edit Encodings)] 77 > a > Z&MHHLET . EIIE.
55— ® [abel encodings 7 7 T IV ZEAERT %) 2R T /ZE W,

N=2a 0 BEEIEELET.
VERSION=t 7 > 3 Y1 b4, 77 1IVDY A ML, N—2a o &es. BLXUH
12 ANLUET,

VERSION= Sun Microsystems, Inc. Example Version - 5.10 04/05/28
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SNNIVA=T 4 VT DERE r¥ET YY)

Sun Tld, N—2 3 > &EBLOHMTSCCS F—U—RE2[HHL 9, A,
sccs(1l) DX a7 I R—=TZ2BRLTLZ3 N,

VERSION= Sun Microsystems, Inc. Example Version - %I% %E%

3 BT EEELERY,

CLASSIFICATIONS 7 > a IZH LWikFTIF O ERE X%, B4, BXIXEEE A
VX

name= NEW CLASS; sname= N; value= 2;
4 FLUVSHHTZRAIEHEICEDET.
1 U WS IT 2 ACCREDITATION RANGE 2727 > 3 L £9,

KOFITIE, FH LW 3 DOKATITAY ACCREDITATION RANGE 277 3 3 ZBIIENTW
F9., TNETNOKAIFIZ, all compartment combinations valid (3XNTD I /\—
FAZ NOHABDLDEDNEN BRESNTNET,

ACCREDITATION RANGE:
classification= UNCLASSIFIED; all compartment combinations valid;

* i is new in this file
classification= INTERNAL USE ONLY; all compartment combinations valid;

* n is new in this file

classification= NEED_TO_KNOW; all compartment combinations valid;
classification= CONFIDENTIAL; all compartment combinations valid except:
c

ca

cb

classification= SECRET; only valid compartment combinations:

* r is new in this file

classification= REGISTERED; all compartment combinations valid;
5 WETHNIE. ACCREDITATIONRANGE T 3 U Z#HELET.

LU WKEAT 25 FABATICT 5 2 EMRBIZRL2GE8NH 0 7,

minimum clearance= u;

minimum sensitivity label= u;
minimum protect as classification= u;
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SRNNIVA=T 4 VT DERE rET YY)

v

1RO BHIIC

F-I—Y—AOEDYTEZEFHEL TVETRTOR ERDIT D NESL LD X
9., minimum clearance (F% FMZ.OFRW] E[R) ZFRE T HHENH D £9°, [EEEIC,
I—HF—ADOED B TEEIEL TS TRTOER MLITNIVDIFZONEMELD L
9. minimum sensitivity label (Fx NMLDEE T N)) 2R ET HLENH D FT,

TELRELET,
TI7ANBEBRABLVA N-REBRAZEZIEET D
KIS — > T U 7 4 — BRI 0 £ T,

label encodings 7 7 M L ZIREL E T

(T>a—F ¢ > 7 O (Edit Encodings)] 77 > a > Z&MHHL £, EAIIE.
55 X—® [abel encodings 7 7 {1 IV &{ERRT % Z2ZHL T 723N,

MEAO >V /S— AV MEIEELET,
CLASSIFICATIONS © 7 2 a > T, BT EZEDO—ELTI 2 /N—MA Y NEREL
i‘a—o

CLASSIFICATIONS:
name= PUBLIC; sname= P; value= 1;
name= WEB COMPANY; sname= WEBCO; value= 2; initial compartments= 4-5 ;

TI7ANIEBRERELET.
a2 /)X—h A REY hZEFFEMITEDETET,
name= DIVISION ONLY; sname= DO; minclass= IUO; compartments= 4-5;

name= WEBC AMERICA; sname= WEBCA; minclass= IUO; compartments= 4;
name= WEBC WORLD; sname= WEBCW; minclass= IUO; compartments= 5;

A N—REAEEELET.
AP 2 N=F A2 bDHEICFIV R (~) 241325 2 EITE > T A 2N—ARERDME
RENEKT,

name= DIVISION ONLY; sname= DO; minclass= 1IUO; compartments= 4-5;
name= WEBC AMERICA; sname= WEBCA; minclass= IUO; compartments= ~4;
name= WEBC WORLD; sname= WEBCW; minclass= IUO; compartments= ~5;

EEZREFLET.
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60

EBEIE

1B BHIIC

1

DEBOFEID L TIZTRIN TN RN /N—FA X FEY FOBHHE, ROEY
arObEy MGENZEID L TLHREND D T,

= SENSITIVITY LABELS: WORDS:

= INFORMATION LABELS: WORDS:

= COMPARTMENTS: WORDS:

%—E&wwlyz—?4>ﬁ774w€¢mT

label encodings 7 7 -1 JVIZId, KD I DREFED T N)VINFEITHETT,
o 1Y —GRAHEHOKE T V1D

» I—H—FHEIFHDORR LR 1D

o 1Y —FZHIHOERT 1D

K —>TeFa V7 —EREEENTRDET,

I A—FT420774INERELET.

(L>3—F ¢ > 7 O (Edit Encodings)] 77 > a > ZMHAL 9. HMli3.
55 X—D [label encodings 7 7 IV &/E T %) Z2RLTKEI W, 1A
~—JL L7z label_encodings 7 7 )V L3z 2 4R Z2HEEL £,

BATH1DETT, BRIAVN—MAVNEFOI AT 0774\ %E
ERRLET,

7= & Z X, INTERNAL USE ONLY BAHT DT> a—F 4 27 7 v A I EREL . B %E
BELRWI EHAEETT,

VERSION= Single-Label Encodings

éLASéIFICATIONS:

name= INTERNAL USE ONLY; sname= INTERNAL; value= 5;
INFORMATION LABELS:

WORDS :

SENSITIVITY LABELS:

WORDS :

CLEARANCES:
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SRNNIVA=T 4 VT DERE rET YY)

15 3-8

WORDS :

CHANNELS:

WORDS :

PRINTER BANNERS:

WORDS :

ACCREDITATIONRANGE 2 2 3 VITIBET ADI(3. #EfHFIZ1DEF. T /X—K A
v hOEMEEAEDEH1DEITTY,

KOENE, INTERNALKSATITZ T2 a—F 4 > 7 L TNWET,
ACCREDITATION RANGE:

classification= INTERNAL;
only valid compartment combinations:

INTERNAL
minimum clearance= INTERNAL;

minimum sensitivity label= INTERNAL;
minimum protect as classification= INTERNAL;

LOCAL DEFINITIONS & >3 >4&2 T A—T 40 LUET,
R, o EASRLTIEI N,

T7AINOBXBELWS EEZHERLET.

= 77 A)LH chk encodings [CEIE LR WVERIE. 63 X—2 (D [label encodings
T7ANETNYTTEH] EBRLUTILEE,

. ZNLUANDZEIL. 56 XR— D [label encodings 7 7 A IV EDH L. &Y
2] ICEAET,

(BBRATEE) NP A—H —([CRRENAENLDICERELET.
FJEIE.  TSolaris Trusted Extensions EFLDOFNE] O [L—F—IcR L TTN)V2IEE
RIZT B ZSRLTLZEZIN,

B—SN)VOIYA—T 40774 ) TORAEHFHDESE

KRDOFIL, ACCREDITATIONRANGE: 7 2 a > D@ Z /R L £, BL—D ANY CLASS %
MIMEREINTVET, T2 /X— M A2 NEA A B. BELUREL CNTRY 1 28T RT
DOED T R)IHRESINET,
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62

51 3-9

1B BHIIC

ACCREDITATION RANGE:
classification= ANY CLASS; only valid compartment combinations:
ANY CLASS A B REL CNTRY1

minimum clearance= ANY_ CLASS A B REL CNTRY1;
minimum sensitivity label= ANY_CLASS A B REL CNTRY1;
minimum protect as classification= ANY_CLASS;

B—oNIEZDEE

ZOHITIE, H—FX)VDO2tEH D X 512 1abel_encodings.example 7 7 1 JVINEE
FINFET ., name=fEAY SECRET 7> 5 INTERNAL USE ONLY ICEH I TWVWET, sname=
B2 s 205 INTERNAL ICEE I LTV ET, value= BIL N initial compartments= DIE
FEILEINTHWEE A,

CLASSIFICATIONS:
name= INTERNAL_USE_ONLY; sname= INTERNAL; value= 5; initial compartments= 4-5
190-239;

ACCREDITATION RANGE 77 2 a > T, BT OEEALANESHZSNET, £/,
B MLOEZRDNFT L Wsname ICESHZ SNET,

ACCREDITATION RANGE:

classification= INTERNAL; only valid compartment combinations:
INTERNAL

minimum clearance= INTERNAL;

minimum sensitivity label= INTERNAL;
minimum protect as classification= INTERNAL;

Sun DILRMEEZ T O—FT 4 0 77 4)VITE
mye 5

Ky —>ThtaV 5 —EHERENT/2D £9, LOCAL DEFINITIONS &7 3 >
DIBNWNLT>A—FT 4 2T T 7 AIIVDRBETT,

LOCAL DEFINITIONS &2 a & 7 7 AIJLICEBMLE T,

Sun $2f£ D label encodings 7 7 1 IIVDt V7 > a > ZEBML X T, Sunfefkd 7 71
JVIZ setc/security/tsol 74 L7 RUIZH D FT,
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SRNNIVA=T 4 VT DERE rET YY)

v
1RO BHIIZ

1

HERHEBEZ Y A MICEDE THARITAIALET,
AR, 86 X— D Tsun RARIERED AT (1E¥~ v 7)) 2ZRL TSI W,

label encodings 7 7 A ILZET /Ny T 5
K —>ToFa )7 —EEERENTRD ET,

label encodings 7 7 A L EZREL X T

(L>a—F ¢ > 7 Ok (Edit Encodings)| 77 > a > ZMHAL 9. M3,
55 X—® [abel encodings 7 7 T IVEIERT %) 2R T /ZSI W,

INFORMATION LABELS: WORDS: & a>DIT >V N EFz v I LET,

@I > bYUIX, SENSITIVITY LABELS: WORDS: 27 >3 > DL MU LRI —HT
DHENRHDET,

EYh-HEBEINIEMNEZLO—T 4 > L. ZOiE%) % INFORMATION LABELS 12 77
g izaE—LE7,

A= F AV MEY bEFLBWMEOD S N)LA, I—H —FRATFEHHIC/ARWNT &
EFxvILET,
ZDFIAIZE > T, FN)VADMIN HIGH EXFITERN TN <D T,

0~239DFTRTDIAV/NN—F AV MEY bEHD, BE255O0IN)LH, I—H—F
AIEHE /RN EEF v o LET,
ZDFIAIZE > T, FN)VADMIN HIGH EXFITERN TN <D T,

A= bMAV NI 239EBABENTNEEFTVvILET,
ZDOFIRIZE ST, TXRXTDOITAN)VDPHEFIZ CIPSO TNy ETINET,

ERENIENTINICHLTIE, ROLDICRITLTS LS,

a. FILWIRNIEFE DA T 10 MH B85, BV AT AFANJLADMIN Low [Z
Dty FLET,

b. Ny o7 vwThe, BEMOERTIEE label encodings 7 7 A ILEBTTLET .

C. chk encodings -a AX > RZEFERALT. FARETZ77A4INDINIVICEET SEEZE
PLUET,
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¢ o0 B o4 E

72 BAD T NIVEIT (FIE)

COETHE, INVBROWMOFNHTA BRI 2DTY 2 FHNTONTHHIL
To Fow TFa VT —EHEREDT 7 4V FEREEZLET S HEBHIL X
T ZOEOHEIZRDEBD T,

65 X—D
66 XR— D
68 X— D
69 X— D
71 X—2D
76 X—TD

(AL R=2 DTN
INF—XR—=TE R —FX—=PDtFa2UT 4 —FTF AN
[H 3 DR DR AT DR RE

[ > INF—DIEE)

[F v )L DIEIE

BRI 2 7 TOEFa) T4 —TF A NDOFRE PEET Y 7))

AKIXIR—DTX)L

T4 RTIE. BHIRIZ 3 7O TN RITRTOEALR—TD—&F EE—FFIC

Flll S KT,

K 4-113%, HIRIZ a TOALR—2D—F L& —F FICHRI S 115 Z X)L PUBLIC &

~LET,

65



NF=R=DEIV=—IR=2DEFaUT4—TFXb

H4-1 AR —TITHBICER S N2 5 )b

TR T —EHERENL, TV EEEBELT, HEIZ a2 70T N)LTIdR
SKXOENDTNINVEHRTEEIDICTEET., KDEMDT)LEHIRKIT 512

3. 71 R=20 [Fr)VOIFE] 2ZRLTLEZIWn, IN)EE>7=<HRIL
72WIGEIE.  [Solaris Trusted Extensions & EE DO FNEI @ [Trusted Extensions O Bl
RoBIE T (WEET Y 7)) 2BRLTIEI N,

INFT—R=DEM=—R=2DEFa2 VT4 —TFX
~

FTIFIVRTIE, INF—R=D] & TR —FR=2] 2HRMY a3 7 ZEICHS)
BICERENE T, NF—R—=JE R L —TFTR=DITI1E, IRNIVEHEDOTF A M
TN NZRETBDDFDMDITA R4 NG ENET,

INF—=XR=DICHIR S ND T 4 =V RTF AN EK4-21ZRLET, T 74V B
TERIND TNINBRXTFHEFEH U THBHAL TWET,

NF—R=TEPL—FR—VDTRTOFFA FBERT RINIEE A AT
@_‘0
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NF—R=DEIV—IR=DDEFa2VUT4—TFX

protect as M

AT — NEED TO KNOW
O3B —f——57823 57823
This output must be protected as: ;_ - _:
lprotect as ) — NEED_TO_KNOW HR Irprotect ast(I
BATELY unless manually reviewed and downgraded. L

OV IN—FAVE

User: user1 @seccompany

Job: hrprint-7
hr.minutes.14.04.06 seccompany

PRINTER Printed at: Fri April 14 07:30 PST 2006

BANNERS
IZfEESNT=
RYFKLMETR — COMPANY CONFIDENTIAL: NEED_TO_KNOW HR

DISTRIBUTE ONLY TO HUMAN RESOURCES EMPLOYEES
CHANNELS —

(cHesE At (NON-DISCLOSURE AGREEMENT REQUIRED)
RYKLMETR

JOB START

NEED TO KNOW

a2 BAIWLEIRIS a TONF—X—

M= R—=TOENVWEXKA43IZRLET, NFT—XR—=TJTlIRKWT L —0D 7
L —ALTdMN, ML —IR=TEENLDITHNED T L —ATY, PL—F
R=PDR—=I 5 A TR FILJOBEND TY,

TF—A—T L

é@%;kéﬂcég * / -JOB EHD
A—Ua{FO — [ 57823

WRIFINE S HEED TO KHOW

®43 ML —IFIXR—=IJTOEWN

tFa )T —EFHEREDNRETELINT —R=J L ML —IXR=DDHH %,

ROETHMLET,

s 68 X—TD EHEREDHANT DEE ]
m 69R—TD [T 2 NF—DIRE]
n NIR—TVO [F 2V OEE]

Bag . Ty RAD ST NIAT (FIE)
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BERREDORFTITDIEE

IHIT, BF 2T —EHEEENL. /usr/lib/lp/postscript 71 7T U D
tsol separator.ps EWIHEIRIFRE T 7 1)V T, ROEHEEITH ZENTEEXT,

s NF—R—TERL—FTR—TDTFF A NDHAKEL

n AUR—DD—FLE—~FBFICHRENDE T 75V F L EERID T X)L DR
TE

s TFEZANERITITNIVOLEE, HIR

MET 7 AINENAIIA XT HITIE. Jusr/lib/1p/postscript T4 L7 KU D
tsol separator.ps 7 7 TIVDI AL N ESRRL T ZS W, ##illld.  TSolaris
Trusted Extensions EHEDFNEI OF 15F [TV ZEIROER (FIE)) 2L
TLZ3 W,

REREDBA (T DIEE

68

protect as (FEZERFE) DIEATITFIX, KD 2 DDOLGFRICEHIR N E T,

s NF—R=—TERL—FTR—TD—F LE—FTF
. THREEEOX] OFR(ZaTOIN)OIALIN—F AT REEDHID)

KRDOETIL, protect as (B RFE) DIEATIT D NEED TO KNOW 3/ NF—R—2 D—%F
ELIZHIRENTWET,

protect as statement (S RED ) 1L, RODEBDTT,

This output must be protected as:

ZDONDEAE., KOEDIT, )OO /)S—F A2 FZEMED protect as
classification (B LR7E DKEATT) T,

NEED TO KNOW HR

ZOXDEAIF, ROKDITHEXT.

unless manually reviewed and downgraded.

“protect as”
DT —
O3S — 57823 57823
This output must be protected as: ;_ ‘b_rona_c:t;s”-:
“protect as” —— NEED_TO_KNOW HR | ox |
03*%17“'}'& unless manually reviewed and downgraded. R
AV /N—kAVE

a4 HEELRED
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TV I NF—DIEE

72EZ1EX. HDY A BN minimum protect as classification (5 N DHERRRE D
£71F) & U T INTERNAL USE ONLY Z2ffi T 5 E L ET., ZOHA ML, ROED1
FIHE 25BN RTEZRED 3 DOKMMITNH D £, 35HIS protect as (&R
) DIAHTTY . EDOFNIOEIHTWNEIRID a 7O I XWIZHBHEEIT. TDPaT
DINF—R—=TE RN =T R—=IZZOBEAMATREHIB SN ET,

w41 I MLOBELE DTN T > T KIZTRR

FNR 2 3 7 DA & NF=R=D LML —FR=DICHRIE NS EZREDIEAT (S
NEED TO KNOW 3 NEED TO KNOW

INTERNAL USE ONLY 2 INTERNAL USE ONLY

PUBLIC 1 INTERNAL USE ONLY

ZDRITRT LT, TFRJVIZ PUBLIC E721L INTERNAL USE ONLY DA AFITNE £415
FIRI <> 2 7 Tld. Protect as statement (BB IRED ), BLUNF—R—=I & |

L —IR—=IO—%F & —F FIT INTERNAL USE ONLY 28HIRI S N E T, T RILIC
NEED TO KNOW K&AF TS EN B HIRI a 7 T3, [F UHFTIZ NEED TO KNOw ZSEIRI &
NEJ,

Y HINF—DIBE

PRINTER BANNERS (7' > )N+ —) 7 4 —I)L RiZ, NF—R—=JE L —=TFR=TD
TE3 D 1ICERINDE O FNIERORAIDOITICHIBI S 1E T,

RV A FTIE, 2F 22U 70 —EHERENL PRINTERBANNERS 27 2 a > DT F A
22 /)8—hAREY MCBEEMTZZENTEET, £OA2/S— KA b
Ew M. label encodings 7 7 -f JL @ SENSITIVITY LABELS 7 2 3 > DFBEMITEID
BTOHENTNDHENRH D ET, ROFIT, 7V 2% )NF—Id coMPANY
CONFIDENTIAL: NEED TO KNOW HR DT TY,

FiR> 2 7D o)L a2 )8— kA > M, EIRIZ 2 7O protect as (HEER7#) O

KA1 & &EHIT protect as (BEERE) 7« — )V RICHIMIENE T, TX)LDTXRT

DAY= ANIT 7B AEEE L THEONED T, KOFT, T2 /8— KA

> B HR1Z protect as (BEBLREE) DIZ(HIT EEDITT 7 ABAHRER & L THIRIE 11
£,
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TU I NF—DIEE

70

PRINTER
BANNERS
THEINT:
L DE - {AY0))

IR

COMPANY CONFIDENTIAL: NEED_TO_KNOW HR
DISTRIBUTE ONLY TO HUMAN RESOURCES EMPLOYEES

(NON-DISCLOSURE AGREEMENT REQUIRED)

JOB START

4-5 )NF—X—37D PRINTER BANNERS D FfHIfif F

KREBHFTOA > A M—=ILO@EHITIZ. TV INF—DFFIE. 23 TOWETN
WD T2 )8—b A2 KEEMATSENTWEELEZRLET, KOHIT
1. BRITOA > A M=)V L7z AT LD 75 PRINTER BANNER (71U >4 )N F—)
ZRLUET., T ZITRLULEFS] (FULL SANAME) ISV D XTI ZIEET 5 2 EH T
=%7,

PRINTER BANNERS T

BE LI 4ECET (FULL 3A HAME)

HAMDLE VIA (CH BY{CH A) CHANNELS JOINTLY

JOB START

TOP SECRE

4-6 /\NF—7_X—(D PRINTER BANNERS (DB} 223 7 i F
KROLA—F 4 271, K 4-6 DTV >4 )NF—FF (FULL SANAME) T,

)T, label encodings ¢ PRINTER BANNERS ©2 77 2 =3 > C. #BHJ (FULL SA NAME) 7%,
O2)X—FAZREy F2ICHEEMITFENTNET,

% 4-1 PRINTERBANNERS 27 3 3 > DiERIDET
PRINTER BANNERS:
WORDS :

name= (FULL SA NAME); compartments= 2;

1 4-2 13, [X 4-6 @D PRINTERBANNER DEFICHH I NLDERLC I IS— M A M2
FEE 9 % SENSITIVITY LABELS DEF+K T, ZOFIT, A2 /N—F A REY b 213Y
TaA)N— B A2 MEEA sA ICBEEATT SN TNWET,
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F ¥ RIVDIEE

T A INF—IZ (FULL SANAME) & L CTHIRIENZE T, FOo#AIE, kOEBRDT
—g‘o

n TRINCH T A= R A 2 RBAISAMEZ EN TS,

s O2)N—=KFAZREY R 22T a2 /8— b A2 B A ITBIEAT T 5T
60

m PRINTERBANNERS T dA—F 4 > 7T, A2/)S—h A2 FEw k2 0XFH (FULL
SA NAME) ICEHEffIT 5N TN 5,

42 PRINTER BANNERS OD7E 75 (2 BEE A1 5 172 #6%8 = X)L WORDS

SENSITIVITY LABELS:

WORDS :
name= SB; minclass= TS; compartments= 3-5;
name= SA; minclass= TS; compartments= 2;

PRINTER BANNERS F 2 — R OHFllIL., 105 X—>2 D [T—r > — KX B T 2NN
F—DFtH] 2SR T ZI N,

F v RIVDIEE

label encodings 7 7 -f JL®D CHANNELS (F ¥ )Vt > g > Tid, NF—X—=T &k
L= R=JDFE3HD1 DD B, PRINTERBANNER fTD RICEREINDITEERHL
F9, HIRIZ a 7OTR)VEED T 2 )8— N A2 "B EN S ITSCFEFHH]
EN5EDIT, CHANNELS BV > a3 VZIRETEET,

EY A T, cHANNELS V7 2 a > D, EOI/)S—FACFEY FOTFFA
NERhZAHZIA XTEET, M4a-713. RETA1 MTBTFBHIRID 3 7O/)NF—
NR— @ CHANNELS 5 Z R L TWET,
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F ¥ RIVDIEE

COMPANY CONFIDENTIAL: NEED_TO_KNOW HR
DISTRIBUTE ONLY TO HUMAN RESOURCES EMPLOYEES

CHANNELS
cHEEShT (NON-DISCLOSURE AGREEMENT REQUIRED)
YLD
FE JOB START

47 INF—X—>D CHANNELS D EE[#1fd

KREBFDOA > A=V TlE. NF—XR=TJOF ¥ XIUTFIC, PaTDIR)
D Ma2)X—h A2 N ICEHEMTFENTNAELENER E L TERINET,
M 4-813. BRITDA > A M—=IVIZBFZHIRT a TONF—XR—=JITERIND
HLAYA) 75 CHANNELS #5725 (HANDLE VIA (CH B)/(CH A) CHANNELS JOINTLY) Z R~ L £,

ROFHHT, I/ — M A RBEAABIUNBREFENS Y a IR LT,
CHANNELS 3ZF-%1 HANDLE VIA (CH B)/(CH A) CHANNELS JOINTLY NED X D IZHEE NS
MERLUET, FlELT (cHA) BEL (cHB) DA ZEBHALET, =7ZL. 3DHD
FX¥ IV (CHO) ITHTBHAI/)N—F A REY FRZENSDOERICEEN TS
¥, (CHC) IZDWTHFHBAL £,

ZOBNZIE. RO BEMND D T,

m 2D )N—KhAUREY MDD EBEADO Y MTEBNCEEMT SN, £
7=, BOFERDOE Yy MC—ICBEEMIT SN TWET

s 3DHOO/N—=FAZREY R, BHD2DOOEY O O—F 4 271
BENTVWET

s I DFRIZTEROF v RIVOEAOHMAEDE] NIXNI)NITH B EZITHERT
LERBHNI DEREINTNWET

s (1D OF v XIIVBANTNIICHDEESITHEHTS, I 1D DR
MEZEINTVET

s 2O EOF v RIVEBANEHIMY a TOSX)CH D EXITHHT S, 3 DHDOE
BHNEHZINTNWET

CHANNELE T (FULL 3A MAME)
ELE
MU EL T HAMDLE V1A (CH B)/{CH A) CHANMELS JOINTLY

JOB START

TOP SECRET

4-8 INTFT—R—7(D CHANNELS 5 E DK E BT T O
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F ¥ RIVDIEE

KOFNTRT XD, 2 DOHEREEE CHANNELS JOINTLY & CHANNELS ONLY, 35 ONB25H
B HANDLE VIA WEE SN TWVET,

Bla-3 B/NT D label encodings 7 7 - JL O CHANNELS 777 3 3 > D2 EEE & BEBHEE

CHANNELS:

WORDS :

name= CHANNELS JOINTLY; suffix;
name= CHANNELS ONLY; suffix;
name= HANDLE VIA; prefix;

Bla-3 DX D ITHEFF RN EERE LD L. ROBREZELZZDICF v 2V
(CHA), (CHB). BXN(CHC) Z 2 DDRB L HETHEELET,

s Ty )VICBEEMITENZ3 DD /N— A REY FOIBEDOEK1 DM
NIVIZH DA, HANDLE VIA: HEEEFENEIRIS N E T,

s T )VICBEEAMITENZ3 DD IS— A REY RO BED 1 DEITMN S
NIVIZH B E . CHANNELS ONLY $5BEEAY, F ¥ #J)V4% (CHA). (CHB). F/2iT
(CHC) DEBEAICHRIENE T,

s F v R)VCEEMST SN TWAERO I N—F A REY R TIN)ICH D
B, BEEEEOEBAICA Ty a() > TRYSNEZF v FIIVEANHEET,
512, ZOF v 1)L D AT CHANNELS JOINTLY RN E £ 9,

{5l 4-3 @ CHANNELS WORDS ZEF% T DM D 3 {70l 4-4a THIE VR EINE T, &
D2 DOHDFNZ, (CHA). (CHB). BXL (cHe) WEDXIDICcT>a—FT 4> 7
I 31T CHANNELS ONLY B EE & —HEIC TR EINDEI N ZH I RLET,

= (CHA)DI>IO—T 4 271F EvhozAicl, FILR ) ZFEHLT
Ewvh1EEY b6 ZHRICA ZICLET:0~1~6

= (CHB)DIL>OA—TF 4 »JF. Evh1ZA 2L, FILE (~) Z2HHL T
EvholEY F6ZHHRMICATTZIZLET:~01~6

" (CHO)DIL>O—T 4 >71F Evherdicl,. FIVR(~) ZHEHLT
EwholEY M ZBRIICA TICLET: ~0~16

Bl a-a {2 DF ¥ 1)L EEMTERIND XD ITEF S $177 CHANNELS ONLY /B &

CHANNELS :

WORDS :

name= CHANNELS JOINTLY; suffix;
name= CHANNELS ONLY; suffix;
name= HANDLE VIA; prefix;

name= (CH A); prefix= HANDLE VIA; suffix= CHANNELS ONLY;
compartments= 0 ~1 ~6;
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F ¥ RIVDIEE

74

Bl a-a {HEZDF ¥ )V EHMTHRIRIND K D ITEFR S 4172 CHANNELS ONLY /B & (Fe )

name= (CH B); prefix= HANDLE VIA; suffix= CHANNELS ONLY;
compartments= ~0 1 ~6;
name= (CH C); prefix= HANDLE VIA; suffix= CHANNELS ONLY;
compartments= ~0 ~1 6;

Bl 4-4 127K CHANNELS 227 2 a > DF ¥ FINVEAEEDOHEAD 31712 K B RIT. K
DEBDTY,

» label encodings DHIDHE T, Ev ho. 1. BLY6ITHEIT SN TWSEEA
D M1D) MPaTdoIN)VICH5YE. HANDLE VIA F55EEE & CHANNELS ONLY 42
FEDSEIR S 1%
= HANDLE VIA $25HEE & CHANNELS ONLY B EEDNR DO L D ICHIRIE 15
s IRNNOHTA/S—FAREYRONA T, O2)8—FAFEY M1
E6MATDEEIL, (cHA) EEDITHIRIENS

w TNNOHFTA/N—FAREY MIWA T, 32X—FAREY O
E6MMATDEER, (cHB) EEBHICHIRIENS

s TRNWOHPTAZNS—FAYFEY 6N F T, A2NX—FA2REY RO
E1MFATDOEEE. (cHo) EEBICHRE NS
{4l 4-4 O CHANNELS WORDS Z TEF 3 D FefB D 3110 4-5 THIE DRI NE T,
ZO#DELIE, Ev ho. 1. 6 ICBEEMNT S NZEEOBUNT a 7D TN
WIZHDHEE. (CHA). (CHB), BXN (CH) WEDLD I >aA—FT 4> 7
I 31T CHANNELS JOINTLY 2B REE —HEICE RS NI ERLET, Fr bt
733 ICEBINTWVWBE Y MR, Vadoo\)VITEREET 5513,
Fr IV HORIC ATy v alBAINET,

Blas BNTL>A—FT 4277 714)VDCHANNELS 7 2 a BT HERF v +ILOL >
=54 >7

name= (CH A); prefix= HANDLE VIA; suffix= CHANNELS ONLY; compartments= 0 ~1 ~6;
name= (CH B); prefix= HANDLE VIA; suffix= CHANNELS ONLY; compartments= ~0 1 ~6;
name= (CH C); prefix= HANDLE VIA; suffix= CHANNELS ONLY; compartments= ~0 ~1 6;

name= (CH C); prefix= HANDLE VIA; suffix= CHANNELS JOINTLY; compartments= 6;
name= (CH B); prefix= HANDLE VIA; suffix= CHANNELS JOINTLY; compartments= 1;
name= (CH A); prefix= HANDLE VIA; suffix= CHANNELS JOINTLY; compartments= 0

] 4-5 @D CHANNELS $§7 €1, T2 /S—RhAV hEIL>O—FT 4 > 7355 E5DIEFD
HEEZRLET, ADO3ITN, Fr VA2 /X—KFANEY FO1DEFNA
CTHIEEEHR N, BEOEY hF > THE2HEEHEED TR NET., L
7ZMo T, EDO3ITTIE, EOI2 /8= A2 REY NHIRIIZ0ICHRET D4
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F ¥ RIVDIEE

EIHDFEHAL, ZOREBOIITOMELLT. Fy RVICEEMITENZ3 DO
CUIN— R A REBERAOFOENN 2 DL EMN T RIVICH DHEEIT, BEREEE CHANNELS
JOINTLY 2V ICEIRI S N E T,

s EvheNA>T,. EvholEY M1 DA ES—HBA L THDHIHE. (CH
C) 7% CHANNELS JOINTLY & & HICHIRI S N5,

s EYyRNINACT, EvholEYy MDD Eb—Hb A THHHE. (CH
B) 7 CHANNELS JOINTLY & & HICHIRIE N5,

s EYRORACT, EvhelEy MDD ES—HFHA L THDHIHE. (CH
A) 7Y CHANNELS JOINTLY & & HICEIRIZS N 5,

ROFNE, T2 /8—F A2 REwY e M TIN)VFEA cCICBEEMMITSNTNWE Z &%
RLTWET,

Blae > /N— K A2 REY b 6IZBIEAT 5372 F X)L WorDS

SENSITIVITY LABELS:

WORDS :

name= CC; minclass= TS; compartments= 6;

Bla-712. A2 /)X—HF A NEw N 1R T N)VEEABICEEM TSN TS Z &
ZRLTWET,

Blaz 22 )N— K A2 RMEY N LICEEEAT 53072 X)L worDS
SENSITIVITY LABELS:
WORDS :

name= B; minclass= C; compartments= 1;

Fla-81%, A2 /N—HF A REY F0DEETN)VFEEAAICEEMITEN TSI &
ZRLTWET,

Blas A2 /85— H A RE Y b oIZBEEEAT 5372 X)L worDs
SENSITIVITY LABELS:

WORDS :

48 . T HRADS NIV (FIE) 75



BRI a7 Toteda T4 —THFX MDRERET Y )

Bla-s 2 /S— R A REw ko IEEE T 53725 X)L WoRDS (Fix)

name= A; minclass= C; compartments= 0;

INEFEEDDE, ROFERIZE ST, F ¥ 1JVITH HANDLE VIA (CH B)/(CH A)

CHANNELS JOINTLY EHIRIE N E 9,

®  HANDLE VIA 7Y CHANNELS BRI & E HICHICERINDLDITERIN TN D,

n EINIIZAEBD2DOTY 7 B ABEEANHD, I /)S—FAMEY hoO
E1D2DDE Yy MCHEEMITSENTWS,

" CHANNELS BRI E L CEESINIZEY bR a T IR 2DH 5720,
CHANNELS WORDS (CH A) & (CH B) ItV T CHANNELS JOINTLY MNE RS 5,
F v IV AORHCEIRNIT 2 30753 TH28ER) E U TIRET 5. Fv :IILADHE
AIWCHIRIS B 3F5NE THEREEE &L THRET %,

CHANNELS EFHEi > — R DFlIE. 106 R—2 D [T —27 2 — NI L BF v %)V DEHE] %
ZRLTLEI 0,

Rl 27 TOEFa2 VT4 —TFAMDEE (TFE

<

v 7)

S

Bk

FIRIH 0 7 0 2 s R — 2 OFf4) O F

76 ~X— (D [PRINTER BANNERS DiER)ZIEET 5 |

B O He iz 7m D EIJI 77 X—2 @ [CHANNELS DX D L WRIRZIEE T 5 |

FRI > a 7 & D@L = X)L OEIRIH 7 O {7 78 XR—T D T FMLOEEREDKMN T ERET 5

FRIVHHDIZDD T 25 DFRE FSolaris Trusted Extensions EEE D FNE] D TF5R)VfFEH]
R DR (1EZE < 7))

76

RO BHHEIIC

1

PRINTER BANNERS DEEA]#IEE T S

NF—=R=2D—F LITEREND LTI, BERUP—FTFOWMOFLNEROERIIC
KRS ND LTI ZERLET,

R —>TeFa T —EHERENTZD XY,

T INF—EFELET,
BEZELELT, 69R—20 [ 2 INF—DfFE] 22U TLIZI N,
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BRI a7 TneFa )T+ —TFXMDORERET Y )

1R B HIIC

1

105R=20 [7—0 3= Mek 370 >4 N F—Oft bBRL T EE 0,

label encodings 7 7 A L ZRELE T
(T>a—F ¢ > 7 Ok (Edit Encodings)| 77 > a > ZHHAL £,

7 74 )@ PRINTERBANNERS 72 2 3 VA EZB LT,

a. EBEFCIEEHREFERLET,
INBDOXFHE, NF—R=TJERL—FRX=TD T >4 )NF—F7D WORDS
BT E T,

PRINTER BANNERS:
WORDS :
name= ORCON; prefix;

b. ZSNIDEREAA/IN— A MIBEERMITBEADZRIEZANLET,
O2)8— M A2 M2REDOHENP IO ERRICEEMNT 2 &N TEET,

name= (FULL SB NAME); compartments= 3;
name= (FULL SA NAME); compartments= 2;

56 X— (M [1abel encodings 7 7 A ILERH L. RIS H] ITEAET,

CHANNELS DHX U K \(ERZEIEE T S
T I NF—=R=ICTH T BEO FNFEROLFHNZER L 9.

K —>ThFa) 5o —ERERENT/RDET,
EERCERRATBELET.

BEELT, 106R—20 (D=2 — R NZEDF v I)VOEH] 28R TL/Fa
AR

label encodings 7 7 A L ZiR&EL £ 7
(T2 a—F ¢ > 7 Ok (EditEncodings)] 77 > a > ZHHL £,
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BRI a7 Toteda T4 —THFX MDRERET Y )

78

1B BHIIC

1

T77AIVDCHANNELS o > 3 V2 ZEELET,
CHANNELS:

WORDS :

a. EHENEL(IEEHEZANLET,

INF—R—=T & KL —FR— D CHANNELS 170D WORDS N$EEHEE £ /- 13 B fE & 7
D i‘a—o

CHANNELS:

WORDS :

name= CHANNELS JOINTLY; suffix;
name= CHANNELS ONLY; suffix;
name= HANDLE VIA; prefix;

. BESNIVDEREFHA I /N— A2 MIEEMTLEADOBRZANLET,

ERFAEEFB LR ZHHTEET,

name= (CH C); prefix= HANDLE VIA; suffix= CHANNELS JOINTLY;
compartments= 6;

name= (CH B); prefix= HANDLE VIA; suffix= CHANNELS JOINTLY;
compartments= 1;

name= (CH A); prefix= HANDLE VIA; suffix= CHANNELS JOINTLY;
compartments= 0;

56 X— (M [label encodings 7 7 A ILEDH L. RIS S] [TEAET,

B NMIDEZREOWRMTZEZRET S

minimum protect as classification (B ML DHEERE DK ITL - T, HHESN
i FMLOBMITUAEDTRTOTY Y HInREINE T, KL NIV OEHZE
BALD TN THRELRTNTR S BRWEE, 1 hFaUs 1 —FRU—TZ
DBEMNBEITIRDZEMHDET,

KR —>TeFa )7 —EHERENT/Z0 X,

minimum protect as classification (B FIDERREDIRFT ) Z2FZELE T,

ZOWAMFIE, T a—F 4 22 7 71 )LD ACCREDITATION RANGE 777 3 3 > TES
LET,

56 X— M [label encodings 7 7 A ILEDH L. RS D] [TEAET,
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BRI a7 TneFa )T+ —TFXMDORERET Y )

fla-9 label encodings 7 7 A LD E FAIDEZ(RFEDIEH T

Z OB, minimum protect as classification (B N DHEELLE DA 2R L £
T, ZOATTIE. label encodings.simple 7 7 -1 )L ACCREDITATION RANGE 12 77
DA TEREINTVET, ZOHFEICE ST, INTERNAL T )LD 7 7 1 )V DHIRI
T, NF—=XR=TE R —FRX—|TNEED TO KNOW NFRSNE T,

minimum protect as classification= NEED TO KNOW;
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¢ o0 B 5 F

LOCAL DEFINITIONS D HAY I A X

ZDETIL. label encodings 7 7 -f )L LOCAL DEFINITIONS &7 > a > & AX <
AZXTBHHECODVWTHHLET, ZOBEONFIZKRDEBDTT,

m 81 X—®D [LOCAL DEFINITIONS &7 < 3 >/
m 86 X—TD ISunPLIRMEEED AT (1E¥E~ v 7))

LOCAL DEFINITIONS 2 o 3 >

Sunid. BUSZHO T2 /)S—hA RN E—RU—ZZAT—> a3 >DIN)UER: T
Ca—RER IWRERINTWARWENF—TY— RE2#ELET, SunDF—7—
R$E5EIE LOCAL DEFINITIONS 27 23 > iZH D £T,

*

* Local site definitions and locally configurable options.
*

LOCAL DEFINITIONS:

Classification Name= Classification;
Compartments Name= Sensitivity;

Default User Sensitivity Label= PUB;
Default User Clearance= CNF NEED TO KNOW;

COLOR NAMES:

label= Admin_Low; color= #bdbdbd;
label= PUB; color= blue violet;
label= SBX PLAYGROUND; color= yellow;
label= CNF; color= navy blue;

label= CNF : INTERNAL USE ONLY; color= blue;
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LOCAL DEFINITIONS 2> 3>

82

*

* E
*

label= CNF : NEED TO KNOW; color= #00bfff;
label= CNF : RESTRICTED; color= #87ceff;

label= Admin High; color= #636363;

nd of local site definitions

LOCAL DEFINITIONS 2 3 > DAR

TF YT —EHERET, LOCAL DEFINITIONS 7 > 3 > TRDIEE 1T A %

ED

ACCREDITATION RANGE: 7 2 3 > DERERM DI —HY —r] ERPB IV~

H— i NI )L OFEIE,

FIEICDOWTIE, 86 R—TD [T I IN FOI—YF—IN)VEIFET D] &5
BLTLZE 0,

SRNIVENT —DFA 7O Ry 7 A H DN T LNy T —DAETDIEE. 5
ANy T =3 AAFTET L IN— A NERLUET,

FIEICDOWTIE, 8 RX—2D [FIVEIIY =D T LN\ & —IZ4TI 2T
%) #BRLTLEEN,

FRINZEID Y THEOFRE,

FBOEHRIIA T a T, LML, INNVITBEEZED Y TSI EE2HR BED
LET,

FEIZDONWTIE, 87 RXR—=2 D [FR)DEBEBMICOZE D YL TS) 28R T
7230,

Trusted Extensions WM dT 2 TV aA—F 1 > 7 DF—TU— RITHT DHERENL

R
2%

IOWTOFMIE. label encodings(4) DY Za 7 I R—IZ2ZBLTLEE

INIWENT —DAZLNY T —DEE

KRDOENZL, Solaris EFEI >V —ILICE > TERINDE INIVENY =D T I
A& — Classification BX U Category Z/R L £T,
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LOCAL DEFINITIONS & > 3 >

Trusted Path
I

Label Builder

Help
Select a label either by selecting Label
different classification and )
compartment values, or by typing Eanelseeion
your own value in the predefined CLASS CATEGORY
label text field.

@ PUBLIC []: INTERNAL USE ONLY

_) CONFIDENTIAL []: MEED TO KNOW

) SANDBOX []: RESTRICTED

) MAX LABEL [] PLAYGROUND

Select a predefined label or type in a label
|v| update |
| ok || Reset || cancer |
Bs5-1 INIVENY—DH T LNy T —

NNV T —ZEFTHINE, 8 X—TD [FRIEINY—DH T LNy T —IT

HEIZMNIT S Z2BRLTEZS N,

FNILDEDIEE

LOCAL DEFINITIONS 277 2 3 > Tl&. COLOR NAMES F— 7 — RIiZHiWT. o fEHLL LDfa
DENDYTEITD ZENTEET, label encodings 7 7 -T )LD COLOR NAMES 2 77
2 a > TRMMFICHINT 202 TEERELBRNE, BERMEHINET, KROBKIZAD

T4 MEEZRLET,
COLOR NAMES:

label= Admin_Low; color= #bdbdbd;

label= PUB; color= blue violet;
label= SBX PLAYGROUND; color= yellow;
label= CNF; color= navy blue;
label= CNF : INTERNAL USE ONLY; color= blue;
label= CNF : NEED TO KNOW; color= #00bfff;
label= CNF : RESTRICTED; color= #87ceff;

label= Admin High; color= #636363;

TR BEROT NIV OFEANORRAIZIE, RO EMEHL £,

% 5% . LOCAL DEFINITIONS DHRAY A X
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LOCAL DEFINITIONS 4 2 3>

84

label= label-name; color= color-name;
word= label-name; color= color-name;

color-name DfEIL, TF AN TELZBOARTEZIT 16 ERTELZBOMETT,
i, BEMERR T NIVICBEEMTSNET, IBESI N2 T NIVERELZEN T N)L
WWEENDHEIL. TXIVERERICH DL TENTVSENILTERMAELTE
IREINET, LFOMADFEIL, T > RUDY T MU 27> TIrhbilE
KR

BOMEIZDNTIL, 86 X—2 0D [ADE] 2SR TS, ADIREFIEICID
NWTIE, AETIEERITIIFHAL TWET A, #HMllE. /usr/openwin/share/man
FALZ PUIZHBXIG) DY aTINR—2FBRBLTLEE N, E5ICHLL
E XU R AT L -2 - HA R (VTN )TA T4 T3
1. 1993) @ Tho—f{E] Z2ZRLTIEI N,

13, ROETHHT DMEFRANHE > TTNIVERERICE D LY TENET, @
EMERALET AT by 7OH %K 5-2127x L £, PUBLIC. INTERNAL. B XN

NTK SALES DT —27 AR—ARY N2, HWIZEZD, EHED T —7 AR—AREY >
EBRLZEMEHFHALTNET,

[y (e vl g

File Manager — ts—ferrari—2—poly:test]

|— —e—
| el NFIDENTIAL : INTERNAL L

RESN=T—DAR—ZREY

5-2 COLORNAMES IC X B aD ™ ¢ > R TIXN)

BIEEDIEF
FARINTHAE N B AL, ROBANCHES TIRESNET,
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LOCAL DEFINITIONS & > 3 >

1.

1 DFEAIFEBEOAERRELZI 2 /S— M A2 FEEANTNILIZHIUE, RO
word= fEICBEEATH T S N=BOENFH N5,

EICBHEAT T 5N/ 2 /8= R A 2 REBRAR T NINIZIRWEE TS, IRIVAIC
—HT2H00HIUE, FTOIREL-ANFERINS,

IR —T 2 HONBENEEE. TNV EL THRIICHEE L=
label=fEICBHHEA T 5 NZ@NEHR I NS,

BAHFIZENE D YT ENTWRWEEIE. FUKBATORID T X)VITEID Y4
TonaRnEHIN5,

Bis-1 JEFHRANCHE S TED L TEN-A
ZOHITIE, SATLADBERIFIRDERD T,

label= u; color= green
label= c; color= blue
label= S; color= red;
word= B; color= orange;
label= TS; color= yellow;

label= TS SA; color= khaki;

RAIOFER, AILIRDEBDERREINET,

M TS KHATICED Y TENTNED T, TN TSAITHEDE R THERIN
%, HHI3,
FRIIZEBRAIBMEENRWRED ., AT DOITNINEIFE TERINS, HHl2,
BHEBNAL TP THBDT, CBEIMTOTNINEAL > TERRINS, HEI
Lo

UK D S NIVIREICR TEREINDS, T>A—FT4 > 77 71)V T, iEAB
WIREATT U TIRE RS R, HH 2,

Bls-2 AOE DB TRV T IVICEID LY TS5NSE

ZOFNIHATA ZRLTNWET, TSSAN TS BT E2EDMHE—D X)L THDDT,
IRV TS DBEFERITH—FTT, TsSsSA DBOERIZT—FICERINTVHET,

label= u; color= green
label= c; color= blue
label= S; color= red;
word= B; color= orange;

label= TS SA; color= khaki;
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Sun HL5REERE

EEAFET V)

BDfE

/usr/openwin/lib/rgb.txt 7 —4& X— A, AOAFIZIR, f&. BIUNEOMEICEH
LET, rgb.txt 77 1IVTIE, VA FOITRNIVICHHAT 0040 2SR TE
T 16 ERDBEDEBHERTEET,

EOMEDEREHRZHRICHATSLE, ROEBDTT,
s ADEICE ST, TOOERKT 508, . H (RGB) DEIGZEZIHETEET,

= RGBllZ. 0OMSFFETD 16 R Z 3 DMAEDLEDZ I LICE>THRETEE
T, TNEND 16 EFED, TORIZEENDR, . PIXUOFTOBRZRLET,

7= & Z03. HFE72 I RIE #FF0000, SFE7 k1T #00FF00. 72 & 1 #0000FF, FliF:
72 FI3 #FFFFFE, & L CHM /2 503 #000000 T9, SR,
/usr/openwin/share/man T4 L7 B UIZH S X11(5) DX a7 I R—I 2L
TLEE W,

s HETHEATESEORL. ROBERICKS>TIREDET,
s BORTEICHEHATELATY —DORE
s HI5—TL =20
s HI—VIIEHEHL TS I5147 > hDKK
s IO TV —2alNERAOR T =y TEFEHL TWSENE DN

BAGFHE S — R OFNIZDNTIE, £6-8ZZMLTLKZIW, AOEID Y TITDOWN
TlE, 87 R—=2 D IR PLREAICHAZEID Y TS 2R LTIEIN,

Sun ILRIEBEDZEE (fE¥E~ v )

86

1

B Bkl
A—H =T BTNV ERFTEBROT T AV FOEE |86 X—2D [T 7)) bOI—F—IR)VEHRET S
)V DOEDIEE 7 R—=TD TR BN EE VLTS
FRIWVEIWNT —DANY T —DHATIA X 88 X—2D [FN)NWENY =D T LNy F =4 %
R
v 77N —SNIVEEET S
o BEIC KB —>TeFa 5 —EHRERENRDET,

label encodings 7 7 1)L ZwREL T,

(T a—5 ¢ > 7 Otk (Bdit Encodings)] 77 > a > ZMHLUET., #EIL.
55 X—(® [abel encodings 7 7 1 IV E{EKT %) Z2ZH L T ZI W,
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Sun IRARMEBEDZEE (FE < v 7)

RO BHIC

1

LOCAL DEFINITIONS 24 3 3 > C. Default User Sensitivity Label TIREBITEIEL
ig_ﬁ

Default User Sensitivity Label= u;
Default User Clearance= c;

2SN EBRNORTFTANI—Y—INIVICEEBRZET,
ROFITIE. HLWE FMLTN) c DRI NET,

Default User Sensitivity Label= c;

A EREZBNOI - A LRICEETWA XY,
ROBITIE, #rLWEBA LR s 2VRENET,

Default User Clearance= s;

INIVPEAICEZEIVETS

BT ER/NRICE EDDITIE, FNDT T —2a > THRELZIENHS
REOAHTC 16 EBROBOEEZMHL X9, AICHTLIEEELT, T 740D
BOMEIIAEY —DHIRICE > TERENTNHET,

K —>ThFa) 5o —EREREN/RDET,

label encodings 7 7 A L ZiREL £ T

(T2 a—F ¢ > 7 Offi%k (EditEncodings)] 77 > a > ZMHHAL X9, FMI.
55 X—®D [abel encodings 7 7 T IVEIERRT 5] Z2ZRL T /ZI W,

COLORNAMES ©2 o 3E#RDITET,

COLOR NAMES:
label= Admin_Low; color= #bdbdbd;

label= Admin High; color= #636363;

BESIFZLICBRZEELET,

ZDOHITIE. #ATT REGISTERED IZ/RMNHEN D BT H5NE T, #&AF1T NEED_TO KNOW
SYSADM IZIZHENEID Y THNET,

label= REGISTERED; color= red;
label= NEED TO KNOW; color= blue;
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Sun HL5REERE

EEAFET V)

88

4

v
1B B HIIC

1

(BERATEE)E 4 D> /X— b AV FEADBEZEELET,

REDIZ/N—b A2 b2, TN L TH DA SRR ICKEIT %
IZid, NS OERICHIOBEZEID LT,

a. VAT ATHERAEGBORAZRELET,
ZEnE, O—HNVOBET—FRX—ZAITERINE T, FHIS,

/usr/openwin/share/man 7 4 L7 b UIZH S X11(5) DX Za T I R—T 2L
TLESW,

% grep Red /usr/openwin/1lib/X11/rgb.txt

255 69 0 OrangeRed

219 112 147 PaleVioletRed
139 0 0 DarkRed

b. BORAZEIUHTET.

word= EMGT; color= OrangeRed;

(BERATRE) SNILDBEEELE T,
ZOHITIE, £ MediumPurpled 78 7 ~N)UVIZEID {4 THNET,
label= NEED TO KNOW SYSADM; color= MediumPurple4;

SRIWVENGT—DHhSANY T —|ZERFIZ TS
Ky —> TV 5 —EHEEREC/ZDET,

label encodings 7 7 1)L ZHwREL £,

(L>a—F ¢ > 7 O (Edit Encodings) ] 77 > a > ZMHAL 9. HMlI3.
55 X—®D [label encodings 7 7 T IVEAERT %) Z2BRL T /Z3 W,

LOCAL DEFINITIONS 2% 2 3 > C [Classification Namel DITZEEL £ T,
DT ERDITIZE ST, ININEIWNY—DH T LN T —INERINET,
Classification Name= Classification;

Compartments Name= Sensitivity;

ALY T —([CHIDRAZEUHTET,
KRDOFIZ, label encodings.simple DT LNy F—TT,

Classification Name= Classification;
Compartments Name= Department;

Solaris Trusted Extensions 7 /N JLDE I - 2008 F 4 B



¢ o0 £ 6 =

. 3D = NI DO ETE

ZDETIL, EMHAEICBET 22O HEIZE ST T NIVOERIZDOWTHHL £
_g—

89 R—T D THHGDHYA MIBITFBE TN DERMDRER]

9 R—=TD TF )T 0 —OFE )

95 R—TD 5T X)L DOEEDDHT

BR—=ID [FR)DEy NOEF]

109 XR—2D [1abel encodings 7 7 IV DimE LA > A F—Ib)

116 R—=2D [FRIICEHTZ2I—Y—BLOT) > DHIE]

BROYA MMIEITDZNIVDOFREGDHESE

ROBIT T R)VEMEFHETT DB %Z, 1 DIT SecCompany tE & U E . HEDHIK
WHEZIRET 57280, SecCompany fEDIEHEFT TIX, BEEE DS NWET A —)L-LH
R3S % 3D T NV DO Z2 2 BICERB T TWET, 38D T,

BEEORWIRIZRDEBD TT,

m  SecCompany Confidential: Registered
m  SecCompany Confidential: Need To Know
m  SecCompany Confidential: Internal Use Only

EBEM T, élﬂ%T /25 4 DI N)VPublic DA HFRDTWET, Public TN
JVIZHIR 72 LIZ 72U TH B nTRE/R B HIc A L £ 97
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COMP(J | COMP(Z | COMP(J |COMP(Z |COMP(Q |COMP(J |COMP(J |COMP(J |COMP (>
CLASS (18 | > /X— b | /8= | 2S=b | 8=k [ X—= | 8=k | 28— b | 28— b [ /X=X
£F19) AVB) [ AV AVR) [ AVBR) [ AUR) | AR [ AVB) [ AVBR) | ) ER
REG EMGT ENG FIN HR LEGAL | MANU MKTG SALES | SYSADM AL, FHI NN
*
REG VIR T, BREL
=A% TIZE0 4T
%
NTK ENG ENG 7 )L —TIZEID Y
T
SYSADM AT NEBEITED
ENeE
U0 WEEBITEHDMT, B
K UNDAITEA LT=H
PUB EBICEID YT

* AT LIBITEEREMDOTINIVT, HEMOKBMTFEERSINZTRTOI
IN—hM A RREENTVET, HBENOEHLFAOTRTOBERICT V7V EATES
FIIWRWDT, ZHUd, I—Y—BalEPHICIIAD TR A, TDD. T OKAF

FIZIEZENDED B TRNTLZEI W,

REGISTERED #B T NIV TIEET D & &, I—Y—IdiF &N OERIZRHLTT 7
Y AHIBRT DTV AMERELET, 77 1ILT 7 AME 600 BN

FTALZRNUT OB AMET0OTT 7 AZHIBLET,

V=02 —KNIKDTUENF—D

ATIE]

SecCompany fEDIEBEMIX, U 2 NF—R—=TE ML —FR=JITROTF A
NEFRIBILENEZZTNET,

SecCompany Confidential:

B6E - HlHEBDSNILD

FTE

105



SR)IDEY FDEE

106

PRINTER BANNERS 7 2 3 > ZfEH L T, HIRIZ 3 7 OWE I NIVICE RSN LHEE
DAL= AL NI FERNEEET 2 ZENTEET, 2O aA—FT4 27
Tld. NEED TO KNOW A& AT 72N /)S— b A > b 2FEBET, ROEIT, HER
BRAZHEEELTHEEL, £ /8—RFMA 2 MIEID L TEHEERLTVRE
T HF ¥ FIVITNTK EWVWDHEFEZEID M TS &, PRINTERBANNERS 2777 3 3 > Dk
TIZRDES T N—TENEENET,

SecCompany Confidential: group-name

%6-6 SecCompanytLD 71 > & )NF—gFHE > —

TREAEY Ty NS — (FER). EEREL)
SECCOMPANY CONFIDENTIAL: ALL_DEPARTMENTS

SECCOMPANY CONFIDENTIAL: EXECUTIVE_MANAGEMENT_GROUP
SECCOMPANY CONFIDENTIAL: SALES

SECCOMPANY CONFIDENTIAL: FINANCE

SECCOMPANY CONFIDENTIAL: LEGAL

SECCOMPANY CONFIDENTIAL: MARKETING

SECCOMPANY CONFIDENTIAL: HUMAN_RESOURCES

SECCOMPANY CONFIDENTIAL: ENGINEERING

SECCOMPANY CONFIDENTIAL: MANUFACTURING

SECCOMPANY CONFIDENTIAL: SYSTEM_ADMINISTRATION
SECCOMPANY CONFIDENTIAL: PROJECT_TEAM

T—02—bhCELD5F v RIOFHE

SecCompany fEDIEBEMIL, U > HNF—X—=2 & b L —FRX=IJITROE D H
WHRREZRS B NEEZEZTVWET,

DISTRIBUTE ONLY TO group-name EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED)
ZODIE, ZOFDOTIN—=THIUREID L TENO LRI /N=h A
~Ew 7% CHANNELS 27 2 a > THID X TEJ, SecCompany fhid, T2 /8— kA
~EF X XNV OWHIZEC IV —THZ AT HEHETI,

F v FIVA DN < ZEFAIE TR U TRES N, F v VA DRITLS Sik
I THERERE) CLTHRESNE T, tFa U7 —EHEIY -7 — b THH
GELRNHZIREL XTI,
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SR)IDEy FDEE

#%6-7 SecCompany fLDF + X I)LENHE > — h

FEEATYE F v R

DISTRIBUTE_ONLY_TO EXECUTIVE_MANAGEMENT_GROUP EMPLOYEES (NON-DISCLOSURE_AGREEMENT_REQUIRED)
DISTRIBUTE_ONLY_TO SALES EMPLOYEES (NON-DISCLOSURE_AGREEMENT_REQUIRED)
DISTRIBUTE_ONLY_TO FINANCE EMPLOYEES (NON-DISCLOSURE_AGREEMENT_REQUIRED)
DISTRIBUTE_ONLY_TO LEGAL EMPLOYEES (NON-DISCLOSURE_AGREEMENT REQUIRED)
DISTRIBUTE_ONLY_TO MARKETING EMPLOYEES (NON-DISCLOSURE_AGREEMENT_REQUIRED)
DISTRIBUTE_ONLY_TO HUMAN_RESOURCES EMPLOYEES (NON-DISCLOSURE_AGREEMENT_REQUIRED)
DISTRIBUTE_ONLY_TO ENGINEERING EMPLOYEES (NON-DISCLOSURE_AGREEMENT_REQUIRED)
DISTRIBUTE_ONLY_TO MANUFACTURING EMPLOYEES (NON-DISCLOSURE_AGREEMENT_REQUIRED)
DISTRIBUTE_ONLY_TO SYSTEM_ADMINISTRATION EMPLOYEES (NON-DISCLOSURE_AGREEMENT_REQUIRED)
DISTRIBUTE_ONLY_TO PROJECT_TEAM EMPLOYEES (NON-DISCLOSURE_AGREEMENT_REQUIRED)

ORISR DB TAIDETE
KO F % B T HBBAH 0 £ T,

= minimun sensitivity label (Fx FPALDEE T X))
= minimum clearance (F N DFRA] _ER)
®  minimum protect as classification (Ex NLDOBEELRE DA

SecCompany fhid, EEBRNT R TOEREAAMER TN ZHHTEELOICLED
ELTWET, 51T, —HOMEEICPuBLICR ] ERZEID B TENDEDITL
IHELTWET, ZD7=®.  TIminimum sensitivity label (8 FMLOBEE T X)) ]
BEN Tminimum clearance (Fx FALDFR A LFR)] % PUBLIC IZEXET 2L ENH D F
T,

Mminimum protect as classification (fx ML DHEEREDKATT) M. 2 a 7 O
BTN ORBEOKMSTORDDIC, TV INF—R=TE L —FTR—VITH
JISANET, minimum protect as classification (B L DHEEREDHKATT) 13, E
BRO&R FMIOMITTRD HE<SHETEET. LAL. SecCompany fEDEM: T,
minimum protect as classification (B FLODHEELREDISATT) &2, FIRY a 7 OB
IR DOEBOKTEFICHELLTHZENFINTVWET, EFaUT 41—
EHFEIL, minimum sensitivity label (Fg FAZDOHER T X)L), minimum clearance (&
THALDFER] EBR), B X Dminimum protect as classification (Fx ML DHEEIRE DI
) 1Ml puBLIC ZHEE L £
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D—0 2 —hMILKDHEDE

FRNIWEHWT 4 > RUDO—FLICERRSINDEEIT, TNICHDHE TSN TN S
ENTERICERINET, XFIE. BREGEOBERICHLATERINET (Fi
B4 VRIS ATARES>TEEIND), 2O TEFa) 7 —EHEZ. T
7 4 ) h D label encodings 7 7 )V CTEH T N)VIZT TIZEID ¥ THEN TS A
FTOEEMHAL TNET, £LEMEIL. ROXITRT LT, PUBLIC IZHE.
INTERNAL USE ONLY [Z#&. NEED TO KNOW Z 3 &0 T NJUIZH (I 2 /S— h A > hDEWN
13 DK TXA]), REGISTERED IZHRZEID ¥ TTWVWET,

#6-8 SecCompany ft DK FTHE > —

ZRIVE LB (Llabel= F /=[S name=) &

ADMIN LOW #BDBDBD
PUBLIC o
INTERNAL USE ONLY A
NEED TO_ KNOW H
NEED TO KNOW EMGT #7FA9EB
NEED TO KNOW SALES #87CEFF
NEED TO KNOW FINANCE #00BFFF
NEED TO KNOW LEGAL #7885D0
NEED TO KNOW MKTG #7A67CD
NEED TO KNOW HR #7F7FFF
NEED TO KNOW ENG #007FFF
NEED TO KNOW MANU #0000BF
NEED TO KNOW PROJECT TEAM #9E7FFF
NEED TO KNOW SYSADM #5B85D0
NEED TO KNOW ALL #4D658D
NEED TO KNOW SYSADM #5B85D0
REGISTERED 7R

ADMIN HIGH #636363
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label_encodings 7 7 A ILDIREEA VA M=)l

label encodings 7 7 A ILDIREEA VA =)L

AAR=ITF—ALIE, 12> A=) L7z label encodings 7 7 -1 JLOHIR I E—3F
EF I aE—2ERLET, 2OaE—IL. EFaU T —EHEFERIN
RETHHLNWN=—2a D7 7 1IVICHERH D5 EITHEHA L X7,

tFaU T —EFHEREIL, TFARNITT 4 ¥ %> T label encodings 7 7 1 )
EERL. TZ>a—F 1 > 7 OMAE (Check Encodings)] 77 3 > &ff->T
TyANERELET, 77 1IN [Z0—F 4 227 DA (Check Encodings)]
T arOREBICEKRTDLHE, FILWIT 7y AN EA A N—IVTENEINER
RWTEET, vFaU 70 —EFHEHEEHDA AN ERINTSHE, [Z20—
T4 27 DA (Check Encodings)] 77> a Il o THEDN—a > D

label encodings 7 7 1 VNN 77w 7 &3, #i L) label encodings 7 7 -1 LY
ERR SN E 7,

N—a DT aA—T 408

ROBNT, #4. Y1 MV, N—=2a > &F, BEOHAMZEZEE L/, VERSION DX
FHITT,

#l6-3 SecCompany 1 VERSION T2~ 1J

VERSION= SecCompany, Inc. Example Version - 2.2 00/04/18

IO A—FT 40

ROFENL, £6-2. £6-3. BLUE 6-4 1R L 7z SecCompany T DEAF 1T LAl E
&N 7=, CLASSIFICATIONS %7 3 > T79,

#l6-4 SecCompany f1:(D CLASSIFICATIONS 7/ 2 3 >
CLASSIFICATIONS:

name= PUBLIC; sname= PUBLIC; value= 1;

name= INTERNAL USE ONLY; sname= INTERNAL; aname= INTERNAL; value= 4;
name= NEED TO KNOW; sname= NEED TO KNOW; aname= NEED TO KNOW; value= 5;
name= REGISTERED; sname= REGISTERED; aname= REGISTERED; value= 6;

FE-BATIE. ATy () RaA R OIRERHLRNWTSZI W0, BT &
TR BIEICHEEE L £7,
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label encodings 7 7 A ILDIREEA VA =)L

1 = i ~ —_— ~ >
WE2SN)OITA—T 48
#6-3DAN—FAFNDIL>A—T 4 > T EROPNIIRLET, TXRNIVITHHE
HAGDOLDEBIHAGOEHFIZH 0 R A,

#l6-5 SecCompany £1:0D SENSITIVITY LABELS 2727 3 3 > (D WORDS
SENSITIVITY LABELS:
WORDS :

name= ALL DEPARTMENTS; sname= ALL; compartments= 11-20;

minclass= NEED TO KNOW;

name= EXECUTIVE MGT GROUP; sname= EMGT; compartments= 11;

minclass= NEED TO KNOW;

name= SALES; sname= SALES; compartments= 12;

minclass= NEED_TO_KNOW;

name= FINANCE; sname= FINANCE; compartments= 13;

minclass= NEED _TO KNOW;

name= LEGAL; sname= LEGAL; compartments= 14;

minclass= NEED _TO KNOW;

name= MARKETING; sname= MKTG; compartments= 15 20; minclass= NEED TO KNOW;
name= HUMAN RESOURCES; sname= HR; compartments= 16; minclass= NEED TO KNOW;
name= ENGINEERING; sname= ENG; compartments= 17 20; minclass= NEED TO KNOW;
name= MANUFACTURING; sname= MANUFACTURING; compartments= 18;

minclass= NEED TO KNOW;

name= SYSTEM ADMINISTRATION; sname= SYSADM; compartments= 19;

minclass= NEED_TO KNOW;

name= PROJECT TEAM; sname= P_TEAM; compartments= 20; minclass= NEED TO_KNOW;

REQUIRED COMBINATIONS:

COMBINATION CONSTRAINTS:

== — > ~ f— ~ -~
BREON)INDOIL > A—T 4 U

HRITNINSFHEINERAD, Ty MINT>aA—T 4 > TREICEKRT 5720
IZ1d. INFORMATION LABELS: WORDS: 277 2 a VIC(EZIRET HAHENH D ET,

Fa )T —EEERINT, KROBNTRT XL DIT, SENSITIVITY LABELS: WORDS: 277
Ta pEaZEIE—LET,

#l6-6 SecCompany £1:0D INFORMATION LABELS 227 3 3 > (D WORDS
INFORMATION LABELS:

WORDS :
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#l6-6 SecCompany £1:0D INFORMATION LABELS 277 > 3 > (D WORDS (FEE)

name= ALL DEPARTMENTS; sname= ALL; compartments= 11-20;

minclass= NEED TO KNOW;

name= EXECUTIVE MGT GROUP; sname= EMGT; compartments= 11;

minclass= NEED TO_KNOW;

name= SALES; sname= SALES; compartments= 12;

minclass= NEED TO KNOW;

name= FINANCE; sname= FINANCE; compartments= 13;

minclass= NEED TO KNOW;

name= LEGAL; sname= LEGAL; compartments= 14;

minclass= NEED TO KNOW;

name= MARKETING; sname= MKTG; compartments= 15 20; minclass= NEED TO KNOW;
name= HUMAN RESOURCES; sname= HR; compartments= 16; minclass= NEED TO KNOW;
name= ENGINEERING; sname= ENG; compartments= 17 20; minclass= NEED TO KNOW;
name= MANUFACTURING; sname= MANUFACTURING; compartments= 18;

minclass= NEED TO_KNOW;

name= SYSTEM ADMINISTRATION; sname= SYSADM; compartments= 19;

minclass= NEED TO KNOW;

name= PROJECT TEAM; sname= P_TEAM; compartments= 20; minclass= NEED TO KNOW;

REQUIRED COMBINATIONS:

COMBINATION CONSTRAINTS:

e FPROTO—FT 4 Y

A ERROFERIIHEE T NV OFER EF U720 T, ROFIOFERIH] 6-5 DR &
FLCTY,

#l6-7 SecCompany f1:(D CLEARANCES 2 7 > =1 > (D WORDS
CLEARANCES :
WORDS :

name= ALL DEPARTMENTS; sname= ALL; compartments= 11-20; minclass= NEED TO KNOW;
name= EXECUTIVE_MANAGEMENT GROUP; sname= EMGT; compartments= 11;

minclass= NEED TO_KNOW;

name= SALES; sname= SALES; compartments= 12; minclass= NEED TO KNOW;

name= FINANCE; sname= FINANCE; compartments= 13; minclass= NEED TO KNOW;

name= LEGAL; sname= LEGAL; compartments= 14; minclass= NEED TO KNOW;

name= MARKETING; sname= MKTG; compartments= 15 20; minclass= NEED TO KNOW;
name= HUMAN RESOURCES; sname= HR; compartments= 16; minclass= NEED TO KNOW;
name= ENGINEERING; sname= ENG; compartments= 17 20; minclass= NEED TO KNOW;
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#l6-7 SecCompany £:(D CLEARANCES 227 2 3 > (D WORDS )

name= MANUFACTURING; sname= MANUFACTURING; compartments= 18; minclass= NEED TO KNOW;
name= SYSTEM ADMINISTRATION; sname= SYSADM; compartments= 19; minclass= NEED TO KNOW;
name= PROJECT_TEAM; sname= P_TEAM; compartments= 20;

minclass= NEED TO KNOW;

REQUIRED COMBINATIONS:

COMBINATION CONSTRAINTS:

Fvr)OT A—FT 45

ZOHNE, FNV—T%/a2 )= A NZERZIDOF XY RN TIZ o A—T 4 27
INTNWET, &F ¥ #JLIL. SENSITIVITY LABELS: WORDS: 227 a3 > D> /8— b
A2 REAIZEDSTENTVSEDOERLCI/S—MANEY FE#HL £,
FEEEEEIS DISTRIBUTE ONLY TO & L TER SN TWE T, BEREEEIL. (NON-DISCLOSURE
AGREEMENT REQUIRED) & L TERINTWVET,

DISTRIBUTE ONLY TO group-name (NON-DISCLOSURE AGREEMENT REQUIRED)

ROBNFTF v FIAREICE 5T MOFWERE 7 > a3 2 B OFE AR
SNET.

F-ROBNTRT EDIT, HHEEEEERIEIEY > a > OFETEERELET, T
IN— R A NMEIFNHIZEODSTENER A, HHEEEEERRZFEHAL TFy R
EEHLET,

fl6-8 SecCompany ££:(D CHANNELS 277 3 5 > (D WORDS

CHANNELS:

WORDS :

name= DISTRIBUTE ONLY TO; prefix;

name= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);
suffix;

name= EXECUTIVE MANAGEMENT GROUP;

prefix= DISTRIBUTE ONLY TO; compartments= 11;

suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);

name= SALES; prefix= DISTRIBUTE ONLY TO; compartments= 12;
suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);

name= FINANCE; prefix= DISTRIBUTE ONLY TO; compartments= 13;
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fil6-8 SecCompany £1:(D CHANNELS 277 3 = > D WORDS (&)

suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);
name= LEGAL; prefix= DISTRIBUTE ONLY TO; compartments= 14;
suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);
name= MARKETING; prefix= DISTRIBUTE ONLY TO;

compartments= 15 20;

suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);
name= HUMAN RESOURCES; prefix= DISTRIBUTE ONLY TO;
compartments= 16;

suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);
name= ENGINEERING; prefix= DISTRIBUTE ONLY TO;
compartments= 17 20;

suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);
name= MANUFACTURING; prefix= DISTRIBUTE_ONLY TO;
compartments= 18;

suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);
name= SYSTEM ADMINISTRATION; prefix= DISTRIBUTE ONLY TO;
compartments= 19;

suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);
name= PROJECT TEAM; prefix= DISTRIBUTE ONLY TO; compartments= 20;
suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);

TJUENF—DITA—T 420

F- [T NF—] WS AEEIL. label encodings 7 7 1 )V TR B K 2
HEd, TUHNF—IE ZUCEEM T SNAZT =AM aTDT
NIVIZHREINTWD EZIZT ) DI NF—R=DICHEKRINDZLFHOZ & T
—g-‘o

ROEXHITTY I NF—ZIBET S E, HFE/RFEH)DY PRINTER BANNERS 277 > 3 >~
WHERENET, NF—XR=TJDHFE, K425 T ZE 0,

FE-ROFNTRT DI, BHEIE 7 a > OFETERELET, JOFERICIE
A2/)N—F A EINRED LTSN TWERA,

#6-9 SecCompany f1:(D PRINTER BANNERS 277 2 = > (D WORDS

PRINTER BANNERS:

WORDS :

HE6E . FlIABD T NILDETE 113



label encodings 7 7 A ILDIREEA VA =)L

gk

#l6-9 SecCompany £:(D PRINTER BANNERS 277 2 5 > (D WORDS (FE)

name= COMPANY CONFIDENTIAL:; prefix;

name= ALL DEPARTMENTS; prefix= COMPANY CONFIDENTIAL:;
suffix=(NON-DISCLOSURE AGREEMENT REQUIRED); compartments= 11-20;
name= EXECUTIVE MANAGEMENT GROUP; prefix= COMPANY CONFIDENTIAL:;
suffix=(NON-DISCLOSURE AGREEMENT REQUIRED); compartments= 11;
name= SALES; prefix= COMPANY CONFIDENTIAL:;
suffix=(NON-DISCLOSURE AGREEMENT REQUIRED); compartments= 12;
name= FINANCE; prefix= COMPANY CONFIDENTIAL:;
suffix=(NON-DISCLOSURE AGREEMENT REQUIRED); compartments= 13;
name= LEGAL; prefix= COMPANY CONFIDENTIAL:;
suffix=(NON-DISCLOSURE AGREEMENT REQUIRED); compartments= 14;
name= MARKETING; prefix= COMPANY CONFIDENTIAL:;
suffix=(NON-DISCLOSURE AGREEMENT REQUIRED); compartments= 15 20;
name= HUMAN_RESOURCES; prefix= COMPANY CONFIDENTIAL:;
suffix=(NON-DISCLOSURE AGREEMENT REQUIRED); compartments= 16;
name= ENGINEERING; prefix= COMPANY CONFIDENTIAL:;
suffix=(NON-DISCLOSURE AGREEMENT REQUIRED); compartments= 17 20;
name= MANUFACTURING; prefix= COMPANY CONFIDENTIAL:;
suffix=(NON-DISCLOSURE AGREEMENT REQUIRED); compartments= 18;
name= SYSTEM ADMINISTRATION; prefix= COMPANY CONFIDENTIAL:;
suffix=(NON-DISCLOSURE AGREEMENT REQUIRED); compartments= 19;
name= PROJECT TEAM; prefix= COMPANY CONFIDENTIAL:;
suffix=(NON-DISCLOSURE AGREEMENT REQUIRED); compartments= 20;

nruT%E.@I 11— T’f ez

% 6-3 DHAEDLEHIK., BLR107 R—2 D [FRAIHIPH O FALOFHEH | O
minimum clearance (B FALDFER] _EBR). minimum sensitivity label (& FALDHEE 5
AJV). minimum protect as classification (fx ML DHEERTE DAL 1X. KOHI
|27 9 ACCREDITATIONRANGE: 7 >3 > CL>d—F 4 > 7 3NFET, PUBLIC BXL
TNINTERNAL USE ONLY [Z. WIHND I /S—h A REH, 1 DD TRIVNTHAS
bEINENEKDITEFHEL EJ . NEED To KNow 1T, FEEOHAGHLED I > /S— K A
ShELIDDITRIVNTHBAEDES ZENTES LS ICEHL £, REGISTERED
1d., A= hAREEBITFERINBNIDICEELET,

#16-10 SecCompany #£:0D ACCREDITATION RANGE &7/ 2 3 >
ACCREDITATION RANGE:
classification= PUBLIC; only valid compartment combinations:

PUBLIC
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==

il 6-10 SecCompany k(D ACCREDITATION RANGE 277 2 3 > (FEZ)

classification= INTERNAL USE ONLY; only valid compartment combinations:
INTERNAL

classification= NEED TO KNOW; all compartment combinations valid;
classification= REGISTERED; only valid compartment combinations:
REGISTERED

minimum clearance= PUBLIC;

minimum sensitivity label= PUBLIC;
minimum protect as classification= PUBLIC;

O—AIEEDOIT>OA—T 45

SecCompany f1:/, LOCAL DEFINITIONS &7 3 a3 ZHA M T ANy ¥ =B A%
I>a—54>JLF97,

FNIVEIWNWSY—DhoT ANy —DILA—
TA D
FRIIVEINY—E, TRINERETDHEOH D EZFINTERINET., KROH

iE TN ENY —DBRMITABEIOIIN— A MO T 74 MEDOEH %
~LET,

#6-11 SecCompany £ label encodings 7 7 1 LD\ w7 —

ROPHZE, TNIVENT —DH T LNy F—DELEZERLET ., SecCompany 1D
tFa) T —EFHERENIO N MA N EEBELE L,

Classification Name= Classification;
Compartments Name= Department;

B2OIdA—FT4 0
Ble-12 THEHAIN TS H/IT. £6-8DT—T L — "M ESELNTWET,
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SNNVICET 22— —BLVTY D

#l6-12 SecCompany £ COLORNAMES 277 > 3 >

COLOR NAMES:

label= Admin_Low;
label=
label=
label=
label=
label=
label=
label=
label=
label=
label=
label=
label=
label=
label=
label=

PUBLIC;

NEED TO KNOW;
NEED_TO_KNOW
NEED_TO_KNOW
NEED_TO_KNOW
NEED TO KNOW
NEED TO KNOW
NEED TO_KNOW
NEED_TO_KNOW
NEED TO KNOW
NEED TO KNOW
NEED TO KNOW
NEED_TO_KNOW
REGISTERED;

label= Admin_High;

*

* End of local

ZNICET 23— —

INTERNAL USE

color= #bdbdbd;

color= green;
ONLY; color= yellow;

color= blue;
EMGT; color= #7FA9EB;
SALES; color= #87CEFF;
FINANCE; color= #0Q0BFFF;
LEGAL; color= #7885D0;
MKTG; color= #7A67CD;
HR; color= #7F7FFF;
ENG; color= #007FFF;
MANUFACTURING; color= #0Q000BF;
PROJECT TEAM; color= #9E7FFF;
SYSADM; color= #5B85D0;
ALL; color= #4D658D;
color= red;

color= #636363;

site definitions

=/Lr=.

RO WAV ADE ¥

FTRIFOREZ, 21— —BXOTY FITBNWTETINLIHLENH D £

ER
A—Y—=THI > %

==

AX AE

ToHEG, kFa )7 —EHEREITTXTOI—

P—ITHL TRERET DHENDH D X,

i G 78l _ERR

21— —FR A LR O E
LTLZE N,

ZHa

EZRIN

FROF ] 72
SIS S AN AR 2
Z RV DFRIFEFR

EoliES

WZCOWTIE, 104 R—20 D=7 — Mk Bi0 k

ISolaris Trusted Extensions EFEDFNEI D [Solaris EFE 2 >/ —)L TD L —

H— EHERIOER (1B~ v 7)) Z2BIRLTZI N,

116

Solaris Trusted Extensions 7 /N JLDE I - 2008 F 4 B



SNNVICET 22— —BLVTY VI DRE

¥ T —EFEHELRENL, BRMEDCTNUSTTENESIMEHNAYIA X
T&EFE9J, FIEITDWTIL, TSolaris Trusted Extensions B D FNE] D [Trusted
Extensions COHIRIOEH (1E¥~ v 7)) 2B L T /Z3 W,
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¢ o0 T & A

NNV A—=FT 4207 74IDY >
I

ZOFHERTIE. 56 EOBIN S FIE S B /zlabel_encodings DY > TV T v A )L EELD
kT,

AFEINR—F AT B

DY TN T 7 AV, RD4DDKRAITNH D FT,

PUBLIC
INTERNAL USE ONLY
NEED_TO KNOW
REGISTERED

ZOETIVTIE, puBLICIE. > —Fv NEBREICHHAT 8% Z X)L TT,
INTERNAL USE ONLY [d. fEPNIEE I T 28% 5 )L TT,

B2 TIVT 7 A IV TIE. NEED_TO KNOW A& FF 1T ZREFD I R)VICEITRREI NS K1
AN —MAREERLTNWET, ZOY 2TV Ty IV TRERE, INLEN
A —GUI DT 7 # ) RNEBEA]D Comps % Departments ICAET 5L HITHEL TWE

@—0

NEED TO KNOW DI > /X— K A > MZIE, ROKOBHDONH D £7,

ALL_DEPARTMENTS

ALL_DEPARTMENTS 11> /X— K A > RgEMIE, ELEINTNWHI2/N—h Ak
Ey MTRTEH COHFITHEMEI N, TNV ENY—DYDHZ A1 v TF &
L THREL £ 9

EXECUTIVE MGT GROUP

SALES

FINANCE

LEGAL
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label encodings.example 7 7 A Jl

= MARKETING

= HUMAN_RESOURCES

= ENGINEERING

= MANUFACTURING

= SYSTEM ADMINISTRATION
= PROJECT_TEAM

PROJECT TEAM . BEJE 12 ENGINEERING & MARKETING D 5L O FALICH D T,
ZOMEEIZE > T, NEED TO KNOW ENGINEERING > NEED TO KNOW MARKETING C{EZ
L TWa B, NEED TO KNOW PROJECT TEAM T N)LD T 7 1) i T L1d T
ETH, HEEAATTEEE A,

label encodings.example 7 7 1 JU

120

ZDON—2 3 i3, BEEN—2a > EADLERDET,

= CIPSO T NIVEEMEMESN TN S,
» ZOXZaTIVOBNZEDE T, 848 [proprietary] HIFRSN TS,
= CMW T N)VDOFERDPHIBRE N TN S,

* ident "@(#)label encodings.example 5.13 06/08/04 SMI"

* Copyright 2006 Sun Microsystems, Inc. All rights reserved.
Use is subject to license terms.

This version of the label encodings file encodes the Sun
confidential labels that are required by Sun’s

* legal and information protection departments. The prefix

COMPANY is omitted from the labels for

brevity. This encodings includes some example department

* names that can be used for controlling access to information

* across department boundaries. Commercial sites with different

* requirements can copy this file and change the definitions to suit.

* This example shows how to specify labels that meet an actual
site’s legal information protection requirements for
labeling email and printer output. These labels can also

be used to enforce mandatory access control checks that are
based on user clearance labels, and on labels on files

* and directories.

* ¥ ¥

*

VERSION= Sun Microsystems, Inc. Example Version - 5.13 06/08/04
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label encodings.example 7 7 4 )

* WARNING: If CIPSO Tag Type 1 network labels are to be used:

*

* a) ALl CLASSIFICATIONS values must be less than or equal to 255.
* b) A1l COMPARTMENTS bits must be less than or equal to 239.

*

CLASSIFICATIONS:

name= PUBLIC; sname= PUBLIC; value= 1;

name= INTERNAL USE ONLY; sname= INTERNAL; aname= INTERNAL; value= 4;
name= NEED TO KNOW; sname= NEED_TO KNOW; aname= NEED TO KNOW; value= 5;
name= REGISTERED; sname= REGISTERED; aname= REGISTERED; value= 6;

INFORMATION LABELS:
WORDS :

name= SYSTEM ADMINISTRATION; sname= SYSADM; compartments= 19;
minclass= NEED TO KNOW;

name= MANUFACTURING; sname= MANUFACTURING; compartments= 18;
minclass= NEED TO KNOW;

name= ENGINEERING; sname= ENG; compartments= 17 20;
minclass= NEED TO KNOW;

name= HUMAN_RESOURCES; sname= HR; compartments= 16;
minclass= NEED_TO_KNOW;

name= MARKETING; sname= MRKTG; compartments= 15 20;
minclass= NEED TO KNOW;

name= LEGAL; sname= LEGAL; compartments= 14;

minclass= NEED TO KNOW;

name= FINANCE; sname= FINANCE; compartments= 13;

minclass= NEED TO KNOW;

name= SALES; sname= SALES; compartments= 12;

minclass= NEED TO_ KNOW;

name= EXECUTIVE MGMNT GROUP; sname= EMG; compartments= 11;
minclass= NEED TO KNOW;

name= ALL DEPARTMENTS; sname= ALL; compartments= 11-20;
minclass= NEED TO_KNOW;

name= PROJECT TEAM; sname= P_TEAM; compartments= 20;
minclass= NEED TO KNOW;

REQUIRED COMBINATIONS:
COMBINATION CONSTRAINTS:

SENSITIVITY LABELS:
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WORDS :

name= ALL DEPARTMENTS; sname= ALL; compartments= 11-20;
minclass= NEED TO KNOW;

name= EXECUTIVE MGMNT GROUP; sname= EMG; compartments= 11;
minclass= NEED TO KNOW;

name= SALES; sname= SALES; compartments= 12;

minclass= NEED TO KNOW;

name= FINANCE; sname= FINANCE; compartments= 13;

minclass= NEED_TO KNOW;

name= LEGAL; sname= LEGAL; compartments= 14;

minclass= NEED_TO_ KNOW;

name= MARKETING; sname= MRKTG; compartments= 15 20;
minclass= NEED_TO_ KNOW;

name= HUMAN_RESOURCES; sname= HR; compartments= 16;
minclass= NEED_TO_ KNOW;

name= ENGINEERING; sname= ENG; compartments= 17 20;
minclass= NEED_TO KNOW;

name= MANUFACTURING; sname= MANUFACTURING; compartments= 18;
minclass= NEED_TO KNOW;

name= SYSTEM ADMINISTRATION; sname= SYSADM; compartments= 19;
minclass= NEED TO KNOW;

name= PROJECT_TEAM; sname= P_TEAM; compartments= 20;
minclass= NEED_TO_ KNOW;

REQUIRED COMBINATIONS:
COMBINATION CONSTRAINTS:
CLEARANCES:

WORDS :

name= ALL DEPARTMENTS; sname= ALL; compartments= 11-20;
minclass= NEED_TO KNOW;

name= EXECUTIVE MANAGEMENT GROUP; sname= EMG; compartments= 11;
minclass= NEED TO KNOW;

name= SALES; sname= SALES; compartments= 12;

minclass= NEED_TO_ KNOW;

name= FINANCE; sname= FINANCE; compartments= 13;
minclass= NEED TO KNOW;

name= LEGAL; sname= LEGAL; compartments= 14;

minclass= NEED_TO_ KNOW;

name= MARKETING; sname= MRKTG; compartments= 15 20;
minclass= NEED _TO KNOW;

name= HUMAN_ RESOURCES; sname= HR; compartments= 16;
minclass= NEED TO KNOW;

name= ENGINEERING; sname= ENG; compartments= 17 20;
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minclass= NEED_TO_KNOW;

name= MANUFACTURING; sname= MANUFACTURING; compartments= 18;
minclass= NEED TO KNOW;

name= SYSTEM ADMINISTRATION; sname= SYSADM; compartments= 19;
minclass= NEED TO KNOW;

name= PROJECT TEAM; sname= P _TEAM; compartments= 20;
minclass= NEED TO KNOW;

REQUIRED COMBINATIONS:
COMBINATION CONSTRAINTS:
CHANNELS::

WORDS :

name= DISTRIBUTE ONLY TO; prefix;
name= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);
suffix;

name= EXECUTIVE MANAGEMENT GROUP;

prefix= DISTRIBUTE ONLY TO; compartments= 11;

suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);
name= SALES; prefix= DISTRIBUTE ONLY TO; compartments= 12;
suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);
name= FINANCE; prefix= DISTRIBUTE ONLY TO; compartments= 13;
suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);
name= LEGAL; prefix= DISTRIBUTE ONLY TO; compartments= 14;
suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);
name= MARKETING; prefix= DISTRIBUTE ONLY TO;

compartments= 15 20;

suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);
name= HUMAN_ RESOURCES; prefix= DISTRIBUTE ONLY TO;
compartments= 16;

suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);
name= ENGINEERING; prefix= DISTRIBUTE ONLY TO;
compartments= 17 20;

suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);
name= MANUFACTURING; prefix= DISTRIBUTE ONLY TO;
compartments= 18;

suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);
name= SYSTEM ADMINISTRATION; prefix= DISTRIBUTE ONLY TO;
compartments= 19;

suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);
name= PROJECT TEAM; prefix= DISTRIBUTE ONLY TO; compartments= 20;
suffix= EMPLOYEES (NON-DISCLOSURE AGREEMENT REQUIRED);

PRINTER BANNERS:
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WORDS :
name= CONFIDENTIAL:; prefix;

name= ALL DEPARTMENTS;

prefix= CONFIDENTIAL:;
compartments= 11-20;

name= EXECUTIVE_MANAGEMENT_GROUP;
prefix= CONFIDENTIAL:;
compartments= 11;

name= SALES; prefix= CONFIDENTIAL:;
compartments= 12;

name= FINANCE; prefix= CONFIDENTIAL:;
compartments= 13;

name= LEGAL; prefix= CONFIDENTIAL:;
compartments= 14;

name= MARKETING; prefix= CONFIDENTIAL:;
compartments= 15 20;

name= HUMAN RESOURCES;

prefix= CONFIDENTIAL:;
compartments= 16;

name= ENGINEERING;

prefix= CONFIDENTIAL:;
compartments= 17 20;

name= MANUFACTURING;

prefix= CONFIDENTIAL:;
compartments= 18;

name= SYSTEM ADMINISTRATION;
prefix= CONFIDENTIAL:;
compartments= 19;

name= PROJECT TEAM;

prefix= CONFIDENTIAL:;
compartments= 20;

ACCREDITATION RANGE:

classification= PUBLIC; only valid compartment combinations:

PUBLIC

classification= INTERNAL USE ONLY; only valid compartment combinations:
INTERNAL

classification= NEED TO KNOW; all compartment combinations valid;

classification= REGISTERED; only valid compartment combinations:
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REGISTERED

minimum clearance= PUBLIC;
minimum sensitivity label= PUBLIC;
minimum protect as classification= PUBLIC;

*

* Local site definitions and locally configurable options.

*

LOCAL DEFINITIONS:

Classification Name= Classification;
Compartments Name= Departments;

Default User Sensitivity Label= public;
Default User Clearance= public;

COLOR NAMES:

label=

label=
label=
label=
label=
label=
label=
label=
label=
label=
label=
label=
label=
label=
label=
label=

label=

*

Admin Low;

PUBLIC;

INTERNAL USE

NEED_TO_KNOW;
NEED_TO KNOW
NEED TO KNOW
NEED_TO KNOW
NEED_TO_KNOW
NEED TO KNOW
NEED TO KNOW
NEED_TO_KNOW
NEED_TO_KNOW
NEED TO KNOW
NEED TO KNOW
NEED_TO_KNOW
REGISTERED;

Admin_High;

color= #bdbdbd;

color= green;

ONLY; color= yellow;
color= blue;
EMG; color= #7FA9EB;
SALES; color= #87CEFF;
FINANCE; color= #0Q0BFFF;
LEGAL; color= #7885D0;
MRKTG; color= #7A67CD;
HR; color= #7F7FFF;
ENG; color= #007FFF;
MANUFACTURING; color= #0000BF;
PROJECT TEAM; color= #9E7FFF;
SYSADM; color= #5B85D0;
ALL; color= #4D658D;
color= red;

color= #636363;

* End of local site definitions

*
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A CLEARANCES &7 > 3 >~
ACCREDITATION RANGE F—177— R, 48 A, 48
ACCREDITATION RANGE 27 2 3 > #l, 111-112
SEHH, 48 COLOR NAMES 7 > 3 >
#l, 114-115 FEHE S — K, 108
ADMIN HIGH T \)L WA, 46,83-86
KA fE, 49 B, 115-116
BAEIZ RS, 21 COMBINATION CONSTRAINTS F—"77— K, 48
ADMIN Low = ~JL CONFIDENTIAL: INTERNAL USE ONLY 7 \)b, 54, 95
HAHE, 49 CONFIDENTIAL: NEED TO KNOW T X\)b
BT, 21 A1, 95-96 o
aname= & 1T F—"7—F, 50 A9 27—, 96-97

CONFIDENTIAL: REGISTERED T N\ )l
DAC R DB, 101

5, 96
C
CHANNELS F+—7 — I, 48
CHANNELS 777 3 > E
=MH
;;S)ﬂiéiw /etc/security/tsol T4 L7 KU, 42
CIPSO (Common IP Security Option), [CIPSO 7\
v =5
CIPSO T )L G
label encodings 7 7 1 JL D45, 120-125 GFl 7 7 1)L
ﬁﬁ;ﬁ’ 21 Jetc/security/tsol T4 L 27 M1, 42
BR, 21 Lo, 44-46

NI a—T4 27, 63
CLASSIFICATIONS &7 3 »
A, 47
B, 109-110 |
CLEARANCES ¥— 7 — R, 48 INFORMATION LABELS F+— 7 — R, 48
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INFORMATION LABELS &7 3 >~
#iBH, 48
#l, 110-111
initial compartments= #&ffiFF—"7— R, 50

L
label encodings.example 77 7 )b, 42,120-125
label _encodings.gfi.multi 7 7 -1 ), 42
label encodings.gfi.single 7 7 1), 42
label encodings.multi 7 7 1), 42
label encodings.simple 7 7 1), 42,43-44
label encodings.single 7 7 -1 )b, 42
label encodings 7 7 -1 )V
CHANNELS &7 2 a >, 71,76
GFIL> d—F 4 > 7129 % Sun DILIRKE
HE, 46
LOCAL DEFINITIONS &2 > a3 >, 81-86
77 AR OFER], 68-69
BOL>a—T 4 27D, 108
KA1 % DRESC, 49-54
BATOF—T—F, 49-51
AT OB, 50
P B IR E DA, 68-69
AT, 37-42
W3, 47-54
A DJEZE, 48-49
ERR DB, 98
PR OBHI, 89-117
FBH, 42-46
PRffN—3 >, 42-46
FIHIVRIN—23 >, 42-46
KEBHFE— T X)VN— 3 >, 45-46
KEBFFIN— 3 >, 44-46
KEBIF<IVF S R))N— 3 >, 45
T NIV DEDIETE, 83-86,87
U, 42-46
#il, 119
label encodings 7 7 1 )LV DHESL, 47-54
LOCAL DEFINITIONS F—"7— R, 48
LOCAL DEFINITIONS &7 2 3 >~
GFIL>>a—F 4 7771 )VIZEBM, 46
AiBH, 48,81-86
i, 115

N
name= #&AH 1T F—"T— R, 49

P
PostScript 7 7 -f )L DEIRIZEE, 100-101
PRINTER BANNERS F—7/— R, 48
PRINTER BANNERS &7 2 3 >

AiBA, 48

#il, 113-114

R
REQUIRED COMBINATIONS F—"7— I, 48
rgb.txt 7 71 )b, 86

S
SENSITIVITY LABELS F—7— K, 48
SENSITIVITY LABELS &7 I 3 >
AibH, 48
#il, 110
sname= #Af T F—T— R, 50
Sun JLIRMERED A (TE¥< v ), 86-88
Sun DYEAEMERE, TLOCAL DEFINITIONS 2727
Tar| =5
sys_trans label 5ibE, 35

T
tsol separator.ps 7 7 -1 )b, 68

U

/usr/1ib/1p/postscript/tsol separator.ps
771, 68

/usr/openwin/lib/rgb.txt 7 7 1), 86
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\'}
value= #fH1FF—T7— R, 50
VERSION= F¥—7T— I, 47
VERSION 7 2 3 >~

FBH, 47

%, 109

w
WORDS F+—"— X, 48

%)
VAN

tw g CHIEH, 29-31

T N)VEIPH O, 26-27

Z R)VEIFH O, 27
7 7 ABHEDFER], ERFEH, 68-69
7 77 2 Al

T RIVEFIZ L D, 19-20

B, 21
T 7 ADBRE, T )OI, 20-21
&

¥eAFUF, 49

BT, 49

a2)X—KF A2, 53

1, 86
BEOEE R D5, 88
FR)VTOMAICEET 281, 84-86
FRIVIZHT BHIEE, 83-86
J—27 —~DOfF], 108
E|D YT, 87-88

Eill, [0 >~ =50

FiflY a 7 TotFa) 54 —FTF A D%
EE~ v ), 76-79

A 2 N— AFEA), ERIB A, 51-52

A
IT>3d—54 > 771)l, Mabel encodings
Ty SR

)
AT
BODIEE, 87
EIRIDIL—)b, 69
F—T— R, 49-51
SHE O, 99
W&, 49-54
RREL, 21,49
fl, 49
PR DB, 95-97
AL, 49
FRI)WEWNY —=DH T LN T —DE
T, 82-83
AT DF—T7— R, 49-51
HATIA X
BDOED YT, 108
FRE o+ 5740 —7F AL, 66
INF—X—2, 68
U A H OB N RIR, 77-78
TNV DFEIR, 34-35
FRIANDEDE|D T, 87-88
NIy — TR)EINY —DEHE, 82-83
BB D08, 2 /)X— M A ML T
H, 52-53
SERTRBALME, 23
B I X))
AT LRI HEIFN D, 24-25
HHIZRDIRE, 34
FIRDFIE, 34-35

=
e, 5 X)LV DRL 19-33
PR DREAT T

BEEE, 68-69

#1, 69,114-115
e o X)L, TIX)V]) =51
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<
HAEHBHE
%, 24,26,28,114-115
HAGOEORAL THAGHOEOHK ] 25
tHABDE ORI, ELFH, 23

(¥
st —h, =22 —h 228

sEA), FHE OB, 99-100
[P A L

NF—XR—=TERL—TFXR—=, 68

TYHINF—=R=TE L —TFTR= 66
FB/A) D)IEF, Label encodings 7 7 -1 )b, 48-49
EF5 1%/ (DIA), label encodings & &k}, 42
d2/)8—KFA 2K

P DR E, 53-54

AHEIDOH, 99

#EH], 52-53

FER) OB, 53

M, 53

T 7 4 ) NEA & A 2 N— AGEA], 51-52

FRIWVEWNT =D T LNy T —DE

TH, 82-83
J—72 — N D], 103-104

=
B NS = )b, 6, 114-115
i FCERW LRR, 1, 114-115
i L DO RE DRSAT T
ElRIH T, 78-79
fl, 68,69
& MLOHE S X))
EFRE A, 26-27
i, 58,61
B MLZ )V
THD s TR)VEIFE, 26-27
PR OHI, 107

¥~y 7
Sun JEERMERED AT (1E¥< v ), 86-88
IRl a 7 TOtF a5 —TF A NOERE
B~ v ), 76-79
FRI)LA—T 4 2T DEH (E¥
< v ), 55-63
FR)VDOEHE (fE¥< ), 37-42

L

SATLAEFaUT =R —, 17

AT NGB, 24-25

KB
PostScript 7 7 -1 )L DFEIRI, 100-101
Ty AINTNINDT T 7L —R, 35
T7AINTR)NVDY T 7L —R, 35
Z X)L 7s L OFEIRI, 100-101

IO S— A R
FEAIANDE Y hOEID YT, 51
TEFIE A, 51-52
EID Y TOH, 51

t
tFaF 4 —HhY—
& MLOWEREDRE, 78
A MEA, 38
A1 N DOSRFDORER, 89-94
IEHIRTE, 89-90
EFRB A, 17-18
ttyar
tya CHIFOER, 29-31
074 URHIGER LU 72 5 ~)VHIR ORI, 30
BESEEE, F v 2, 73
BRER, Frv I, 73

5
F v )
HEoHEE SRR, 72
NF—=R—=TE R =T R=TDOXFH, 71,
76
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Fv I ()
77— 2 — DO, 106-107
EE, THHOHWER] 22

<
7 )N %7, label _encodings 7 7 I, 63
T 7 4 ) haEA), BRI A, 51-52
TET 7
label encodings.example 7 7 1), 51
label encodings.multi 7 7 -1 )b, 50
label encodings D, 42-46

&
ik, 7 X)L D2, 35
N2 7)) a—F 4 >/, 1abel_encodings 7 7 1
)V, 63
B $N R
f87E, 77-78
T HINF—, 34
FL—5R—>
AT DEHE, 69
ER*L, 68
T NIV, 66-68
#l, 67

(Z
o] kPR
TH kT R)VEPE, 26-27
FN)V DR 19-33
7 —72 2 — ~OHFl, 104-105
Ao ] i
SR, 24
AT N, 24-25
I—Y—, 25-26

=8

INF—R—
KT DEHE, 69
HAY AR, 68
EFX1L, 68
FR, 66
T NIV, 66-68

[0
b
GF1 7 7 1)V, 44-46
label encodings 7 7 -1 ), 42-46
5~ 20
WET 7 2 A HIE (MAC)
T ADRETOMH, 21
EFRIBFH, 17-18
WHEBHAEDE, HAGOEOHIK ) 220

A
71
label encodings.example, 120-125
label encodings.simple, 43-44
label encodings D/N—37 3 2, 42-46
/usr/lib/1p/postscript/tsol separator.ps, 68
/usr/openwin/lib/rgb.txt, 86
Ty AIVITRIVDT v T 7L — R, 35
Ty AIVITRIDY T 2T L — RKRE, 35
A Y|
FIRI S 1725 ROV DZEHE, 34
% ML OBEEIRE DREANT DRRE, 78-79
PeEARE R, 73
Fx 3, 73
B $n Eo#HI 102
NF—=FTF A, 69
TNV ETFANDERE, 66
7 & O], FHEOH], 100
T I INF—
R, 66
7 —2 > — h D, 105-106
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N

24

=3

MERL) SR
TR DEB, 35

AN

ip

TR, 65
7))V, 65-66

B, 23
d1—H—

IR &GS, 100-101
TNV DETEDAKER, 35
T— AXR—=AT 7 tA, 100

I —Y —ZB I HipH, 25-26

132

CIPSO, 21,53

CONFIDENTIAL: INTERNAL USE ONLY D5fE, 95
CONFIDENTIAL: NEED TO KNOW D5:fF:, 95-96
CONFIDENTIAL: REGISTERED DS, 96

label encodings 7 7 1 )LD — X, 42-46
Sun 2D 7 7 1), 42-46

TN T N)VEIH, 26-27

7 72 ABLOHIRNIZEE T 5 HHFTE, 90-94
70 ADRIE, 20-21

7 7 ADHIE, 19-20

FDOETEOH], 108

B ODIEE, 87

FR S NBHARLR—, 65-66

A4 > A M=)V DF, 109-116

Al 19-33

BAfRDFAEE, 40

A, 38-42

EHEIDOBEEL, 37-42

R SR, 21-22

X)) (i E)
HREZEDESX, 53
B ML DR LRE DISfHT, 78-79
AT LRI, 24-25
R DOf, 89-117
tw g RO RN, 32-33
twa CHiIE, 29-31
HEHE, 38
RSB, 24
T F A MLFF, 35
R, 35
Ao ] HIPH, 24
NF—R—=TERL—FXR—T, 66-68
#ipH, 23-24
ke, 20
T AN DRE, 34
IHTDHI, 95-97
2541, 35
EHDEKFR, 35
BALPE, 23
H%), 24
I —H—FBnHipH, 25-26
J—72 32—k OHFl, 102-103
77— AR—ATHER, 33
FRIIWVL>A—T 4 2T OEH (1E#
< v 7), 55-63
Z N)VHIRR, #A] LBR, 19-33
Z )73 U OFERI&FE, 100-101
FN)V DR 19-33
Z ~R)L D EfHE
label encodings 7 7 -1 ), 38-42
4, 108
BESE, 37-42
B — ~FIE, 101-102
PR OB, 89-117
HEMK, 38
TF)IE, 38-42
SRIAHTFENTW W T Y & H
71, 100-101
TNV DEHE (TE¥EY v ), 37-42
Z )V, R, 19
FRIWVEIWNST = T LNy T —DEHE, 82-83
T NIVEH, 35
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il
ACCREDITATION RANGE 277 23 2, 114-115
CHANNELS 727 > a >, 112-113
CLASSIFICATIONS /%7 2 3 >, 109-110
CLEARANCES &7 > a3 >, 111-112
COLOR NAMES 277 2 3 2/, 115-116
label encodings 7 7 -1 J)l, 119
LOCAL DEFINITIONS 7 2 3 >, 115
MACRIE, 21
PRINTER BANNERS #7277 23 2, 113-114
SENSITIVITY LABELS &7 3 2, 110
Z NX)VETHE, 89-117
FRIWVENT —=DH T LNy F—, 115

D
D=0 =7, ") a2 )8— R X2 T
Ko THE, 52-53
J—727 32—k
fEHE > — B, 108
KA EHE S — B, 102-103
a2)XN— kA2 hEFEI — b, 103-104
F v xIVEtm > — &, 106-107
An] LEREME > — N, 104-105
7 A NF—EHE T — |, 105-106
T—27 AR—A
I—Y—izksB7 7t A, 32-33,100
FNIVATT, 33
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