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B, root I AT LEMRTE
FH A,
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EHRIEELBNTSZI W, G
1%, [System Administration Guide:
Security Services] @ [Managing
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S,

BRFEEIN—T
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&3, ZES 7 —IVHIZ 2000M /N1 =D
N—F 4 arEERLET,
AT v IZiE. B

N—T 4 arEERTHEIICLT
<&,

v 42X b—)LiEH Solaris > AT /% Trusted
Extensions A [C#fF T 5

ZZIWORTH AT, T TICEAL TW3 Solaris > AT ALAMBH D, Z @D _E T Trusted
Extensions ZETTDHEFITHZU L ET., /=, 7y T L — RiFEBD Solaris ¥ AT

1RO BHIIC

In b T Trusted Extensions ZEfTT 285D,

ZOFIEIHENE T, 1 A =LK

HD Solaris ¥ AT LEETE T HA[HEMEDH B4 A 713, Trusted Extensions 7§ % IRf 1T

HITTEET.

Trusted Extensions 1&—8B D Solaris BRiE TlI A ML TE A,

n AT TAYD—ETH BYE . Trusted Extensions ZF D AT A ETH
LT B EIETEER A,

» BT — NEREE (BE) TO Trusted Extensions DA IMLITTR— R EINTnhEH
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FRBY =B RTAICA A =ILENTVSHBEIL, HIRL TS,

F 7213 Solaris OS -1 > A b —J)L L £, SolarisOS ZH > A b—IL T 5545,
42 R—T D [Solaris > AT %A > A b —)L L T Trusted Extensions Z H 7R — K9
5] OFIEITHENET,

AT LI root /SRT— R WNERIFERLE T,
Trusted Extensions D&Y — )VIZIZ/NA T — RO ETT, root T—H—IZ/V K
T — RN WEE. root 3T AT LEER TEER A,

T 7 ) D crypt_unix /NAT — REFEAL S K% root T—H—ICHH L £9°. 7HM
I&. [System Administration Guide: Security Services] @ [Managing Password
Information] ZZML T 7ZE W,

F-I—Y—3/NAT—=RZEDNDOANICHI S NENEDICLTLEZEI W, ZDAN
A—H—DTFT—H TV vATBHE, TIV/ERALEZEAZRETET, EEE2ERT
<0 ET, NAT—=RNENDOANICH SN DL, I—H—DEEICHA T
LESIOHOREHNRGEE, EZHDTBWEENAT—RERSNZD, B2 T
BWNAT—REFRELLOVT D3 E, BENRIGEENH OV E£T, Solaris OS TIIE
ETRHRWRAT— RPFEINBNEIICTEETY, I—HF—NNAT—REH
A0, EEEDEDTHOEIETAHZEITTEER A,

YA MNEZDIRTLANSEERT H5E(L. Solaris EE 1 >V — )L D Solaris
Nyr—FBIMLET,

Trusted Extensions (&, v N7 —27 OEHD7=DIC Solaris EEEL I > — )V &2 H L
F9, T RI—Y =TI —TFFEFZTNKO/NSWTI)—TTAL A R=)LEN
72 AT LTI, Solaris EHO > =)L DNy r—23H 0 FH/ A,

xorg.conf 7 7 AN EER LIEEE. TNEEETHLENHYET,
/etc/X11/xorg.conf 7 7 1 )LD Module ¥ 7 2 a > DEAZRIZ, RDOITZEML £,

load "xtsol"

F-T 7)) NTIE xorg.conf 77 AIVIEH D ERF L. DT 7 A IVINIENWES
3. [T HH46EIIHDER A,

Solaris Trusted Extensions > A T A% 7 v T L — RTBEEE. P ATLADT v T
L— RENCKRDIBERESBL T ZE ),

m  [Solaris 10 DMFFE] DHE 13 [Solaris 10 10/08 1) U — 2 DHTHERE)

s [Solaris 10 10/08 ZffEfHICH 7= > T
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6 V—rDo/O— EERTBEE. IS T—IVRAD/N—FT 4 3 E2FERLET.
= AERR B IEERET BITIE. 26 X—T D [Trusted Extensions TDYJ) — > &f
H 2ZBLTIEZIN,

7 ZODVRTALAIIGNIIMGEY =2 AR M=ILTBHEEIE. /X—FT 43 >IC
V=V BEDTARVBENTRICHBEEHERLET,
Trusted Extensions 2 ik € SNDIFEEAED T AT LITIE, TNIAES =221 >
AR=IVLET, INNUES—2TE, A A=V INT AT LITE - ThE
RENTZT A4 AVBRLIVDBE ORENVEIIRDZENHDET,
72721, —#B®D Trusted Extensions > A T AW, TIRNIANTES -2 %A > A R—)b
THEMENDDERA, ZEZE, YIVFLRILDOTY oFH—N— IILFLN
VD LDAP H—/N—, JILFLX)VDLDAP 7 OF P —N—7/2 ETlE, TINIAFE
J—=2BA AN INTEHELEEIHDER L, ZDOEDRI AT LTI, BIND
TA AV REDAERGEHHVET,

8 (HBRAIRE)REFDOR Dy JEMAEBIMLET,
&N Trusted Extensions ZEHH L £, RZED 7O ADEDITAT v TDEME
MELET,

9 (ABRRIRE)EE 7 7 AMIINERDODN—T 4 a &R LET,
Trusted Extensions Tld. T 7 # )L N TEENGHT/Z>TWET, BEET v 1)L
3. BHN—TF s a B2 ERTHELIICLTLEZEE N,

10 (HBRATEE)SBIL S N/=#ERZE R1TT B(TIL. Trusted Extensions & H ML T B HiIC
netservices limited A¥ > RZEFTLET.

# netservices limited

Trusted Extensions DB XML EID [FHMUNE & R EEIE

Solaris Trusted Extensions Z kT 5 AT LA T &1, MR L THEIREER, B
HERRICBI L TIRE L THLSREFHENDH D E T, EZXE. INIfFE =221
9 B, V=20 0— 2% Solaris ZES™ 7 7 1 )V AT LA E LU THERTE %
FTAAVREEHRL XTI, SolarisZFSIC K> T, V' — 2 D/ BEFEIMN & 5 122
INET,
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Trusted Extensions DA ZNMEEI 2 A T AlEH % UX
£95

PRATLADAA VIKRAMRELIUNIPT RUREEZELET.

ZOFRARGIERY bT—=7 LORA SOLARITH D, KK/ —>TT, Solaris
AT LTI, RDED T getent A REFEITTHERANGNRINET,

# getent hosts machinel
192.168.0.11 machinel

FINIAFES = ICHLUTIP7 RULRDBE|Y HTERELE T,

2DDIPY RVAZFFDIATAE, I FLNINT—N—ELTHELET, IP
T RUAMNLI DD AT AE, HIRIEZIZXIVFL RIS XD #ET7T 572012
., XIFLRINY—=N=IZT7 7 AT E2HERHOET, IPT RLZADL T
a2l DONTIE, 28R—TD [RIIVFLRIIVT 7 ADGEH | 22U TL/ZSE
K/)o

FEANEDI AT LATIE., TNIIMES =2 DDIZ2DDDIP Y R L AMNBEEZ
TOET, TNIAES=2HIZ2D2DDIP Y RLAZFHEDRA MDA DHE]

. KRIRLET,

# getent hosts machinel-zones
192.168.0.12 machinel-zones

LDAP B IEHm & INEL £ 7,

Trusted Extensions ) 7 N7 =7 #Ef79 5 LDAP Y —N\N—DOHE., KROBHRN/MNIET
TO

s LDAP Y —/N\N—NH—E X 2249 % Trusted Extensions K X > D44 Hij
s LDAPHY—N—0DIPY RL A
s O—RTBZHLDAP 7O 7 71 IL%

LDAP 7 OF 23— /N—0DOHA. LDAP 7OF > D/NA T — RHMNETT,

Trusted Extensions DB XNMERIIC S AT A LU+
Fa)T4—ICBATHEEEZRET S

Solaris Trusted Extensions Z KT B2 AT AT EIZ, VT NI 7 OEIMEITHE
Mo T, BT T AIREEITWET,

DRTLAN=RU T EZENSSVNREICRETDVEDPHIDERELET,
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tFxFaUTF s —REINZT A NTIE. ZORATY TEITXRTOA DA —IViFEH

Solaris > AT AMZBEH L TIrbNTWEd,

m SPARC VAT LDEE, PROMtF 2T 4 —LNIBLPNNZAT— RNEAE S
NTWET,

n x86 VAT ADFEIIBIOS WMREINTNET,

B IRTDOVATAT, root NWNAT— RTHREINTVET,

label encodings 7 7 A IV Z %L £ T,

B FMEE D label encodings 7 7 T IVINH 256, ZOMOKERSY X7 2GS %
A7 7 A IIVERERLTA A M=V LET, B MiLE D 1abel encodings 7 7 -1
WVINEWEE, Sun 2t OFT 74V b T v AV EFATEEY. T 74V RSO
label encodings 7 7 )V /etc/security/tsol T4 L7 RUIZH D EFT, Sun D
T7AINETET7MINTY, ABIATALIZFEBI2WI ENRNHD T,

HA MIEOETT 7 AINVEHNAY A X T 5I213.  [Solaris Trusted Extensions 7 /N
NVOEM] Z2RLTZIWN,

label encodings 77 A ILDIRIDURSPS, ERTHHEDH DT N)HE
V—2DURNEFERLET,

7 7 %) kD label encodings 7 7 T )VDEHHE., TXINIKROEBOTHD, J—>
HBFERKICTEET,

S~ V=%
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CONFIDENTIAL : INTERNAL internal
CONFIDENTIAL : NEED TO KNOW needtoknow
CONFIDENTIAL : RESTRICTED restricted

NES YW > K Z2fHEICT 5720, BEDTNI)IDY — > AIdTRTOI AT A TH
CIZT20ERHDET, XILFLNNVDT) DT —=N=72ED—ED T AT A
TIiE, INNWAES =DM A M=V ENTWARHETIH D FEA, 72720, T
NIVES =22 T Y= N—=IZ1 VA M=V TBHEE. TDJ— 41T
Iy hT—=7 EQENDI AT LD =4 ERCICTDHEND D ET,

BB EWNDERT BDERELET,

&2 755 T Trusted Extensions Z& T 5 L5 1ICH 1 hdtF 2T 0 —7RY
—TROENDZENDHOVET, ZOXIRGE. £/213, FHli S N/#ER DR
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BEEMHER L T AT LAZRRT DHENZWEHEE, A—-N—21—HF—-&L T A
TLZERIRTEERT., COMRAGERSORORZETIEIH D FE A, HEFHZED
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o A=N—A—HP—TLATLLETHSPEY AV ZEITTEEITN, ZEINE
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A KOoMA<HETEERT,

5 V—2OERAEEZERLET,
BOMNSDY —2 DR, V) —20a¥—, £V -0 00— DERRH D
F9., INSDOHEL. ERICHMDERL. T4 AV BREOEME, BIOEREMEN
B20FET, TNFNOHEBIPREIZDONTIL. 26 R— D [Trusted
Extensions TD/ — VEtH | 2SR T7ZE W,

6 LDAPHERZETEL £,

I NI =R SN WS AT AT, O—hIV 7 7V R L EHRNER

HTYd,

LDAPIZ. v NT—U#HEINEZREAOF—LY—EXTY, RO 2

KT BELEE. T—F ANINIZLDAP H—N\N—DWETT,

»  BE£ED Sun Java™ System Directory Server (LDAP ¥ —/N—) 23d 535, Trusted
Extensions ZE{T9 5 AT AIZLDAP 7OF 2 —N—2ERTEET, I
FLANOTOF Y —)N—IL, TX)L72 L D LDAP ¥ —/N— & DiEfF 20
WET,

s LDAP Y —/\N—N72 WG, Trusted Extensions 7 N = 7 2 FETTHL AT A
ZXIVFLX)VDLDAP H—/N—& L THRTEET,

7 BLURTABLIUORY M) —0DtF a2V T4 —ICETDIZFOMOBEBEERELE
ERS

ZEZIE ROEDatFa) T —ICHTAMEERFNLET,

n DATAITHERL, FHOEDIZED Y TSI ENTELTINA ANENNEIE
EFLET,

s CEOTRNIND, EOTY I EIATLANST 7B ARREICT DN EREL F
@_O

» TF=bhUzA AT RTUyIFFAIIRE, RSN T X)VEIHZRD
AT LERELERT.

» REDTINNVELIATAERETEDL INIMIE AT LEZRELET,
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Solaris Trusted Extensions H— E X DB

ADBHIIC

EEEIR

Solaris 10 5/08 1J 1) — Z LABE @ Solaris Trusted Extensions (3. H— Y ZEHHEEE (Service
Management Facility, SMF) IC&> TEHREINS T —EATT, ¥—EX£A4IX
svc:/system/labeld:default TY . labeld U —E ZIZT 7 %)L k TIIENIT/2> T
ij‘o

Solaris Trusted Extensions = 5323 %

labeld B — E AILTAE ORIHIT T NNV EMMLUET. £EXE ROBDITTN))
MFsNnNxET,

n IRTD =2, BLUOEY—HNOT4 L7 NI ET 71
s U4 RUTOABHED, IRTOTOEA
s TRTOFRY NT—VHEE

42 X— @D [Trusted Extensions H Solaris OS D1 > A b —)VE/=137 v 75
L —R] &45 X—T @D [Trusted Extensions DA AT DIEERINE EPREFIH, O
ATMMGET L TWET,

Solaris > AT A LT, labeld b —EREBRICLET,

# svcadm enable -s svc:/system/labeld:default

labeld U —E ZE T AT AIZT NIV EEMLU., Solaris B A —E X &7 /N1 ZEID
WMTERBLET, O T NMIH—=VINRDET, ENDOY AT ZETLIEN
TSN,

Y—EADERAIREICA>TNS I LE2HRELET,
# svcs -x labeld
svc:/system/labeld:default (Trusted Extensions)
State: online since weekday month date hour:minute:second year
See: labeld(1M)
Impact: None.

F-JATABEY T =LV ETNIEERRINET R . 51 =2 D [Trusted
Extensions CO R — > DFE] 1IT1F, U T — FEICETIREIZAINEGEENT
WET,

KO Ay t—1%, B—E X &L TD Trusted Extensions 2 H 78— ;93 Solaris 1
J—AMNEFINTNRNWT EZRLET, sves: Pattern 'labeld’ doesn’t match

any instances.

labeld B—tE X ZH7R— b L 72\ Solaris 2 A 7 A | C Trusted Extensions 2 Ef79 %
1Z1&.  TSolaris Trusted Extensions T > A b—)L E#k) 1 ROFIEIZHENET,
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ZOETIE, B2 —MNH D AT LT Solaris™ Trusted Extensions DRERL F1E12D
WTHBHL 9, @YICIEET 5729, Trusted Extensions /) 7 R =7 T I N

e =20 2w hT—7, BENZEND - —, HE, BV I Z2HERT
LENHDET,

m 5] R—TD [Trusted Extensions TDKIF/— > D& E

67 R—=TD [TR)AES — > DIERR)

s (BEETIER) 84 X—TD [y NT—UA 2 T2 — A% TNV & — 8B
L. V=T 4277F%]

93 X— D [Trusted Extensions TD&E| & 1 —H —DIER)

105 X—®D [Trusted Extensions TOHR—ALT 4 L7 b1 OVERL]

107 RXR=2D BEORN T ATy Ry NT—=7ADI1—F—EFKRA DB
110 X— D [Trusted Extensions DERD ST T I a—F 4 277 |

114 XR—2 D [Z DD Trusted Extensions #iE% 45 A 7 |

ZDMDORER Y X712 DWW T, [Solaris Trusted Extensions & D FJE] 2SR L T
<IN,

Trusted Extensions T KXiZ — > DFHTE

K — 2 BRET DT, EREZREL TLEIW, IREFHIIOWTIE,
45 X— @ [Trusted Extensions DA ZMLATDIERINE EREFHE] =22 LT/
Y,

S A Sk

N—=RULT %R |N—RU Y OREEZELTDHHIZ/INAT— RO | [System Administration Guide: Security
LET, ANERDDZEITES>T, N—RI 7 Z{Rr7# |Services] @ [Controlling Access to System
TEET, Hardware]
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e B Sk
FINIWERELE FRIITA NMZEDODRETRETHILENDDE |2XR—VD [F)VT>a—F4 27
K 9., 774 )V h®Dlabel encodings 7 7 T IIVEMM | 7 7 AN EREBIOA > A —ILT %)
T 5855, ZOFIEIIEKL £,
IPv6 D IPv6 % N =2 E2RTTB5E. TNIAFEIN |56 XR—T D [Trusted Extensions T IPv6
B, Jetc/system T RINIPICE - TR s Na L 51 Iy NI —=F > TEHENTT 5]
Ty AIVELEELE |/etc/system 7 7 1 IVELEELET,
R
DOI DfEN 1 TRV | Ry 8T —2 ) — R®D CIPSO B R A A > (DOD) |56 X—2 D R R AA > ORI
EEE. sete/system | D31 TRWIEAEIL. setc/system 7 71 LN TZED
Ty AINVEEFELE |DOIZFEELET,
R
Solaris ZFS A% 7 |V —>2O 70— 2 E{EKT 57201 Solaris ZFS 2 |58 X—2 D [V —> O/ 00— ZERT 5
Tay hOEDOME |FyTay NEERTHEAIE. ZFS T—IVE | 720IZ ZFS IV EER T 5 )
WEERLET, fERRL £,
RHIDYV —> D7 0= &2 ERL T, £OfMDZ
NIV E — 2 B ERT 28813, 0¥ A%
EITLET,
HEgLTO > |argA 2958, R =2k, ZORET |59 =20 [Trusted Extensions Z FCE) L
LEd, WIAET 7 ZHIE (MAC) DB S N THEESN | Tar/ 1T 5 |

0

Solaris & # 1 >
V=)L &R L £
R

Trusted Extensions T, L—H—, %
E, =2, BEXUOxY NV EERT S
Y — )L Solaris EHEE O > —)LIZEBIMENE T,

61 X—® [Trusted Extensions C Solaris &
O — )L —N—2¥HLT %]

LDAP &tk L £ LDAP % — APV —EZXZEHL TW3HE. LDAP |4 5% [Trusted Extensions 7= LDAP
7, F—EXEHRELET, DHERL (FFNIE) |
LDAPH—EAZHREL TVWBEE., ZOT AT |64 X— D [Trusted Extensions T A
LBLDAP Y 5147 > MCZLET, V—2ELDAP 7 T4 T 2 NI 5]
— A0 ~ — ~ > = 4~ N
v ORWNI AT 420774 ERESIUOA

YAR=IVTD

I>d—F4 277714V, BIET DT D Trusted Extensions 5 A ~ & HHAMEN
BFNER0 EHA.
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A\

RO BHIC

i¥ - Trusted Extensions {37~ 7 # )L bk @ label encodings 7 7 1 V&1 > A h—)V L &
T, ZOTI7HIN Ty, TECANL—2 a3 ELUTHEAITY, 272

L. EBOFERIGEL TWH BB ETAL, 772 N7y AV EFAT 25
&, ZOFIHFIERTEET,

s I2O—T4 2T T 7 AIVIENTWAEE, RIORTFIEZFEHALET,

s T2O—FT 4 2T 77BN TOWEWES., Bk, FIE. BLOEIZOW
T TSolaris Trusted Extensions 7 NV DEM] 2L T /ZE W,

EB-HITI AN, TNV EELSA A=V LTLZEWN, ELLA A
F—=ILLTWiaWERRTE ZE A,

tFaUT 4 —EHETT, BFaU 70 —EHFIL label encodings 7 71 )LD
. A, BLORSFEZHEYS L £, label encodings 7 7 1 )V ZfmEET 515

B, I 7 AININEZIAARETH S EEMHRL TSI, 7Hil

1. label encodings(4) DX Za 7N R—TJ 2SR TL7Z3 N,

label encodings 7 7 A IWINEENTEAT 4 TEBULETNA RITEALE T,

label encodings 7 7 A& T 4 R ICOAE—-LET,

77 AINDEXEREL. ENZET U T 1 773 label _encodings 7 7 A JVICLE T,

* Trusted)DS T(E. AR RFIDST7AINDIRELEA VA —ILZETVWET,
a. WKV RUEREET,

b. chk encodings A¥ > RZXRTLET.
# /usr/sbin/chk_encodings /full-pathname-of-label-encodings-file

« HAEHRES RONVTNHETVET,

n ITo—Z%MRLULET,
AX D RIZE> TIZ I —NHmESINEE. KHfrd R0, £TOLIT—%
R Ui Ea 0 £ . 2% & LT [Solaris Trusted Extensions 7 N\ )1
DOEM] OFEIFE (ST >aA—T 4 277 74 IVOIER (FIE) %25
BLTLZE W,

» FDT77AINET VT 4 T label encodings 7 7 A ILICLE T,

# cp /full-pathname-of-label-encodings-file \
/etc/security/tsol/label.encodings.site
# cd /etc/security/tsol
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# cp label_encodings label_encodings.tx.orig
# cp label.encodings.site label_encodings

EE-Hif7 9 AITId. label encodings 7 7 -1 JLA chk_encodings 7 A MIEK L
RFIUTRD R/ A

a.

TrustedCDETIE. T O—FT 4 JDREl 703 &FBLET.

Trusted_Extensions 7 + L ¥ EHEF T,
HREXTARY >3 TV Uy LET,

D—OAR=RAZa—T, [7TUT—a>»] > 77U5—23> %
F—Tv] ZERRLET,

Trusted_Extensions 7 # LI D7 A A EFTILo U v o LET,

(T>A=FT420DBEl 7023>E5TIV0 Uy LET.
FATOTRYy VAT, 77 ANDININAHZ AN LET
/full-pathname-of-label-encodings-file

chk encodings AN > RZEEHL T, 77O ZREL£d, [T
=T 4 2T OME] 47 0TRy 7 ATHERPERENETT,

[T2O—FT 4 Y UDKREI Y4T70IRY U ADABREHH. ROWTNH
ETVET.

n ITS—ZFMRLET,

(T2a—FT 4 > T0mE] 772 a &> TLI—NRE SNz
B, BT AR, TOIT—ZMRLRTNERDERL, BEEL
T TSolaris Trusted Extensions 7 NV OEH] OFE3HE [F)1T >
d—F4 2777 1IVOIER (FllE) ) 2R LT ZI 0,

o 30 20Uy 035 ET TEDT77ANETOT 4775
label encodings 7 7 A JLICLUE T,
(T>a—F4 2 70E] 7723 iZ&>TmD7 7 1IVD/Ny J
7w 7 AE=MERE N, BEFRADON— 3 2N
/etc/security/tsol/label encodings IZ{ > A F—I)LENET, 5T, T
NIVT—EDNHEHINET,
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£l 4-1

EE-#Hi179 HI1T1d. 1abel encodings 7 ¥ T IVINT > OA—F 4 > T DRET A MC
G LRTIIIRD £ A,

OX 2 R7TTTO label encodings X DIRE

ZOBITI, EEENOT S RMT2ERAL TW< DA label encodings 7 71 )L %&
TANLET,

# /usr/sbin/chk_encodings /var/encodings/label_encodingsl
No errors found in /var/encodings/label encodingsl
# /usr/sbin/chk_encodings /var/encodings/label_encodings2
No errors found in /var/encodings/label encodings2

HEBE T label encodings2 7 7 TIVEMHT A Z L akd/c s, EMFIIT 71
IVOEKRMENT Z2EITLUET,

# /usr/shin/chk_encodings -a /var/encodings/label_encodings2
No errors found in /var/encodings/label encodings2

---> VERSION = MYCOMPANY LABEL ENCODINGS 2.0 10/10/2006
---> CLASSIFICATIONS <---
Classification 1: PUBLIC
Initial Compartment bits: 10
Initial Markings bits: NONE
---> COMPARTMENTS AND MARKINGS USAGE ANALYSIS <---
---> SENSITIVITY LABEL to COLOR MAPPING <---

BHMEFIE D OREFERICEREToa—2HhLDE, 20771V %E
/etc/security/tsol 74 L7 NUICKEIL £

# cp /var/encodings/label_encodings2 /etc/security/tsol/label.encodings.10.10.06
# cd /etc/security/tsol

# cp label_encodings label_encodings.tx.orig

# cp label.encodings.10.10.06 label_encodings

RZIZ, EMH I tabel encodings 7 7 TNV T v (I ThHH I &R L X
@‘0

# /usr/sbin/chk_encodings -a /etc/security/tsol/label_encodings | head -4
No errors found in /etc/security/tsol/label encodings

---> VERSION = MYCOMPANY LABEL ENCODINGS 2.0 10/10/2006
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v Trusted Extensions CIPV6 *v R J—F &2 HBXN

ARER

(29 %

CIPSO A 7' a &, /37 k@ IPv6 Option Type 7 4 —Jb R THEH TR E IANA
(Internet Assigned Numbers Authority) &5 Z b5 EHE . COFIETHRET ST b
Jid, 2OF T3 DFFEIANADEID Y TLETO—)b Ry bT—2 T
ITLHERSERBELET, ZOFBFNERIN TN E, Trusted Extensions I IPv6
oy b= 2L LT,

Trusted Extensions T IPv6 v N T —27 ZH NI T 5HI121d. /etc/system 7 7 1 )VIT L
ChRUZEBIMLTEZI N,

Jetc/system 7 7 A IVITKDIZ R EAALET,
set ip:ip6opt_ls = 0x0a

RCEHIZ IPve DIERRNIEL <7MNWZ ERRT I I — Ay —INERINE
5, ThJZEEBELXT,
s TORUDARNPIELNWT MR LET,
m  Jetc/system 77 A IJVICIELWI > FUZBMUZED ST AT ADNEEES
N LzmBLEd,

s I TITIPv6e WA NI/ D TUW S Solaris 3 A T T Trusted Extensions 2 > A
F—=JVL T, /etc/systemiZIP T MU ZBINTERN->GE. RO
T— Ayt —TUMNERINET, t optmgmt: System error: Cannot assign
requested address time-stamp

IPv6 INA %N TIE 72 1 Solaris 2 A 7 AT Trusted Extensions -1 > A h—JL L

T, /etc/systemZIP T2 MU ZBMTE RN >HE, ROLDS7ET

T A= NERINET,

m  WARNING: IPv6 not enabled via /etc/system

®  Failed to configure IPv6 interface(s): hme0

®  rpchbind: Unable to join IPv6 multicast group for rpc broadcast
broadcast-number

73 3 ~ N =
BRIR R A A > DR
Trusted Extensions THEK S /22 AT A E DB OBEEIZTT T, HDHHE—D CIPSO
IR A1 2 (DOI) D T NI)IUFITFHANCHE D BDERH D ET, SEAvE—NTH
JAE41% DOLIZ. CIPSOIP Option N\ & —DEEAEIC L > TS NET. T
7 4 )V BT, Trusted Extensions @ DOI I 112785 TWET,
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i3 2 DOIM 1 THRWES, /ete/system 7 7 AIVICT > MU ZEBML, T7%)b
FOEFa)T4—FT>7L—bDdoi 2L ETHHENHODET,

1 /etc/system 7 7 AIJLITRODOIZY CUEAHLET,
set default doi = n
ZOXOTRWERIL HTS/ —RBIXUIED /) —REBEFBTEHIATLD
tnrhtp T— I R—ZAWZEHEEN TS DOI B FIC—HTHILENHD T,

2 tarhtp T —I RX—RELDAP Y —/N\—(TEBIMNTBHIC. T 74 b bUEO—H
W7 RLRICHTAZITRTOI M DdoiBEZELET,

Trusted Extensions @ tnrhtp 7—4 X—ZAWIZI3. cipso & admin low D2 DD T > 7
L—FNHESINTVWEY, O—HIILT7 RLADIT> M) EEBMLEGEICIE. £
NSO MY BEHELET,

a. tnrhtp T —IR—REFSRTYy RIT A Y THEET,
# /usr/dt/bin/trusted_edit /etc/security/tsol/tnrhtp

Solaris Trusted Extensions (CDE) T3t DIc, 77U r—2 3 > X x—Tv—0D
Trusted_Extensions 7 # V¥ ND EHITT %) 7/ azFALET,

b. cipsoT 7L —FrI MU ERDITICAE—LET,
cipso:host type=cipso;doi=1;min s1=ADMIN LOW;max_ s1=ADMIN HIGH
cipso:host type=cipso;doi=1;min s1=ADMIN LOW;max_s1=ADMIN HIGH

¢ WINDMDcipsoL b ZEZAAMILET,

#cipso:host type=cipso;doi=1;min s1=ADMIN LOW;max s1=ADMIN HIGH
cipso:host type=cipso;doi=1;min s1=ADMIN LOW;max s1=ADMIN HIGH

d. JAYRMIENTWVEWcipso T MU Ddoi BEZEELET,
ZDflZ. /etc/system 7 7 1 ILIND default doi DIEERCIZL 7,

#cipso:host type=cipso;doi=1;min s1=ADMIN LOW;max_ s1=ADMIN HIGH
cipso:host type=cipso;doi=n;min_s1=ADMIN_LOW;max_s1=ADMIN_ HIGH

e. admin low LY bUDdoiBEZEELET,

#admin low:host type=unlabeled;min s1=ADMIN LOW;max_ s1=ADMIN HIGH;doi=1;def label=ADMIN_ LOW
admin low:host type=unlabeled;min s1=ADMIN LOW;max_ s1=ADMIN HIGH;doi=n;def label=ADMIN_ LOW

tnrhtp T—F R—ANDTRTOL Y b DTRTOD doi fEMFE Ui > 7= HIEHE
13587 TY,
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EBEIE

o
i

1RO BHIIC

Jetc/system 7 7 1 IV T 1 LIS D default doi [EDRE SN TNT, MDIDT AT
LDOEF2UT 4 —FT 2T L — N TZD default_doi fEHIC—E LR WENRE I NT
WG E, A2 72— ADKKREHZS AT L2 =)V EIZRO K D7z
A=V NERSNEKT,

m NOTICE: erl0 failed: 10.17.1.12 has wrong DOI 4 instead of 1

®  Failed to configure IPv4 interface(s): erl0

AT — ADHRIZRKR LGS, ROXDIca A1 2 INRKT % nlgEMEN &
@ i‘—g_c
®  Hostname: unknown

®  unknown console login: root
® QOct 10 10:10:20 unknown login: pam unix cred: cannot load hostname Error 0

ZOMEZBIETZITIE. YATLES )N A—Y—FE—RTT—kFL, ZTOF
JETHHAL 2 TeFa T —T 2T L —h2EBIELET,

DOI DI DWTIE,  [Solaris Trusted Extensions B FED FNEL D [Trusted
Extensions D% v h T —2rtF a5 —g@l) 22RLTIZEI N,

BT 22T 4 —F2> 7L —bDdoi lEZZEHET 51213, [Solaris Trusted
Extensions B D FNE] @O NERFA ST > T L —h2HETS) 22RLTLES
I/)o

A—Y—DBRLZZT 4 Y E N TATYy RIT X ELTHAT ST, TSolaris
Trusted Extensions DO FIE] ® F I ATy RIT4 ¥ ELTHEEDIT 4 ¥ %
EDUTB| Z22RLTIEIWN,

V=D O—2%FERT B=DITZFS T—I)L %
ER T 5

SolarisZFS™M A F v T aw h &) —2F > L —hE LU THHT Z8E. ZFS

T 7 AINEZILZES TINA AMS ZES T—)L ZERR T 20 ENH D FET, T D
T=IZiE, &Y= 00— EERT HEOD ATy T ay MRS NE
3, ZFS 7—IVHIC /zone TINA A &AL £ T,

Solaris D1 > A M—JURFIZ, ZES 7 7 A IV AT LHDT 4 AV BEEHFEL THE
F9, L. 26 X—D [Trusted Extensions TDY — V&t | 2SR TL/Z&
2

Jzone/N—T 4 a2 ET ORI MLET,

A A S—=IVRRIZ, 07T 4 A7 BE (K 2000M N B) D /zone /N\—TF 4 >3 ~
ZERLTHOET,

# umount /zone
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RO BHIICZ

/zone XD hRA V NEHIBRLETD.

# rmdir /zone
vistab 7 7 A ILD /zone T M ZEAA MIULET,

a. /zoneL MU ZEGEHFIONEZNWKLDICLET,

I5 44 Tvfstab 77 T IVEREET, /zone T2 MU DHIIZO A > b B Z24f
TET,

#/dev/dsk/cntndnsn /dev/dsk/cntndnsn /zone ufs 2 yes
b. T4 AV RFA X entndnsn& 2 V) v TAR—RICAE-LET,
¢« 77AINVEREL. IT49%EHALCET,
TARIVRZA REFERL T /zone & ZFS 7— )L E L THBERLE T,

# zpool create -f zone cntndnsn

IzEZE szone T2 NUDT 4 AT ATA X cotedoss ZEML72HE. A< Rid
ROEDITIEDET,

# zpool create -f zone c0t0d0s5

IFST—IDEETHDIEEBRITLET,
KONWTNADIT Y REFHLET,

# zpool status -x zone
pool ’'zone’ is healthy

# zpool list
NAME SIZE USED AVAIL CAP  HEALTH  ALTROOT
/zone 5.84G 80K 5.84G 7%  ONLINE

ZOWHITIE, PR ETF—LI13—2>D)N—F ¢ > a > HIZT6000M /N1 hEREL
F L7z FEHIE. zpool(IM) DY a7 I R—=TJ 2L TLZEI N,

Trusted Extensions Z HicE L COY 1 9 5

BEAEDYA T, IHRRETFT—LDOKREZRZT, 2 N\LEOEHENS AT
LR ZEHL L ET,

B O A >3 BH1IZ, Trusted Extensions DT A7 bw TBINRNT ) DF T
ar ’5_‘5/“%[] LTBNWTL S, ##AlllE.  [Solaris Trusted Extensions ZL—H— X /]
A RJ] O% 2% [Trusted Extensions D O 7 A > (FlE)) 2L TLZEIN,
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1 VRATLAZBEEBLET.

# /usr/sbin/reboot

SATACT T T4 IERRADT 4 AT LA DNIRWEEIE, 6% [Trusted
Extensions &\ RL AT AT LML (7 A7) | ITHEAET,

2 Solaris Trusted Extensions (CDE) & 7= (£ Solaris Trusted Extensions (JDS) T X & kv 7IC
A—=/N\—A1—H¥-=-LLTAs/1LET.

a. OJA D4 RIT, WTNDPDRSRTY RFRO MY TEZBIRLET,
Trusted CDE T A2 bw 7I2lE. AT LDORERRKFICRILD Y 7> a > INaEn
TWE T, Solaris 10 10/08 U U —AM 5., txzonemgr A7 VU 7 bW AT A& RER%
THEDITEEINEZTOT IR0 ELE,

b. O A HAT7OIKRY I RXT, root BLUProot/SRT—RKREADLET,
I—H—INAT—=RZZNDANIZH SENZNWESICLTLZSW, ZDAN
A—Y—DTF =TV vATEE, TIVRALEANZKEETET., HEEZEXR
TERLBVET, RAT—RNENDOANIZHSND DL, I —F—NEEICH
ATLES LOREENREEE, EESHEDTBWENRAT—REZA SN
D, BETHRWNNAT—RERELEZDTSRE, MEBEANRGENH D E
g, Trusted Extensions ¥ 7 b =7 Tld, ZETHRWINAT — RINRE NN
EDICTEETH, I—F—DNNAT—RZ2HZALD, EZEDEDT D%
52 &I TEERA,

3 [R#%OOJAV] FAT7ATRY I ARNDIEREZHZHET .

Laszt Loging Thu Oct 09 17305325 2006 on console

[ Meszage Of The Day

=

Sun Microsystems Inc,  Sun0S 5,11 Oct, 10, 2006
Solaris Trusted Extensions

7]

=

(CIE}

I Restrict Session To A Single Label

o |

(TR 220y 7 L TRy 7 AZALET,
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4

RO BHI

FNIVENY —%EHHFET,

(TR 220927 L TT 74 DI EZFANET,
a7+ > 70t AMN5E 79 5 &, Trusted Extensions [FH 23E < RS 4, 4 DD
T—=PAR=ZA%FOTAT by Tyia ilisDEd, hIATY RANTA
7T Trusted Path D> >RV NERINFT T,

E-VATLOHINSHENS EER, OV AT ITANFLRBEREZDY 7 LTLESE
W, INZERDH L. ENNDFERCRIEEZITTICCAT LAY VEATETLE
W, PO EALRANERETEY, BEEZERTERKRDET,

Trusted Extensions CSolaris I8 1Y — )|
Y—N—%¥ELT S

ZOFIET, 2—F—, &E., AL, V=2, BXORY NIV EIDI AT
ALETEBTESZEDITRVDET, BRI ZBEIDIATLTIE, files ATI—TD
AIMERFIRETT

Z—/)N\—L—HF—TRIFNUIR0 £ A,

79147 > N TENET S Solaris ¥ 1> — )L 5 LDAP B —/N— L@ LDAP Y — )L
Rw 7 2B FHT 5121, 130 XR—2D [LDAP D72 D Solaris EFL T > — )L D%
EUAEET Y] OFTRTOEEZZTLTLIZI N,

Solaris B OV —I)LEEFHLET,

# /usr/sbin/smc &

F-Solaris HEH O YV — IV ZIFZCOTERENT 5 EXITiE, BEY AV EZETLE
G, ZDYATIZIEE NN FT,

Solaris BXE Y — )L TY—ILIKRY O RDT A AV BRRESNEWNES, ROWNT
NHERTLET,

 FET -2 aYRESRRESNENGE

a. RIRENTWD IY—IliRy I RER<I F4T7RIRY IR
T, TH=N—] OFICHDLRATLDEBDED THAMAL] 20Uy oL
I
SATLIZATY —BLUOAT y TOWRBENIZ WG, V—IVRy 7 AN
FIRSNDETESDMNBDEERH D ET, #EREICONVWTIE, 42—
@ TTrusted Extensions A SolarisOS D1 > A b —IVE=E 7 v 7V 1L — R %
ZRLTLZEI N,
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b. V=LA Ry T ADYU R KNS, Policy=TSOL TH DY —ILRy I REZ#RLE
g—o
4-11%. 2D ¥ a2—24 (this-host: Scope=Files, Policy=TSOL) Y —)L
Rw 7 A&/ L TWET, Trusted Extensions T, [ AT LD /— RiZ
HBY—IEEHELET,

FE-RYU NNy —)ViRy 7 ZFER LW TL<ZI W, UAREINT
WBHRY =Ny —)LiRw 7 A3, Trusted Extensions 29 74HR— kL EH
/UO

HEEEZD2D—TIIECT, V—ILRy 7 ADBRNRED 7,
s O—HI T 7 MIIVERETDICE. 77 IV Ad—T2REIRL£T,
s LDAPT— A R—AZET HI2IE. LDAP AI—TZERLFT,

130 R—2 @D [LDAP D72 D Solaris BFE I > — IV DRE (ME3
R DFTRTCOMEEZETTSHE, LDAP A d— M RIFEIZ/R D
ij‘o

« [RHE<IZOYvYOLET,

» FET—2aVRERIRRENDD, VIR I ADT A AV IMEEE#HTH
BI58

a. Solaris B Y —IILERTLET,

b. Solaris B IV —JLEZBEHFHLET.

# /usr/sbin/smc &

Policy=TSOL DY — LRy & R& E/ZBIRL TWEWEEL. TNEBRLET,
KONV, 2O 32 Ea—74F (this-host: Scope=Files, Policy=TSOL) Y —J)Lihw 7 A %
RLUTWET, Trusted Extensions T. [T AT LDKERL] / — RICH DY —IL %%
ELET,
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o

‘04

4

| ole E A n_w_”ﬁ
Bl Blo]a |
i Navigation

This Computer {idea: Scope=Files, Policy=T30L)
| & i system Status
| L] gg Systermn Configuration
1 ¢ <G users
& User Accounts
&b User Templates
<E Rights
> Administrative Roles
i Groups
& Mailing Lists
¢ Computers and Metworks & ]
Security Templates
<3 Trusted Network Zones
Computers

[»

4-1 Solaris B 1 > — )V D Trusted Extensions Y — I

(ABRTATEE) IREDY — IRy O RERELE T,

Policy=TSOLY —J)LiRw 7 A Z{#ET S &, T 7 4 )b b T Trusted Extensions Y — )1
Ry I IANGAAENET, REFRE L, RANTEIRESNET, RA R
13 Solaris EHE I > — LY —/N—T7,

a. [A2Y—)bl A*Za—D0b IREDEE] 2FRLET.
[R—L) Y=V 7 ANBRENTHET,

b. Policy=TSOLY — LRy o R%& [:R—AL] V=R IRELTEELET,

(HEDY—IVRy 7 ZA&MEH Ry &27) w7352 LICk>T. HED
WV—)Vihw 7 A% 3t 74—V RICANTLET,

« [TH 20Uy L TREERFLET,

Solaris BV —I)LEKRTLEY,

Solaris HHE 1 > — JLIT X9 % Trusted Extensions DB INEIHOMEIEIZ DWT
13, [Solaris Trusted Extensions ‘E ¥ DFNE] D [Solaris EFLI >V —)LY—)V] &5
L TL7ZEW, Solaris HH I —)V&2FHLTEFaTs—FT > L —h%
YERE 9 5121d.  [Solaris Trusted Extensions BEEEDOFNEL O TR T A5 v Rxw b
=0T = R—ADMKEET Y 7)) 2Z2RLTIEIWN,
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v Trusted Extensions CKiZ\/ — % LDAP Y 5 A 7

1RO BHIIC

64

> RZT B

LDAP Tld, ZOFIETKE) — N — LT —EAREEHEL £J ., LDAP & ff
AL TWARWES, ZOFIEIIEKTEET,

Solaris 105/08 J 1) — A LAF%., Solaris Trusted Extensions (CDE) 7 — 72 A RX— ZIZW 5%
I—H—I&. txzonemgr A7 1) 7 KN F 7213 Trusted CDE 7 77 3 3 > % ffi> T LDAP »/
47 > hEVERTE £, Solaris Trusted Extensions (JDS) 7 — 727 A R—ZIZWW 5
I—H—13. txzonemgr A7 U 7 NEfEHTHHLEND D ET,

F-HBA—T—NETRIINES - NTHR— LT —N—ZRET DI EE5HEL
TWBEE., BITNIATES =2 ANDLDAP 7 517 > NER 2T T 5 ETI3%F
DIL—Y—=IZhHDFET,

Sun Java™ System Directory Server, D% ) LDAP B — /N—72FE(E L2172 0 £
o Trusted Extensions 7 —4% RXN—A DT —F N —N—IZANINTWT, AT
AR —N—EBETERITNERDERAL. TDED, BELTWET AT A
T, LDAP Y —/N—LE®D tnrhdb T—F R—=ANDIL> MU BBETT, H2WN
3. ZOFIEZFETT DT, ZOTATLANTAIVEN—RIMJIZEENT
WX 0 £H A

Trusted Extensions 732% € & #1772 LDAP B — N—WEHE L2 WIS, RIRT FIEEE

79 5. 5% [Trusted Extensions D7z D LDAP D#ERL (TE)) OFNEZSET
LE9,

DNS Z{ER L T\ BFE, nsswitch.ldap 77 A I EZEELE T,

a. JtDnsswitch.ldap 7 7 A JLOIAE—ZRZFLE T,

LDAP H ORI X — LY —EZXDAA v F 7 7 1 IVFRENTH 57~
¥, Trusted Extensions |23 T EH A,

# cd /etc
# cp nsswitch.ldap nsswitch.ldap.orig

b. XDEH—E XD nsswitch.ldap 77 AIINI M) EZEBELET,
FELWIZFMJIIRDEBD T,

hosts: files dns ldap
ipnodes: files dns ldap
networks: ldap files
protocols: 1ldap files
rpc: ldap files
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ethers: ldap files
netmasks: ldap files
bootparams: ldap files
publickey: 1ldap files

services: files

Trusted Extensions IZ& > T, KD2DDOL > MUMNEBMENET,

tnrhtp: files ldap
tnrhdb: files ldap

¢. ZF L7 nsswitch.ldapZ 7 A )% nsswitch.conf([COAE—LET,

# cp nsswitch.ldap nsswitch.conf

2 ROFIEONITNDERITUTIDAP Y 247 > bEERRLET,

= txzonemgr AZ U hEE{TL. WDAPICEET 7OV T MIBEAET,

[Create LDAP Client] A== —IHHIZCK> THRIND DL, K/ — 2720 T
TO

a. 68 X— M Ttxzonemgr A2 U 7 h%ERTT 5] OFIEICRENET.
ZDFAT7OT Ry 7 ADE A FUIL TLabeled Zone Manager] TY

b. [CreateLDAPClient] Z:#iRL £7.

« ROBETOAVYTHMIEA. ENENOREDHET ITHEI 20Uy o LE

ER

Enter Domain Name: Type the domain name
Enter Hostname of LDAP Server: Type the name of the server
Enter IP Address of LDAP Server servername: Type the IP address
Enter LDAP Proxy Password: Type the password to the server
Confirm LDAP Proxy Password: Retype the password to the server
Enter LDAP Profile Name: Type the profile name

d. RRSNEZHEETDSPIMUBLET.

Proceed to create LDAP Client?

MeE L7235, txzonemgr A7 U 7 NMZEX S TLDAP 7 17 > FINEBINE 31
£9. TOB, A FHANT 4 2 RUICERSNET,

= TrustedC(DEJ— 2 XAX—XT. TDAPYZSA T hEERR] 7023 EBEL
TERLET.

a. B2 CNIRNRY 3%% 1) w4 L TTrusted_Extensions 7 # /L7 ([CHRENL E
-g_o
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b. 7—UAR=RAAZa2—7T, 77U —>3>) 5 7705 —23> %
Ix—Tv] EERLET.

c. Trusted_Extensions 7 A L DT A A E=F TV )y o LET,

DT F NI, 12T 2—A, LDAPZ7 5147 > b, BIRETXN)fAF&E
= BRETHZDODT I a rNEENTVWET,

d TWDAPOSA TV hEERR] 702 a a5 TINoU o LET,
KOTO> T NIEZET,

Domain Name: Type the domain name
Hostname of LDAP Server: Type the name of the server

IP Address of LDAP Server: Type the IP address

LDAP Proxy Password: Type the password to the server
Profile Name: Type the profile name

e. ITHOKI Z2Jvo L%,
RDOFET Ay =V MERINET,
global zone will be LDAP client of LDAP-server
System successfully configured.

*** Select Close or Exit from the window menu to close this window ***

f. 7023204 F0ERACEY,

HB—N—ICBTAHEBRNPELWN L EHERLET,
. BERYU L RUERE. WDAPY—N—ZFBAELET,

# ldapclient list

HARRIIROLDITRD ET,

NS LDAP FILE VERSION= 2.0
NS LDAP BINDDN= cn=proxyagent,ou=profile,dc=domain-name

NS LDAP BIND TIME= number

. IS—%#EEL%XT,

II—MNERINDGE, ELWET ILDAP YV A7 > R&ERR] 77 a >
EFEITLET, REAF ROLT—NERINDHE. LDAP Y —/N—IZT A
TLDIY MY MIZWAIREED B D £,

LDAP ERROR (91): Can’t connect to the LDAP server.

Failed to find defaultSearchBase for domain domain-name

ZOITT—Z2EETHICIE, LDAP Y —N—2MERT20LERNH D ET,
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£l 4-2

ER

OAE—LXY, DNSIZEZET VT4 T8> TWiahiz®,

resolv.conf 7 7 A4 )LDk
ZOHITIE, EEEMN,

T RLVAZME > TH—N—ZREL LT,

# cd /etc
# cp /net/10.1.1.2/export/txsetup/resolv.conf resolv.conf

resolv.conf 7 7 1 JVIRO E— 11,

RHRICKA NREERT S

& DEEDDNS I —/N—F% 2 AT LM SEHAFEEIC L E
BHHEIZ FIATY Ry hT—2 EOY—/)N—!5 resolv.conf 7 71 )L &

BHFEIZY—/N—0DIP

nsswitch.conf 7 7 )LD hosts T2 kU 1T dns

NEHoNd e, EHEIRAMEME S TIATLEZRETESRIITRDE

ER

NIV EY — 2 DER

txzonemgr A7 U 7 b EFHT S E. TNINE =2 BERT H2RODY X7 2T X

T

ICHEITTEEXT,

A\

Ny FEA A=V LTSN,

SEE - txzonemgr DFJEZfEH T 51214, Trusted Extensions @ Solaris 108/07 U J — X
DB AT L TWABENRH D FT, E/21d. Solaris1011/06 U ) —AD T T D

ZOHDFNET, mK2DDIPY RLAIZ

BDUTHENTVDEIATARIZTIN)L

E—2EBRLET, TOMDREIZONTIL, 35X—20D HEET Y 7!
Trusted Extensions O¥Efii E B ML) OHRA T a L 2SR L TZE N,

E%

L]

1. txzonemgr A7 ) ' K&
FEITLET,

txzonemgr A7 U 7 N T, J— > OREREFFIC
A0 &HERT D GUI ZER L 7,

WLz

68 X—®D [ltxzonemgr A7 U 7'k

7T B

2. R — 2 Txy b
=425 T1—A%
EHLET,

K =2 T2 T2 —AZHRLET, DOF
D, WEA 25 Tz —AZEERLT, EN5D1 >~
H—=Tx—AERB — > THRLET.

69 X— D [Trusted Extensions T
Iy NT—=0A 25T 2 — A%k
95

3. — AR EMTT

= IZFED TR DIN— g > ff o TLART 2R

74ANR—TD = ICARTB IS

TRV EMTET, FT. INNCEID Y TET, NIV Zf1T %)
4= FA AN (N —=DE =AM ANV LET, =t |76 X—=TD [TIN)ffE — %A
LTE#HLET, A& = THRLET, V=AY =N | 2 A=V T %]

Eo T VW7V TAET 4 EZRRTEET,

77 R—=TD [FR)fFE — &L
95
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=S B %k

5= DAT—H A% | TN ES—2MITINTHBD, 2O/ —20 |[79R—=2D [V=2DAT—5 A%
Eﬁahbi@“ RI = EBETES I EEMHRLET. el
6./ = ENAIIAX | RERY—EAZE —DOHIBRLET. 80 R—TD [T f&E =%
LE7, ATIA AT S

V=@ LTEOMDY — 2 B ERT 255
3 2OV —=ICOARE SN EHRZHIBRL X

LE7.

R

7. DM — 2 EER | BIRLU 7 HEEFHL T, 22000 — 2 2/ERL £ |82 —2 D [Trusted Extensions T
o = DERAIEIZDONTIE, 26 \— V—=@OaAE—Fkdr0— T
@ [Trusted Extensions TN/ — &l #ZWL T | D)
<7ZEWn,

8. (WA —EHED | Ry b= DK ETOICE, 1 DU EORY b [8aR—TD Ry hT—2 A%
I hNT—=0A4 5 T—HAH T —A e TRIVFES—IBML | 72— A& T NIVAE — 258
TJr—AZBMLET., |FT., R, TOXDMERIET NI EY T L. Ib—T4 207 %]

Ty bEYIOEES DI L X7

68

v txzonemgr R ) T hERITT S

1RO B

COAZVTRT, INIUFEY =2 Z@YNTHmR, 1 > A =), m@m B&
CEHT LY AT ZICFETLET. COAZ YT RTE, &Y — VAT
TETOAATE T NIV ZBEMNT, Ny =224 2 A =)L L TRAR 08 Z1ERL
L. V—2eRHBLTEDY -2 TH—EAZMKRLEY. ZOAZYT R

3 V=2 0aE—BL N =20/ O RO AV NEENTHERT, X
Teo V=2 Ok =2 OIREBOEE, V—=EEOFRY NT—=01 25

T —ADEMETEXT,

DAY T MZEXS THRITIRE S ND A 2 —N RSN, HEDORMIZER)
IBINOABNERINET, XL V- DAT—YAZRETIHEEIC

. V=B AT EEODOAZ a—HAZERINE R ., ETHEAHD
HAF) A MCERINTEE A,

A —=)N—A1—HT =270 £,

V=20 0= EERT 25813, V-0 0— AEROERET T L THE
x9. HOEF VT4 =TTV - EMATIHEE. T0T T L - %
ER L THBEET,

WARD 4 RUERBY -V THREERT,

txzonemgr AZ U 7 NERITLET,

# /usr/sbin/txzonemgr
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ZDAZ YT KT, [Labeled Zone Manager] ¥ 7O Ry 7 ANHEET, =
D Tzenity)] Y1707 KRy 7 AT, 12 A M=)VOBEDIREIZIGU T, @Y7k
H A EFITTHIIRDENET,

YA EFETTHITE, AZa—HEZRIRL TN, Return:‘: ZfdnE
B ITH 2209 0LFd, TFANDANZRDSNZLEIL. TFAREA
JIUTHS Return F—Z N EIT T 2200 bi'd_

EX b=V =25 T OBEDIREEZ KR T 5ITIL. Labeled Zone Manager @ [Return to
MainMenu) 227U w27 LXT,

Trusted Extensions CRry b —0 A4 45471 —X
e T 5

E-DHCPZFH T 2K DITT AT LAZMEKT 2356, OpenSolaris Community:
Security Web “~\—=2’ (http://opensolaris.org/os/community/security)® Trusted
Extensions DFiCH D/ — )NV AT R ESRL T 7230,

Solaris 10 10/08 U U —AM 5, &I XIAFE =2 NMEOT T2y MZHD T AT
LEHRT AT, COFEZEEBL T, 4X—20 V= IZ4RIiBIONTAX
NWEMTB] IGEDZENTEET, V=D ANV ENAIIA X ERKZ
7256, 84— HEEDTN)UEY — 2 ZRIEIEET 5720127y hTU—2o 41
AT —AEBEMNTS] THEINIGES 2Dy NT—I A F T2 —A%
BMLET,
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70

1RO BHIIC

ZDHATT, 2w bT—F 2T &K — > THKL £, all-zones 1 %
T —A% 1 DEERTDHENDH D ET ., all-zones { ¥ 7 =— Ak, TNV
ffEy =R —>THEINET., ZOHEA 2 F T —RF, TN E
= ERB) = DEIDO N T T 4w 7 OREHIENCERASINET, D14
T —AEBRT I, ROWTNNEETLET,

s YA T AMSmEA 2 T 2 — AR LR, A2 T — A
ZHALET,
C ORI, BHEICEST, HoEBMHETT, S AFTAN2DDIPY RLA
ZEOLETHENTWDHEIC, ZOMMEERLEXT, ZOFETIE, w1 >
57— AFKRE - DOEFET RLAERD, WA >4 7 x— 3R
V=2 ETNFEY —CRITHREINET,

» WP T —ABHELET
SATLIMIDDOIP Y RLAZEDETENTNDHAIT, COMRZERL X
T ZOMETIE, K —>ETRIUfFE) = HTHEA > 5 72— Ak
BEINET,

 REXY FT—=UA 2T z—Avnio ZHELERT
DHCP Z#pk 9 2560, &Y T2y hT—=27 DTNz > TW2HE
I, ZOMZEZERL £9 . FIEFIZDWTIEL. OpenSolaris Community: Security

Web X—37 (http://opensolaris.org/os/community/security) @ Trusted Extensions
DEICH D/ — NNV AET LI RESHL T Z3I N,

Solaris 10 10/08 J J — A 5, Trusted Extensions DJ)L— 7 )Nw 7 A >4 7 = — A&
all-zones 1 > 7 72— AL L TIERENET, D7D, vniodtH 14
T —AEVERT HHEITH D FH A,

V=CEEDRY NT—=0 A 25 T 2 —A&BMT 2I2F, 125 72— AZEM
THENT, V= DIERER T LU THRLET, FIHIIDOWTIE, 84 X—2 D (B
HFDITNIATE) =2 R IIBET DDy NI =0 A 25 Tz — A %8BT
%] ZZRLTIEE N,

K — > TA—/NN—2—HF—I2h0E7,

Labeled Zone Manager MZ/R I TVWET, ZDOGUIZHITIL, 68—
D Ttxzonemgr A7 ) 7 N 2ETT 5] 2BRLTIEI N,

lLabeled Zone Manager] T. [Manage NetworkInterfaces] Z:#IRL T. [TH#l %
2y LET,
A T2—ADY A RNRERINET,

E-CZOHFITIE, A T2 —ATHRARGEIP T RLANA > A b —IURFIT
HOBTENTNET,
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YIBA YT 1 —REZEIRLET,
A TT—AMIDHDVATLITIE, ROEIBAZa—NEREINET, &
EZOEOICIFERLZEBMLTWET,

vnio Down Virtual Network Interface
eri® global 10.10.9.9 cipso Up Physical Interface

a. eriof Y 71— REEIRLET,
b. Tl ZJ)v o L&Y,

ZORYNT—OA T —RICHBUIEIRIEZEIRLET,
KD, 3DDA T a Mg RrINET,

View Template Assign a label to the interface
Share Enable the global zone and labeled zones to use this interface
Create Logical Interface Create an interface to use for sharing

s DRATADIDDIPT RUREHEHDBEEIL. FlE4ICEALET,
s DRTAM2DDIPT RUREFHDBEIL. FIESICEALET,

1DDIPT7 RLVREZHFDVATATIZ. MBA 471 —REHFLET,

ZOBRTIE, RARDIPY RLANTRTOY —IZEHEINET, L
MoT. FARDY RL Al all-zones 7 RLATY, TDOHRANEIILF LN
Y—N—ELTHERTAHZEETEERA, ZEXF -T2 AT LD
S5O7 7 AINERETLEIEETEE L. TOT AT AL, LDAP 7O+
B—/N—, NEST—LT A4 L7 NPT —=N—, TG N—ET 35 LITTE
FH A

a. [Share] Z#EIRL T ITHE 20y o LET,

b. £BA VI T —APKRRENIATAIRY O RT, [T 20Uyl
ig_o

eri@ all-zones 10.10.9.8 cipso Up
WA > T 2 —AMall-zones { > ¥ 7 = — AIZ72-> TWiUL, FIEIZIERIC
FETLTWET, 4R—TD = IZA4HIBLVO TN ERMIT D) ICH#EAE
@_O
2DDIPT FLRZEZHFH DV ATATIE, #BA V71— REERLET,
D%, WA Y T — AR EFLET,

ZAUEH o &EH > T I)V7R Trusted Extensions % T —Z kT, ZDORERT
3. AT DIPT7 RLAZENDI AT LMD AT A EOEZED ) — 2 2HE

55 4% . Trusted Extensions D& (FIE) 7



INIfFEY = DIER

72

151 4-3

THEDIHERAL., @A oY 7o —AFKRI —ICEBEETHIENTEE
T, K/ =3I F L)Y —N—E L THHATEET,

a. [CreatelogicalInterface] ZZRL T [T 20U v o LET,
LW A > 72— ADERZEHR T 2554 707 Ry 7 AZHUET,

b. [SetlPaddress| ##RL T Tl 20 v o LET,

¢ 7OVTNTHEBA VYT —ADKRRANEEREL., [Tl 20Uy o LE
.g—

EZR WwREA YT —ADKRA A EL Tnachinel-services ZFHE L £
T, ZO4ENE. ZOFRA RNV FL NN —ER 2T L EE2RL TN
EJCIN

d 7OV CTHEBA VI T —ADIPT RLREIEEL., THI #oUvy oL
i’g_o
F2EZE, R YT —ADIPTY RLAELT10.10.9.2 2 ELE T,

e WEAYYT7I—REDI—EERLT. (TR 25Uy LET.

f. IBringUpl Z:ZERL T T 20U v I LET,
AHTT—AMNUp ELTERINZET,

erio global 10.10.9.1 cipso Up
eri0:1 global 10.10.9.2 cipso Up

g MBA VYT —REHBLET,
i. MEBA ST —REERLUTITHI 20) v I LET,
i. [Share] ZZRL T ITH 20Uy o LET,

erio all-zones 10.10.9.1 cipso Up
eri@:1 global 10.10.9.2 cipso Up

Pzl EH1DDOA Y Tz —AMall-zones 1 > ¥ 72— A7 > TWiuE, FE
WBIEFEICETLTWET,

%ﬁ%ﬁ4>&7:—xﬁ%é>z%AT®mummu774w@§
7~

K —N—BDA T2 —AMNHO., TIRIAfET—NRD1 %
T — A& K — 2 EHET S5 AT A TI, /etc/hosts 7 7 T IVIERD L DI
BOET,
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# cat /etc/hosts

127.0.0.1 1localhost
192.168.0.11 machinel loghost
192.168.0.12 machinel-services

F 7 4 ) MERRTIZ, tnrhdb 7 7 T IVIERD L DI D £T,

# cat /etc/security/tsol/tnrhdb

127.0.0.1:cipso
192.168.0.11:cipso
192.168.0.12:cipso
0.0.0.0:admin_low

all-zones { > % 7 = — AW tnrhdb 7 7 { IVNIZBWEE, 1 ¥ 72— 13T
T AV D cipso /a0 ET,

IP7 KL AH1 D& 5 Trusted Extensions > AT ATHDHREA &
TJ1—RADERTR

ZOBITIE, BHEN AT LZIIF LX) Y —N=ELTHEATZEEIZH D
FBA. IPY RLZAZHKT D720, IXRTOIRN)fFE)—2LIPTY RL A&k
BTDHEDITRE— ks nEd,

BHEIZ, SATALADnmed { > 7 —AELT IShare)] Z#IRLFET, 2DV 7
Pz 7ICED, TXRTOYV—VICHHENICOADH DL IORESNET, Z15Di
FNICIZ., K —>T1O0OWEMAENICEHELET,

EHHIY ifconfig -a AN RZFETL T, Xy hNIT—U A 24T —A
192.168.0.11 ICH WA > ¥ T2 — A hmeo NIEHFE IND T E2MERL £
9, all-zones DIEMMERINET,

100: flags=2001000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv4,VIRTUAL> mtu 8232 index 1
inet 127.0.0.1 netmask ff000000

hme0d: flags=1000843<BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
all-zones
inet 192.168.0.11 netmask fffffed@d broadcast 192.168.0.255

Solaris 10 10/08 ) ) — A7/ 5., Trusted Extensions D)L — T /)Nw 7 A >4 7 =+ — A&
all-zones 1 > 7 x— AL LU TIERESNET,

100: flags=2001000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv4,VIRTUAL> mtu 8232 index 1
all-zones
inet 127.0.0.1 netmask ff000000
hme®: flags=1000843<BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
all-zones
inet 192.168.0.11 netmask fffffed00 broadcast 192.168.0.255
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1B BHIIC

BEHHFIZL /etc/hostname.hmed 7 7 T IV ONEB HIFANE T,

192.168.0.11 all-zones

V—=ICR2FIB LI TN ZERITS
label encodings 7 7 f LD T T &I — D Z1ERT 24 ETH D FHA

M, ER TS ZEDHTEETFT, BEHGUIICED, ZOTATATGUIHITIERS N
=Bl D I EDTELIRNIDFNEEINET,

K — > TA—=/N—2—H—IZ/2D %7, [Labeled Zone Manager] ¥ 7 072
Ry T AMFBEREINET, ZOGUIZREITIE, 68 X—TD [txzonemgr A7 1) 7
FEETTL) EZRLTZEN, X2y bT—0A 25T 2—AZRE/— 212
L TWE T,

Wt FaT s —F T L —Rr2ERLTVWET, tFaVFT—F> 7L —F
T, BHEOHTRIZ, *Yy hT—0A4 272 —AEIDHBTHIEMNTEL TN
NHiIFZEERELET, 774N bOEFa2 T4 —F > 7L — b THREMEITE-
INBZEEFIHDET,

s X aUTF o —FT 2T L — FOBEIZDOWTIE,  [Solaris Trusted Extensions 2 ¥

DOFJEL D [Trusted Extensions D%y 8T —27tF a2 54 —@lE] 2B T
<IN,

s Solaris EH IV — VAL TCEFa T4 —FT > 7L —h2IERT DI
1%, TSolaris Trusted Extensions D FNE] @ [T AT v K%y hT—7
T—HN—ZADORERL (TE¥E< Y 7)) 2BRLTIEI N,

lLabeled Zone Manager]! . [Createanewzonel 2wy LT, [TH#l %275
Vv o LET,
T T N THEDANERDSNET,

a. V—UDREEANLET.

Ex k- =TT T — T E T, a2 TN
CONFIDENTIAL: RESTRICTED TH 5/ — U ITId. restricted &EW D LR & AHIT X
‘@_O

7=EZ1E. T 74 )V RD label encodings 7 7 1 JVITIERD T NIV EEN TN
N

PUBLIC
CONFIDENTIAL: INTERNAL USE ONLY
CONFIDENTIAL: NEED TO KNOW
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2

CONFIDENTIAL: RESTRICTED
SANDBOX: PLAYGROUND
MAX LABEL

TRV ZTERY =21 DMERTEETN, KDY — 2 Z2ERT % 2 & &matL
TSN,

TRTCOI—HY—D T AT ATIE, PUBLIC INJLIZ1 DD —>, BLX
CONFIDENTIAL T ~JLIZ3 DD — &KL £7,

BRFEHD S AT ATIE, SANDBOX: PLAYGROUND 7 ~\JLIZY — % 1 DIERLL
F 9, SANDBOX: PLAYGROUND |ZFRFHEH M O AREF 7 NIV &L TEHE I, IS
FHEWMFHT DI AT LIDH, ZDTR)I — NS TT,

MAX LABEL T N)UIZIZY — 2 ZER LW TL Z3 W, ZAUIR T ERERELT
EFEINET,

(TEROK)I] 22 voLET,

A T7OTHRy 7 ATl A7 DY A KD EIT zone-name : configured MFER S
NEd,

=S RIVEMITBICIE. ROWTNMhERIRLET,

NAEZTA X LT 1abel_encodings 7 7 A ILEER L TWSIHE. S XT VR
Fy D=0 =Y —=)VEFERLTY—VICINIVERFITETS,

a.

FSRXFYyRRYNT—0Y—2Y— )% Solaris B>V — )L THEET,

i. SolarisBEOVY—)LEEFHLET,

# /usr/sbin/smc &
ii. O—HhJL AT AD Trusted Extensions Y —J)L7Rw 7 REFHEET,
Mayy—bl - I'—Ibiky o X&M< Z2IRLET,

2032 Ea—% (this-host: Scope=Files, Policy=TSOL)] & WL\D ZEID
YV—Iliky O REFEIRLET,

RA<] #o)y o LET,
ii. [XTALADER] CHD AEa—9ERxybNT)—20] (CEHLE
ER
KRODENZE/NAT—RE2AHLET,

iv. NIRRTV RRY NIV =DY—=VEGTNI )y I LET,
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b. V=T &IT, BUEINIVEY B EBEMITET,

i. [(7ooarv] - = EROEM] Z28RUET,
FA4T7aTRy 7 A, BlDLETS5NTNDS T )VNRNY — > OARTN
ZRSINET,

i. V—REWEZELTCHhS REl 20Uy o LET,

i. ZNIVENSY =T, V=2RICERATEIINNEIV VI LETS,
fESZINVEs )y 7 LizHEa, TOINeb s —EI7 Uy 7 LT
BREMREL, ELWIN)LZ2r w7 LET,

iv. B|ULTERELET,
(RS AT Ry hT—=2) =20 70NT 4 —) A4 707Ky 7 A
TIT# 220w L%FET,
BN — M RTNRIVICE RSN TTT, WL, —
DB AZa—JHEHZZ YT DHE, J—HDMEN2NWY A 7T
Ry 7 AWM NET,

» T 7#)LbD1abel_encodings 7 7 A JLZER L T\ 5155, Labeled Zone
Manager Z{EFA L £ 7,
[SelectLabel] A= a—YEHZZ U7 LT IT# 27Uy L, HHAJEER
FNIVDYAREFRRLUET,

a. V—DOINILEZERLET,
public EVWD ARIDY — > DFE. U A RS pUBLIC TNV EEIRL £7,

b. TEOKI 20Uy o L&D,
AT D) ARNERINET,

v SNIMFEY—=2FA VA =ILT S

o BEIIC R — > TA—=/NN—2—HP—IZRDET, V=D THD, Y8 TH
HDXy NT—=0 428 T2 —ANHD XY,
[Labeled Zone Manager] %1 7 027 Ry 7 AMEIRE 4. zone-name: configured &
WO THA RMIVIMFNTWET, ZDOGUIZBILIZIE, 68— D [txzonemgr
APV T R EFTTD) EBRLUTIIZI N,

1 LabeledZone Manager /05 finstall] #2iRL T ITHEI 20U v o LET,
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v

1RO BHIIZ

FE-ZOTOVAK T ITLETLES KEBMRMNDET, 20X A7 OETH
13, 1FNDY AT ERETLIENWTLZE N,

AT LT, R — 2SR — Iy r—rRNaE—asnfxd, Z0¥
ATIZES T, TN EDIRIBAR L —F 4 2T AT LN — 21 VA
r—IlENEd, ZOHZEHITT 220, ZDOF AV Tpublic/ — 21 2 A
r—=IbENET, GUIITRDOKL D B NNEREINET,

# Labeled Zone Manager: Installing zone-name zone

Preparing to install zone <zonename>

Creating list of files to copy from the global zone

Copying <total> files to the zone

Initializing zone product registry

Determining zone package initialization order.

Preparing to initialize <subtotal> packages on the zone.

Initializing package <number> of <subtotal>: percent complete: percent

Initialized <subtotal> packages on zone.

Zone <zonename> is initialized.

The file /zone/internal/root/var/sadm/system/logs/install log
contains a log of the zone installation.

;¥ - cannot create ZFS dataset zone/zonename: dataset already exists D& D 7%

Avt—=F, BHRAYv =TT, V-CRBBEOT -5y hEFEHALET,

ADAR—INETTSE, RANOARDANE ERTHT 02T FMREREN
Y. AEINERINKT.

ZTDORADEFZEEDEEFEALET.

FAT7OTRY 7 AT, A7 DU A SO EIT zone-name: installed MNER S N FE
TO

ROEXDIREENFIRINET ., [Installation of these packages generated
errors: SUNW pkgname] INERSNIZHE, 1 A b—)bO T &gsH, Ny 75— 0
AAR—INERKRTLET,

INITEY -2 ZiENT D

KB — > TA=N—2 =P =RV LT, V=N A b=)bEanTHD, &
DY THEADRY bT—=0A4 25 T2 —ANHDET,
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A\

EBEIE

RDFIE

lLabeled Zone Manager| 4 7 7 R 7 AINEKIREI . zone-name:installed &\
AP TYA IO TNET, TOGUIZEHITIE. 68 X—2D [txzonemgr A
VT NEETT B BBRLTIZS N,

lLabeled Zone Manager! T [ZoneConsole] Z#ERL T ITHE] 20U v o LET.,
BED T XAFE) =212, loa>y) =)V 4 > RUNKREINET,

[Bootl] #ZEIRL T,
=R =)V &, V= EBoEBZEBHLET., V—2Z2RINS
YERRT 285G, KOLO DB AvE—IMNa 2y —)VIcERSINET,

[Connected to zone 'public’ console]

[NOTICE: Zone booting up]

Hostname: zone-name

Loading smf(5) service descriptions: number/total
Creating new rsa public/private host key pair
Creating new dsa public/private host key pair

rebooting system due to change(s) in /etc/default/init

[NOTICE: Zone rebooting]

FE-ZDY AT OETHIE. ENOY AT EETLENTLEI N,

GEICEO T, TI— Ay b—UNERINTY —2NHEEB LW ERDHD
F9, V=KD =)V TReturn F— 2L £9, HEETE-DITyDAT
ERDBTO LT NINERINSZS, yE AN L TReturn F—Z2LET, J—2
NHEHSINET,

D=2 =S A —aNnE Ry o—AER S N EE. 79
R=2D =2 DAT—H AEMERT 5] \THEAET,

D= 2INEAI D= TH BT, 80 X—2D [FR)fES =22 A
RAXT 5] ITEAET,
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INIfFEY =2 DIER

v \/_ \/O)Zj___axéﬁﬁam-g_é

F-XP—N—KIE - TETINET, TNTNDOITNIAfFES 2N DX
= N—ZFHT2I20E. K/ —ICERTERTNERDERA. Tk

O, =%y NT—UEREL T, V- B2 ERT A EIETETE

Mo HERDFMAITOVNTIE, 28R—2D [RIVFLAN)ILT 72 ADEHE] 25U
TL7EE W,

1 J—UDPRELICEFINTNSA I EEZEDRLET,

a. zone-name:J — ARV =)L T, rootE LTATA > LET,

hostname console login: root
Password: Type root password

b. V—2UARIAVY =T, 2UT 4 AP —EXBRITENTND I LE2HERL
ig_o

# svcs -xv
svc:/application/print/server:default (LP print server)
State: disabled since Tue Oct 10 10:10:10 2006
Reason: Disabled by an administrator.
See: http://sun.com/msg/SMF-8000-05
See: lpsched(1M)

sendmail BE WX print —E 2L, 7V T4 WY —EXATIEHD EH A,

¢ V—UICRHEBIPTRLABHDLEHERELET,

# ifconfig -a

el ZE ROHTITEmeo 1 > T2 —ADIP Y RLAMEPIRINET,

# ...
hme0: flags=1000843<BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
all-zones
inet 192.168.0.11 netmask fffffe@® broadcast 192.168.0.255

d. (BBATEE) Y — KRB — LBIETER I LEHRALET.
i. DISPLAYZEHMXY—N—%KRA VN TEHLOBRELET,

# DISPLAY=global-zone-hostname:n.n
# export DISPLAY
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80

RDFIE

1RO B

i. WART 4 RIUMSGUIERIRLET,
mEZIE vy EFRRLET,
# /usr/openwin/bin/xclock
=2 DTN T Oy IMERINBEVWESIE, V—o0%y hT—F >
TMELLBHREINTOWET A, TNy ZICETHIERFIE T, 111 -2
D ITININFET =M X Y= N=IZ TV EATER W] Z2BRLTES
[/)o

ii. GUIZBE L TifTLET.

RE—oDE. INIMFEY—VDRT—Y AR LET,

# zoneadm list -v

ID NAME STATUS PATH BRAND  IP

0 global running / native shared
3 internal running /zone/internal native shared
4 needtoknow running /zone/needtoknow native shared
5 restricted running /zone/restricted native shared

NTINIMFTE) = DOERIZZE T T, V—CBEDORY NT—0 A %

T =A% —IBINT 5, ININES =2 ZEICT IV NV—T 4 2T
EHENLT HITIE, 84 X—2D Ry NT—I A 2H T2 — A% TR)UfFET— 21T
BINL, =T+ 2795 [THEAET, T TRVEEIZ, 93 X—D [Trusted
Extensions CO&E| & 1T —H—DER] ICHEAET,

INIGFE = hAIRAXTH

V=D O— 2 ERT D, F23Y -2 2aE—-9 5848, ZOFIEIC
FoT, V=NEFND—=20F > T L — RN EDITHEREINET, &5
2. ZOFIEICEST, HHTEZTF>TL— S ERIN TN — > 2R
bi‘a—o

K — > TA—=/NN—D—HF =R D FET, 79R—=2D VV—=2DAT—45 A%
BTBH| ZETLTHEET,

V=AY —IVT, INMFEY - TAREBERY—EREZEMICLET,
D —2EIAE—FR3ra—2&2ERT 256, B Lzd—EXZ#HL W
= TENIEINET, PATLTHIA 2 THHIT—ERIE, TDI—20D
H—EAYZ T ABMIE>TERD ET, netservices limited I > RZ2MHL
T, TN E =2 TREELBNWY—EZXAEZFTICLET,

a. ZHORELGY—EREHIRLET.

# netservices limited
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INIfFEY =2 DIER

b. ZDIENDY—ERXRZ—EICLEXT,

# svcs
STATE STIME FMRI
online 13:05:00 svc:/application/graphical-login/cde-login:default

¢« U574 0NATAEEHICLET,

# svcadm disable svc:/application/graphical-login/cde-login

# svcs cde-login

STATE STIME FMRI

disabled 13:06:22 svc:/application/graphical-login/cde-login:default

P—EAERT L —LT =7 DOFFMIE. snf(5) DX Za VI R—VESHL TS
(/)o

lLabeled Zone Manager] T [Halt] ZZRL TV —ZEBILELET,

BT B1IC. V=D vy MOV EINTNWAIEEZHERLET,

zone-name: V) — VIER A —IV Ty ROA W LZ—2ICEoT, V=N vy Y
I NTNWD I ENREINET,

[ NOTICE: Zone halted]

IOV —2FIE—FRIZZ0r 00— E2ERT 2O TIRRVWESG., ZORID
V= EERLIEDOERUHETERDOY -2 2ERLET., TOENOHE

. ROFIEICHEAET,

ZDY=2EREFDPDY-2DT T - hELTEATZHE, ROEBYICETT
LETY,

a. auto home zone-name 7 7 A JVEHIBRLE T,
K )— > DR 4 > R T. zone-name™ ) —>INS DT 71 IV EHIRL =
ED
# cd /zone/zone-name/root/etc
# 1s auto_home*
auto home auto home zone-name
# rm auto _home zone-name

7ZE 2L public V=2 WNEhDY —> D7 a—HAERtT > 7L — R Th s
. auto home public 7 7 1 IV ZERDXDITHIBRL £7,

# cd /zone/public/root/etc
# rm auto_home_public
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82

1R BRI

b. ZDV—2DOO—EERT B5E. ROFIETZIFSR Ty 7 a3y bEERK
LTHh5. 82— [MTrusted Extensions TV — D IE—F/=ldoO0— %17
o1 [TEAET,

¢« ZDYV—2EOAE—TBEEE. FlEeE#ZTTLTH582RX—20 [Trusted
Extensions TV —>DIE—F/3o 00— %170 ITEAET,

ZTOMDY -2 Do O—EERT B0V -T2 T L— MEERT BIC
(Z. TCreateSnapshot] ZZERL T ITHl 20Uy o LET,

FE-AFwTTay by —F, ZFS 7 7 AV AT ANIRERTIUIR D £H
o 58R—TD =D 00— EERT 572D ZFS T—IVEERT 5] T
=T ZES T 7 IV AT ADMER S NET,

AREIRA XL =V BEEFERTESZ EEMERT SI(2IE.  TLabeled Zone
Manager| 705 [Boot] ZZEIRL £,

V=R —Iid, = EEOEBEBIFLET, RO B AvE—D
N —=)VITERINET,

[Connected to zone 'public’ console]
[NOTICE: Zone booting up]

Hostname: zonename

Or74 27827 MI&LTReturn F—Z2FLET, root ELTHOYV A U TEE
-a‘o

Trusted Extensions T/ — DI E—F /=35
O—>%17TD
80 R— DD [T E— S BN AT YA XF D) BETLTHEET,

[Labeled Zone Manager] 5 7OV Ry 7 ANERSNET., TOGUIZHHIC
1. 68 X—T®D [ltxzonemgr A7V F h2ETT 5] 2BRLTLIZIWN,

V- EERLET,
FE, 74— [V =2IZARTB IR TNV ZEMIT ] 2ZRLTSZE N,
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INIfFEY =2 DIER

RODFTEDNITNDEZBIRL T, V—UERA NS TOEHRITLET.
HRDY — > TEITROFIEEHE DKL £T,

» SNNVEMITEY -2 EIE-LET.

a. [LabeledZoneManager] 75 OE—] ZZRLT [THE] 20 v o LE
—g—o

b. V=TT —bEBRULT TR 20Uy I LET,

T4 RIIZAE—D T O ANERINET, TOANETT D
=i A= EaNET,

[Labeled Zone Manager] |2 [zone-name :configured| &ERRINIHZE
W ROFIAHEA T, TNLANOHEIEL, Flae ITEAXT,

¢. *=a—I8H T[Selectanotherzone] ZFERL T [T 20U v I LET,
d. FRICA VR b=y —2E2BRLT, TR 20Uy o LET,
e. 771R=20 [SN)fFEY - TDH] 2T LET,
f. 79R=2D [V-YDAT—HREHRTH] Z2TLET.

» INEMITIEY OO0 ERLET,

a. [LabeledZoneManager] T /0 —>] ##RL T T 20U v LE
TQ

b. UAMDSZIFSRAFy T ay hEERLTIT#H #0) v o LET,

ZEZE public MBS AFy T ay MEERLZSS
¥, zone/public@snapshot ZJEIRNL F 7,

JO—AMEROTOCANETTHE, V=N A —)banfxd, F
JIE c \THEA KT

¢ V—raArv—J)LERE. V—EEELET.
FIEIZDONWTIE, 77 RX=20 [FR)UE = 2EHT 5] 28R TL
723,

d 79X—=20D V=2 DRAT—IREWERT 3] #5ETLET.
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FYbT—=0A 2T —RESNIMFEY—V(TEBIML. V=T 425

RDFIE =

IRTDY/ =R LT79IR=2D V=2 DAT—H AR T 2] 27T L

TWT, & —=2FNETNpomExy hT—27ICiEEdT 2855813, 84
R=20 BEO TN E = 2R ET D0 Fry NTO—0 A 24
Tr—AZEEMT 5] IZEAET,
n FEEREIRERL TWARWESEIE, 93 X—2 0 [Trusted Extensions T D& E| &
I—Y—DEk) ITHEAET,

» T TITEEIZEREADEEE.

T4 L7 N OER) ITERET,

105 X— @ [Trusted Extensions TDHR— L

XY RNT—0A T2 —REIN)fTEY — 1B
L. V=T« >09 %

ROEZEZ, &Y —2NEROWE Sy F T =V ICHEE SN TODEREITHS L £

EE

E%

B8

laary NU—U 1%
T —AEE&ITRX)fIE
VJ—AzEmL,. K
= mER L TN
Fw hT—=ZICEEL
7,

#HI R E — 2 B oMy b T — 7 1TE
BELET. TNITEY =203, K — >t
Tory hT—=VI)—F 1 2T EMRALET,

84 R—2D [BFED T N)UAF&E
V=D ERBEIRET 570k b
T—0A 28T T —AEBNT 2

Fzi31b:xy hU—2
A T—R%E, T

THIVRIV—hEEHL
THEINIAfFE— 2T
EBINL XTI,

#Y — 22 ER Oy T — 21 L &
To TN E =203 =T 4 2T TR
V=2 EMRALEEA.

87 RXR—T D TBEFED T NIV &
V= D BRI E T BT OITKIE,
J—EFRLUENWRY hT—20A
T —AEBINT 5]

2. 32— LT —EX
Frvaz&I NIV
E— ER L £7,

B = ATH L TR— LY —EXT—E > EMRK L
£7,

NR=TD [FR)fF&E/ =2 T
IR — LY —EAF v v o &AL
ERSY

Vﬁﬁ@?NWﬁ%f-?%ﬁ%ﬁﬁ?ét@[
XY BND—0A 5T T —REEBINT S
COFIET, J— EEDR Y FT— 5 28T 1 ZEBED T NI E S —
SEIL £ 9. Z OB, &S — e NENBIONE S ~ T — 2
PR N B B RS L T, AL E g, e — o iR %
o NI DT 4 2 AL T
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FYRT—=0A0E T —RESNIUFEY =V (TEBML, =T 40T 5

RO BHIC

E-REY — 2T KRB 2T RLUADERESNSET T 2y ML TIP
7 R AZMRT 2HBENRHD XY,

K ) — > TA—/N— I —HF— 2D FT,

FTRTDOI =L, 67 R—=2D [FR)ANET =2 DOER] OEXZ27ETLE
9,

K —>T, BIDRY NT—0 A5 T1—ADIPT RLVLRAERRA NE%E
/etc/hosts 77 A JVICANLET,

HRA N DR -zone-name ZBINT 572 &, EHENLMARAEZFHL T /ZS
(/)o

## /etc/hosts in global zone

10.10.8.2 hostname-zone-namel

10.10.8.3  hostname-global-namel

10.10.9.2 hostname-zone-name2
10.10.9.3  hostname-global-name?2

AT T T —ADRy NT—2 T, /etc/netmasks 77 AIVICT M) ZEEBIMLE
—g—-o

## /etc/netmasks in global zone
10.10.8.0 255.255.255.0
10.10.9.0 255.255.255.0

SRR, netmasks(4) DY Za 7 IIR—=TJESIRL T ZE 0,
Ky —>T, V—VEBEDYEBA 571 —R%Z plumb LET.
a. $CICplumb N TNAYEBA 471 —REHELET.

# ifconfig -a

b. 84 YT 1 —ROKEY -7 RURE#ERLET,

# ifconfig interface-nameNI plumb
# ifconfig interface-nameNI 10.10.8.3 up
# ifconfig interface-nameN2 plumb
# ifconfig interface-nameN2 10.10.9.3 up

¢« BREFY—27 KL XIZXH LT hostname. interface-nameN 7 7 A )LV EER L £ 7.

# /etc/hostname.interface-nameN1
10.10.8.3
# /etc/hostname.interface-nameN2
10.10.9.3
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86

10

11

K —>7 RL AL, AT LWNEEHT L ELEBICHERINET, V—EA
OF7 RL A, V—2OEFRICHERINET,

TNENDY—VEEDRY NID—0A4 5 T712—R(IC, EFaVTa—T 7
L—bhEBUHTET,

2w FT = NDTF — b T 2 AT RIVIPHER SN TWRBRWEEIE. adnin lowt
FaUs4 =TT L —FrEEHOVETET, Xy NT—IADTF—hTzAIZTN
IWIMFNTWBIHEIL, cipsotFaUTF 4 —F7 > T L —F2EODHBTET,

Bry NT—= DTNV ENMT S, RARYA TcipsoDtFallsT 4 —F27
L —h2ERTEET, 7> 7L —FOERBIVOEID Y TOFIEITDONT

1%, [Solaris Trusted Extensions ¥ D FENE) @ R T AFTw KRRy hT—7F5—%
R—ZADHERL (TE¥E~ Y 7)) Z2ZRLUTIEI N,

V=CEBDA I T —RICEMTHINTOINIUFEY -2 ZEFIELET,

# zoneadm -z zone-name halt

Labeled Zone Manager % #2&) L £ 7",

# /usr/shin/txzonemgr

V—VEBEDA VY T —REEBMS BNV —2I2DNWTIE, ROBEEERTT
LET.

a. V—2EFERULET,

b. TAddNetwork] Z:ZERL £,

¢ XY BNIT—0A25T7 1 —RICEEEMITET,
d. 1> 71—ADIPT7 RLREZANLET,

T LETARTDY =20 lLabeledZone Manager] T. [ZoneConsole] %2R L &
ER

lBoot] Z#ERL £,

[ZoneConsole] T. A ¥ —T7 T AMERSNTWB I LEHERLET,

# ifconfig -a

BTy bDT—h D2 ANDIV— bV =2 ICHBDLEHRELET,

# netstat -rn
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FYRT—=0A0E T —RESNIUFEY =V (TEBML, =T 40T 5

EREIE

RO BHIC

V=R ET Ny 7T HITIE. RESZRLTZE N,

= [System Administration Guide: Solaris Containers-Resource Management and Solaris
Zones] D29 % [Troubleshooting Miscellaneous Solaris Zones Problems |

= 110 R—D ITrusted Extensions DD N T T )2 a—F 1 27 )

»  [Solaris Trusted Extensions EFOFNE) @ M ZAFw Ry hI—=2D T T
Woa—T4 20 WEEX Y )]

BEOIN)IEY -V 2R BRIEET H7/2HICK
gy - EFERLEWRY N0 A H
J1—RZEEBMT S

ZOFETIE. BEOTNIAES =L T, V—=EEDT 7 )V ML—k
ERELET., ZOERTIE, NN E =203, V=T 4 > TR — 2%
ERL EHE .

FRAE =208 =2 2B DENCREY — 21 plumb LE T, 7272

L. INIAE =22 R — 2o 0BT 720ic, V— 2 OlEsikE 1 > %
T x— A% down IREEIZL TS ZE W, FEMlIE.  [System Administration Guide: Solaris
Containers-Resource Management and Solaris Zones] D517 & [Non-Global Zone
Configuration (Overview)] ZZHL T2,

E-ERBTAIRTOIEREY — oL, BEOT 74V Ml— &/ L £,

K ) — > TA—/N—I—HF— 2D FT,

FTRTDOS =L, 67 R—TD [SR)AFE— 2 DOERR] OEXZ25%ETLE
T, vni0 1 > T2 —AM 100 1 > T2 —AZFHL TITRN)UAF&E T — 2 % K
V= ITHER L TNWET,

ITRTORY NT—=0 A4 T —RITH L, FOIPTRLR, 2y hYRT, T
TAI ML= ERARET,

IPY RLAEXRY RYAY ZFRBIZIL, ifconfig-a AN RZMHHALEI, T
THIVRIV—ENED Y TENTWENEDMMNEHET ST, zonecfg -2
zonename infonet AN RZEHL 9,

BINIfFEY—2RIC. ZED /etc/hostname. interface 7 7 A W EVER L E T

# touch /etc/hostname.interface
# touch /etc/hostname.interface:n

FEANE. netmasks(4) DX Za T INR—=TZSHLTIZEI N,
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INIFEY—2DRYy D=0 45T 12— % plumb LET,
# ifconfig zonel-network-interface plumb
# ifconfig zone2-network-interface plumb

INIMFEY=2DA 25T 2 — AW down REEIC/Z > TSI LR LE T,
# ifconfig -a

zonel-network-interface zonel-IP-address down

zone2-network-interface zone2-1P-address down

V=YEAEDOT RLA V= ORBIFHIHER SN E T,

BAVITT—RADRY FT—2L T, /etc/netmasks 77 AIJVICZ MU EEBINLE
ERR

## /etc/netmasks in global zone
192.168.2.0 255.255.255.0
192.168.3.0 255.255.255.0

FEANE. netmasks(4) DX Za T INR—=TE2SRLUTIZEEI N,
TNENOY—CEEDRY NI—0A4 0571 =R, vFaVTa—FT27
L—bhZEUHTET,

Bxy NT—=0 DT R)ERKRT S, RARYA T cipsoDtFal) T4 —F527
L—RZERLET, 7> 7L — FOERBLTEID S TIZOWTIE,  [Solaris

Trusted Extensions EFEDFNE] © R T ATy Ry NT—07 F—F X— 2 DRERL
(E¥E~ w7 2ZRLTIEI N,

txzonemgr A2 U 7 hERTL. BIDHEKRT 4 RO ZBEEET.

Labeled Zone Manager T, T\ AI& =2 D%y NI =07 A 25 72— AZBML
9. WAV O RUT, V- BT AE®RERRL, T 74 ML— b ERE
LET,

J—YEBEDXRY N0 AT —REIN—F—ZFBMLLODELTNDTAN
TOY =L, ZOFIEEZZTLET,

a. WKV ROTY - &FLELET,

# zoneadm -z zone-name halt

b. Labeled Zone Manager T. XDFIEZERITLE T,
i. V= EBRLET,
ii. [AddNetwork] ZEIRL £,

ii. Ry FT—0 AT 1 —RICEFEMITET,
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FYRT—=0A0E T —RESNIUFEY =V (TEBML, =T 40T 5

iv. 197 1—ADIPT7 RLREZANDLET,

v. WK 4 ROT, V- UEREERLET.
# zonecfg -z zone-name info net
net: address: IP-address
physical: zone-network-interface
defrouter not specified

WAD 4 ROT, SNIMFEY=2DRy bT—=0DT 7 +)b bb— b &AL
LETY,

# zonecfg -z zone-name

zonecfqg:zone-name > select net address=IP-address
zonecfg:zone-name:net> set defrouter=router-address
zonecfg:zone-name:net> end

zonecfg:zone-name > verify

zonecfg:zone-name > commit

zonecfg:zone-name > exit

#

I DWW TIE, zonecfg(IM) DX =27 )V RXR— & [System Administration
Guide: Solaris Containers-Resource Management and Solaris Zones] @ [How to
Configure the Zone] ZZHL T2\,

CIONIVFEY - EREEBLET,

# zoneadm -z zone-name boot

L KRBV —2T INMFEY =2 CH TRy bDT— b2 A NOREEDH D
LEWRLET.

# netstat -rn
REIEE T — T INVIMERSINET, TN E =2 D31 25 T2 —A
1Z, K/ —>0xL> M) ERBDET,

TI7ANMIL—bEHIBRTBICE. V=2DIPT RUREZIRL. BIBRLET.

# zonecfg -z zone-name

zonecfq:zone-name > select net address=zone-IP-address

zonecfg:zone-name:net> remove net defrouter=zone-default-route
zonecfqg:zone-name:net> info net

address: zone-IP-address
physical: zone-network-interface
defrouter not specified
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{1l 4-5

SNIMFEY=2DT 74V BIL—bERET S

ZOBITIE, EHED Secret V) — > Z MBI OWELY T 1y MTREEHEE L £

9o Secret /= EDBID T T 4w Zid, K — B TREEEINEY

Mo EHET Labeled Zone Manager & zonecfg AN > REMHA L. I—F 1 > V)
[EC IR i A O S

BEHHEIL, gfel & qfel: 0 NBREFHF THRWI EZ2HERLET., 0%, 20D T
NIFE =2 DXy BT ZERLET, gfelld. Secret V' — X L THRE SN
AT —ATY,

Interface IP Address Netmask Default Router
gqfel 192.168.2.22 255.255.255.0 192.168.2.2
gfel:0 192.168.3.33 255.255.255.0 192.168.3.3

F9. HHHFEIL Jetc/hostname.qfel 7 7 1 IV ZEVERR L. /etc/netmasks 7 7 - )L % #
U E9,

# touch /etc/hostname.qfel

# cat /etc/netmasks
## /etc/netmasks in global zone
192.168.2.0 255.255.255.0

KRIZ, X2y hT—=0 A2 T2 —A%Zplumb L. {247 — AN down IREETH %
LR LET,

# ifconfig gqfel plumb
# ifconfig -a

KIZ, Solaris EH > —)L T, 1 DD T N)b Secret ZHiDOtF )T —F 27
L—hRZEERL, 12 T72—ADIPT RLAZT > T L —MNZEIDSTET,

V=2 Z&EIELET,
# zoneadm -z secret halt

txzonemgr A7 U 7 N & EfT L. Labeled Zone Manager % [ & £ 7,

# /usr/sbhin/txzonemgr

Labeled Zone Manager C. Secret /' — > %% L. [AddNetwork] Z#ERL
T XY bT=0A425 72— A%ERL £, Labeled Zone Manager ZF U X9,

AXRITTC, J—=2DIPTY RLAZEREIRL, TOFT 74V M—FE2RELE
T, AXRZRTTDHEIC, I— b 2HRLTHRELET,
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1RO BHIIC

# zonecfg -z secret
zonecfg: secret > select net address=192.168.6.22
zonecfg: secret:net> set defrouter=192.168.6.2
zonecfg: secret:net> end
zonecfg: secret > verify
zonecfg: secret > commit
zonecfg: secret > info net
net:
address: 192.168.6.22
physical: gfel
defrouter: 192.168.6.2
zonecfg: secret > exit
#

V2 EEHLET,
# zoneadm -z secret boot
K — > DRIDWHART 4+ > RIT. N7y NOREZEEHERELET,

# netstat -rn
Routing Table: IPv4

Destination Gateway Flags Ref Use Interface
default 192.168.5.15 UG 1 2664 qfe0
192.168.6.2 192.168.6.22 UG 1 240 qgfel
192.168.3.3 192.168.3.33 U 1 183 qfel:0
127.0.0.1 127.0.0.1 UH 1 380 100

INIfFEY =2 TEICRx—LY—ER

v v aEBRT D

ZOFIETIE., &INfFEY—2 T, F—LY—EZXAT—F > (nscd) ZEFIHE
JRCEET., TOREENYR— N 2REIL. &/ —2N2D)—2DIN)VTH
ET 25 7%y NT—=VICERINTBD., TOY T3y NT—=7IZIdZD I X)L
AOME DO R— LT —=N—=NHDET,

E- ZOMERRIE. Bl S N2 RERR DM A2 U R e IS 2R T, nscd
F—=F IR — > TOARETEINET, BTN ES—2HND door 1d, FD
= BRI D nscd T ITHERLET,

K — > TA—=/N—2—F =272 0 F7, root lTFEZHEI/z> TIEWITFEE
Po 8AR—TD TEFFED T NIVATEY — D 2 REIRET 57201y hT—7 1 >
YT x—AZBMNT 5] NEFEIZTETLTWET,
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OB TR, BERSRY NI =7 AFINNEREINET, LDAP 2 —LY—E X
ELTHRT A -5 —I2id,. &TNNWAFES—2ADLDAP YV 717 > MMk

NI T H2EENRDHDET, nscd T—F . F— LT —EXDHERZF v v 2l
EZIABETN, TDIN—TF 1 TR ITWER A

LDAP Z{FER L TWBi5E,. INIUMFEY -V MBS WDAP Y —/N—~DJL— FEHEZEL
ij—o
BIRIATES =2 DRI 4 > RIT, ROAX > REETLET,

zone-name # netstat -rn

K1/ — > T Labeled Zone Manager % ¥2&) L £ 9",

# /usr/sbin/txzonemgr

[Configure per-zone namesservice| ZERL. [THl 20U v I LET,
ZOF T aid, IS AT ARERRRFIC—EZ TR INS XD ICEKIN TN
i_a_o

B —>2Dnscd U —EXRE#ERLET,

2Z L LT, nscd(IM) BLWPnscd.conf@) DX a7 I R—J2BRBLTLZS
K/)o

VAT LEBEBLET,
V=T8I = bER—LY—ERT—EVEHRLET,

a. V—>aA Y — )l Tnscd Y—ERERRLET,

zone-name # SVCS -X name-service-cache
svc:/system/name-service-cache:default (name service cache)
State: online since October 10, 2010 10:10:10 AM PDT
See: nscd(1M)
See: /etc/svc/volatile/system-name-service-cache:default.log
Impact: None.

b. Y7y M7= \D)I— b EHERLET,

zone-name # netstat -rn

V=CEBDR—LAY—ERT—EVZHIRT HICE. KBV -2 TROFIEZR
TLET.

a. LabeledZone Manager Z& £ 9,

b. [Unconfigure per-zonenameservice] ZERL. [T 20Uy o LET,
ZORBRIZED, TRTOITNAEY =2 Tnscd T—EDHIBRSNET,
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¢ VRATLAEBEELET.

Trusted Extensions CTOD&E & 1 —H —D1ER

TTIEMEREZFEAL TWASHE, tFa) 50 —EHEEEREZEINTEE

T, wEEFEEREL TWARNT A MIBWT, BEIZMERT S FENE Solaris OS D
Y& LRI TY . Trusted Extensions N A > ZEH T 5 0IT1L. Trusted Extensions
TtFaUs —EHEEEZEML, Solaris B YV — IV Z2FHTH5HENDD

ij—o
YA htFa)T4—T, I—P—ERETH T NEERT 2720122 ADAN
WBERIGEE. HAY LR TOT7 7 A IVEERL., HENCE DY TT, EEDEE
EEELET,
e B! St
TIANOTOT 7oA | AP —2ERTL-DOMMTOT 7 AV ek |93 X—20 [EB0HEE FEiid 58
WEDBELWIDOME |LET., 20 7a7 7y 1)U, - —28H | F707 v 1 IVEERT D]
MTO77AIVEERL |57 74087077 1)0&0 HHIRMEL <
£7, o TWET,
¥ T —EEEERE | tFaV T —EEOEEZEERS S EF U T —E |96 X— D [Trusted Extensions Tt
EIZIERR L 9, BREREIZER L £7, Fa T —EHEREZAERT

=y

A RAT— R &R
ETERNY AT L
BB ZERL £,

AT LNEBEREEERL. RSN AT 4
EHEHER O 7 7> A IZEID S TET,

9R—2D MRS Ns AT LE
MHERE 2IERT 5

EIAENCES
A=Y —ZfERLE£T.

BENT/2H ZEMTES L NELIBEED
A=Y —ZfERL £7.

99 X—>® [Trusted Extensions T &
ENZlaND 1—HF—Z1ERT 5 |

BRI E HOEEZ AT
TEHTLEMRALE
ED

SERTELBIFUATREZTAILET,

102 X—® [Trusted Extensions @
REIDBERET D Z LB ERRT B )

I—H—=NINJUff&E
J—earsq4rTeES
KIOILET,

—RIL—F - s > TELLDIT Y-
AEMBLET,

104 R—2 D [L—H =0T R)LAf
Y —Inr A > TELLDICT
%

v EROBERET SENTOT 7 AINEERT S

ESNDBENRY A FEF oYU T —BHEIZRWESI.
N CEBDBENDLERB AL, LDAP U —N—IZT7—¥ ZHET DHIIZ,

7077 A ERENEERL T,
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1B B HIIC

ZOFETIE, I—Y—2EHT 5200 OMAEZFE DN 707 7 1)L Z21E
RLET, 260707 71V Z2HE 42 DEENCEID B TEHEE, 1—F—2ER
LR T 2720122 DOHENNNETT, —HOEENZLI—Y—2IERTEET
M, tFaUT 0 —EBUEZEDLTEIENTEFERL, I —HOEE I
Fa)F 4 —EBHEEBEOLBTEHIENTELZTIN, I—Y—2ERTEETEA, Z
N5O7TO7 7 AILDONTINNE D ST S5N7=RE|IT Solaris HEHE I >V —)b ico
TA T BE BENZUTEYTET 4=V RETNERINET,

A—=/N—=Z =P —IT7/2%7, root REIF/ZIZEERFEREN 22 LENDH D X
9, ZOFIEZFBT 55EEI12IE, SolarisEH > —)L ZFAC X7,

A—Y—HBRICHE*EZS2T 74 bOEFNTO7 74 )OO E—%#ERLE
ERS

a. prof attr 7 7 A JL% prof attr.orig 7 7 A JVICOE—LET,

b. prof attr 774 I)E NS RTY RIT 4 4 THEET,
# /usr/dt/bin/trusted_edit /etc/security/prof_attr

¢ 3DDEN IO 7A4I)EIE—L, AE—DLEZLBELET,

System Administrator:::Can perform most non-security...
Custom System Administrator:::Can perform most non-security...

User Security:::Manage passwords. ..
Custom User Security:::Manage passwords...

User Management:::Manage users, groups, home...
Custom User Management:::Manage users, groups, home...

d ZEZREFLET,
e. ZEARZEZHRALET,

# grep “Custom /etc/security/prof_attr

Custom System Administrator:::Can perform most non-security...
Custom User Management:::Manage users, groups, home...

Custom User Security:::Manage passwords...

R 707 vy AN EEERTICAE—THIET, AT LZH LW Solaris U

V=27 7T L —RLELEZICHEHNENRREINET., N5 OHEF 70
T 7 AITE” 2D, T 74080707 7 AIOAE—ZLHBLZIEFHSN,
OMMSHIROE L W T O 7 7y A IVEERTHE0DH, RONEZICSL<KARDET,

Solaris B O Y — )L EEEFLET,

# /usr/sbin/smc &
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Z M3 Ea—% (this-host: Scope=Files, Policy=TSOL) Y —JLiRkw & R &#IR L &
j—o

[ RTLADHERR] 22y o LT IA—Y—1 20Uy I LET,
NAT—=RZANTDHEIROENET,

BE/NRAT—REANLET.
MERRI 2570y o LET,

AR LAY —FFa T4 —4EFTOT77AMINEEELET,
dA—Y—ZERTERWnWEDSIczcoya7 IV ZEHIELE£9.

a. ThRSAA—Y—tFa2UT4—1 ZF5TNOVVILET,
b. IRAII 470 UvoL. ROFIEERTTLET.

i. &€ URKRMS. [Manage Users and Roles] 2RI ZHIBRL £
ROI—T =T 7 > MERMRD £,

Audit Controls

Label and Clearance Range

Change Password

View Users and Roles

Modify Extended Security Attributes

i. MEROEE] #ERZ 201 UXMIEMLET,
« [T 20Uy L TEENBRZRELET.

HRIAA—YHY—EBTO77 AN EEZBELET,
NAT—RZHRETERVWESICZO7a7 74 IVZFHIEL £7,

a. [hRSLAI—Y-—EE) 25Ty I LET,
b. TRA[1 470 Uvo L. ROFIEERITTLET.

i, &) YURMDZRZO—=)IN—% [O—H—FAS M RSV S LE
—g—o
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RDFIE

1RO BHIIC

i. &8 URMMS, [Modify Extended Security Attributes] FRA]ZHIf&L
x99,

RDOI—F =T 7 > MERDPIRD £,

Manage Users and Roles
View Users and Roles

« EEEREFELET,

HAIALASRTLAEBEEN 7O 7 AV EEBELET,

dA——EMETOT IS, 2O7a 77O T a7y 4IL T, VA
TLEMENINAT— RERETERNEIICLET,

a. THhRYLRTLEBRE] €570y I LET.
b. T#HBNMERI 47200y o L. ROFIEEXRITLET.
i A—Y-—FEEN IO 7 EHIBRLET.
i. TR LAI—Y—EREFTOT7 74 EBMLET.

iii. 1A LAA—Y—EBEFOT7 74L&, TRXTOENTOZ774ILDEIC
BEHLET,

« BEEEREFLET.

FI)NbOTaT 7y AINBEREINBZNEDICTBITE. hAYLTOaT 1)L
WL TEBDEENEIND Z 2R LIZHE. 102 X—2 D [Trusted
Extensions DX ENNHERET 5 Z L 2R T 5 OFNES SR T Z3 W,

Trusted Extensions Ctz+ 21 ) 57 —BEEHEKE| %
YERR T 5

Trusted Extensions CTO&EEIWERRIL. Solaris OS TOHRENWER ER U T, 7272

L. Trusted Extensions Tl&. ©F U7 ¢ —EHERENIHLEATT, O—H)ot
Fal T —EHEREEZERT DI, fla-6DEDICaY > RIT1 >4
Tr—AZEHITHIEHTEET,

A== =P —IT/2 %D, root EEIK/IZEEMHEREN/RDMBENDH D XY,

S =2 FICEEZERT 2113, 130 X—2 D [LDAP D72 D Solaris B H 1
)= IVDRRE (TEEX w7 BT LTEBERHD FT,
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Solaris BV —I)LEEFHLET,

# /usr/sbin/smc &
BWEYEY—IVRy O REEIRLET,

s O—AIICREIZERT B85S, (2032 Ea1—7% (this-host: Scope=Files,
Policy=TsOL)] ZERAL XY,

» LDAPH—ERICIREIZERT SHE. 2D Ea—7%F (dap-server:
Scope=LDAP, Policy=TsoL)] ZfEAL T,

[ RTADWERR] #0Vyo LT IA—Y—1 #0Uv I LET,
NAT—=REANTHLIRDENET,

BE/NAT—REANLET,
MEERE) 2570 Vv o LET,
(7o a3>] AZa—mo MEEEREZEM Z#RLET.

TF2VT A —EEBERIZERLET.

ROBEHRESEBIZL T EI N,

»  [%E#] - secadmin

s (REDIFERXL] - Security Administrator

o B -1 beda) T —H4E (2 ZITEREEEHRZE AN L),

» [BHEDOIDES] ->100

s (BE o)) -FEEZEDBourne (7O 7 7 ALz ))

o (BEA—U T YA NEER] -Fz v IRy AZRIRINZEEICILTH
EEE

= [Passwordand confirm] -6 X FLL EOEHFD/N AT — RZH DK TET,
TFaU T —EHEEEONAT - RE2IFLHETLITNTO/NAT — RidH
U< NWES I LARTIUERD ER AU, NAT— REBRHERHIENT, BEEOH
5, KR INTWRWY 7 2AMThbNsEEEZRES LET,

FE-TRTOEBBENCH LT, THY > MEEIZEINIL. NAT— R
REZELIZNVWTLZE N,

(G3hIskER]) - F2V T4 —, I—F—tvFa2UF 41—
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5l 4-6

» YA bFal T —TEBESENRERGEE. HRtFa ) T — RN T
0774V ETTHIN bOLI—F—tFa )T —HRNTOT 7 1)LZRRL
\i—j‘o

» YA MeFa VT —TEBHBNLERGEE, HRtFa YT —HRT
O7 7 AIVENAY LAI—Y—tFaU T —HHNTO7 71V ERIRL E
—g‘o

w  [R—AT 4 L7 MUY —)N—] —home-directory-server

» [R—LFT 4L 2”7 MU -/mount-path

» [ZOBRENCI—V-ZEOLTEY ) -HE2I-F-IZHOLETHE, 20
74—V RIZEBIMICA ENET,

‘BEEER LIS, BRENMELWZ EZHRLET,

TR ZBIRLTHY TNy LET,

KDT 4 —I)V RNOEZHERL £,

» (BORITN—T) -BIBIBEICT IV —TEBMLET,

»  [Trusted Extensions &%) -7 7 4 )V R IELWTTY,
BNV DLATLTININERRLTUIRESBRWEEIT., T FoR/FE
For) T TIRFRIR) ZIRL T ZS 0,

w BRINEEE Y T ARSREE Y A - &EIOEA T T 7)Y audit_control 7 7 A
NDY AT LFBREIIKTHHNTHLHEEDHR, GEETITERELET,

ZOMDRBNZERT BICIE, EFa VT« —EEBRINESEICLET.

#illd. TSystem Administration Guide: Security Services] @ [How to Create and Assign a
Role by Using the GUI] ZZM L T<7Z 3 W, HEFNZ—EDOID ZiFEL. TD&H
ICIELWHERI 707 7 AL &&EID B TE T, alRe/RREld, RoLBDTY,

m  admin % & - System Administrator DfF 5HEF]
= primaryadmin %ZE| — Primary Administrator Ot 5HEF]
»  oper %% - Operator D GHER]

A—ANDtEFa2 VT4 —BEEBERIZERT S728D roleadd AT
> RDER

ZOFI T, root I—Y—7Nroleadd X RZFHL T, F:a) 5 —FHE
wE O -V AT LMGEMLUET ., FFMIE. roleadd(IM) DY Za 7 INR—T %
SR TLZI 0, HEOERDETIC, root T—H—3E 12 2HRLET. 2D
A b Tl =P —ZERT 2DICEBE T BHIIAETT,

# roleadd -c "Local Security Administrator™ -d /export/homel \

-u 110 -P "Information Security,User Security" -K lock_after_retries=no \
-K idletime=5 -K idlecmd=1lock -K labelview=showsl \

-K min_label=ADMIN_LOW -K clearance=ADMIN_HIGH secadmin
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http://docs.sun.com/doc/816-4557/rbactask-32?a=view
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http://docs.sun.com/doc/816-5166/roleadd-1m?a=view
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root T—H—I, REOHH/NAT—-R2HELXT.

# passwd -r files secadmin

New Password: <Type password>

Re-enter new Password: <Retype password>
passwd: password successfully changed for secadmin

H*

BEZO—T)V - —ICEID HTHITE, #la7 2B RLTIESN,

~ — Vo 7 ~
v FIfRENARTAEBERINAERT S
BEEDEENT A MeFa )5 —BHTRWESGIE., ZOFIEEZEKELET,
ZOFETIE., KOFREOBL WHERN T O 7 7122 AT LAEMERENCEID Y
TET,
BOBEIIC  A—/)N—L—H =225, root ZENEZIZFEHERENCRDILENHDET,
BR=TD [EBEDEEZ2EMET SN TOT7 7 1IVEERT ] 22T LTWE
T, MR T O 7 v A IVEERT DDA LZOERTCY =)Ly 7 Z2@HL
ESC AN
1 SolarisBE 1Y —J)L T, PATLAEEBERINEZEKRLET,
FERIE. 96 XR— D [Trusted Extensions TF o) 7 ¢ —EHEXRE| 2 ERT
5] EBRLTIEI N,
2 HRYADATLAEBEEN 7O 74 )LERETBNYHTET,
3 EEEZRHFELET,

4 SolarisBEIVY—I)LEHUCET,

v '%r_usted Extensions C1XE|(Z/laN b1 —H —Z1ERk
)

O—NVA—HF—Z2ERT 21213, ROFEOMRODIZ, Fla-7DXDIcav R

A T —ABHHTHZEHTEET, Y1 bOEFaUFT—RYT—T

FENsas, 1 N TEROEHEECEZNDEZ IRV —2ERTHIEDT
=F7,

tFa T —REINLI T —ERETOITE. P AT LEHEEREN
I—HY—%ERL. tFaUT s —EHERENDNAT—RzEDtFa)
T4 —BEOEEEE DY TET,
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1B BHIIC

A== —HY =272 50, root&%E, ¥V 5 —EHERE, FLETFEH
BERENCIRDVENDHVET, Fa) 7T —EFHERICL. TP —1ERiICH
B RACBROMERR YD D £7,

Solaris BEE O > — )VINFIREINE T, shflllE. 96 X— D [Trusted Extensions T
tFaU T —EHEREEERT D] 2SRLTIEIN,

Solaris B0V —J)L T, A—Y—7ho bl 257NV v o LET,

(Yo2a2 ] Aza—pms [A—Y—%8BMN > D% —FEER) Z22IR0
£,

FE-HEABISNI—T—0ARTE DI, R T—ILnic/ian£9, BIMNT 5
I—Y—ICHEFEOLFIPID Z2EH LT X,

AUSAUNIVTICRRVET,
[System Administration Guide: Basic Administration] @ [How to Add a User With the
Solaris Management Console’s Users Tool] DFJHIZHD TEHTEEXT,

A—Y—ZER Lo, LA —Z25TINI U L THREEEELE
—g"o

F-HENC NS LY -1 - =T 7 > MIFEITECL, NAT— RE3hH]
REZELIZNWTLEE N,

RKDT A4 —IVRINELLSHRESN TSI EZMRLET,
s [FEHA) - 2 ZICIIEEHRE AL ER A
s [Passwordand confirm| -6 XFLLELOFEHFD/N AT — RE2E DB TET,

FE-UEE F — AR S U< WA T — REZBIRLARTTARD £
o NMAT—= PR ENT, BEOHD, KRINTWRWT 7 AN TON
LfEBRIEZRS LET,

(77170 > b OERNER)] - HITARTI,

s [Trusted Extensions J&| -7 7 4 )L RDNELWTT,
H—IN)DIATLTIN)NEERRLTERSRWGEIE. TI)L: RR/FE
FoR] T MIEFR) ZBIRL TSI,

@[77‘7'7‘/ O AE] -7 A BB EI AT A RIVT Vo a D ERELE
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[(YHo>hooy | -FENZBENLZI—F—IZHLT hWnZz) Z2RELE
—g_o

Solaris BV —JLERHALCET.
A—Y—DIREEZHRAITAALET.,

a. Fsﬁgnu nIE@EIJ U é—c

et ]\0)’1’_’4'—:1.‘}7“4 R —ZMHRLTHS, BHRHENTO T 7 1)L %
BADOI—Y =I5 TEET, 20707 7ML > T =P —FFT/NA
ADEID X T, PostScript™ 7 7 1 IVOEIRL, Z )L/ L QIR EEhsonos
12, B AT LD Yy YT ETFAET, 707 71 IVEERT SIC
t&. TSolaris Trusted Extensions ¥ D FIEI @ [EFI/2 AR D= DHER] 7 T
Ty AIWEERT 2] 2L TIEIN,

b. A—Y—WERE T 7 AN EHRITAXLET,

TSolaris Trusted Extenswns BIMOTIE] O 7% [Trusted Extensions T®D
I—H—HeR], HEIOEH (FIE)) 2B TZI N,

ISolaris Trusted Extensions EFEDFNES D [Solaris EFE 2 > —)L TD
I—Y—EHEMOER (EE~ vy 7)) bSRL TSN,

¢ RILFININDAE—ELUNI 0774 ILDIERK
INFITRINN T ATAT, EFNPOT)ICAE—F/713) > 7235 1—5—HH
774N EVARTE T 7 AINICE> T, I—F—BIXOERENZEZETEE
9, FFMIE.  [Solaris Trusted Extensions HHDFNEI D [.copy_filess 7 7 1)L &
link_files 7 7 1)l ] 2L TS,

A—ANA—Y -5 T 572D useradd A< > ROFEH

ZOHITIE, root T—H—N, tFa2 7 —EFEHEERE NS O0—-N)
I—Y—%ERL £, FMlld. useradd(1M) B XL N atohexlabel(IM) DX =2 7 )b
R=VZEHZHRLTIZEIN,

RAIZ, root T—H—i%, T—H—Dk FL T N)LB L VERA] LR Z X)L D 16 #E5
FEREMRL £,

# atohexlabel public

0x0002-08-08

# atohexlabel -c “"confidential restricted"
0x0004-08-78

RIZ, root I—H—dE12Z2ZHL TS5, 21— —Z/ERL XTI,
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http://docs.sun.com/doc/819-7611/manageusers-28?a=view
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http://docs.sun.com/doc/816-5166/useradd-1m?a=view
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R BRI

# useradd -c "Local user for Security Admin" -d /export/homel \
-K idletime=10 -K idlecmd=logout -K lock_after_retries=no
-K min_label=0x0002-08-08 -K clearance=0x0004-08-78 -K labelview=showsl jandoe

root T—H —I3WHI/SXA T — R&fFEL £,

# passwd -r files jandoe

New Password: <Type password>

Re-enter new Password: <Retype password>
passwd: password successfully changed for jandoe
#

&EZIZ, root —F—i%, ¥V —EHEREEZI - —DOERITEML £
T, FENL. 96 X— D [Trusted Extensions T 2V 7 ¢ —EFHERE ZERT
5] THERENFE L=,

# usermod -R secadmin jandoe

Trusted Extensions DX E| D taed 2 Z L #HESR T
)

HRENZHRT 2I121E, TORENTBRDET, TORBNOANETTELI AV %
FEITLET,

DNS Xz 3 EIEE 2k L THh 256818, KEZERLESHESL, 20hE
TETDOHEENINEAET 5 2 L 2R L T ZE W,

‘’EZLIC, FOREICHEND - -LLTOSA > LET,
FSRTY RNRAZ2—2FEET,
m TrustedCDE T — O AR—RARA v FEEE I Y v o LET,

» TrustedJDST. NS RTY RRNSATRADI—HY -2 )y LET,
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Trusted Extensions TOD&E| & 1 —H —DIERK

Trusted Path Menu
Add Workspace
Assume root Role
Assume admin Role
Change Password
Allocate Device
Query Window Label
Suspend System...
Help

AZa—MOSREICAVET,

BEIDT - AR—AT, SolarsBEI Y —JLEEFHLET,
$ /usr/sbin/smc &

TAMIBREDEVZEEZERLE T,

[ RTLDER] 20Uy o LT, A—H—] CBHLET.
INAT—RZANTHLOIRDENET,

a. REDNXRD—FREANLET.
b. T1A—H—=Fhorbl 2570V v LET,

A—4—%20)vwo LET,
s AT LAEHERETIE, TEA . R—LAFT4L 27U, B[S
W—T | O TDET 4=V REEETEZET,

BRI 2720 DREI R LGS, AT LAERERENT
A—F—DPHNAT—RZ2RETEEH .

BRI T —ERHEREITIE, IRTOYTOET 4 — IV REAHETEET,

BB M ERT 22002k LIz25E, tFa) 7 —EHEERENL
A—P—ZERTESEEA.

s PEHEEREITIE, TRTCODYTORE T4 — IV RELEETEZET,

(BEEATEE) BN A KRBT 2158, T 7AW MDOEF 7O 7 7 AL EDNAZ K
S5ICLET,

F-VATAEHLWN—23 2D SolarisOSIC 7w T 7L —RT 5 E, PATLE
HE, I——FH, I1-—H—tFaUT4—DFT 7)) 70T 7 1ILNEEH
AbLNET,
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1B B HIIC

NIZATv RIT 45T, ROWTNNOFNEEETLET,

s 3DDENTOT7 74 )% prof attr 77 A LD SHIBRLET.
HIFRICK D, FHENINSOTOT7 7 A IV EZRELITEO Y TTERAD
£, £/z. prof attr.orig 7 7 T IV HHIPRL 97,

" prof attr 77 AJLD3DOIEM T AT 7 A I)LEAA T I RLET,

HMZ7O7yAIVEIXRTORNTBHIECED, Zhso7O7 v I)LN
Solaris BEF I > — )V TEREINAL 2D, I—F—2FHIT 20> RTHEH
TEh<R0ET, 7077 1IVEZONRIZ. 5IEHE prof attr 7 7 1 IV T
SRTEET,

" prof attr 77 A JLC. 3DDEMTOT7 7 A IVICRIDFHRBEASILET,

prof attr 7 7 T IVEREL. TNSOHEMNTO T v 1IVDOFHHT 4 —)L REZ
FLET, 2EXIE, FHBHZ (Do not use this profilel ICEZMAET., ZD
EHEIZKD, FHFIIZOTOT A IV EFHALBWESEELETN,. 7O
Ty AINVOFERITEIEINER A,

A—Y-=MINNWFEY-2ICATA > TED L
ST 3

KA MPEESINDSE, INAAEEBOARN L = L OBEMITOHERESN
2T UER D 8 A,

DIz EB1DDINNAFE =2 PERENTVWET., TV —dro—2%
TER P TIEH D £ A

AT LAEBEEUET,

root 1—%—&LTASALET,
V=Y —EREBEHLET.

# svcs zones

STATE STIME FMRI

offline - svc:/system/zones:default

# svcadm restart svc:/system/zones:default

A7 bMLET,
INT, —1—v—>norso(>TEET, 20ty a i@dINEy—-2>7T
EE
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Trusted Extensions TDR— AT 4 L& U DIERK

Trusted Extensions COR—AT 4 Lo MU DVERK

1RO BHIIC

1

Trusted Extensions T3, I—H—id, I—HP—IMEETEHITXRTDO IR THE—LA
TA LRI VAT HEMENHDET, IRTOR—LTA LV NI %
I—HY—IZEARREICT 2I1E. YIVFLNNVOR—LT 4 L7 BT —N—%{E
L. O —N—ETA—=r"IYT Y EFETL, "—LT4 LV NIEIT A
R—=RTBDHENHODET, V779147 > A RTIE, 2—F—-TLICTXRTOD
J—=2DHR—LTA4 LT N)ERRBTBAIY T NEFEF LD, h—LT 4 LY
MY —N—lZa2—F—-0r A > LEDTEET,

Trusted Extensions T'/R— AT 1 O b U
H—N—%1ERT 5
A N 273 8 root HEIE - R RIS B LB D £ T

Trusted Extensions Y 7 b0 = 72 ER LT, k—AT Lo MUY —N—%A4 R

F—=JLLTHRLET.

s = rO0—2EERT A 2EOR—LT 4 L 27 MUDB D Solaris ZFS A
>y T ay hELITHALTIZEIN,

s I3 > TELZITXRTDININDR—ALT 4 L7 bUDNRKRELD
T, =Y =N A > TEZIXRTO—22ERLET, 2213 T
7 # )V h D label encodings 7 7 1 IV &S 25, PuBLIC TNILDY — > &
TERRL £7,

Solaris ZFS Tl372< UFS Z{F AT 2154, NFSH—N\—DBEBO#EEER/I-3 XKD (C
L&,

a. K&V —>T. nsswitch.conf 7 7 A JLD automount T b EEZELE T,

NI AT v RIT 4 & 25T /etc/nsswitch.conf 7 7 T IV 2EEL T, FlE
IZDWTIE.  [Solaris Trusted Extensions BEEED FJE) @D [Trusted Extensions D45
M7y afwmETH] 22RBLTLIEI W,

automount: files

b. KV — > Tautomount AV REEFTLET,

SRIfTEY —> T & 12, TSolaris Trusted Extensions HIEDFIE] D TS X)LfHE
V—=2TT774AIENSYT 5] OBEIYND Y FFIBICREWEDT, TDDH
E. ZOFEIZRVET,

R=LT 4 LI FUDPERESNTWS I EZERLET,

a. R—=LT4L MU —N=—0607D0LET,
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b. — g1 —Y—-ELLTHR—ALATA LI NI —N—=(COFALET,
¢« QA - TimReERELET,

d WAV 4V EIT, A—HY-—DKR—ATA VI NIDHFEETDHLEWRLE
ER

e. Y —DPEETEEZIRTDY -V ICT—IAR—REERLET,

f. FY—VTHRD VRV ZERE, - —DR—LATA LI NIDEEST S
LEMRLET.

R—=—ALT4 LI NIY—N=D60O5T7IRLET,

Trusted Extensions C1—H —MNR—AT 4 L
JIZTORZRTEDLDICT S

B 1I——3FR—LT 4 LZ b —N—=l2Oa/ 1> LT, FOMDI AT A
EHETEDLR—LT A L7 M) EERLET., IXRTOITNI)NTEHE—LT 4 LY
U ZERT BICIE. 12— =3I XRTOIRINTHR—LT4 L7 MU
H—N—l2Ol A > FHHENHDET,

HH T, BEEZT. 12— —2Ryicas/ 1 T 5. K1 —F—DFR—A>
AT MIHE—=LT4 L7 RO T > bikA > NEERTH A7) T MEERL T
BLZEDHTEET, ZOAZY T ML, I—TF—IMEETEZLZTXRTOIN)T
X2 hRA D NEERL T

Trusted Extensions R A1 > DHR—LFT 4 L7 MUY —N—DHERINE L%,
Y—N—~"DEZEOATA EHATDD. ROVThERTTENERRLET,
w Y —PNR—AT 4 LI MY —N—([CEFEOAS A TEBLDICLET,
a.ﬁl—ﬁ—t\$—A?4VﬁhUﬂ—N—EDﬁ4>T%$5E%ﬁb$
E%tmﬁ%yfﬁtl—ﬁ~m‘Dﬁ?@bb1<ﬁéwo
b. 81— —([C, BUOAJA LT, SEREESO4 2 INIVEREIRT DK
JICETRLET,

I—Y—=&, FINNVENY AL TRRZO071 >INV ERRL £
. EWIIO/A > TELI—Y =, 0/ 7 T LT ES N,
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BEDODRS ATy bRy b7 =0 AD1—H—LKRX bDEM

¢ FRTEZITRTOINVIIWLTASA > TOLRERUERT LD, &
A—HY—(TH{RLET,

d BEDT)—ORT—arypodA4rdbLD, A——(THERLULET,
A—F—=DF T IV E TNV DKR—=LT 4 L7 MY DMEHRIEET
T, I—F =Nty aOIN)NELEETLIN, BT )TI—T A
R—ZAEBMTBE, FOTRINDI—F—DHR—LT 4 L7 NIRRT K~
INET,

s IRTDA—H—DR—LT A LI MIRDY MRS 2 bEFRT DIZDDRY
U7 bEFERL. TORIVT RERTLET,

#!1/bin/sh

#

for zoneroot in ‘/usr/sbin/zoneadm list -p | cut -d ":" -f4° ; do
if [ $zoneroot !'= / ]; then

prefix=$zoneroot/root/export

for j in ‘getent passwd|tr ' ' ‘; do
uid=‘echo $j|cut -d ":" -f3f
if [ $uid -ge 100 1; then
gid=‘echo $j|cut -d ":" -f4
homedir=‘echo $j|cut -d ":" -f6'

mkdir -m 711 -p $prefix$homedir
chown $uid:$gid $prefix$homedir
fi
done
fi
done

a. KV —>2mH, NFSHU—N—TRI YT NEEFTLET,

b. RIZ, A—HY—DATA VT EIRTOYINFULRIVTFRI by TTROUT
hERITLET.

BEORSRATY Ry bT—OANDA—H—LKRI b
PFEYI

NISTw T TEREINTVNALRILI—HF—NNEEE, FO1—HY—%2F%Ky NT—27I|258
mcE£J,

S5 4F . Trusted Extensions (DIEAX (FIE) 107



BEDRSZATY Ry b= ADI—H—EARR SDEM

108

v
1B B HEIIC

1

BRAPBRUEITNZRA MTEMT 21213, ROFEEZZHL TS0,

s RABNZBINT S, Solaris B>V —IlD TA>Ea—%¥&E%vy b
J—21 =)ty hZEFERLET, 7ML, [Solaris Trusted Extensions & B D
FlE) @ T2 AT LADOBRAIDFy NT—TIZKRANZEBNT 5] 22BLTL7E
=,

BRARZLDAP U —N—ITEMNT 2 LEEICIE, ZOFRX MIEETIZTXNTOIP
TRUVZAZEMLET, I E) =D RLAZEDITRTOS—2DT
RL A% LDAP U —/NN—IZBMM L7z id/z 0 8 A,

. RABMITIRNNEMTBI2IE, [Solaris Trusted Extensions i FOFNE] O T2
Fa)T4—T2TVL—hrEFRANELZRANDYI—TIZEID LTS 25
BLTLZEW,

LDAP H—/N—[ZNIS1—HY —%EBIMNT 3

A= /N—2—HY =272 5D, root HEIFE/ZIZFEMERENCRDZLENDD ET,
NIST—IR—AM5, LEIIFREWNELET,
a. aliases T—IN—XDIA—HY—DI > rUDLST7AILEERLET,

% ypcat -k aliases | grep login-name > aliases.name

b. passwd T —FZX—RDA—HF—DI U MNIDPST7AIVEERLET,

% ypcat -k passwd | grep "Full Name" > passwd.name

¢. auto home T—HNR—ADI—HF—DIV  IPST7AIEERLET,

% ypcat -k auto_home | grep login-name > auto_home_label
LDAP & K U\ Trusted Extensions DIEMOE X EBHREL T,

a. sed AV RZEFEAL Taliases T MU DOERZEZBHRELET,

% sed 's/ /:/q' aliases.login-name > aliases

b. nawk AX > RZEZFER L Tpasswd T M DEREBRELET,

s nawk -F: “{print $1":x:"$3":"$4":"$5":"$6":"$7}’ passwd.name > passwd

%

¢ nawk AX Y RA&EFEAL Tshadow > MU ZEERKLE T,

% nawk -F: '{print $1":"$2":6445::::::"}’ passwd.name > shadow

d. nawk A< RZ(FEBRL Tuser attr T MU EERLET,

% nawk -F: ’{print $1"::::lock_after_retries=yes-or-no;profiles=user-profile, ...;
labelview=int-or-ext,show-or-hide;min_label=min-label;
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http://docs.sun.com/doc/819-7611/txconf-9?a=view
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BEDODRS ATy bRy b7 =0 AD1—H—LKRX bDEM

15 4-8

clearance=max-label; type=normal; roles=role-name,...;
auths=auth-name,..."}’ passwd.name > user attr

EELET7AINEIDAPY—N—D /tmpT 4 L2 MUICOE—-LET,

# cp aliases auto home internal passwd shadow user attr /tmp/name

FIE3IOTZ77A4INDITY M) ELDAP Y —N—DFT—FRX—X(EBMLET,

# /usr/sbin/ldapaddent -D "cn=directory manager" -w DM-password \
-a simple -f /tmp/name/aliases aliases

# /usr/sbin/ldapaddent -D "cn=directory manager" -w DM-password \
-a simple -f /tmp/name/auto _home internal auto home internal

# /usr/sbin/ldapaddent -D "cn=directory manager" -w DM-password \
-a simple -f /tmp/name/passwd passwd

# /usr/sbin/ldapaddent -D "cn=directory manager" -w DM-password \
-a simple -f /tmp/name/shadow shadow

# /usr/sbin/ldapaddent -D "cn=directory manager" -w DM-password \
-a simple -f /tmp/name/user_attr user_attr

NIST—F X—RMM5 LDAP B —/N\—AD1—H —D1BN

ROFITIE, EHENHLVWI—PF -2 NI ATy Rxy hT—7ITBEML £
To I—T—DFERIT. &M NIST—FIN—RITHEMSNTNET . LDAP
H—=N—=NAT— RER#ET 520, EMFEIIY—/N—_L T ldapaddent I > R &
FETLET,

Trusted Extensions T, H L WIL—HF—IZFTNA ZAZ2E DY THENTE, AR
L= BENNET, 20— —-R@BEEHITEZN5DT, 20I—HF—=ThT >
MIow 7o hInERL, I—F =D FLTN)VIEPUBLIC TY, I—H—N
EZ¥ET % T X)L INTERNAL 72D T, jan 7N auto_home internal 7—4 N— ZIZ3EN
INET, auto home internal T—F N— A, jan DFAID /EZIART 7t A
DHBR—LT4 L7 NI ZEHEBIRY > FLET,

= LDAPHY—/N\—T, HEEHHZFIINIS T —FIRX—AN5 L —HF—IFHWMEWMOHL £
TO

# ypcat -k aliases | grep jan.doe > aliases.jan
# ypcat passwd | grep "Jan Doe" > passwd.jan
# ypcat -k auto_home | grep jan.doe > auto_home_internal

RIS, BHEILDAPOL Y MY OERZHEZELET,

# sed 's/ /:/g’ aliases.jan > aliases
# nawk -F: ’'{print $1":x:"$3":"$4":"$5":"$6":"$7}’ passwd.jan > passwd
# nawk -F: ’'{print $1":"$2":6445::::::"}’ passwd.jan > shadow

= ORIT. EHHIL Trusted Extensions D user attr T2 MU Z{ERL £7,
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Trusted Extensions DIERD S T)a—FT4 5

# nawk -F: ’'{print $1"::::lock_after_retries=no;profiles=Media User;
labelview=internal, showsl;min_label=0x0002-08-08;
clearance=0x0004-08-78; type=normal; roles=oper;
auths=solaris.device.allocate"}’ passwd.jan > user_attr

s ORI, BEEEZ T 7 AIVE /tap/jan T4 L7 RUICaAE—-L T,

# cp aliases auto_home_internal passwd shadow user_attr /tmp/jan

s B, BEHET /tp/jan T4 LT MDD T A IV ET—/N—ICHROIAAET,

# /usr/sbin/ldapaddent -D "cn=directory manager" -w a2b3c4d5e6 \
-a simple -f /tmp/jan/aliases aliases

# /usr/sbin/ldapaddent -D "cn=directory manager" -w a2b3c4d5e6 \
-a simple -f /tmp/jan/auto_home_internal auto_home_internal

# /usr/sbin/ldapaddent -D "cn=directory manager" -w a2b3c4d5e6 \
-a simple -f /tmp/jan/passwd passwd

# /usr/sbin/ldapaddent -D “cn=directory manager" -w a2b3c4d5e6 \
-a simple -f /tmp/jan/shadow shadow

# /usr/sbin/ldapaddent -D "cn=directory manager" -w a2b3c4d5e6 \
-a simple -f /tmp/jan/user_attr user_attr

Trusted Extensions DiERXKD S TINa—FT 4 0
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Trusted Extensions Tld. T NIUAFE Y — 208K — > Z2ffi> TX I —/N\N—LEiHE
LET., LENST, INITEY — i3RI — >~ H e/ )L — kN 23wh
ETY, F/2. Solaris D1 > A R—)LHITEIRL /=4 7> 3 21Tk > Tl Trusted
Extensions 2N K — > ANDA > T2 — A FH T < B50[REMENH D £7,

Trusted Extensions DB %11 1% [Z netservices
limited MEITENT=

AiAA:
I —H—I|d. Trusted Extensions DA FMLHITIC netservices limited I > R Z2FEfT
ITRELZAE, A0 RE2REY) —>TEITLELE, 20D
O, INIFEY — TR - NO XY —N— IR TE EE A
[E]38E 5 14
RDIAY > R%EFF L T, Trusted Extensions 7N/ — > I TlE T 2 7=DIC T/
HY—EAZEET,

# svccfg -s xll-server setprop options/tcp_listen = true
# svcadm enable svc:/network/rpc/rstat:default
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Trusted Extensions DD S TI)vra—FT 4 4

SRNIVFE—TarVy—IL T4 > RODED
7300
i
TR E =2 TaA) =T 4 RIERHISETSHE, RDODEDET
S—MMEATOaT Ry 7 ACERENET,

Action:DttermConsole,*,*,*,0 [Error]
Action not authorized.

3875 ‘
KD 21TIN, /etc/security/exec attr 7 7 L IIVDE —2> L2 NIJITEET S
LR L £,

ALl Actions:solaris:act:::*;*;*;*x; *;

All:solaris:act::*;*;*;*;*;

INEDITNEELBWEEIE., 25D > MU 23BN L 7z Trusted Extensions
N T—=PINTNIIAFE =N VA R—IhanTWERAL, ZOHFIT. T
NIFE =255 —EERL T EZI W, FEIIODWTIE, 67— 5
NIVFEY — > DERL 22 T<E3 W,

INIFTES =V IIXY—N—=ICT7 VA TEL
L)
A
TR ET =N X T —=N=IZT7 7 ATERWESIE, ROLS7%
A= NERINET,
®  Action failed. Reconnect to Solaris Zone?

= No route available
®  Cannot reach globalzone-hostname:0

JF K

TR E =X Y= N—IZT VA TEBRWERELTROBDNEZS
NEJ,
s =B I N TWARWZD, sysidcfg YO ADE T EFHFEL TV

%O
n TN E =D DIRA NG, K — 2 TEITHO R — LY —E AR
NN,

m all-zones ELTHREINTNSA ¥ T 2 —ANR,
s TN ES DR NT =D A T2 =AM T L TW5D,
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LDAP % DR MNKKT 5,
NES Y™ > hOVBERE L 720,

(BRI AV C D FNE:
ROFIMEZETL T ZE W,

1.

A e u b7 (D2 DR

Zlogin AX Y RERF IV —2umka >V —)b] Y7 a E2FHTEET,
# zlogin -z zone-name

A—=/)N—2—HY =L TarA > TERWEEIL. zlogin -s IY > REFH
L CEREFZ2 AL T<7Z3 W,

V= UINFETHRTH D EEHRLET,

# zoneadm list

V= DIREEN running THIUE, e EH 12070 ARNY — > TET
INTWET,

FTNIAFE =2 INX Y —=N—IZT VAT 2DZHEL TS TRTORME
ZfRRLET,

m sysidefg 7O RAZRETITHIEICKk>TY—220HLL 7,
sysidcfg 7OV I L ZERMGHEXTEITLET, V—umka V=), £z
1dzl0gin AX > REFEFTLEWMA T 4 > RUTTO T MIBEAET,
sysidcfg 7 Ot A 2 JEREEICETT DI, ROWTNNDHEND D
32-3—0
m  /usr/sbin/txzonemgr A7 Y 7 MR U THIELIEE #fRE L £9,
MHHLIERIZX D, sysidefg DEMICT 74V MEZ AT TESD L DI
™0 £,

s MHDsysidefg A7 U 7 hEGERLET,
FERIIE. sysidcfg(d) DR Za 7 INR—VESRL T ZI W,

n NS XY= N7V BATESL I EEMRLET,
FRWfFEY—ca A > LET, DISPLAY BN X H—/N—ZHRA1 >k
THEIDIHREL, T4 P RUZEHEET,

# DISPLAY=global-zone-hostname:n.n
# export DISPLAY
# /usr/openwin/bin/xclock
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Trusted Extensions DD S TI)vra—FT 4 4

TN ET 4 2 RUMERSNBVWEEIL, ZOTR)UAFE — Tk
LTV =%y b= NEYNTHER SN TWERE A

¥ - Solaris 10 5/09 LAFE D 1) 1) — Z D Trusted CDE 23T L TW5 AL, 165
R—=2® [Trusted CDE TO—H )V — > &K — 2 I)—F ¢ > I fifk
5] #ZRLTLIEIN,

s R—LAY—ERXZMS>TY—2DHRAMEHKRLET,

J—>DO—7)l setecshosts 77 A IVIEMERA L £/ A, RODIZ, FAZD
[EZ K ) — > £/2IE LDAP U —N—IHEETHHENRNH D ET, D

IHERITIZ, V=B YTOENZHRARNGDIP Y RLAZEDDHEN
H0ET,

B all-zones ELTHRESINTWVWAA 2 T 2 —ANEN,

FTRTOY =R — > LY T2y b EDIPTY RL ANH D5E
ZFRE. all-zones B 1 2 T2 — AR T HVEOH H5E5MNH 0
F9, TOLIITHRT D EITES T, TINIfFE =203k — >
DX =N—IZEHRTELHLIITRDET., KK/ —>DXHT—/N—~D
JE— MR EHIIRT 5121, vnio Z all-zones 7 RL A E L THAL
R

all-zones T >4 71— AZRR L WERAIZ., FNTNDY — K
V=2 DX Y= N—~ADI— FEHETLILERSDET, TNH5D
Jb— MR — >IN THRR L 7213 g 0 8 A.

n TN E DR NT =T A T —ANT T LTS,
# ifconfig -a
ifconfig AN RZB2MHAL T, TN E =2 DRy NT—=0 A 24
71— ANUP & RUNNING D FDIREETH B Z L 2R L £9,

= LDAP L DOMREBENENT 5,
ldaplist AX > RZEMHAL T, & — 2N LDAP Y —/N\—F /=13 LDAP 'O
FIH—N—ELBETELEE2MABLET, LDAPY—N—LET, V—2
MNtnrhdb T—F N— ARSI NTND I E MR LET,

= NFSY ™ > ROMEREL 720,
A—/)N—1—HF—E LT, V—2>Tautomount ZHEHHL FI, F/z

1%, crontab T MU ZBIML T, automount IX > RZ570 T EICETL
ES AN
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Z D fth @ Trusted Extensions &5 X &

114

1RO BHIIC

RKD2DODH AT T, Bk 7 7 AIIVDIEfEZIE—%2Y 1 DT RTOD Trusted
Extensions 2 AT MMZHEIET D I ENTEET, wmEDY ALY Tl Trusted
Extensions D /1 A% XA X% Solaris > AT LMGHIBRTEE T,

Trusted Extensions T~ 7 1 JLZR—% 7 )L *
T4 7ICaAF—93H%

R TNAT 4 TIZAE—TF DG, HFRERUEET )V E AT 4 TITHTE
¥,

¥ — Trusted Extensions DREFIFIC, A—/N—1—HF—£ /=13 RS OBRENEHE T 7 1
NWER—F TNAT 4 T7ICAE=LEZD, R—=F TN AT T7M5IE—-L~ZDL
F9, TOAT 4 7IZIE Trusted Path D TN 2T ET,

BT 74N 2 —95I120%. A—/S\—1—F =T/ 5)Hh, K — > TERENZ
D ET,

BETNARAEEIUHTET,

TNARAEDB TR =Ty —ZHHL, AHELEINTVRNAT o T EZFAL
F9, ML,  TSolaris Trusted Extensions L—H— X /-1 K] @ [Trusted Extensions
TTNA AZENYTE] 2BRLTIEIN,

= Solaris Trusted Extensions (CDE) Tld, 770N F—T % —] ITR—F TV A
T4 T DNEINFRINET,

= Solaris Trusted Extensions (JDS) Tld. 7 7ML T IUH | ICAENERINE
@_‘0

LIFOFEIETIZ. TOGUIZIETDIZ 77— vy —EidiRL £7,
AMDT77ANIR—Dr—EHEET,

JE—9B5774IWDH5T7HITICEBEHLET,
72EZIR. 771 IV% Jexport/clientfiles 7 # A ICIAE—LTHDELFT,

774U TROBEERTLET,
a. 727 A4INDT7A I EEARTLET,

b. R=FTINATATDIT7AINIRZ—r—ICT77 AN ERSYILET,
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5 TNARDBULETZRERLET.

FERIZ.  TSolaris Trusted Extensions L—H— X4+ K] @ [Trusted Extensions T7/\
A ZADEND Y TEMRT 2] 2L TLIZI N,

6 R—FTNATATDIT7AINIZ—2H—T, [T7A4)] AZa—nm»5 THBRY
HUl Z#RLET,

F-OAE—L7T771IVOBET NI E2RUIEMHENE IRV E, AT 4 TIZHT R
DT TL7ZE 0,

flao R TZ77AINETRXTDIRTATR—ICTS

AT LEBREL, FURETINRTORY D EMRITHERL LD B> TnE
o TDZDITIE. BANTHERT 272 2T, HBEBICE > THIFRENRWT ¢ L
JRUZEERLET, 20T 4 L7 MU, BHFEIIXRTOI AT LTH—O
T7ANEKLBEEAERC T 71V Z2BLEL X9,

7z & Z1X. LDAP A O— 7 HIZ Solaris HH 1 > — )L DM 9™ 5 Trusted Extensions
W —)VR w7 A /var/sadm/smc/toolboxes/tsol ldap/tsol ldap.tbx 21 E—L %
T tnrhtp 7 7 TV DEBHEA T > T L — 2 WA AL THO,. DNS
H—N—DUASBLVEEER T 7 A H D F9, 1 MAITIZ policy.conf
Ty AIVSEELE L. NSO Ty AIVEKGET 4 L7 BUICOE—LET,

# mkdir /export/commonfiles

# cp /etc/security/policy.conf \
/etc/security/audit_control \
/etc/security/audit_startup \
/etc/security/tsol/tnrhtp \
/etc/resolv.conf \
/etc/nsswitch.conf \
/export/commonfiles

TNAAEDETIYR—Dry —2fAL TR —>T7OvE—T 4 AV &EID
BT, Iy AINETOvE—T 4 AV ITEEL E T, ADMIN HIGH D T X)L & 11T 7=
MOT7Oy E—F 4 A1, Y1 N label encodings 7 7 1 )V ZEHEEL £,

ATALR Ty AINEIE—T 555, AT LD /etc/security/audit control
Ty AN Ddir: DL M) ZEEELET,
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1R BHIIC

J7A4I)EIE—F BHE

Ty A I EEZHZ DRI, LD Trusted Extensions 7 7 1 )L DARTEEE L TH<
ERETY, VATALAEHERT 2BRIZ, root HEINEE 7 v A IV DOLARTIOEEB X
NIE—ZfTWET,

BT 74 )N 22 —95I120%. A—/S\—1—F =T/ 5)Hh, K — > THEENZ
D ET,

BT NAREEIYHTET,
ML, TSolaris Trusted Extensions T—H— X} K] @ [Trusted Extensions T7/\
A 2AEEDLTE] 2R TIEIN,

»  Solaris Trusted Extensions (CDE) Tld. [7 7 1LY F—T % — ] ITR—F TV A
T4 T DNENFERINET,

= Solaris Trusted Extensions (JDS) Tld. 77 A IV T T8 | ITNENERINE
@_0

LIFOFEIETIZ, ZOGUIZIETDIZT7 7% —Yvy—EidiRL £7,
BRI 7ANESUAT A TERBEALET,

PRATAICRCREIDTZ 7 AIBH D56, TOT7 74 )IeFH LW TIE—-L
i’g_o

EZE DT 7 ANV DARTDHEAIT corig ZBML F7,

# cp /etc/security/tsol/tnrhtp /etc/security/tsol/tnrhtp.orig

T7AINRIZ—2 v —ERHEET,
/etc/security/tsol /R EDAE—=ET 4 Lo MU ICBRHLE T,
AE—FT23FNETNDT 7 AILICKH LT, ROEEERTLET.

a NUOURENEATATDIT7ANIR—2 % —T, Z7AIDT A2 &R
ZRULET,

b. IO 7 AINRAX—2 v —DAE—%T 4 LI NIICT7A4INERT YT LE
?_o

TNARDENWETZEREBRLET,

SFHME.  TSolaris Trusted Extensions L—H— X /-1 K1 @ [Trusted Extensions T7/\
A ADEND B TEZMRT D) 22U T ZI 0,

Solaris Trusted Extensions #&m A K « 200954 A


http://docs.sun.com/doc/819-7605/ugelem-27?a=view
http://docs.sun.com/doc/819-7605/ugelem-27?a=view
http://docs.sun.com/doc/819-7605/ugtour-12?a=view
http://docs.sun.com/doc/819-7605/ugtour-12?a=view

Z DD Trusted Extensions #&A X &7

51 4-10

TAOYT IBRRENES, ATATERYHLET,

Trusted Extensions CEaEAERL 7 7 1 )L & FH A AL

ZOBITIE, AT LCERZEDER I N TOER e root T—H—13, HHk
Ty AINER—F TIAT L TICAE—FTHRHERHDET, AT 4T ONE
3. TOMDI AT AICAE—SINET, ZTNS5DT 71 )VIL. Trusted Extensions
VIBRT 7 TR ESNDE AT LAIIE—INDHZEITRDET,

root T—H—{3, TNA AFD YK TIH— % —T floppy 0 7 /N1 AZEID YT
T XUPDI T —IZHR L Tyes EBEZET ., KIT. root T—H—I&, #Ek
Ty ANNEENZT O E—T 4 AV &HFAL, T4 AVICIE—LET, 20D
Ty E—F 4 AZIZIE, Trusted Path EWD TRILMFIF 5N TNWET,

AT 4 T MNEFHAAIZTIE, root T—HF—NZERANDTINA AZE D YT
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W 7 7 A IVINT—T LICH 56, root T—H —{Imag 0 7 /N1 A&E DY TE
T, W7 7 1 VDY CD-ROM _EIZH 55, root L—H—|X cdrom 0 7 /N1 A &
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Trusted Extensions % Solaris > A T AM G HIFRT 5121d. BHEDOFIEZFETL
T. Solaris > AT AITx9 % Trusted Extensions DAY X1 X ZHIFRL £,

Solaris0S DIF A EFERIC, INIMfFEY -0 DT—I THRLTHESHDEREFELE
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SPRTLADPEINIMTEY - EHIBRLET.
FFAlI.  [System Administration Guide: Solaris Containers-Resource Management and
Solaris Zones] @ [How to Remove a Non-Global Zone] ZZHL T 72X,

Trusted Extensions " — E R ZHEN{E L E T,

# svcadm disable labeld

bsmunconv AX¥ > RZRITLET,

DAY ROFERIZTDWTIE, bsmunconv(IM) DX Za VI R—=TESRL T2
I,
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LDAP B —/N—ZHK 3 %7, Trusted Extensions 7 O F 2t —/N—%&H L TEHFD
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LET,
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LDAP H—/N—IZ AN L 7,
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Server IZT —4 &A1 T 5
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Directory Server CHERES
HEDITHKRL £7,

Solaris ¥ 1 >/ — )LD LDAP Y — LR v 77 &
P THRELET., ZOV—ILRy 7 A&
ALT, Xy hU—=oA T2 NMBET 3
Trusted Extensions JE{E ZZAH TEX £ 7,

130 X— D [LDAP D72 D Solaris &
a2 —=IVDFEE EEX Y 7))

ZDMDOTRTD
Trusted Extensions > A7
L%, ZOY—=)N—DY
FA47 > hELUTHERL
£,

BID T A T I Trusted Extensions & # %9 % 15
G TDYATLEZDLDAP Y —N—DV 5
47> RMILET,

64 X— D [Trusted Extensions T A
V—2%&LDAP YV T4 T > NIT 5]

Trusted Extensions /K X N COLDAP 7O+ H—/N—D

B (FR~

v )

Solaris > A T L THEFT T T S EEE D Sun Java System Directory Server 73 d % 33
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Oy TEMHEHLET,

B3
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Trusted Extensions 7 — %

N—AZHP—/N—ITEBML X

ED

Trusted Extensions % N7 —27 F—%
NR—ZD tnrhdb BEZ N tnrhtp I, LDAP
H—=N—IEMT 2HENH D ET,

126 X—® [Sun Java System Directory
Server IZT—4% & AN19 % |

LDAP 7O F > H—/\—% %

ELET,

1 D ® Trusted Extensions > A 7 A\ &% DAl
@ Trusted Extensions & A7 A D 7 O F
H—N—IZL X9, EDMdD Trusted
Extensions > AT AlL, Zo7OF
Y—N—%FH L TLDAP Y —N\—IZT7 ¥
ALY,
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LT,

Trusted Extensions 7' 15 3 — )N— VK
TRV TLDAP H—N—LHETEDL LD
IZLET,

125 X—2® [Sun Java System Directory
Server DX IV F L RIVAR— M EHRET 5 |
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JOF P —N—THHRET S
KOITHRL £7,
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RNy 7 AZFEHTRELET. 2D
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Extensions > AT A% LDAP 7 | TG, TDOL AT LELDAP 7OF |V —2%LDAP 7 7147 > MIT %]

OF Y —N=—0rI147 > |T=N=—DII17 > MILEXT,
FELUTHRLET,

Trusted Extensions > X 7~ /A"C( Sun Java System Directory
Server D&RK

LDAP *— A8 —E A&, Trusted Extensions DX iyt — LAY —EATY, Y1 KT

LDAP % — AT —EAMEZEFTIN TN WEE, Trusted Extensions 23 S 11T
% 2 A F /5T Sun Java System Directory Server (Directory Server) Z#k L £9, H 1
|~ T9 TIZ Directory Server NFEIT I N TS H . Trusted Extensions 7 — 4 X— X
e —/NN—ITENT 208 0NH D X9 . Directory Server IZ7 7 AT %72

IZ. Trusted Extensions > A7 A TCLDAP 7OF T 2R ELET,

F-ZDLDAP Y —/N—ZNFSHY—/N—& LT, £/ZldSunRay™ 7 7147 > b D
P—=N—ELUTHEALRWEEG, INUMFEY =220 —N—IZ1 > A =)
T HBLEEDH D EE A

LDAP F8 [ Directory Server D& = IXE T 5

RDIBEDEEZRELET,

#IHHZ. SunJavaEnterprise System D > A =)L 4 B — RICERINBJEF T
RSN TWET,

AVAN=ID4¥—RpT7OVT
N PSINE VBN

Sun Java System Directory Server version

MEH#H 1 —Y—1D) F 7 # )b Mild Tadminl T3,
MEMEZIL—Y—/ A ladmin123] DX D B/NAT— REZERL XTI,
7— R

FoL 7 I FR—Tr 5 7 # )l MEIE Ten=Directory Manager] T79,
DN/

(Fo L7 RUXFR—T v N [dirmgr89] DX H7BI/INAT— RZ{ERL £9°,
AT — K]
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1>Zh—w94ﬁ—F®7D>7

xS FE 72 (21ER

[Directory Server )L — |

M — /N —3 37
[ —/N—R— b

Y7497

MEHRAA )

[P 2T Ahd—H—]|
[ AT LTIN—"T]
[F—% OREFLRT)

[ — % OARAF 5T )

I Administration Port |

57 # )l ML T/var/opt/mps/serverroot] T3, FOF V7
FIz7EA AT EEE. ZONRARHETHMHEHAIN
ES I

FI7 IV MEIRO =V AT AT,

Directory Server % f§i fl L TIEHE7Z LDAP % — LY —EZX &7 T
AT N ATLARETHEEIE. T 74V ME [380) ZfFH
L%,

Directory Server Z i1 L T 7 0F > H—/N—D5HDA > A
=V EYR—- TS5 T03s9) 72 EEEMSIOR— %
ANLET.

ldc=example-domain,dc=com] DX DT, RAA HEREZRE2EZD
ESC I

lexample-domain.com] DX DT, BT 4 w7 AIZxhn & TE
L ET,

57 4 )l MElZ Troot] TT,
T 7 %)V MElE Troot)] TY .

FIH)MEIE TZDOT—N—ICRET— Y 2HRELET, | T
E

F7 4 Mg T2 O —N—c2—H—/ 7 ) — T F— & & {415
L%9d, | TY,

F7 4 MEIZY—N—R—hrT9, TIHINELETH/-H
ICHERE SN DEHNE. V7 b 7N—2 3 2121000 ZHNT 7= %%
ETT, VIMIzT7N—23 52088, ZOBEITIEIR—b
5200 1272 D 7,

v SunJava System DirectoryServer =1 > X b—JL ¢

2

T4 L2 BUH—/)N—)Syr—1d. Sun Software Gateway @ Web -1
(http://www.sun.com/software/solaris)H AFTEET,

1 SunWeb Y 1 kT SunJava System Directory Server /X 7 — L #RET L X T,

a. SunSoftware Gateway (http://www.sun.com/software/solaris) DX— T, [Get
It) 720Uy LES,
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b. [SunJavaldentity ManagementSuite] DRIDF T v IRy I REO U v o LE
?—O

¢ TSubmitl R&¥>ZEL Uy LET,

d. EFRLTOWRWNERE. BHRLET,

ee AV LTCIDVYI D72 D A—RLET,
f. BEZA_L®D DownloadCenter] 22 ) v o LET,

g. [ldentityManagement] fEitC. FAL TS 75 v b7+ — AITEYLZRHD
V72 hDoxT7ESYDO-RLET,

/etc/hosts 77 AT, ERTAHRATADKRKAMEZI MYIZFQDNEEBINL E
ERR

FQDN &1 T5E245E D B A1 >4 (Fully Qualified Domain Name )| O Z & T9, &
DAL, ROKXIICHRA NG EER R AL D OMAEDOEITRD X,

192.168.5.5 myhost myhost.example-domain.com

Directory Server /N 7T — 2% A4 A h—J)LLET,

121 R— @ [LDAP FIZ Directory Server DIEHZNET 2| M6 DEREME > TH
MICEAET,

FCEN 9 % /=T IC Directory Server HIZEISN DL DICLE T,

Directory Server F§ D SMFH—E 2D 7 > 7L — F A%, Sun Java System Directory Server
NoTr—=YRICEENTHET,

= Trusted Extensions Directory Server T, U —EXZHBMICLE T,

# dsadm stop /export/home/ds/instances/your-instance
# dsadm enable-service -T SMF /export/home/ds/instances/your-instance
# dsadm start /export/home/ds/instances/your-instance

dsadm X > RIZDWTIE, dsadm(IM) DX a7 I R—=TJ2BR LT 30,

=  7OF < DirectoryServer T, U—ERXZEBMICLET,

# dpadm stop /export/home/ds/instances/your-instance
# dpadm enable-service -T SMF /export/home/ds/instances/your-instance
# dpadm start /export/home/ds/instances/your-instance

dpadn I > RIZDWTIE, dpadm(IM) DX Za 7 IAR—=T 2SR L TL/Z3 N,
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5 AVAM-IILEERLET,

# dsadm info /export/home/ds/instances/your-instance

Instance Path: /export/home/ds/instances/your-instance
Owner: root(root)

Non-secure port: 389

Secure port: 636

Bit format: 32-bit

State: Running

Server PID: 298

DSCC url:

SMF application name: ds--export-home-ds-instances-your-instance
Instance version: D-A00

EEEIE LDAPRERORMEMRRD A T T IOV TIE,  [System Administration Guide:
Naming and Directory Services (DNS, NIS, and LDAP)J D5 13 % [LDAP Troubleshooting
(Reference) ] ZZML T ZE XY,

v Sun Java System Directory Server D 2/ &% 9 5
ZOFIETIEROIMEOO T Z/MRLET, YrEAODY, BEDOY, BLUOT
7—0J7TY, ROT T4 ) FFREFEEINEE
n IRTOOVNEIMEBIONY 77 2 TINET,

s ZOJEHIRT B /export/home/ds/instances/your-instance/logs/LOG_TYPE
T4 L7 FUNICEESINET,

» AR PEOTLN 256 TAF T ENET,

= O7d600 7 7 1IVT 7 AMETRESNE T,

» YR AOVZEBHO—T—3 3 > ENET,

» I7-OJREAOD—T—aEInE9d,

C OFIHDERETR D LN 2z L LT,

BEEoJidmHo—7—2 3 > 3INET,

3DHKXDBHEHWOY T 7 A )VIZHIBRTINICARD £7,

FTRTOOY T 71 ) THEKA20,000M N1 SOTF 4 A7 REZFHALET,
BT 7 AIVERK500M/NA bD, K100 7 7 7 A IVMEFEF SN E T,
T4 AT BEDZEZNS00M/NA F& FES EHnOrZNsHREInEd,
I —OJ TIBEMEHRNNESINET,
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TORAOTEBRLET.

7 7% AD LOG_TYPE VL ACCESS T9 ., OV ZHKT D=0, XKOEBDT
9,

dsconf set-log-prop LOG_TYPE property:value

# dsconf
# dsconf
# dsconf
# dsconf
# dsconf

set-log-prop ACCESS
set-log-prop ACCESS
set-log-prop ACCESS
set-log-prop ACCESS
set-log-prop ACCESS

EBENJZBRLET.

# dsconf set-log-prop AUDIT
# dsconf set-log-prop AUDIT
# dsconf set-log-prop AUDIT
# dsconf set-log-prop AUDIT
# dsconf set-log-prop AUDIT
# dsconf set-log-prop AUDIT

RO/ oo0—sr—3i 3 >

IS—OJz@8llLET.

max-age:3M
max-disk-space-size:20000M
max-file-count:100
max-size:500M
min-free-disk-space:500M

max-age:3M
max-disk-space-size:20000M
max-file-count:100
max-size:500M
min-free-disk-space:500M
rotation-interval:1ld

k@i, 7 7+)V b T1LEMTY,

COMKRTIE, T7—0JTEMT—INRESNDEIIHHEELET,

ERROR
ERROR
ERROR
ERROR
ERROR
ERROR

# dsconf set-log-prop
# dsconf set-log-prop
# dsconf set-log-prop
# dsconf set-log-prop
# dsconf set-log-prop
# dsconf set-log-prop

max-age:3M
max-disk-space-size:20000M
max-file-count:30
max-size:500M
min-free-disk-space:500M
verbose-enabled:on

(BERATRE) S S ICOJ#8RLET.

07 ZEICROBEZEITD ZEDHARETT,

# dsconf set-log-prop LOG_TYPE rotation-min-file-size:undefined
# dsconf set-log-prop LOG_TYPE rotation-time:undefined

dsconf A% > RIZDWTIL, dsconf(IM) DX a7 IV R—D &SR

EZSTN

LTSN,

Sun Java System Directory Server D < )L F L X\)b
N—hZHTRET D

Trusted Extensions TIEZ£J %121, Directory Server DY —/N—hR— h & K/ — > D
TNF LAV E— | (MLP) & LTRET HBERD 0 £,
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Solaris B Y — )L EEELE T,

# /usr/sbin/smc &

Z M3 Ea—% (this-host: Scope=Files, Policy=TSOL) YV —J)L7Rw o R & #EIR L £
ER

[P RTLADERK] 20Uy o LTHo TAYEa—4Exy NI—0] &5
vy o LET,
INAT =Rz ANTHEIRDENET,
BYENRAT—REANLET,
[ESXTYy RRy bD—=0J—=2] Z5TINO )y o LET,
Ky —>&257INo )y o LET,
TCP 7O R INDTILFLANLNR—FEEBMLET,
a. [V=2DIP7 LRI ETILFLUANILR—FDEN 22U v o LET,
b. R—+EFELLT38EANL., [THI 20Uy I LET,
UDP 7O F LD ILFLANILR— M EEMLUET,
a. [V=2DIP7RLVRICHTETILFLUANILKR—FDEN 22U v o LET,
b. R—hESELLT3BIEANLET,
¢ udp7OMILEZEIRLT, T 20Uy o LET,
(T 220V vy L TREZRELET,
A—FIVEBHLET,

# tnctl -fz /etc/security/tsol/tnzonecfg

Sun Java System Directory Server [CT — % & AT
2

T R)VKERR, 1—Y—, BIWNERS AT LI T 5 Trusted Extensions 7 — 4 % {#
FEd 572012, HEOLDAP T — R—AMMERBLOLEHINTVWET, ZOF
JIEE T, Directory Server 7 — 4 \— A |Z Trusted Extensions [ & L D AA LT,
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1RO BHIIZ

YA btFal T —TEBDEENNHERIBEX. T4 7 MY —N={TF—%
ERETDHHNINC, KOFNEEZEITLET,

s 3R—TD [EHEHEDEEEEGET ZHNTO7 v IV EIERT 3]

n 96 R— D [Trusted Extensions TtF 21 7 —EHERE Z21ERKT 5

n 9R—TD RSN/ AT LEHERE ZIERT 5]

FT—AY—ERT—IRN=—R(IT—YEANTBEHIERBTET77A4ILDR
T OB EERLET.

# mkdir -p /setup/files

Yo TIND jetc 77 AINERT - FEEICOAE—-LE T,

# cd /etc
# cp aliases group networks netmasks protocols /setup/files
# cp rpc services auto_master /setup/files

# cd /etc/security

# cp auth_attr prof_attr exec_attr /setup/files/
#

# cd /etc/security/tsol

# cp tnrhdb tnrhtp /setup/files

Solaris 1011/06 J ) — A% /)Ny F &3 H LR W TEIT L TWA %A, ipnodes 7 7 1
NZEI1E¥—-LET,

# cd /etc/inet
# cp ipnodes /setup/files

/setup/files/auto master 7 7 A JL/ 5 +auto master T MU ZHIBR L E T,

/setup/files/prof attr 77 A5 0 T MU ZHIBRLET,

RTF—U U UBEBICY - BBy TEERLET.

ROHET Y TDU AT, EXT ORIDITIET 71 I DA4RTERLET, 2179
37 7 MIVONEZERLET, J— %13, Trusted Extensions /) 7 N7 = 7 IZH &
NTWDT 7 4L h®Dlabel encodings 7 7 T ILMED TRV EREL FT,

» ZZIORSNETDOY = HEEBROY — P AICESHA T ES N,
»  myNFSserver CIR—LT 4 L7 BUDNES Y —N—ZHREL £T.

/setup/files/auto_home public
* myNFSserver FQDN:/zone/public/root/export/home/&

/setup/files/auto_home_internal
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* myNFSserver_FQDN:/zone/internal/root/export/home/&

/setup/files/auto _home needtoknow
* myNFSserver_FQDN:/zone/needtoknow/root/export/home/&

/setup/files/auto_home_restricted
* myNFSserver_FQDN:/zone/restricted/root/export/home/&

XY RT—=0 DT RTDI AT L% /setup/files/tnrhdb 7 7 A JLICEBIMLE T

ZZTIEIALIVRAHA—RIIFHATEEEA, BEZITOITXRTOIATLDIPTY R
LAE, IR ES =2 DIPTY RLABHEDTIDT 7 A IVNITHEET B EN
HDET,

a. FORTYRIFTAYERE. /setup/files/tnrhdb ZIRELE T,

b. Trusted Extensions E XA A > DI N)VFE AT LDITXTDIPTY RV XZEML
i—g—o
TR ET AT LADY A T cipso TT . Tz, TN ES AT LD
Fa)F =TT L —FDOAHTH cipso TS LS T, T 74 MERT
1T cipso T2 M UIERDEDIZBRDET,
192.168.25.2:cipso

E-COUA ML, KR — 2 BEOT AR —2 DI T RLABEER
%7,

¢ RAALAUPBETEZLINNEGLIATLAZIRTEMLET.
FRIB LI AT LD A Tidunlabeled T o TN BR LI AT LADEF 2
T4 =T 7 L— D4R adnin low T3, L2 T, 774 )b MERTIZ
TRXNWELIATLADOLZY FJIERDODEHITRDET,

192.168.35.2:admin_Tlow
d 774V EREL. TT4 958 TLET,
e. 77 MINDEBXEHRELET,

# tnchkdb -h /setup/files/tnrhdb
f. I52—Z2EBELTHLAERERITLET.

/setup/files/tnrhdb 7 7 A JL % /etc/security/tsol/tnrhdb 7 7 A JLICOAE—L &
ER

Solaris Trusted Extensions #&m A K « 200954 A



BETF D Sun Java System Directory Server (D 7= & @ Trusted Extensions 7 0 3 2 DERK

9

ldapaddent AX¥ Y RZEAL T, AT =V JEEODINRTOI 7AINVICT—F %
ANLET,

# /usr/sbin/ldapaddent -D "cn=directory manager" \
-w dirmgrl23 -a simple -f /setup/files/hosts hosts

%1% (D Sun Java System Directory Server (D 7= > Trusted
Extensions 7 O 3 2 DERK

1RO BHIIC

EEEIR

P, Solaris > A 7 L DEEFFE D Directory Server IZ Trusted Extensions 7 — 4 N\ — X
ZBIMNY DENH D £T, KIT, Trusted Extensions > A T 71 Directory Server (2
772 A TESDEDIT, Trusted Extensions > AT AN LDAP 7 O F 28— /N—{272 5%
KOMET HHENDHD XTI,

LDAP 7O F Y —N—Z1ERT 5
A MZLDAP ¥ —/N—9 TIZFIET H8E . Trusted Extensions & AT A7 O F
Y= N—ZER L ET,

Trusted Extensions f§# 2 & 807 — 4 X — 2 % LDAP Y —/N—ZBML THE T, 7F
ML, 126 XR— D [Sun Java System Directory Server IZT —4% & AJ1 9% | =&ML
TLEE W,

Trusted Extensions MERE SN TWND R TAT, 7AOFSH—N—2EKLET,
SRR, TSolaris DV AT LAEH (F—I T ET 4 L7 MUY —EX:

DNS. NIS. LDAP#@)J O 123 [LDAPZ 71 7 > b DOF&E (FE)) 2L TL
=30,

Trusted Extensions T — I N— AN TOF Y —/N—TRRCEDHLEHEILET.
# ldaplist -1 database

LDAP HERR D REfEIRD A N T T 2I2 DN TIE.  [System Administration Guide:
Naming and Directory Services (DNS, NIS, and LDAP)J D% 13 & [LDAP Troubleshooting
(Reference) | ZZHRL T ZE XY,
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http://docs.sun.com/doc/819-0382/clientsetup-1?a=view
http://docs.sun.com/doc/819-0382/clientsetup-1?a=view
http://docs.sun.com/doc/816-4556/setupproblems-1?a=view
http://docs.sun.com/doc/816-4556/setupproblems-1?a=view
http://docs.sun.com/doc/816-4556/setupproblems-1?a=view

LDAP D 7=8HD Solaris B 1> — )L DB FE (¥~ v )

LDAP D7/=H D Solaris EE Y —)LDHRTE (fEE< v )

Solaris B 1 >/ —)LIZ, Trusted Extensions ZFET L TWAH I AT LDy NT—

EEET 570D GUITT,
1% B SR
Solaris & > —)L % |Solaris EH O > — )L EWHHELL £9. ZOFE 61 X— D [Trusted Extensions T
ML £79, 13, R =2 DI AT LT EIRTEETLET, | Solaris BHL O > — )L —/)N—Z ¥ 1]
£5 %]
B EBEERLUET LDAP Y —/N—I1Z & > T Solaris HEH I > — )L &ZF | 130 X—D [LDAP D& #% % Solaris &
FELET, By —)LIZBERT 5]
SATFATEREMZE | 7T 74V hTIE, SolarisEH A =)L 75147 > |131 X—2 D [Solaris EFL > — )b
ML Ed, NMIBIDT AT LIZH BT =)V —N—LTEE | TOFXY NT =V #BOZ TN T E2E

TEEHA. FIRNICERER 2L TS
W,

T 5|

LDAPY —)LRwy 7 2%
ERRL £9

Trusted Extensions Ji @ Solaris B 1 > —)LIZ
LDAP Y —)ViRw 7 A ZERR L £7,

132 X—2® ISolaris ¥ > —)I
D LDAPY —)ViRy 7 A & HRET 5

WEZHERLET, Trusted Extensions I8 A RZ23XLDAP 7 1 7 > MZ72 [134 X—2 D [Solaris HHL O > — )b
N5 EEMRLET, IZ Trusted Extensions & #7237 £ 41T
5 LRI D)
> . oy —
v LDAP D&% Solaris EIE 1Y —)LICEEHRT S

B BRI

HY—N—lZ7axF b —N—TbhFTWEF A,

Trusted Extensions 2 ZEf7 L TW5 LDAP Y —/N—T root 1—H—IZ/2 0 FTF, ZD

Sun Java System Directory Server MR S IV TN HLENH D £, ROWTINN DK
ZEE T L TNET,

m 119 XR—T®D [Trusted Extensions 18 A k T®D LDAP B —/N— Dk (1EE~ v 7))
s 120 R—®D [Trusted Extensions 15 A b TD LDAP 7' O B —/N— DOk (1EZE
SO

1 LDAPEEENRZEHRLET,

LDAP-Server # /usr/sadm/bin/dtsetup storeCred

Administrator DN:
Password:
Password (confirm):

130

Type the value for cn on your system
Type the Directory Manager password
Retype the password
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£l 5-1

RO BHIIZ

TA4LO MY —N—LDROI-TE#—EBXRRLET,
LDAP-Server # /usr/sadm/bin/dtsetup scopes

Getting list of manageable scopes...

Scope 1 file: Displays name of file scope

Scope 2 ldap: Displays name of ldap scope

H—N—FTEICL> T, ERINDIDAP AI—TNRESINET, LDAP A I—
IZ. LDAPY—ILihw 7 A #RET L ETEERINET L, V—ILRy 7 X
F, U= N—ZBFTH5ETRETEIERA,

LDAP &8 D& £k

ZOFIT, LDAP B —/N—DHRINILDAPL TH D . cn DIEIZT 7 4 )L kD bdirectory
Manager T9 ,

# /usr/sadm/bin/dtsetup storeCred
Administrator DN:cn=Directory Manager
Password:abcdel;!

Password (confirm):abcdel;!

# /usr/sadm/bin/dtsetup scopes

Getting list of manageable scopes...

Scope 1 file:/LDAP1/LDAP1

Scope 2 ldap:/LDAP1/cd=LDAP1,dc=example,dc=com

Solaris EXE 1> —)L TORy bT— U EEDE
(T EBHCT S

F7 )V b T, Solaris VAT AldEF 2V F 4 — EOBBRMND DR — b TIIRHE

LIEBNWEDICHRESINE T, 20D, BERTEHTLIATALE. vy hT—2»

WEZZTMT D LD ITHRICHER L £9., 72& 21 . LDAP Y —N—EDF* v K
=2 F—=FN—=A%7 5147 > "MNEEMT 51213, LDAP H—/)\N— L Solaris &
WMa ) =)y g—N—IN%xy NT—VBEZZTMHFTELDICLET,

LDAP H—/N—WNH 2% NT—27 D7z D Solaris HHL T > — )l DRERLENITD
WTIE, [Solaris Trusted Extensions & FEDFNEI D [Solaris HHE I > —)L ZHiH L
2047 M= N—JF] ZZRLTEIN,

Solaris ¥ 1> — )L Y —N—ZAF A ETREY) — > DA—=/N—2—F—T72<
TR0 ERL, ZOFETIE, TOIATLAZRERBS AT LERNET, F
720 A=N—2—HY =L TV IAT7 I ATALIAX RIFMNET 7V ATE
52 EHMNETT,
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LDAP D 7= ® Solaris EIE O >V —)LDERTE (EE T v )

1 ERERATALAT, EREGRZZIHIEILDICORATLAEZRELET.
smc 7 —E VT wben H—E ZIZ X > THIEIZNE T, woem T —E ZAD
options/tcp listen 7 H/XT 4 —D true ICRE SN TWASHE, Solaris HHL O >
V=) Y= N\—ldE G Z T £,
# /usr/sbin/svcprop -p options wbem

options/tcp listen boolean false
# svccfg -s wbem setprop options/tcp_listen=true

2 whemB—EXDBRREBEEBZITIVET,

# svcadm refresh wbem
# svcadm restart wbem

3 whem P —EXDERERZZ(IMHITELDICHRESNTND I LZHRELET,

# svcprop -p options whem
options/tcp listen boolean true

4 RBRTABELUSolaris BRIV I ICTIVEVRTBIRTDI AT b
T. smcserver.config 7 7 A L CRIBEED BN >TWS I EEHRALE T,

a. smcserver.config 77 (I E NS RATY RIFT 4 ¥ TCHEET.

# /usr/dt/bin/trusted_edit /etc/smc/smcserver.config

Ean—

b. remote.connections /N\T A —% [Ctrue#FHELE T,

## remote.connections=false
remote.connections=true

« 774N EFREL. bIRTYRITA5ZKTLET,

EEEE when T —EAZFHEEEIIEICTT 585G, smeserver.config 7 7 1 IV D
remote.connections /N T A= Mtrue DEFETH D T EZ=MERL E7,

v Solaris B0V —JLDLDAPY —)LiRkw U R &
m%#a

thHBEC  LDAP B —/N— EDQ X —/N\—21—H =T < TF2 D £ A. LDAP &% Solaris &

fij )= IVITRERT BRSO, Jusr/sadm/bin/dtsetup scopes X > RDH T

Db:f%ﬂofh)é%%ﬁ%@i? FEANZ. 130 X—2 D [LDAP D&% % Solaris
BHO ) =)V ET S 2L TEIN,

132 Solaris Trusted Extensions #&m A K « 200954 A



LDAP D 7=8H D Solaris B 1> — )L DB FE (¥~ v )

£l 5-2

LDAPY — LRy U REIRLET,

# cd /var/sadm/smc/toolboxes/tsol_ldap
# 1s *tbx
tsol ldap.tbx

LDAPH—N—Z&EAHLET,
a. PORTYRITAHYEREET,

b. tsol ldap.tbx Y —JILRY O ADT7IV/IXAZZAE—L T, 5|8H&ELTITT44
[CRX—XFLET,

Tz Z0E ROISADLDAP Y =Ry 7 ZADT 7 4 )V b DALE T,
/var/sadm/smc/toolboxes/tsol ldap/tsol ldap.tbx

¢ RAOA—TJIBREBE=MZIET.

<Scope> ¥ 7 & </Scope> ¥ 7 DRAIZ B B server ¥ 7 %, ldap:/...... fToHH
(/usr/sadm/bin/dtsetup scopes AN > RMN5) TEEMMZET,

<Scope>ldap: /<ldap-server-name>/<dc=domain, dc=suffix></Scope>

d. <?server?> /=3 <?server > DI X TDA RHY A% LDAP Y —/N\N— LB =
AET,
<Name>This Computer (ldap-server-name: Scope=ldap, Policy=TSOL)</Name>
services and configuration of Idap-server-name.</Description>
and configuring ldap-server-name.</Description>

e. 77MINEREFEL. 7495 TLET,
whemnb—EXDBRREBEFZTVET,

# svcadm refresh whem
# svcadm restart wbem

LDAPY —JLRy & ADEKE

ZOHITIE. LDAP H—/N—DARIIELDAPL TY ., W—ILARw 7 A ZRET DI
3. EHEDN <?server 2> DA A 2 A% LDAPL EEEHZ F T,

# cd /var/sadm/smc/toolboxes/tsol_ldap
# /usr/dt/bin/trusted_edit /tsol_ldap.tbx
<Scope>ldap:/LDAP1/cd=LDAP1, dc=example,dc=com</Scope

<Name>This Computer (LDAP1l: Scope=ldap, Policy=TSOL)</Name>
services and configuration of LDAPl.</Description>
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134

RO BRI

and configuring LDAPl.</Description>

Solarls =181 >Y — )L [C Trusted Extensions [k 7
EFENTWNALZ#MHETRT S

LDAP Y —/N—INH 5 % NT—72 & LDAP Y —/N—DN2W\WFty N T =T Di=dD

Solaris ¥ > — ) OREREMIZ DWW TIZL.  [Solaris Trusted Extensions & ¥ O F
JiEs @ TSolaris B —)LV Z2HH L=V 7147 > M —N—3EE 28RL T
<IN,

BRI/ T, FREFA—/N—2—Y— &LTUMP&?%Y/F wzasgA
LEd, ATLZLDAP YV 947 > MTT55E1E. 64 X—2D [Trusted
Extensions TR — > %2 LDAP V7 17 > ki T%)J EZBLTLIZI N,

D TV AT LEERT HI2IE, 61 XR— D [Trusted Extensions T Solaris & H 1
)= N—Z LT 5] BETLTLZEI N,

O—HIV AT LANSERS AT LA LEDT ) =)V —N—I12#k T 513, Wl

D AT AL T61 R—TD [Trusted Extensions T Solaris ¥ 1 > — )L —/N—2%4]

b3 5] #2587 LTLEIWN, 2, BRI AT LT, 131 R—2T D [Solaris & H

A=)V TOFy NT—V#EHOZFMTEENTT S 2T LTIEIN,

LDAP % — AP —EAHF DT —H RX—AZLDAP 7 F1 7 > b SEHT 51T
3. LDAP Y —/\—T. EOFIEIZIMATI132 X—2 O TSolaris ¥ > —)LD
LDAPY —)Vihw 7V A&mET 5| ZTLTLEI N,

Solaris BV —I)LEEE LT,

# /usr/sbin/smc &

Trusted Extensions Y — L7k Z R EREE T,
Trusted Extensions Y — )L v 7 2 Dl I Policy=TSOL TY

s IDAPZER—AY—ERELTERTSFZRATYy KXY NT—5TlE, ROTR
NERFTLET.

a. O—NIEBT—IN-—R[CT I/ ERTEDILEWRTHICEF. RDY—Ib
Ry O REREET.

DAY a—4% (this-host: Scope=Files, Policy=TSOL)

b. LDAP H—/N\—DO— ﬁwﬁﬂr IR=—RICT O RCRTEBLEWERTS
[ZIE. ROY—=IRy O REEBELET,

ZDIa2Ea—% (ldap-server: Scope=Files, Policy=TSOL)

Solaris Trusted Extensions #&m A K « 200954 A


http://docs.sun.com/doc/819-7611/txtool-16?a=view
http://docs.sun.com/doc/819-7611/txtool-16?a=view

LDAP D 7=8H D Solaris B 1> — )L DB FE (¥~ v )

3

EREIE

¢ WDAPH—N—tDR—LY—ERXRT—HIXRN—RICT7 IV ELRTESLLTHER
IT5I21F. RDY—ILiRy o RERELE T,
ZOaA>Ea—4 (Idap-server: Scope=LDAP, Policy=TSOL)

m IDAPER—AY—ERELTERALAEWN S RTY KRRy 7= TlE, ROT
ARERFTLET,

a. O—HINEEBT—IRXR—RICTOVERTEDZILEHERTHICIE. xOY—IL
Ry O REREET,

DY a—% (this-host: Scope=Files, Policy=TSOL)

b. ERATADO—AINEBT —IR—R [TV TEATERZLEHEITBIC
[T, mOY—=IbiRy O RERELET,

ZDA2Ea—% (remote-system: Scope=Files, Policy=TSOL)

AT LD T, AYEa—4%&xybTU—201 0 T2V
TA—TrTl—b LBEILET.

ELWT YT —hBEUINUDPERL AT AICERESN TSI LEHERLE
j—o

E-LDAP Y —N—TRBRWI AT LMNERY NT—0FT—IX—ZFEHRIZT VAL
EO&ETHE, BEICKRKRLET, 22V =)L TR ZERFANOos1 >

U, VIR 7 A& ZEMTEET, LML, HMICT VB AERIIETEL
£H5ETBHE, LDAP Y —/N—T/RWI AT L LT Scope=LDAP Z#R L7z Z & 2R
T, RDLT—Awt—INERINET,

Management server cannot perform the operation requested.
Error extracting the value-from-tool.

The keys received from the client were machine, domain, Scope.
Problem with Scope.

LDAP KR E T T a—F 4 > 7§ 5ITid.  [System Administration Guide:
Naming and Directory Services (DNS, NIS, and LDAP)J D% 13 & [LDAP Troubleshooting
(Reference)] ZZHL T 7EI W,
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B 6 E

Trusted Extensions &E N\ F L A2 AT A
DIERR (F A7)

Netra™ > 1) — X7 ED N\ R AT A5 I E® Solaris Trusted Extensions */ 7

‘717%1‘%552%420”@@_5 Zi ZDONY RLATATLADOEF 2T 0 —&E
ERLTCERY 7 AZARBICTH2HENDH D £, =M Trusted Extensions > A

?A ZERTHERICHORBORENHEICRDET, EHGUIZFETT SHIC

i, TOT O A EERES AT L ETEITL, TOGUIZT AV by T2 AT AL

TERTDHDVLENDLGENDHDET,

FEOFHIZDWTIL,  TSolaris Trusted Extensions & LD FNE] DHE 8 F [Trusted
Extensions TOIEMFEH (FIH)) Z2ZBL T EZI W,

E-NY RLAT AT LVCERY AT LA TREE SNDWHRTIEL, G S 1172k
DOHIMEZG - L ER . L, 22X—=20 A1 hOEFaUT 0 —RY>—IT
DNT) Z2ZRL TS0,

Trusted Extensions TON\y R L A AT ADHER (fFE

< v )

ANy RLAT AT LTI, a2V =)V 7IIVERRICE > THMARLI 2 L —%
T4 2 RUICERHSNERT. ZORBIE, BH. tip AV Rk ThiEanx
T FIHFTREIRER S AT LDY A TITUEC T, ROFEOWITNAZMHL T
ANy RLVATATLZHWRTEET, ROEXTIE, BEEDNGWHIENSIEITRL
X9, INSOFIHFIERS AT LTHEHENET,
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Trusted Extensions TDN\y KL R AT ADHER 1F¥E~ v )

B3

A

root L—H—IZ X %=l
Oy4 > aHMLET,

LDAP Z{H L TWiaWE, &IIC root &L
TAY RLAT AT AIZOSZ A > LET, LDAP
EHEHALTWAHE, ZOFEITIEKTEE
ER

139 X—® [Trusted Extensions T®D
root IC K BEbEO VA > 2 GNCT
%]

EWD 71 2 EAEICLE
_a—

o

root REIF 7213 R OEBEEN NS
I—P—OREFEOTA1 > EHFMLET,

139 X— D [Trusted Extensions T D%
HicksEBO VA > 2HNTT 5]

TR 7s LU AT NI S Trusted Extensions 37 A
TLADEMEENLET,

M1 R=D TRV AT LMD
DEBOATA > EH/HNTT S|

ANy BLAT AT A LEOKREY — 12
I—Y—MNT7 I EATELLIICLET,

[Solaris Trusted Extensions & ¥ D T
IE) @ [EEE DL —H —7 Trusted
Extensions D KK/ — N@bkgco 7+
CTEDHEDICT B

(BIEAEE) & B GUI DR
EHMMILET,

ANy RLATATF A ETETFENTHAER
GUIZT AV by T AT A LETERTED X
STLET,

143 X—2T 0 [EH GUI OEBERREA
TT 5

(BWEFTRE) (A Y
J—A>Ea—F4 27
(virtual network

computing, vnc) ZH XN
LET,

EBZEDI AT > hinG . 1=WE Trusted
Extensions € Xvac U —N—Z2#HL T, 751
7RIV FLAN)tyarEaRRLE
ER

[Solaris Trusted Extensions & D F
Jli) @ Xvnc Z{# L T Trusted
Extensions > AT AIZEEY 7 A9
=y

ANy RUVAT AT LERE
THEDDOREREEB DS
EEBNLUET,

BEWE AT LEERT S0
D, A—/)N\—A—F—FZ3IHKE/2D £T,

143 X—2®D [rlogin £/21d ssh AT >
R Z{fiH L T Trusted Extensions
ANy RLATATAICOTA 2§ 5]

Ay RL AT AT L BT Solaris HHLO > —)b
AL ET,

142 X—2 D [EWFD Solaris FHHL T >
V=)L BZFHLTT 7 AIVAaA—TT
EHT5S)

T4 RUERY AT LANIEWESE, U T
OryA &2 A—NN—1—H—ELLTHHATEE
T, ZOFIEIEETIIH D EH A,

RERRIIARTETY,

F-tFaU T4 =R —2WHRL T, U1 P THEASNTWIERERD Hik%E
HIELET,
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Trusted Extensions TDN\y KL R AT ADHERKR 1F¥E~ Y )

v Trusted Extensions T root [CLARROT A > %

RDFIE

RO BHIC

BIICT S

Solaris OS DA ER U K DI, CONSOLE T2 MU MNER) /2 & &, root IE T N)VAF&
SATAMBERTOSA > TEET,

O—WIVT7 7 A EREL CTERI AT LAZEETIEE, ROFEITHENET,

FZRXTY RIF 44T, /etc/default/login 7 7 A JLD CONSOLE=1TZ& A N7
JhLET,

# /usr/dt/bin/trusted_edit /etc/default/login

ELITIIRDELDIZRD ET,
#CONSOLE=/dev/console

sshiEHI CD root A—H—0OJ A4 VZHFAILET,

/etc/ssh/sshd config 7 7 fIVEEAHLE T, 7 74 )V N TIE. sshld Solaris > AT
LTHZTY,

# /usr/dt/bin/trusted_edit /etc/ssh/sshd_config

WELITIIRDELDIZRDET,

PermitRootLogin yes
iz, TR L T AT LINS root I—HF =L TOFTA 2T 5ITIF, 141 R—2
D IIGRXNVIBELIATLMEDERBOTA 2 EAMTTD] 2T LTIEEN,

ZmENCXBEBEO VA > 2ANT B2, 5lEHE 139 R—2 D [Trusted
Extensions TOHEENC XD EREO VA > 2G0T 5] 2ETLTLIEZEI N,

Trusted Extensions TOEEIC K= FOT A > %=
BT S

rlogin £/21 X ssh A REMHL TAY RL AT AT LAZERTLLEND 5
DR ZOFMEIH-> TS0,

LT —I3ERTT /Ny T TEET,

O—HI T 7 AIIVEFHL CERS AT LAZERL TWDSEHE, 139 RX—2
@ [Trusted Extensions TD root ICKDEMROT A > Z2HNIT D] 2T LTHRE
F£9, KIZ. root =P —ELT. ROY AV ZMHEDL AT LA ETETLET,
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MADLATALET, EWVDVRTALAESINIMESRTAELTERHLET,

FTAT RN T ATLABELUOANY RLAT AT AR, ACEFa2U510—57>7
L—F2FHL TEWIHTZRETD2HENH D ET, FIEICOWTIE, [Solaris
Trusted Extensions DO FIE] @ Fa) T4 —F > 7L —hEFRAMEEZIER
ARDTIN—TIZED LTS ZBBLTIEIN,

—RF IR EED B THITIE, Hle-1 2SR TS 7ZS 0,
MADVATALT, B—OA—H—LEZINEZERLET,
WHDI AT A LT, 4Ei&EIDZFRUCICLT, HEZ2I—Y—IZEDYTE

T, I—H— BB ZERT 51213, 93 X— D [Trusted Extensions TD&E| &
I—H—DER] 2L TZIN,

EED Solaris BV —ILICT R TABICIE. MAD AT ALALETROFIEZ
EITLET,

aa BOWDIRATADRABRREBELULIPT KL X% /etc/hosts 7 7 A JVITEBEIML &
j—o

# /usr/dt/bin/trusted_edit /etc/hosts

127.0.0.1 localhost
192.168.66.66 local-system-name loghost
192.168.66.12 remote-system-name

b. RBERENDFIEZ(FEFFR T B(ZIE. pam.conf 7 7 A ILEZE L TPAMAKRY
D—ZERMLET,

i. /etc/pam.conf 7 7 A JL% setc/pam.conf.orig [COE—LET,
# cp /etc/pam.conf /etc/pam.conf.orig

ii. N>ATYRIFTAH T, pan.conf 77 M IVERHEET,
# /usr/dt/bin/trusted_edit /etc/pam.conf

ii. 774NNV ETAD L MOERBICOIE-LET,
iv. ELN\OOE—n/=IT> rYU T, other % smcconsole (CEBELE T,

v. JE—&f7=pam roles.so.1 T bUI[Z, allow remote ZEBIMLE T,
TabF—ZFHL T4 —IVRZBEHLET, 207> a U iFROLDITRR

Dij_o

# Solaris Management Console definition for Account management
#

smcconsole  account requisite pam roles.so.l allow remote
smcconsole  account required pam_unix_account.so.l
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RO BHIC

smcconsole  account required pam_tsol_account.so.l

# Default definition for Account management
# Used when service name is not explicitly mentioned for account management

#

other account requisite pam roles.so.1l

other account required pam unix account.so.l
other account required pam_tsol account.so.1l

vii 77 AINVEREFEL, TT49ERTLET.
. (EB&AIRE) 7 7 4 )L % /etc/pam.conf.site [COAE—LE T,

# cp /etc/pam.conf /etc/pam.conf.site

SATLEHLNWIY—RIZT v T L— R85, EENRE
/etc/pam.conf.site /05 pam.conf 7 7 { JVIC A E—T R ENE S )% G
LTL7EZESN,

Vi

Trusted Extensions 7R R ~ 4 A4 7 D—BEH/Z EZEDVERK

ZOFITIE. EEEFEIL. FARYA TOEENHRE S NDR1ITENE Trusted
Extensions > AT LA DR ZHIAL £9, BEHEZFIIZTDEZDHIZ, XKOXDITERS A
TLHETtnctl AXY Y REMHL T, AT by T2 AT LDIKRA YA 7 %K)
ICEFRL ET,

remote-TX# tnctl -h desktop-TX:cipso

Z D%, EHHZIL. Trusted Extensions WA SN TV WT AT b T AT L0
5 12 @ Trusted Extensions > AT AICTY 7 AL ET., ZOHE, EHEZILRDOLD
WERS AT A ETtnetl A REFHL T, AT MY TP ATLDORARNY A
7% ADMIN LOW TNV TEMET 2 IRV L AT A E L T—HIICERL £

remote-TX# tnctl -h desktop-TX:admin_low

INNWIEU AT ADPODRRBEAOT A 2 ZBMIC
ERS)
T QTR LR TIEB D F A

139 X—2®D [Trusted Extensions TORENC K DR V1 > Z2HMNTT 5] OFHH
29> T HmREEIDOGIEZIT 2 T5ELD PAMARY > —ZFEML THEET,

FSRTY RORFALT, @YX )T —FT T LV—bEIRIELIR
TAICEBALET,
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A\

R BRI

FE-TI7AINRORETIE. JIOTRNVRLIATLANRERS ATLICO7 14 2L
TEOERZFADEENDDET, LER>T, 0.0.0.0 7Y N T—27DF

7 4 )V K% ADMIN LOW N SHID T RIJVICEE L TLZ3 W, FEICDONT

¥, TSolaris Trusted Extensions D FNEI O [h T AT v Ry NT—27 ETEH
TZ5HHRANERIET S Z22RLTEZEEI N,

FSRXTY RIF 44T, /etc/pam.conf 77 A IVEREFET,
# /usr/dt/bin/trusted_edit /etc/pam.conf

smcconsole T M ZHRZTBLE T,

allow unlabeled % tsol account a2 —JLITEMUET,
TabF—ZMHHLTT 4 — IV REBEL £,

smcconsole account required pam tsol account.so.l allow_unlabeled

WERDODZOEZ 3 iE. kOLDITEDET,

# Solaris Management Console definition for Account management

#

smcconsole account requisite pam roles.so.1 allow remote
smcconsole account required pam_unix_account.so.1l

smcconsole account required pam_tsol account.so.l allow unlabeled

=fBD Solaris EE 1 YV =)L EZERL T 7 4
I RARA—TTEET S

LDAP Z 8 91c, BRI AT A L TSolaris EF > —)L Z2{FHT 5855
., IV I A\DEEEREAINCLUET, 72720, ROFIETIE. LDAP X
A—T D7 7B AZENTHIEIITEERA,

LDAP AA—7 D7 7 v A ZH[MIT HITIE. 130 X— D [LDAP D7~ D Solaris
B =)V OFE VEE~X Y ) OFEEZ2INTETLTLIEZEI N,
SATAIIAEEH TN ET AT LTI,

ROFIEZEZTTLTHEET,

m 61 X—D ITrusted Extensions T Solaris & 1 > — )L Y —/N—Z2FH{LT %
m 139 X—D [Trusted Extensions TORENC L D@V A > EHNIT 5]

BIR=20 lSolaris BV —I)L TOXy M T —0FEDOZ (T HFTEBRICT
5] #ERTLEY,
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FROMYTIORFAT, MADVRATALETRLCLDICEEENTIND
A-Y—-[CRVUET.
TRIVNYTORTAT, MADVATALETRICELS ICERSINTNSRE (T
LJ ij_o
FROMYTRTFATSolaris BB Y — )L ZREILE T,
# /usr/sbin/smc &

[Y—N—1] 478KV IRAT. Ny FVRVRTADERIEANILET,

KIZ. Scope=Files Y —)LiRy 7 ZAZ&#IRL £7,
Zoad>Ea—% (remote-system: Scope=Files, Policy=TSOL)

EEGUIDEBRIRZBAMNICT S

FTA7 bw 7 ETOREREROFNEIZL. Trusted Extensions 23§ L S 31T W R0 Solaris

VAT ALALTOFEEFLCTY., ZOFIMEIE. FEEZEZEL TN TVWE

—g-o

TRONYTORATAT, Ny RORTADPSDTOCABRRTENDLDICLE

j—o

a NV RLVRVRTFADTRI MY TV RTFALEDXY—N—ICT7 0 R TED L
S51CLET,

desktop $ xhost + headless-host

b. TRXL by TDDISPLAYZEHDEEIEE L X T,

desktop $ echo $DISPLAY
in.n

Ny RURSRTALET, DISPLAYEBHET RO by T RTAICERELET.,
headless $ DISPLAY=desktop:n.n
headless $ export DISPLAY=n:n

rlogin £7/=(d ssh AX > RZ{ER L T Trusted
Extensions D\ RL X XFAICATA T 5

ZOFIETIE, a7 RIFB LW txzonemgr GUI ZEH L TA—/N\—2—HY—F /=13
BEHELTANY RVAVATLAEERTEET,
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1B B HIIC

E-rlogin AN RZEMALZERO V1 2103, sshAX X RZEMEHALZERD Z A
RO BEEENMESIRD T,

Solaris X I >V —)V Z2A L TERI AT LZEMIT 556, EROJ1 2%
CREMHTAMNEEZS D EE N, FIEITDWTIE,  TSolaris Trusted Extensions & Fi
DFNES D [Trusted Extensions > A 7 L5 Solaris ¥ > — )L &> T A7
LAERBEET S 2R TIEIN,

139 X— @D [Trusted Extensions TORENC L BEREO VA1 > 2HNTT 5] 5T
LEL 7,

Hisizid, @HEFRCI—Y—HEI—Y—ID TAY RL AT AT AT A>T
L EEHNEINZA—Y—THD, Ny RLATATLETHTAZ by T A
TAhETRERNDDERIUEENC/2D I ENTEET,

FROUMYTIVRFAT, Ny RORFAPSLDTARRADBRRENSLDICLE
ER

desktop $ xhost + headless-host
desktop $ echo $DISPLAY
n.n

BADLATATRAULUEDICEEREEINTWNDAI—Y—([CHE>TWARENHY FE
j_o

WARD 4 2 ROMSERICANY FLRAL AT AICAT A2 LET,

m RDEDITsshAXY REFERLTAIALET,

desktop $ ssh -1 identical-username headless
Password: Type the user's password
headless $

= RDEDICrlegin A REFERLTCAY A LET,

desktop # rlogin headless
Password: Type the user's password
headless $

WADYATATHRULD CERSNTNDREICAVET,
FUmAT 4 > RUZEHLET, ZEAE root DEENTRD T,

headless $ su - root
Password: Type the root password

K — B0 ET, ZNT, ZOWmAREZFHLTIA Y RNy RLAY
AT hEEBRTELXDITRDELE,
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£l 6-2

ANy RVRASRATALEDTACANTRI by T RATALICRRTENDLSICL
i‘g_o

E-F/, ssh-Xx AN RTO/A LT, MEGUIZFERTHIEHTEEY,
FZ. sshQ) DX ZaT7IR=TEZBRBLTLZI W0, FlICDOWTIE, fil6-2 221
LTL7ZE,

headless $ DISPLAY desktop:n.n
headless $ export DISPLAY=n:n

Trusted Extensions D GUL ZHH L TAY RL AT AT LAZEMTESLLDITRDE
T, 2EZIX. KDL DIZL T txzonemgr GUI BN L 9,

headless $ /usr/sbin/txzonemgr

Labeled Zone Manager [Fi#M&> A 7 A ETETSN, TAYZ by TP A5 A RITER
ENEKT,

(EREFTHE) Trusted(DE7 2 2 3 Y ICT VAL &Y,

YTV =23 A=V X = DA =T 2 ERER I 0= A&7 51T, [Solaris
Trusted Extensions B H D FJH] D [dtappsession T Trusted Extensions % iz @ H 9
%] 2L TIZE N,

Ny RUVRVRATATDINIFTEY =V DERTE

ZOHFITIE, EHEIN txzonemgr GUI ZHHL T, INIIAETAT by T AT A
MEITRIFEANY RLATATALED T R)UFTE) — 2 23 E L E T, Solaris OS
ERBRIC, HHFIXssh A RIZ-xF T a a2 lHLT. TAV My T AT
LANDXY—=N—=D7 7 ZAZ#HFLET, I—F—installlIZH LD AT AT
FICEDITEESINTNDEDT, &E remoterole [T/ ZEMTEET,

TXdeskl $ xhost + TXnohead4
TXdeskl $ whoami
installl

TXdeskl $ ssh -X -1 installl TXnohead4
Password: InslPwD1
TXnohead4 $

K )— CEET BI1213, EHEFIIEE remoterole I/ 0D £9, ZOHREL, W
FDIATATHULDICERSINTVET,

TXnohead4 # su - remoterole
Password: abcdlEFG

Kiz, EHET txzonemgr GUI Z LB L £,
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TXnohead4 $ /usr/sbin/txzonemgr &

Labeled Zone Manager &\ R L AT AT L ETEfTaN, TAV by TP AT L E
CEREINET,
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YA bDEF2UT4—RUD—

ZOMEETIE, Y1 hDEF 2T =R —IZDODWTHEHL.

BESTHD Web B hEFLET.

148 R— D
149 R—T D
150 R—2D
151 R—2D
151 R—TD
152 XR—2D

1 rotF 250 —RY I —& Trusted Extensions)
(A2Ea—0tFa T —ITBT HHEREERIH)
B F ) 7 ¢ —ITEHT A H#ESEHIE
MEANDEF U T —ICBIT HHESREFIA)
[EK<HsBtFaU71—EK]
ZoMmotFa 5 o —BEHEER

tFalTa—KRU—DIERKEETRE

% Solaris Trusted Extensions Y MIFEA THDD T, TNTIVMEHOZF 2D

LT ONTD

T4 =R —ZERLET., EFaUT 1 —RY -2 ElBIOERT5E
3 ROY A7 ZRTLTIEE 0,

tFaUT 4 —F—LDORE, EFaUT 0 —FT—L4ld My TLNVORE

H.ONEEM, O AT LAEREERE, BIURMEEENS DRE
ZTHRRT2VLERH D ET, F—AlL. Trusted Extensions EFEZ DR > — &
FIEZBRFH L. IRXRTOI AT LI —IZ@EHAINDE —ktFa) T —HD
RS T ANERDH D FT,
REEHHLZFICNTEYA hFa )T =R —IZDODWVWTOHEF. Y1k
OREERICTEDIHYFITIEE, tFa) T —R) —ICHETIHEFZZT
BDHENHDET, R T—DBERIZI D E2—F I AT LDOEFaY T —IC
EEEFRTHIOT, KRI—Y—NtFaUT s —RY—ITMNDENTE
BNWEIICTEHENHD ET,
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YA +DEF 2T 1 =R — & Trusted Extensions

I —Y—|ZHk9 % Trusted Extensions / 7 b7 = 7 B XN F 2 F 0 —HR1
=DV TOHEEF., IXRTHOIL—HF—|L [Solaris Trusted Extensions L—H— X
A4 R Z2HRERINFRODETA, PATLNEFEITEHEL TWARWES, @
W INEROICHIZDIZI—F—Th572D, I—F -3 AT ALICET 24
wERE, BAELZMEZ AT LAEMFICRETH2LENHDET, £FY
T A —RESINLRETIE, ROXDBEEIZENDT NS, EEBICC AT A
EHREICRETH2LENDHDET,

Fry i a > OMOICHRE SNDEIEODO T A CRFHEDEES T

Ty AINT—HICEREREEND S

N TE L BAOERE 22 Lz 0EENLZD L

I ——HBRENEITTERWN

w EFaUT R —DfifT. EF YT —RU —AfEfTI N TR
Moz DESFI N TV WIES . Trusted Extensions 2 iR € & 3172 2 A T LITHEHN
INDHT—YIIREINETE AL, BEZEET 2 TIE. BIOHERERDZDIT
Fiso T fEEZERLRT D RlEZ R E LT 0 8 A,

» EF2UT R - OEMSBRE. EF VT —F L BFa
T4 =R —OFHli & BIEIORY > —FHlDH EITHELZITRTOTED
& DMz EHICIT ORI D £ A, ZHUTEK>TRY P —Z2EIET5S
ZEIZES T, BFaUT s —Z2ALEIELILENTEET,

YA bDEF 1Y T4 —7R" I —<& Trusted Extensions
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tFaU T —FHEZL Y1 hOEF2UT 0 —RY > —IZHE DT Trusted
Extensions % N7 —72 2%t L2 T U720 8/ A, ’IZ:F:L T4 =R =K
DX DT L DRE DI D £T,

D TRTOI—Y—IIDNWTEDREDEENMIDONEN, £z, EOIXNT Y
T AT DWW TITHbN SN

» BEEHEDOI-F—IIDONTEDREDBEENMTOND N, £, EO1RT
7T A DNWTIThi s h

» BETYEEOLDITEM, RE., BIUFHET 50

n JATALATEDINIVEMHAT SN, £/, — I —F =20 ADMIN Low T X)VB
K TNADMIN HIGH T NIV &2 FKRTE D)

n B2 E O ——A] FREAE D ST S5 H

s INAARDHLEE, EO—EI—T—ICE-oTEDTNA AZEDYTEHI L
MTEBMN

w JATA, TV, ZOMDTINA R ED T R)VHIFENEFR SN D
n F S /=ML T Trusted Extensions M S5 M E S M)
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AT LDYT— b, #E, BROT vy MU FEITY A bOo VIR
LET,

Ty AN AT LDOEEZEZLENL T, FEEZZTEZTXRTOT 7 AILIZDN
T, BENZEF2Y T 0 —RY > —E NN L ET,

BEY a7 IV EEHEY 2 7IVE. ZTOBHMEZEHA T ELRBEHOH D A
BUANFTEDBENWEDICLET,

Trusted Extensions >/ 7 N = 7 O EEBEFIEE 2T P LU 2 WEIEIR, HEB X
OXEL T, BREREZIEDET,

Trusted Extensions WX E S N7 AT Ald, e THINUI2 ALLETERHL £
T, bFaU T —BEOREICET I F oY 70 —EEHERZ, 1 NITEID
VTET, DATLEMY ZAVICEAT AU AT LEHEWERZ, T &30 ANl
BOYTET,
EMIZINY 7T TN —F > EEDET,

AL, FNELHEEL, BYICHEHTSEEETELI I —0RITED YT
32@‘0

T T NIEHEEEID LTS D13, (EEZTIOICEENLEREGE. £
2. 707 I AEREEL THEOHEAIZDWTOEEENGFHINZHEDAT
T, LW 0TI LNRHEEZRET DT, TOREHESE LT, BEFD Trusted
Extensions 7O 7 T LA OREEMER L £9,

EAEEITE IR B IO 2T VET, BERA XD AW MREL
T, TOAXRYFOFERZHRIL T,

EHID OFIIR/NRICLE T,

setuid BE W setgid 707 T LD &Em/NRICU £, KGR, Kb, HEIZHEHL
T, 7OV S5 AhZFEFL, BEHZERL ET,

BHEFEZ RV —DRU0s A o ERoTnWD I &%, EHINIC
TR bi@“

EMEIL, BRI —-NZXTLERO D OE TR, ¥y g1 —T—ID
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Trusted Extensions WiX € S I/ZT AT ANDT 7 A ZHIBL T, o EH%
G, B, 1B ORANTT,

Trusted Extensions Vi€ SN2 AT LNDT VL A2 BEHB I OCENLL £
—3—0

a2 Ea—FEER, BEEY<7ZOIT, T—TICHREDRERENAEIC
EiE L 9. REHBICEET S5 @87 L — e CiREz LT E
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HZREDEWERITIZY A—NTINA L =P AT 7O HZBRHL T, #
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N TT I TAT A TBEIRTY —=HA T AT 4 TNOWYEWT 7 A, P&
TLNDT 7 AL U HETHIELET,

A2 —YERICERTY 7—AZRE L, RENEETTOMLE O
oz bnhbdEHIcLET, %H%Iiu)ﬂmfﬁ

A2 Ea—FlERid/KRAGZREL. K, FROKORHE, RHEOKFNZE
NHOMBEIITLET,

KREH OB DIERAE, BROIKI AT LZEZRBELXT,

BEY I—LEREL, BENSTILVEITELDITEHEDNEEDICLE
—3—0

O Ea2—4IZ TEMPEST > —) RN WAL, HZ#HS L £9 ., TEMPEST
=)V RId, JgkoBE, R, RHEREIHEHATEET,

TEMPEST % i fH U 7= & OBAPAIIERE SN E O HICHF T U, SEEiG 2
MEFITPHEL 7,

I 2 Ea—FRENENN TV S s PR IR A T E MBS AN G 378
MR L £, BITR. MK, @A, JTTOBEEWHBEREDRMI/R EZFNE T,

A2 Ea—FENEZIRII > Ea—FEEDRS TOMEBLIUBEZEEEL
F9. A2 —YEBICEEEZGATITINS OIT AN AIRRXEZRT S
@_‘0

A2 — Y HRDORGKZEZREL X,
A2 Ea— Yk OEYOKLEIK, FlROK, GEREOHAZHIEL £9,
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= I—H-NT 7 VOT I AEEEEL, BAOLI—F—REDT 7 A E
BENDESITT B,

s I—H—7 7,]»)1/@5/\)[/;&2(7%%[/‘ FNDOILI—F—NZED 7 Y’I'JI/EEJ%J}HX
NosE51c9 %,

o BEOHRINEZS 2Ly —IZNFRNWTUS L2, BETRWEFTITHE
L7079 %,

s RO R 7 IChEgEZE Lz,
n BEHKT D,
n ULA=NTINARL =D AT 4 7 2EYNTRE LR,
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ZTOMDEF2 YT —EEEH

» AEICHLZENS D Ea— YN RA S,

» Xy MU= =T IIINEES NS,

» BEBTHRERZICES> T, J2Ea—YEENS N SNLESHHREES NS,

» (EE, BER. AT TCETT—INMIEEI NS,

» JER, UK. B BE. BEICK o TT—INBEI NS,

» KIGOBRFOMWEEZE, SBOBRBHF O TR >TT 7 1 IVIFEFHTERLS

A

TDMDOEF )T 4 —BEEH

152

KEBFRTOHEBRY T, A Ea—YtFa 7T —ICBT 2R, Ry
T—. HiE BIOHBNEMICHHAINTVWET, I 518, UNIXC P ATLDY
AT LNEBZEMTONA R ZIRINTNET, UNXOtFa T 10— DM
#H SRR T T IR T B DITRIL B E T,

A2 —%y hEHlCTHERZATTEET, FIT, CERT (http://www.cert.org)
DWeb VA Ml RECI—TF-IIHLTY T FTz7DEFaY T4 HF—IUIC
B 2EENMEEINTVWE T, SANS 2 (http://www.sans.org/index.php) T

. . FL—Z 27, MR HEEER. 12—y MRS OEREBRORHU A K
Mgt N TNET,

K E B H bl )

KEBHTIE, RO Z Web TR L TWE ., KEESTEEEMRFZE T
(NISTY® A2 Ea—4%tFa2UT4—JYV—AH—(CSRC)N, I>Ea1—%1t
FaUT 4 —ICHETHEREREXL TWET ., NISTOYA b
(http://csrc.nist.gov/index.htm\)NH Y T > O— R TE 5 HMO—E 2 KITR L
£,

= AnIntroduction to Computer Security: The NIST Handbook.SP 800-12, October 1995.
= Standard Security Label for Information Transfer.FIPS-188, September 1994.

= Swanson, Marianne and Barbara Guttman.Generally Accepted Principles and Practices for
Securing Information Technology Systems.SP 800-14, September 1996.

= Tracy, Miles, Wayne Jensen, and Scott Bisker.Guidelines on Electronic Mail Security.SP
800-45, September 2002. 777 > 3 > E.7 Tld, A—)LH D LDAP DR RIZFHEITD
VTR

= Wilson, Mark and Joan Hash.Building an Information Technology Security Awareness and
Training Program.SP 800-61, January 2004. £ £ 75 FH 555 2 I &%
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20D EF 2T —BEEH

= Grace, Tim, Karen Kent, and Brian Kim.Computer Security Incident Handling
Guidelines.SP 800-50, September 2002. £ 77 2 3 > E.7 Tid, A—)LH D LDAP D& 4
IRERTENT D W TR

= Scarfone, Karen,Wayne Jansen, and Miles Tracy. Guide to General Server Security SP
800-123, July 2008.

= Souppaya, Murugiah, John Wack, and Karen Kent.Security Configuration Checklists
Program for IT Products. SP 800-70, May 2005.

UNIXOtEF 2T 4 —(ZBT 5 IR

Chirillo, John and Edgar Danielyan.Sun ™ Certified Security Administration for Solaris™ 9 &
10 Study Guide.McGraw-Hill/Osborne, 2005.

Garfinkel, Simson, Gene Spafford, and Alan Schwartz.Practical UNIX and Internet Security,
3rd Edition.O'Reilly & Associates, Inc, Sebastopol, CA, 2006.

— RO Ea—4%9tFa) T4 —ICETBE
W4

Brunette, Glenn M. and Christoph L. Toward Systemically Secure IT Architectures. Sun
Microsystems, Inc, June 2005.

Kaufman, Charlie, Radia Perlman, and Mike Speciner.Network Security: Private
Communication in a Public World, 2nd Edition.Prentice-Hall, 2002.

Pfleeger, Charles P. and Shari Lawrence Pfleeger. Security in Computing.Prentice Hall PTR,
2006.

Privacy for Pragmatists: A Privacy Practitioner's Guide to Sustainable Compliance.Sun
Microsystems, Inc, August 2005.

Rhodes-Ousley, Mark, Roberta Bragg, and Keith Strassberg.Network Security: The Complete
Reference. McGraw-Hill/Osborne, 2004.

Stoll, Cliff. The Cuckoo's Egg.Doubleday, 1989. ( [ 77y ADXa > Ea—# TN & ED
(k- F)1 . EEAFET. 1991)

UNIX £i%(CB89 5 H AR

Bach, Maurice J. The Design of the UNIX Operating System. Prentice Hall, Englewood Cliffs,
NJ, 1986. ( TUNIX 1 — )V Da%at) .« T HRRFEST. 1991)
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ZTOMDEF2 YT —EEEH

Nemeth, Evi, Garth Snyder, and Scott Seebas.UNIX System Administration Handbook.Prentice
Hall, Englewood Cliffs, NJ, 1989. ( TUNIX > AT AEHAMY . V7 SN2 22U 1A
T4 THEIT. 1992)
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¢ o0 & B

Trusted Extensions T CDE ¥ & 2 3 > %
FRHLEY—2D0A4A R M=)

Z DR TIX. Trusted CDE 7 77 2 a > Z{fiH L T Solaris Trusted Extensions {2 Z X )l
& =2 WS 5 HFEICDWTHAL £, Solaris 1011/06 U U — A% /)Xy F &
WHETICETLTWDD, FREINSOT 7 a VITKEBEL TWBES

&, Trusted CDE7Y 7 3 > 2L £9 . txzonemgr A7 ) 7 h&{FHT 51213,
67 R—TD [TR)AFE =2 DIERR] 2L TZEI N,

m 155R—T0 [CDEY Vv a &2 EALExYy NTO—U AT —AE)—>
DiEE TEES v ) |

m 158 RX—TD [COET VT araEMHLEY— AERO%E TEE~< v 7))

m 161 =D [CDETY V7 v a EERLETNITEY — 2 DOER TEE~< v )

]

CDE7 Vv avzaERLEXRY ND)—OA 2571 —R

E = DIEE WEET Y )

RDH A NTNN1 DDA EFETLET, TNETNOFRERFTDONTIE,

28R—=2D RIVFLX)NTIEAD

stHE ) ZZHL T EE W,

(S

BB

SRE

B 25 T - AEA
LET,

K —> & 1DODOIP 7 RLAICYY T
L. IRNIfFE =2 2RoIP 7 RL A
WXy 7T LET,

156 X—>®D [CDET7 Vv a adFHL T
AT LZ2DDIPT RLAZIEET 5|

WA 25 T 2 —A%Ef
LET.

TRTDO—>2%1DDIPT RL AT
Xy ISLET,

157 R—=2® [CDET7 Vv a > a@EHL T
ATFMZ1DDIPT RLAZEIRET D

155



MET7O 2 arEERLERY NT—0A4 25T —REJ -V DIEGHEET YD)

156

v

B BRI

CDE7 a3 aFEFRLTIRTAIC2DDIPT
KL RA%ZIEET S

ZOMKTIE, RAROT RL A — S icoBs@lanEd, I
=203, BlOIPTY RLAZKE — a0 £,

K — > TA—=/\—2—HF =220 FT, PATALIZIETTIZ2DDIPT RL A
MEND BTSN TNET, TrustedCDET — T AR—AWZT IV EALET,

Trusted_Extensions 7 + )L % [CEL £ 9.
a. BRENDVARY 3ITOUYILET,

b. 7T—UAR=RAZa2—7T, 77U —>3>) 5 77)5—3> %
I—=2x ] EFERLET,

c. Trusted_Extensions 7 A L DT A A E=F TV )y LET,

DT AL, A>T —A, LDAP 7 9147 > h, BERIRIfHE
= BRETBEDODT I a NG ENTWET,

SREBA VYT —ROEF) 702 arE57)IVo Uy o LT, 7BV MG
ZELET,

F-JATAIIETTIZ2DDIP Y RLANE DS TSN TWRITNIEARD £1
Poe ZDT702a>DEDIT, 2DDDT RLAEZDT RLADKRA N GEATL
F9, 20007 RLANHKEY RLATY,

Hostname: Type the name for your labeled zones interface
IP Address: Type the IP address for the interface

D773 ic&koT, BEOPTY RLAZFEDRARPERINET, K
J—=2DIPTY RLAN, ZDHRARNDARITT, INIMfFE/—2DIPTY RL A
1. BIOFARETYT, 51T INIAMNES—2DIPT R AWK — > &3t
HINET, ZOMRZFERTSE, INUMNE =Ny NO—=2 7Y 2
TIOEATEET,

B2 b= TN E — BN AR Z AL T<EI N, 2213 &
A N4412 -zones %ﬁmbi'ﬁ"

(ABRFIEE) IR D4 ROTZIDT7 o a v DEREHEERLET,

# ifconfig -a
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MET o arEFRLERY bI—0A4 208 T7—REV—VDIEE WEET V)

RO BHIIZ

ZEZE, ROBHE, TRSES =Dy NT—=I A2 T2—R
192.168.0.12 DHEFHIA >4 T2 — A hmed:3 2R L TWNET, hmeo 1 > ¥
Jr—Ald, R —2D—FZDIPY RLATY,

100: flags=2001000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv4,VIRTUAL> mtu 8232 index 1
inet 127.0.0.1 netmask ff000000
ether 0:0:00:00:00:0
hme@: flags=1000843<BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
inet 192.168.0.11 netmask fffffe@0 broadcast 192.168.0.255
hme0:3 flags=1000843<BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
all-zones
inet 192.168.0.12 netmask fffffed0 broadcast 192.168.0.255

Solaris 1010/08 ) U —AM 5, V=T N\ A 2 F T2 —AD 100 H all-zones >
AT —ATT,

100: flags=2001000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv4,VIRTUAL> mtu 8232 index 1
all-zones
inet 127.0.0.1 netmask ff000000
ether 0:0:00:00:00:0

CDE7 V23 z=EFRLULTRATAICTIDDIPY
RLRZEHEET D

O TR, RARDTY RLAD, SRIAE — 2250 TRTOY — I
HENnxd,

K — > TA—=/N—2—F =272 0 F£9, Trusted CDEJ—7 AR—ZAIZT 7 A
LET,

Trusted_Extensions 7 #+ )L & [C#EHL £ 7,
a. BRENJRAKRYITOI YO LET,

b. 7T—UAR—RAZa2—7T, [77Us—>3> ) 5 77U 5—23> %
x—=2x ] EERLET,

¢. Trusted_Extensions 7 A V¥ DT A A &=F TN )y o LET,

DT FINFITE, A2 Tx—A, LDAP 7 9147 > b, BEURIR)fHE
=D ERETDHEODT I a vINgGENTVWET,
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ET7 U2 arz&ERLEY —AEBD%ER (EE~ v )

2 TIBA YT —RADOHEF) 7023055 TIVo Uy LET,
DT 73acEoT, 1DDIPTY RLAZEDHRA MR ENET, K
=3 —BDOT7 RL ARSIV ER L. TOTATLIE, IVFL)TY 2%
H—N—FZIEINFS Y —N—&ELTHEHTEEE A,

3 (BEEAIRR) ARV 4 Y ROTIDT o a3 v DEREHRLET.
# ifconfig -a

A > T —ADHE ] 7733 T, TXRTOYV—IZHENIC 2R L
F9, INS5ORENICIE, K/ —>T1DOOYHEENICEZXELET,

EZR, ROHE, IXRTOI—=2D%y NT—=0 A2 T2 —A
192.168.0.11 DIHWIA >~ T 2 — A hmed Z7R L TWE T,

100: flags=2001000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv4,VIRTUAL> mtu 8232 index 1
inet 127.0.0.1 netmask ff000000
ether 0:0:00:00:00:0
hme0d: flags=1000843<BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
all-zones
inet 192.168.0.11 netmask fffffe@® broadcast 192.168.0.255

Solaris 1010/08 U U — A5, Jb—TNw 74 2 F T2 —AD 100 b all-zones { >
7T —ATT,

100: flags=2001000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv4,VIRTUAL> mtu 8232 index 1
all-zones
inet 127.0.0.1 netmask ff000000
ether 0:0:00:00:00:0

COET UV ar ExERLEY —MERRD % E (1E%
~X v )
KROEES Y TE, AT LT — MNEREERT DY AVITDONTRLTWE

T, =2 OERFIEICDODWTIE, 26 R—T D [Trusted Extensions THD/ — > &t
] ZZRLTIZEIN,

=3 B SRk

1L.& Y — I 4ni 2 At BRI ET =TT RIVDN—=2 3 2N 159 X—D [CDET 7 ¥ 3 > &ffiff]
. =2 BET =2 TRV | Ao AR AT, Solaris IO Y =)L TH |[LT/—2 B E— 2 TNV ERE
22 LET, A& )V Z2BEHAIT £, T 5]
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(DET7 U2 arEER LY — AR D% (EE~ v 7)

e B S8k
2. — 2 BAERRT D REIIC TRTDOHRARNT, IN)ERXY NT—=TA > [Solaris Trusted Extensions & ¥ D T

oy T =D EHRLET, | ¥ T2 —AIRHDET, SSITHRETVE IEy & ThI ATy Rxy hU—2

KB T R—ADRER (TE¥~ v 7))

YVCET O EFERALTY—2%EY—2IN

1

IWERET D

label encodings 7 7 f VDTN T LI — 2 #ERT 20EIZH D EEAL

M AERT A ZEHTEET, tnzonecfg 7 —F RX—RAZIE, TDT AT LT —>
BERRTE S I NI)IDFIEINET,

Trusted_Extensions 7 + )L [CEEIL £ ¢,

a. BRENDARYITO YOI LET,

b. 7—UAR=ZRAZa2—T, [FTUs—3>) > 77U 5—>3>-%
F—T¥] EBIRULET.

¢. Trusted_Extensions 7 A L DT A A E=FTIVO )y o LET,
V= ZEILY -V DERIEMNITET,

a. V=%l 702a>E5TIVOU Yo LET,

b. 7OYT7 MIMUTRAEANLET,

E k- =T ERARETEY — T ET, mEAE. TN
CONFIDENTIAL : INTERNAL USE ONLY TH B — 1T, internal &WD A2 AT E
—g_o

V=T EIL =28 To2aveRUBRLET,
7=EZE. T 74 )V ED label encodings 7 7 1 JVITIEZRD T NIV EENTNE
—g—‘o

PUBLIC

CONFIDENTIAL: INTERNAL USE ONLY
CONFIDENTIAL: NEED TO KNOW
CONFIDENTIAL: RESTRICTED
SANDBOX: PLAYGROUND

MAX LABEL
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OET7 U arZ&ER LY — AR D%ER (E¥E~ v )

160

»—c‘\

N —2ZMR] 77 arzemETLTINNI LR =22 1 DERLESRS
By ROV =2 ZERT 2 2 EZ2METL R,

TRTOLI—F—DI AT A TIE, PUBLIC TNIVIZ1 DD —2, BIN
CONFIDENTIAL T NJLIZ3 DD — 2 Z{ERRk L £9°,

BFEH D> A5 ATl SANDBOX: PLAYGROUND T N)LIZY — > % 1 DIERRL £
9§, SANDBOX: PLAYGROUND (IBAFEE FH DA EfE 7 NIV & U TER I . BREDME
AT 5 AT AIDH, ZD TNV — 2 PNBRETT,

MAX LABEL T )UIZIEY — 2 ZER L BNWTL 23 W, ZAUIR T ERELTE
HINFET,

NSRTYRRY FD—=0 =Y —)VEREET,

Solaris B¥E I >V — )LDV —)LiF, 21— —T5—2f<IDICHEFINTNE
T, IN65OY—I)E. XI5 —2BREL. HIMICIELWEFTIOY > REE
TLTTF—AIRN—AZEHL £,

a.

d.

Solaris EXE OV — )L EREILET,
# /usr/sbin/smc &

O—AhJL> AT AD Trusted Extensions Y — )Ly 2 R #B&E £ T,
i T3> V—Il] 5 TY—I)liRy o X&M< ] #FBRLET.

ii. 2032 Ea1—% (this-host: Scope=Files, Policy=TSOL)] & W\D &ZRIDY —Ib
Ny O REBEIRLET,

ii. EA<] ZoUvyoLET,

[ RTADER] (CHD A Ea—sExy bT—201 ITBEFLET,
KDODENZE/INAT—RE2AHLET,

ESRTYRRY ND—=0 =Y —=)ESTINII Yo LET,

V=2 ZTEIL BUEINIVEY - B ERERMITET,

a.

b.

(7oav] - V= BEOEMN] #2#RULET.
FAT7O7Ry 7 22, BB TENTND TNILNENY — 2 OLARTNE RS
NETJ,

V- REMRBLTND MRE] 20 v I LET.
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DET7 o> arvEFERLESNIIEY - OER (FE< v )

« INIVENS =T, V=2RAICKETDIIONNVEI YOI LET,
-7\ LichE, TOI7N)VEb 5 —Er7 )y 7 L TERE
ERL. ELWIX)LEZ Yy 7 LET,

d B|UHTERELET.
(RS ZATFY RRYy NT—)—>7anNT 4 —| 470K Ry 7 AT T
g 270w LET,
B — M T RTNNRIVICERENZHRT T, HdWE. T — W0
BN AZa—JHEHZZUw T 5E, J—=2FDENENY AL T OT Ry 7 AN
AN ET,

FE=E (NS ATFTYRXy M= =7 aNT 14— A4 70l Rw 7 AT, 1Bk
T = MERINIEWEE, =%y NT—=THER T 7 A IIVDEFE L 7N
N TTIMERESNTVWET,
n =%y NIRRT 7 AINVINEELIRW S E 2R L £, /S HRIVTAHH]
2RLUET,

» Ty AIDNERELBZWEE. V=M 7O a E2FETLT - A%
RELET, XIT, FIE5 2 0RLTT 7 1IIVEERLXT,

CDET7 o> q EERLEINIUTEY — 2 DVERR (1EZ%
~w7)
cS A7y Ry NT—=0 )= Wik T — A XR—ZAOT > N) T &2, J—2%1
MERTEET, 159 R—2D [CDET7 7 a z2fAL T —2%/E)—27X))

EIRET D] OFMET =5k 77 a a wETFdH628IckD, T2k
U ZEERLELE.

YT — 3 R F— % —® Trusted_Extensions 7 4 LA 121d. TNV &

= BERTAROT I a DG ENTNET,

n =R - T RTO =AU T = R T 7 1V EER L £

n DA VAR I - ELWN =Ty A IV AT AEY — 3B
ESCA

n =R I = DARY NEERRTDBEHDDT 4 > RITT

= LDAPHYV—>Z#Mt - —2ZFLDAP 7 5147 > ML T, V—2DEHD
ez L F9

n = EEH - EEEL, Y—EAEH T L —LAT—7 (SMF) DI RTOD
HY—EX&EEL £

n =Dy RYT L o )— L DIREEERREIN SEIRICEFE LT
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ET o a EFERLEINIGEY - DEBRIFEET YD)

I A 2 RDNEFTHET LET .

S

L

BB

s

1L.1DDY =212
r—=ILL CEFL £
7,

BAID TR EY — 2 2 ERL £

T, Nwr—2%1 2 AR—=)LL, V=%
LDAPZ 547> ML, V—=2DTRTD
J—ERXZEEHL £

162 X—20 [CDEY 7 v a>aHHLTS
NIFET =2 %A A =), WL, B
KFOEET S )

2= ENAIIAX
LET,

AEY—EAZHIRLET., V—>%&0
E—Fkldy—>o0ru—22Ekd 55

AN

&,V — CEEOEREHIBRL £,

167 X— D [EH L7z — > % Trusted
Extensions THAY X1 AT % |

3. 2D — 2w R
LET,

KRONWTINDNDFEEFEHL TEOMD) — 2 ZERL £T, HEOBRFIZTOWTIE.
46 X— D [Trusted Extensions DA ZMEATIC S AT AB XN F 2 574 —ICEHT 2 HEIEE

WET D) 2ZRLTIZS N,

B — e RAIMNOERL £,

162X—® [CDET7 /v a &AL TS
NIFET =2 %A A =), WL, B
KEHT D

165 X—® [Trusted CDE TH—H )L — >
BRI — I —T 4 P TITRIRT B )

167 X—® [EH L7z — > % Trusted
Extensions TH A Y X1 X§ 5% |

IO T RI)AET =2 2D T )Vica
E—LFEd., IXRTOY—>THEDIRL
7,

169 X—2 0 [ —> @O E—J}i%E% Trusted
Extensions Tl fi 9% |

ZESAF vy T ay hEFHALT, RIIDT
NIFES=oh s iEFN0) -0 a—
ZERL 7,

169 =20 V=207 10—k ik%E
Trusted Extensions T T % |

YCET O EFERLTINIMGEY —2E&A
YA R—Ib FEME. BEVEET D

= HERTIEA R =T 4 2T AT A EREIE—-LRITNERS0nD

Zo7 Ot RN ND £9, BENLNSRWEHEELT, 1D
= EERL, FNEENID DT> T L —RILT, DS —2FT2F
L —heav—F-370—-22ERLET,

T,

RO BHIIC

TLTWET,

LDAP Z % — AP —EZE LU THHAL TWSEEIX. 64 X— D [Trusted Extensions
TR — 2 ZLDAP 7 9147 > MZT 5] 5 7TLTWET,

162

Solaris Trusted Extensions #&m A K « 200954 A

159R—2D [CDET7 V2 a »ZHRL T —2HE) =2 INVERET 2] &5



DET7 o> arvEFERLESNIIEY - OER (FE< v )

2

V=D O— 2 EERTAEEE. 58 R—20 V=20 0— & ERT 57
WIZZFS T —IVZERT D) 2 T LTWET, ROFIET., L= —2 %1
SAR=ILLET,

Trusted_Extensions 7 # LY T [V —=2DA VA N=IV] T3 &5 TIVY
w2 LET,

a.

AVAN=INTBE—-DEHTIEANDLET,

D77 a iidoT, INIFERBAXRL —F 4 2T AT LADNMERRE 11
F9, ZOFENMKTTEHETLRSLSBHEELEETN, V—=2D1 A —=)b
DETHIE, ATALATEDOMDY X7 2ETFLRNTLEEWN,

# zone-name: Install Zone

Preparing to install zone <zone-name>

Creating list of files to copy from the global zone

Copying <total> files to the zone

Initializing zone product registry

Determining zone package initialization order.

Preparing to initialize <subtotal> packages on the zone.

Initializing package <number> of <subtotal>: percent complete: percent

Initialized <subtotal> packages on zone.
Zone <zone-name> is initialized.
The file /zone/internal/root/var/sadm/system/logs/install_log

contains a log of the zone installation.

*** Select Close or Exit from the window menu to close this window ***
AVV—=IERWT, A A= NI—2DAR NEERLET,
. V—rmERaAY—I)vl 7o E&EYTINVOUy o LET,

i. 12RAR=ILIEEDYDY—-2DEREANLET.

V- EEELEY.

LDAP ZfEFR L TI\215&(E. TDAPRY — > &#EME] 702 3> &5 T Y
Dy LET,

Zone name: Type the name of the installed zone

Host name for the zone: Type the host name for this zone

el BEREA YT —ANDZHL AT LTI, BEIXROXDITRD X
EE

Zone name: public
Host name for the zone: machinel-zones
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ET7 O avEFERLESNIVIEY — DR (FE< Y )

164

3

D77 a il&oT, INIfE =2, KiEY — > TEET 5 U
LDAP B —/N—DLDAP 7 5147 > MIRDET, ROBHRNFERINSZS5ID
T a 3T T,

zone-name zone will be LDAP client of IP-address

zone-name 1is ready for booting

Zone label is LABEL

*x* Select Close or Exit from the window menu to close this window ***

» LDAPEFEAL CTLWVRWMERIE. ROFIEOWNTNNERITLTFETY — %4

L E T,

Trusted Extensions TOFEID FJEIL. SolarisOS DFENEEF—TT, AT ALITDH
< EH1DDall-zones f 7 T —AMBHHHEEIF. TXRTDO— T
BIRA MDY, K — 2 DRARNGIC—ETH2HERH D FT, — K%

12, = OWEMEIcHEA T 2EROEIEIL. K — 2 Icad B EE & U
T—a—‘o

RONWTNMEETFTLUTHRAMEREANLET,

» FIE3TY—EEBLIEDHE., V—2mAI YV IV T RTAREICET
SEMICEAET,
ZOREEFHL T — 1T sysidefg 7 7 TIVERINET,

F-TINIATEY =2 INS RN — A D Trusted CDET A Y bw 7 D)L — k

MEETDHEIITLTLEE Y, FEIIDWTIE, 165 RXR— D [Trusted CDE
Ta—hIV = EKE = I —FT 4 DTIRRT S ABRLTLES

t/)o

" Step3 CY—VERETBHIC. ZDY—2D/etcT4 Lo MJICFIE3 A
RILT7AINEEEET,

=&Y 702a32E5TIN0 )y LET,
A= N e i
Zone name: Type the name of the zone that you are configuring

DT alickoTI =N EHFHINDE, FOJ—2TEFINDITRTD
HY—EZANEHINET, —EZDFHMIZL, snf(G) DX Za T INR—=J 2R T
<70,

V=R —IVE, = VRS OEBEZEHRL £, ROKDI B Ay -
MY —INCERENET,

[Connected to zone 'public’ console]
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DET7 o> arvEFERLESNIIEY - OER (FE< v )

AEEIR

1R BHIIC

1

[NOTICE: Zone booting up]

Hostname: zonename

Loading smf(5) service descriptions: number/total
Creating new rsa public/private host key pair
Creating new dsa public/private host key pair

rebooting system due to change(s) in /etc/default/init

[NOTICE: Zone rebooting]

A —IVHEHZEBERLET,

167 X— @ TiEd) L /=) — > % Trusted Extensions THAY XA X3 %] ITHEI A
W2, V= NHEEBISNTWA I EEHRELET, Xoa>y—)arsA 7o
TR U NHEFH SN EERLTVET,

hostname console login:

J—=2®DA A R—=)UT, 45 lInstallation of these packages generated errors:
SUNW pkgname] MZFRSNIZJ/E, A A M=)O T ZFHEH, N T —DA > A
r—IL &k TLET,

TrustedCDE CA—HJLY — &Ky — >
=T 4 TICERRT S

FRTDY — >N Trusted CDEIZ T 7 A TES X DIZT BHITIE. DISPLAY B 5% fiR
R LU TLZEZ W, Trusted CDE TZ DA ZEMFRT 2121, TNIIUfFE—2 D
J—R&, K/ —>0 /) — K4, BXWall-zones f > ¥ 72— AD ) — K% %[H
—DHABNTER L ET,

Trusted CDE 2 /AL T, FNAEY =2 2FHTHHLL 7,

ROAEDNTNDZEFEAL T, TrustedCDEZY — > DSNIVICRRTEDLDIC
L&,

s FELEDIPDCRATAEDXY—N—D LS T4 v o EZBNLET.
ZORETIE, TNIAAE =203 KRB — DX —N—%KHEL TIFINhD
AT LCEETEET,

a. /etc/nodename 7 7 A IV T AT ADLRIEIEET HDVLENHUET,

## /etc/nodename
machinel
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b. /etc/hosts 77 AN T RTLADARIEIRET HDHENHY FT,

## /etc/hosts
192.168.2.3 machinel loghost

ToolTalk™ B —E X ZHRES E 5 I1T1d. T AT L DAHITA loghost &R UTIC
HHEIITLTLEE W,

¢. /etc/hostname.interface 7 7 A VTR T ADEHIZIEET HHENHY F
g—o

Z DOFE TIE. machinel Id Trusted CDE @ all-zones { >4 7 = — AT/ 0 F
3-0

## /etc/hostname.bge0
machinel all-zones

n HELXY—N—D S 74y 0EO—HILATAICHRLUET,
CORETIE. TN ES =23 0—WIV S AT A ED X —N—LRETE
F9, 2L, O—HIDOXT—N—n5%y hT—7 EDIFNDT AT AND
—MIEFEELERFA, ZDOI—KTIE, BIOA Y 72— AZHHL £,

a. /etc/nodename 7 7 A IV T RTADRRIEIEET HLENHUET,

## /etc/nodename
machinel

b. /etc/hosts 77 AN T AT ADZFIEIBETHDVENHYET,

Solaris 10 10/08 J U — AN 5, 100 1L all-zones 1 >% 7 —ATY, TDH;
B, 2Ty AIIELRDEDITRD ET,

## /etc/hosts
127.0.0.1 1localhost machinel loghost

F/7, vnio 1 > T —ABMFHTEET,
ToolTalk ' —E XA ZERES B S ICIE. AT LA D4R 2 loghost &R UITICHR
FLTLES W,
n AERY—VITEDREBA I T T —ATORBIEEAREIRT KL RIRE, BID
FiETDISPLAY BH A AL E T,
ZOFEITDODNWTIE, 84XR—=2D [y NT—=UA2H T2 —A% TN)UfF=
=B, V=T« 2T 5] 2SRLTLEZEI N,

V— T AICIE. FIE3IN162R—20 [DET o2 a3 EFERL TSN
E—2EARAN=)b. L. BLUEFHT S ICRVET,
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DET7 o> arvEFERLESNIIEY - OER (FE< v )

v E@J L7=%) — > % Trusted Extensions CH X% <A
X9 5
Ve Oy O EERT BEE. COFIEICE>T, V—  MERD Y — 2 DT

DTV —=RNIZBEEDITHRLET, 512, ZOFETY —22HHT IO
(D AP

1 V—UDRECEHENTNDSLZHRALET,

a. zone-name:J — AR =)L T, root&E L TATA > LET,

hostname console login: root
Password: Type root password

b. V—UBDBERFTENTNS I EEHRALET,
STATUS 70 running DFE1E, V=2 NTARL EH1 DD T O ANETHTH

5T EERLULET,

# zoneadm list -v

ID NAME STATUS PATH
2 public running /

¢ V—UDKEY - EBIETERLEHALET.,
XY —=N—WWKIE) — > TETEINET, TNTNDITIRNIAFE =N D
HY—ERAZFHTHITE, K — e cERTudRnEtA, 07k
O, =%y NU—TPNEREL UL, V-2 2T I3 TESR
Po FEHZ, 111 R—DD IR E =N X T —=N—IZT7 VA TER
Wl EZZRLTSEI N,

2 V—VEREKRIAVYV =T, INIMfFEY =D TREBLRY—EXZENICLET,
IOV —>2ZIE—FE70—22ERT 5856, B LzYy—EXZ#H LN
= TENCINET, SATLATEH I THHDH—ERXIL, T/ —2D
H—EAYZ T A ML TRV ET, netservices limited I > RZ2FEH L
Ty TN E =2 TRHEELENWY—EXZ2F 7ICLET,

a. ZHORELGY—EREHIRLET.

# netservices limited

b. ZDIENHDY—ERXRZ—EICLET,

# svcs
STATE STIME FMRI
online 13:05:00 svc:/application/graphical-login/cde-login:default
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¢« U574 hNATA EBENCLET,

# svcadm disable svc:/application/graphical-login/cde-login
# svcs cde-login

STATE STIME FMRI
disabled 13:06:22 svc:/application/graphical-login/cde-login:default
J—EZAERT L —LT—7 OFFEMIE. smf5) DX a7 N R—T2ZRL TS

W,

3 JY—EIVrYy MY OLET,
ROFFEOWT NN ERIRL T,

» V=D IO TOaVERTLEY.
V=2 DARTEATILET,

n KV —CDERT 4 RIUT, zlogin AV REFEALET,

# zlogin zone-name init 0

I 2100in(1) DR =2 TN R—VEBRLT ZE W,

4 =P vy IO EINEILEERERLET,
zone-name: ) — VAR =)V Ty ROAwL—JICXk>T, V=M vy v b
g oENTNEZ ENREINET,
[ NOTICE: Zone halted]

D=2 EIAE—FRI3Z0r70— 22 ERT DD TIERWES, ZOHRIOD
= EERLZOERUFETERDDY — 2R L £T,

5 ZDV—2EEDPOV-2DTTL—bEULTERT GG, ROEBYICET
LETY,

a. auto home zone-name 7 7 A JVEHIBRLE .
KIS — > DK T 4 > R T, zone-name ) —>MN6 DT v A IV EHIBRL £
KR
cd /zone/zone-name/root/etc
# s auto_home*

auto_home auto_home zone-name
# rm auto_home_ zone-name

=& ZIE public V=2 ZIENDY — D7 O—AERITTICLIEEE. €0
auto _home 7 7 1 )V &RD KD ITHIFRL £7,

# cd /zone/public/root/etc
# rm auto_home_public
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DET7 o> arvEFERLESNIIEY - OER (FE< v )

RDFIE

n =2 EIOE—-LTWBEHEAEIE. 169 =D [V —>2D I E—}iE% Trusted
Extensions CHEHAT 5| ITHEAET,

n =207 0—2EERLTHWASHEEIE. 169 X—20 V=207 00— AERk
J7i% % Trusted Extensions THEHT %] ITHEAE T,

v Y —> (1 E—7AE% Trusted Extensions C{EF T

1B BRI

RO BHIIZ

)

159 =D [CDET7 V7> a »xEFHL T/ —284&E)—2 TNV EIEET
5] B TLTWET,

m 161 R—TD [CDET 7> a > 2 LT NIUAE — 2 OERR (B¢~ v )
| Tr/a—2EERTEEODT T L —RERDT =2 ENAIIA AL TN
EJCIN
7= MERBAOT > T L —hTHB—20N, BEETFINTHERA.
Trusted_Extensions 7 # )L ¥ MERINTNWET,

LW =2 TEIC, TV=2%aE—1 7023 &8 TV 0 Uy o LE
j—o

TorT hIEAET.

New Zone Name: Type name of target zone

From Zone Name: Type name of source zone

EE-ZOY AT OFITHIE, EDNDI AT EZFITLIRNTLSIZE N,

J=UDERENES, IRTODY—CDRT—IREF v LET,
a. [V—=rwRaAVY—IVl 7o arEITINIU Yo LET,
b. &V —>IcOd4 > LET,

. 99IR—=2D V—=2DRT—HREHERT S #ETLET.

V) —> Mo A—{ER L % Trusted Extensions T
ﬁ% ERA)

159 R—2D ICDE7 V> a EFHL T —2%E) =2 IRV ERET
5] BSETLTWET,

m 58R—TD V=D O— 2 ZERT B72DIT ZFS T—IVEIERT 5| &5 T
LTWEd,
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n 58R—TD V=D 70— ZERT 272DITZES T—IVEERT 5] Z25%ET
LT, V=727 L —hEERLTNHET,

» 161R—YD [CDETV X > a YA LETNIAEY — > OIER (E¥< v )
| Tra—MERAOT L - ERB =B AIRA AL TNET,

w JO—HERAOT > T L —RERDT =23 vy MY EINTVWET,

»  Trusted_Extensions 7 # VY MERINTNET,

= T Tl —bDSolarisZFS ATy T 3y MEERLET,

#cd /

# zfs snapshot zone/zone-name@snapshot

ZDAFy T ay heERALT, 20EMDOY—>0r 00— &ERL £

T public EVIAFTOMRE A — > DG, Aty Tay hav > RIRD
KDITEDET,

# zfs snapshot zone/public@snapshot

ERR L=\ —> &I, V—onoO—2 %Rl 7o2a>E 8700
Uy LET,

oY T MCEAET.
New Zone Name: Type name of source zone
ZFS Snapshot: Type name of snapshot

470 7\71{“/ 7 X@’l‘ﬁ#&égmgj‘ij—o

Zone label is <LABEL>
zone-name 1is ready for booting

*x* Select Close or Exit from the window menu to close this window ***

V=2 ZTEIL -2 ERE 7023 &RTLET,
MDY =T 277> a re&FTT DR, TNETNOY — >R £T,

V=UMERENTHE TRTDY—VDRT—IREF v I LET,
a. [V=2WRADY =] 7o avESTNOU VI LET,

b. 79X—=20D V=2DRT—H REWRT D] 2T LET,
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Trusted Extensions D& F v 2 U X

ZDOF w7 AT, Solaris Trusted Extensions D F72 K Y X7 O EZ R~ L F
T, INSDOERY AT, HIDWY AT OMENEENTWET, ZOF vy
DZARETTIE, ZOXZa7 IR SN TWEETFIEEZETTHIEIITEE
NE YR

Trusted Extensions Z {89 H7/=6ODF v o 1) X b

KDY A ML, B BT Trusted Extensions 2 A 3MLB L ORER T 2 72D IC b i
HZERLET, ENOHEMICGEHINTWE Y ZAVIE, HAESRENET,

1. REZMRLET.

m  [Solaris Trusted Extensions B D FJE] OHEHIID5 DDEEFHAET,
s A NOEFaU T —BEHEERLET,
. 48 R—=TD YA FDEF 254 —7H1 I — & Trusted Extensions | % i H
ESC AN
2. ROERELET,
root/NAT—RZRELET,
PROM F721EBIOSDtF 2 T4 —L RNV ERELET,
PROM F721EBIOS D/N AT — RZHREL £,
B DR i F T MM ERELET.,
w7 > INDT 7 AT ENERELET,
FIRIWIB LY NT—=I DT 7 A%EFTENERELET,
= MERAEERELET,
3. Trusted Extensions Z BN L £,
a. SolarisOSZA{ > A M—JILL %7,

s EEEHOBEG, AREIIN—Th, TNX0KERT)IV—T D Solaris
Nolr—2%A4 A M—=ILLET,
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Trusted Extensions 4T 27=DDF v o J X

n =D O—=MERAY Y ROBE, WAY LA A =)L ZEER
L. /zone/N—T 4 2 a > zi@ELE7,
b. Trusted Extensions B —E A svc:/system/labeld ZH NI L £7,
4. Trusted Extensions @ IPv6 Z A %ML L £ (IPve 2T 2455).

5. 1L D DOL 2 T 2 E121E. /ete/system BEI N
/etc/security/tsol/tnrhtp 7 7 1 JVNIZZD DOl Z % E L £ 9,

6. (AWEHIRE) / — > Do O— AERRMA D ZFs 7—)L 2 ERR L £
7. INIVERELET.
a. B h®1label encodings 77 {1 IV & T 74+ I714 ALET,

b. 774N EFz I LTA > AR—=ILLET,
c. HEBILET,

8. R/ —HBLYIRNNAE)—HOA 2 T2 — AR ELET,

9. Solaris EH > — )R EL £7,

10. *— LY —ERXAZHRELET,
» Iy AINF =LY —EXAZFEHLET, TIUTBERFREILH D EH A,
= F/213, LDAPZHEL X7,

a. Trusted Extensions 7 O3 23— /\N— % /=14 Trusted Extensions LDAP
H—N—%EkL £9.

b. ;ol%_ris EMa Y =) ==y NT—UEREZITMTFHEIICL
c. Solaris HH¥E 1> —)l % LDAP T8k L £9,
d. Solaris &> —)L FID LDAP Y — )Lk w 7 ZA&{ER L £7,
11.LDAP DO Fw N — 7 G a#&kE LET,
s LDAPY—N—F/A370F > —N—2EREAST> 7L — b cipso 7~
ARNZA TIZEHD Y TET,
. ;;ﬁ»&x%b%ﬁ@ﬁxbfyfv-%®cmm$xb&4fmﬁmﬁf
s O—HI AT LELDAPY—N—DTF147 > MILET,
12. TNV E — D BER L ET,
» 723 litxzonemgr AV U T~ EFHALET,
s 47322 Trusted CDE7 7 >3 2 AL ET,
a. TNIAFEY -2 D%
i. SolarisHHE IV —)V T, V—2AEFEDTN)VICEEMTET,
ii. —ZMk) YU a EERITLET,
b. V=D A AN 7O a amFTLET,
c. LDAPHY—>z0b) 72 a E2E TLET,

172 Solaris Trusted Extensions #&m A K « 200954 A



Trusted Extensions Z &K I 27=DF v o U R b

d V—2%Es Y7 a aFTLETd,

EITHF D) — 2B AIIA A LET,

=D vy NI T a wFETLET,
=Dy R HIZ =B NAIIA AL ET,

(BWEFTRE) ZES A Fw T aw N &EIERLET,

WD — a2l SAERT B0, [V—2%dE—) YU arFEk
W =0 n0—2%2Fk) 77> a aEHERLTERL 7,

13. %y b= #RELET, [Solaris Trusted Extensions EHDFNE] O [T X
Ty REY NT—=DF—=FX—ZADIk 1E¥E< v 7)) 2ZRLTIEI N,

H—IX)OKRA NBLUHIREHHEORA N Z2REL 7,

FGRINBLUBRARNSDZET—HICHHATH IV ERELET,

BEBRERANT T L= AL ALET,

BERANET T L —MZEIDYTET,

BT %y a7 27— NMIEDYTET,

14. BrRERIRE 2R E L £ 9, [Solaris Trusted Extensions H EE D F/lH] D [Trusted
Extensions TORIEOMER E 2w N =V EROF v 7 (EE~X v ) 25
LTL7ZEEN,

15. 0= A—F—-BLro—h)VEREEZREL ET,
. HEOBEEEHITSIE. WAL R LUEMER T a7 7y A IV EERLET,
n bFa )T —EEERINEERLET,
w bR T g —EHEEEICANS O AT —2ERL T,
s FOMOEEEZERL. BEICLS T, ToRE Az O0—- Nl 1Y —%1E
L E9,
16.NES H—/N—IZh—ALT ¢4 L7 hU ZERRL £,
» AN T IV EATEDLZTRTOIN)NTLI—F—-TELIZF—LT 4 L7k
JZzERLET,
n (BEEATEE) FOLL XNV DAR—ALT 4 L7 MY 2L —F—NHEAMNBZNLDIC
L9,
17. FIR 238 E UE T, [Solaris Trusted Extensions B ¥ D FNE) D [Trusted
Extensions COEIRIOEH (B~ y 7)) ZSRLT7ZI N,
18. 7N A& EL FI ., [Solaris Trusted Extensions HFEDFNE] D [Trusted
Extensions TOT /N\NA ADHWW (fEE~T v 7)) Z2BRLTIEZI N,
a. TNAAERTOT7 v AINERESATLERE IO T 74 )V &%ENEI DY
Tij—o

5@ oo

-
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Trusted Extensions 4T 27=DDF v o J X

b.
FINA AZFHAREIC T BI21E, ROWTInhE2ETLET,

n JATATEI. TNAAEED Y THREICLET,
s BRI —BIORENCTNA ZADE D Y TRRBZE VDL TET,
19. Solaris DEERE & % E L £,
» BEEZRELET,
» EFaUT A —OREEXRELET,
» BEDLDAP YV A7 > NINLDAPEH I AT LI 5EDICLET,
" LDAP CA—HY—ZFEL X,
" LDAPTHY hNT—V O&E%EEZHEELET,
n Iy AINNITATLAERY Y NBXUIELET ., [Solaris Trusted Extensions &

HOFNE] D511 % [Trusted Extensions TDO 7 7 {1 )VOEHE T > (F
i) 2L T /Z3 N,
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=h
AA

CDE

CIPSO 7 \)I

.copy_files 7 7 1 )l

DAC
GFI

IPY FLA

label

label_encodings 7 7 1
)2

HEBT ALY by TREEES R,

HWHIPEF 2V T4 —F 7T a3 > (Common IP Security Option). CIPSO I, Trusted
Extensions N FEET 2 T NIVEHETT,

SIVF TN AT LT DERORET 7). ZOT7 7 AINITIE, AT LER
37 7= a UNIEEICEMET 50— —REX /32— -7 7Y
—3 O THELEINS .cshrew .mozilla 7R EDEEH 77 1 ILDOU A MNEENE
T, =B —DHR—LT 4 L7 FUDRENTNIVTIERZINS &, .copy files ICEE
NIy ANBZDT 4 L7 MUIZAE—3INET, link files 7 7 1 )L HBH,

BT U L Xl &S,

BUTHE BE 1% ¥ (Government Furnished Information Di%), D~ =2 7 )L Tld, KEBUF
FRHED label_encodings 7 7 f )L & f§ L £, Trusted Extensions ) 7 b7 =7 T GFI % fif
A9 %1213, Sun [E4G D LOCAL DEFINITIONS 77 2 3 > % GFI ORRBIEML £9 . #H
1. TSolaris Trusted Extensions & N\JLVDIEHL ] D 5% TLOCAL DEFINITIONS D 7] A%
YA X EBRLTIZI N,

1 >4 —>%v ;78 k3 (nternet Protocol. IP) 7 KL A, 1 >¥—%v h7Obra)b
WX GRENREICARDZDD, v NI —JITHER SN AT LZ#HNT 5 —E
DR, IPva DY RL AL, EUF RTRYISNZ4DOEFTY, @E. IPY FL A
DEEIF0-225 TTW, WO FIT 24 KL L, mBEOEFEIZLIMILET,

IPY LA, @WEMIC. kY hT—=2 00 & *v b T =27 EDsystemDFMTH T
S5NET, v MU EBFFIEFEEHSOTINEE. AT LEF TN OEEE
FITHSE L X,

AT MTEIDETHNSEFa )T =il 7. TS 7227 bOFR
EIRHETHL NN EREICLET, Fa U T —EEENEDI DI Y —%F
LEMNZE-> T, A= —R@BEHEINVESRTELDTERN D LET, TN
Idlabel_encodings 7 7 1 )V TEFHK S NE T,

TOJEFE, SNV Ea—, T3 FDOITNIERIFEFR, T4 hOI—F—Fn
LR, BLUEZDOMDO TRV T L2 HIEEZEOTRREE TN EEERTDI I 71
We
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link_files 7 7 1)L

Jink_files 7 7 1 )l

MAC

process

Solaris HH# 1 > — )1

system

tnrhdb 57— % X— 2

tarhtp 77— % N — X

txzonemgr A 7 1) 7 [

TR AMEY

TV — a VR
INA

HREAA b

F—T Ry hT—2

NIWF IR AT LAIETHEEORE T 7 (e TOT 7V, AT LER
377U —2a DINEEICHET il A -REE 31— -7 7Y
=3 THEEIND .cshre. .mozilla B EDEEN 7 7 1 IVDU X "N EENE
T, =P —DFE—LT 4 L7 FUNENW TRV THERIND &, . link files ITHE
NDT7ANNEDT 4 LI MUY > INET, .copy_files 7 7 1 IV HZR,

WY 7 2 A Z2 S

AR REFVOHL 22— —icRb->TCa~Y > R2EGFITLZ T3>, JOtkA
{3, 22— —1IDUID). 7 )IL—7ID(GID). 7)) —7U A b, I—HF—DEEID
(AUID) 2 E DL Dt F ) T4 —@laE 11— —n52TR0 £9, 7Ot AnNZT
W5 tFaUTF o —EBHICIE, BTFENDI7 2 RO ATRERRHE. BLOBED
T = AR—ADKEE TNV S EENET,

BT LDV —)ViRy 7 A &G Java N\— A DEH GUL, Trusted CDET. 77
Jr—2a Xr—23y =6 IOGULZEFTEXY, 2oa>yY—Ilov—)L
Ry AZMEHTHECEST, VAT A, Xy hT—=7, BLUOI—TF—0DIFEA
EOEMEITAET.

A2 E2a—5 DM, 1 A=V, v FNT—7 LD AT LIFEA N EBIEIN
i@_o

FIATY REy FT =Y DERBERA T —FR—=2, ZOT—FRX—=RIF. TN
Dty hEEFERA MIEIDYTET, ¥ EAIL. /etc/security/tsol/tnrhdb @D
Ty ELT, £RIELDAP B —/N—5R[fETT,

FoZTy Rxy hT—=UDEEHRA T > T L —F, ZOTF—FR—=213, BEFHA
MTEIDE TR ZENTEDL INIVRHED Y FEERLET. Y7 EA

13X, /etc/security/tsol/tnrhtp D7 7 1)L &E LT, F/ZIELDAP H—/)N— 5 A[HET
ER

Jusr/sbin/txzonemgr A7 U 7 M, TR)IAFE — 2 2EHT 570 D7 GUI %
REELET, 2. ZOAZV T MRy NT—UF T2 a o x—LY—EXAFT

arOAZa—IHH, BIOKEY — > ZFEDOLDAP Y —/N—D 07 5147 > MY
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