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Preface

The Sun™ OpenSSO Enterprise Deployment Planning Guide provides information to help you
determine which OpenSSO Enterprise to use in your deployment. This guide contains
deployment architecture diagrams, process flow diagrams, and benefits/tradeoft analysis for
various OpenSSO Enterprise features.

The following topics are contained in this Preface:

“Who Should Use This Guide” on page 11

“Before You Read This Guide” on page 12

“How This Guide Is Organized” on page 12

“Related Documentation” on page 13

“Searching Sun Product Documentation” on page 15
“Related Third-Party Web Site References” on page 15
“Documentation, Support, and Training” on page 15
“Typographic Conventions” on page 15

“Default Paths and Directory Names” on page 16
“Sun Welcomes Your Comments” on page 17

Who Should Use This Guide

This guide is intended for a wide audience including: system administrators, system integrators,
and others who architect the OpenSSO Enterprise environment and deploy OpenSSO
Enterprise and related components.

= IT professionals responsible for architecting enterprise solutions.

= Company executives responsible for evaluating enterprise solutions and for approving IT
vendors and purchases.

= System integrator and administrators responsible for deploying and managing OpenSSO
Enterprise and related components.



Preface

Before You Read This Guide

Readers should be familiar with the following components and concepts:

= OpenSSO Enterprise technical concepts, as described in the Sun OpenSSO Enterprise 8.0
Technical Overview

= Deployment platform: Solaris™, Linux, or Windows operating system

= Web container that will run OpenSSO Enterprise, such as Sun Java System Application
Server, Sun Java System Web Server, BEA WebLogic, or IBM WebSphere Application
Server

= Technical concepts: Lightweight Directory Access Protocol (LDAP), Java™ technology,
JavaServer Pages™ (JSP™) technology, HyperText Transfer Protocol (HTTP), HyperText
Markup Language (HTML), and eXtensible Markup Language (XML)

How This Guide Is Organized
This guide is organized in two parts as follows:

Part I: Planning the Overall Deployment

= Chapter 1, “Seeing the Big Picture”
= Chapter 2, “Building the Deployment Architecture”
= Chapter 3, “Building the Implementation Plan”

Part IT: Determining Which Features to Deploy

= Chapter 4, “Using a Policy Agent and the Client SDK to Integrate Applications with
OpenSSO Enterprise”

= Chapter 5, “Using the OpenSSO Enterprise Fedlet to Enable Identity Federation”

= Chapter 6, “Implementing a Virtual Federation Proxy (Secure Attributes Exchange) ”

= Chapter 7, “Implementing a SAMLv2 Identity Provider Proxy”

= Chapter 8, “Using a Multi-Federation Protocol Hub”

= Chapter 9, “Enabling Web Services Federation Between Active Directory Federation Service
and OpenSSO Enterprise”

= Chapter 10, “Securing Web Services Using ID-WSF (Liberty Alliance Specifications)”

= Chapter 11, “Securing Web Services Using Security Token Service (WS-* Specifications)”

= Chapter 12, “Enabling Single Sign-On Between Sun Identity Manager and OpenSSO
Enterprise”

= Chapter 13, “Enabling Single Sign-On Using CA SiteMinder and OpenSSO Enterprise”

= Chapter 14, “Enabling Single Sign-On Using Oracle Access Manager and OpenSSO
Enterprise”

= Chapter 15, “Using the Embedded Configuration Data Store for OpenSSO Enterprise”
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Related Documentation

Related documentation is available as follows:

= “OpenSSO Enterprise Documentation Set” on page 13
= “Related Product Documentation” on page 14

OpenSSO Enterprise Documentation Set

The following table describes the OpenSSO Enterprise documentation set.

TABLE P-1

OpenSSO Enterprise Documentation Set

Title

Description

Sun OpenSSO Enterprise 8.0 Release Notes

Sun OpenSSO Enterprise 8.0 Installation
and Configuration Guide

Sun OpenSSO Enterprise 8.0 Technical
Overview

Sun OpenSSO Enterprise 8.0 Deployment
Planning Guide(This book)

Deployment Example: Single Sign-On, Load
Balancing and Failover Using Sun OpenSSO
Enterprise 8.0

Deployment Example: SAML v2 Using Sun
OpenSSO Enterprise 8.0

Sun OpenSSO Enterprise 8.0
Administration Guide

Sun OpenSSO Enterprise 8.0
Administration Reference

Describes new features, installation notes, and known issues and
limitations. The Release Notes are updated periodically after the
initial release to describe any new features, patches, or problems.

Provides information about installing and configuring OpenSSO
Enterprise including OpenSSO Enterprise server,
Administration Console only, client SDK, scripts and utilities,
Distributed Authentication Ul server, and session failover.

Provides an overview of how components work together to
consolidate access control functions, and to protect enterprise
assets and web-based applications. It also explains basic concepts
and terminology.

(This book) Provides planning and deployment solutions for
OpenSSO Enterprise.

Provides step-by-step instructions for deploying OpenSSO
Enterprise in a single sign-on environment using load balancers
and redundant systems for high availability.

Provides step-by-step instructions for deploying OpenSSO
Enterprise to achieve identity federation among an Identity
Provider and multiple Service Providers.

Describes how to use the OpenSSO Enterprise Administration
Console as well as how to manage user and service data using the
command-line interface (CLI).

Provides reference information for the OpenSSO Enterprise
command-line interface (CLI), configuration attributes, log files,
and error codes.



http://docs.sun.com/doc/820-3745
http://docs.sun.com/doc/820-3320
http://docs.sun.com/doc/820-3320
http://docs.sun.com/doc/820-3740
http://docs.sun.com/doc/820-3740
http://docs.sun.com/doc/820-3746
http://docs.sun.com/doc/820-3746
http://docs.sun.com/doc/820-5985
http://docs.sun.com/doc/820-5985
http://docs.sun.com/doc/820-5985
http://docs.sun.com/doc/820-5986
http://docs.sun.com/doc/820-5986
http://docs.sun.com/doc/820-3885
http://docs.sun.com/doc/820-3885
http://docs.sun.com/doc/820-3886
http://docs.sun.com/doc/820-3886
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TABLEP-1  OpenSSO Enterprise Documentation Set (Continued)

Title

Description

Sun OpenSSO Enterprise 8.0 Developer’s
Guide

Sun OpenSSO Enterprise 8.0 C API
Reference for Application and Web Policy
Agent Developers

Sun OpenSSO Enterprise 8.0 Java API
Reference

Sun OpenSSO Enterprise 8.0 Performance
Tuning Guide

Sun OpenSSO Enterprise 8.0 Integration
Guide

Sun OpenSSO Enterprise Policy Agent 3.0
User’s Guide for J2EE Agents

Provides information about customizing OpenSSO Enterprise
and integrating its functionality into an organization’s current
technical infrastructure. It also provides details about the
programmatic aspects of the product and its API.

Provides summaries of data types, structures, and functions that
make up the public OpenSSO Enterprise C APIs.

Provides information about the implementation of Java packages
in OpenSSO Enterprise.

Provides information about how to tune OpenSSO Enterprise
and its related components for optimal performance.

Provides information about how to integrate Sun Identity
Manager, CA SiteMinder, or Oracle Access Manager with
OpenSSO Enterprise.

Provides an overview of version 3.0 policy agents.

Related Product Documentation

The following table provides links to documentation collections for related products.

TABLEP-2 Related Product Documentation

Product

Link

Sun Java System Directory Server 6.3

Sun Java System Web Server 7.0 Update 3
Sun Java System Application Server 9.1
Sun Java System Message Queue 4.1

Sun Java System Web Proxy Server 4.0.6

Sun Identity Manager 8.0

http://docs.sun.com/coll/1224.4
http://docs.sun.com/coll/1653.3
http://docs.sun.com/coll/1343.4
http://docs.sun.com/coll/1307.3
http://docs.sun.com/coll/1311.6

http://docs.sun.com/app/docs/coll/1514.5
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http://docs.sun.com/doc/820-3739
http://docs.sun.com/doc/820-3739
http://docs.sun.com/doc/820-3747
http://docs.sun.com/doc/820-3747
http://docs.sun.com/doc/820-4729
http://docs.sun.com/doc/820-4729
http://docs.sun.com/doc/820-4803
http://docs.sun.com/doc/820-4803
http://docs.sun.com/coll/1224.4
http://docs.sun.com/coll/1653.3
http://docs.sun.com/coll/1343.4
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Searching Sun Product Documentation

Besides searching Sun product documentation from the docs.sun.com®™ web site, you can use a
search engine by typing the following syntax in the search field:

search-term site:docs.sun.com
For example, to search for “broker,” type the following:
broker site:docs.sun.com

To include other Sun web sites in your search (for example, java.sun.com, www.sun.com, and
developers.sun.com), use sun. comin place of docs. sun. comin the search field.

Related Third-Party Web Site References

Third-party URLs are referenced in this document and provide additional, related information.

Note - Sun is not responsible for the availability of third-party web sites mentioned in this
document. Sun does not endorse and is not responsible or liable for any content, advertising,
products, or other materials that are available on or through such sites or resources. Sun will not
be responsible or liable for any actual or alleged damage or loss caused or alleged to be caused by
or in connection with use of or reliance on any such content, goods, or services that are available
on or through such sites or resources.

Documentation, Support, and Training

The Sun web site provides information about the following additional resources:

®  Documentation (http://www.sun.com/documentation/)
= Support (http://www.sun.com/support/)
®  Training (http://www.sun.com/training/)

Typographic Conventions

The following table describes the typographic conventions that are used in this book.


http://java.sun.com
http://www.sun.com
http://developers.sun.com
http://www.sun.com/documentation/
http://www.sun.com/support/
http://www.sun.com/training/
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TABLEP-3 Typographic Conventions

Typeface Meaning Example

AaBbCc123 The names of commands, files, and directories,  Edit your . login file.

and onscreen computer output
P P Use 1s -a to list all files.

machine name% you have mail.

AaBbCc123 What you type, contrasted with onscreen machine_names su
computer output
Password:
aabbccl23 Placeholder: replace with a real name or value The command to remove a file is rm
filename.
AaBbCc123 Book titles, new terms, and terms to be Read Chapter 6 in the User's Guide.

hasized
emphasize A cacheis a copy that is stored

locally.

Do not save the file.

Note: Some emphasized items
appear bold online.

Shell Prompts in Command Examples

The following table shows the default UNIX® system prompt and superuser prompt for the C
shell, Bourne shell, and Korn shell.

TABLEP-4  Shell Prompts

Shell Prompt

Cshell machine name%
C shell for superuser machine_name#
Bourne shell and Korn shell $

Bourne shell and Korn shell for superuser #

Default Paths and Directory Names

The OpenSSO Enterprise documentation uses the following terms to represent default paths
and directory names:
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TABLEP-5 Default Paths and Directory Names

Term Description
zip-root Represents the directory where the opensso. zip file is unzipped.
OpenSSO-Deploy-base Represents the deployment directory where the web container deploys the

opensso.war file.

This value varies depending on the web container. To determine the value of
OpenSSO-Deploy-base, view the file name in the . openssocfg directory, which
resides in the home directory of the user who deployed the opensso.war file. For
example, consider this scenario with Application Server 9.1 as the web container:
®  Application Server 9.1 is installed in the default directory:

/opt/SUNwWappserver.

®  Theopensso.war file is deployed by super user (root) on Application Server
9.1.

The . openssocfg directory is in the root home directory (/), and the file name in
.openssocfgis:

AMConfig opt SUNWappserver domains domainl applications j2ee-modules openss
Then, the value for OpenSSO-Deploy-base is:
/opt/SUNWappserver/domains/domainl/applications/j2ee-modules/opensso

ConfigurationDirectory Represents the name of the configuration directory specified during the initial
configuration of OpenSSO Enterprise server instance using the Configurator.

The default is opensso in the home directory of the user running the
Configurator. Thus, if the Configurator is run by root, ConfigurationDirectory is
/opensso.

Sun Welcomes Your Comments

Sun is interested in improving its documentation and welcomes your comments and
suggestions.

To share your comments, go to http://docs.sun.comand click Send comments. In the online
form, provide the document title and part number. The part number is a seven-digit or
nine-digit number that can be found on the title page of the guide or at the top of the document.

For example, the title of this guide is the Sun OpenSSO Enterprise Deployment Planning Guide,
and the part number is 820-3746.


http://docs.sun.com
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PART I

Planning the Overall Deployment

= Chapter 1, “Seeing the Big Picture”
= Chapter 2, “Building the Deployment Architecture”
= Chapter 3, “Building the Implementation Plan”
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L K R 4 CHAPTER 1

Seeing the Big Picture

Sun OpenSSO Enterprise 8.0 provides secure and centralized access control and single sign-on
(SSO) in a unified solution. OpenSSO Enterprise is one component of the Sun Identity
Management infrastructure. The Sun Identity Management infrastructure enables your
organization to manage secure access to web applications and other resources both within your
enterprise and across business-to-business (B2B) value chains.

This chapter provides an introduction to the core OpenSSO Enterprise functions that will form
your deployment. The information in this chapter is designed help you envision how OpenSSO
Enterprise can meet your business needs. Topics contained in this chapter are:

“Understanding Identity and Access Management” on page 21
“Leveraging Identity Federation” on page 24

“Securing Web Services” on page 25

“Using Identity as a Service” on page 31

Understanding Identity and Access Management

The growing number of web-enabled applications and the changing roles of different user
communities creates challenges for the modern enterprise. These challenges include
controlling access to network resources, maintaining the consistency of user identity between
different applications, and making new applications easy to manage.

Companies typically develop and implement network applications in individual silos. Each
application is deployed with its own provisioning and identity-management interfaces, and
with its own security systems. This method of deployment results in a heterogeneous
environment with no centralized management systems and no flexibility to scale as the
enterprise changes. The silo approach to deployment can negate the benefits of Internet
applications, and instead increase the costs of deployment, administration, and ownership. The
silo approach can also expose the enterprise to security risks.
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As companies deploy electronic business applications and services, management costs for
existing information technology systems escalate. Identity information and security policies are
distributed across many applications, and repositories are controlled by a variety of internal and
external groups. The need for more flexible access and stronger security is hampered by
administration redundancies. Administration redundancies can result in inconsistent identity
data across the enterprise, increased operating costs, and an ad hoc security strategy.

OpenSSO Enterprise can help to ease the problems associated with the silo approach to
deployment.

Dealing with Widely Distributed Identity Information

Environments with disparate sources of identity information have different approaches for
organizing user entries, security practices, access control, and other essential aspects of
information architecture. As complicated as internal identity issues can be, identity
management issues also extend outside the individual enterprise. Enterprises with affiliate
business and consumer relationships potentially have user populations that reach into the tens
or hundreds of millions. You can use OpenSSO Enterprise in a federated identity management
model to manage your business affiliate's users, and to ensure efficient and secure operating
policies between your company and its business partners. The enterprise must also extend
privacy and ease of use to the consumer and must consider the scalability requirements
necessary to effectively manage hundreds of millions of users

Eliminating Ad Hoc Security Strategies

When new applications are deployed without a common identity infrastructure, security
decisions are often made in an ad hoc manner by developers and system administrators.
Line-of-business managers cannot ensure that the right people see the right content at the right
time. Managers must enforce security policies centrally and apply them locally. Security policies
define how users are identified or authenticated, and also which users are authorized to access
specific information.

Some services or transactions require stronger forms of authentication than others. For some
applications, a name and password might be sufficient. Other applications, for example, those
that enable high-value financial transactions, can require increased levels of security. These
stronger levels of security can be in the form of a digital certificate and personal identification
number (PIN), depending on the information and transactions involved.

Authorization to view certain uniform resource locators (URLs) should be restricted to
different sets of users based on the users roles. When roles change, changes to privileges should
be propagated across all systems. For example, when an employee changes departments or
leaves the company, information about that user should be modified or deleted across all
accounts immediately. Inconsistent processes for account deactivation is one of the major
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security risks that enterprises face every day. When you develop applications with your own
individual security and access controls, OpenSSO Enterprise provides a centralized security
policy and infrastructure to mitigate the risks from both internal users and external threats.

Reducing Operational Inefficiency

Scattered identity data, duplication of identity infrastructure functions across multiple
applications, and random security contribute to operational inefficiencies across the enterprise.
As companies bring new applications and services online, they often create a separate identity
infrastructure for each one. This duplication of effort increases costs, delays time to market, and
reduces revenues.

New applications must be able to leverage the identity infrastructure easily and quickly, without
affecting how existing services or systems work. As your company delivers new products and
services, you can count on OpenSSO Enterprise to update role definitions and access privileges
across multiple partners, suppliers, and customers. OpenSSO Enterprise provides an integrated
identity management infrastructure solution that delivers economies of scale that lead to better
overall operational efficiencies.

Enabling Effective Access Management

When you use OpenSSO Enterprise to extend your current infrastructure, you can bring
together disparate identity data into a managed network identity to better serve customers,
suppliers, employees, and partners.

= For the enterprise, network identity enables employees who have single sign-on (SSO)
capability to access disparate applications, such as benefits registration and provisioning. At
the same time, network identity simplifies integration between applications, and sets
security levels across all of them.

= For customer management, network identity can assist in capturing customer interactions.
This ensures tighter one-to-one relationships, including access to custom offerings, affinity
marketing, and data mining.

= For the business partner, network identity helps provide integrated enterprise relationships
with reduced risk of fraudulent transactions.

Common identity infrastructures enable administrators to consolidate redundant tasks that
normally occur across many applications by multiple administrators. This consolidation of
administration makes it possible to consistently delegate management tasks to partners,
customers, and internal company departments based on business requirements. The result is an
environment that is integrated, flexible, easy to manage, and secure. Security implementations
and access control rules that are typically contained within each application can be consolidated
to provide centralized authentication and authorization to resources.
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The transition to an intelligent applications infrastructure requires you to implement a system
that incorporates access management and user management. This implementation lets you
centralize the administration or management of user identity and security policy information
across multiple resources and enterprise applications. You can expect to respond to the
ever-changing network environments and applications with an integrated, cost-effective
solution.

Leveraging Identity Federation

24

Identity federation enables partner organizations to trust and share digital identities and
attributes of employees, customers, and suppliers across domains. Identity federation is the
means to providing single sign-on among partner sites.

Through identity federation, transactions involving multiple organizations can be managed
and completed using a single identity. Customers or members can access a variety of online
services through just one organization, using just one password. And employees of that
organization and its partners can be given secure, as-needed access to selected information on
partner sites. A federated identity allows a user from one federation partner to seamlessly access
resources from another partner in a secure and trusted manner.

Why We Need It

Industries such as telecommunications or financial services are eager to meet customers'
demands for online services. To meet these needs, companies seek partnerships with other
companies to deliver the widest variety of services to customers. The growing customer
demand for everything from ringtones to on-demand video, from online banking to
investments, and much more requires partners to join forces to compete successfully.

How It Works

Service providers and other companies have agreed to a common set of rules for sharing
identity information securely and privately. Identity federation is based on these standards.
They allow multiple partners to access one personal identity on multiple sites at the same time
and to authenticate that identity in order to deliver services securely. A common set of
standards allows partnerships to repeat the same information-sharing processes with every
partner. Otherwise, anytime a company wanted to create a partnership, it would have to create a
whole new set of processes, based on the prospective partner's IT infrastructure, security
policies, and other unique characteristics. This quickly becomes impossible as the number of
partners increases. But with standards, the ability to partner is infinitely scalable. Using
federation standards, organizations can create circles of trust in which a given provider at the
center of the circle, such as an wireless provider, is surrounded by and connected to a multitude
of other companies that offer value-added services the provider wants to deliver to customers.
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How Identity Federation Can Benefit Your Business

The following are ways in which OpenSSO Enterprise identity federation can create a wide
variety of new business opportunities for your company.

m  (Creates new revenue streams

Identity federation means being able to create new sources of revenue by quickly meeting
customers' ever-growing demand for online services. In addition to applying a standard set
of protocols across partner domains, identity federation automates many manual processes
within a secure identity framework, helping to deliver revenue-enhancing services to
customers more quickly

= Improves allocation of resources

Some organizations may want to outsource certain operations so that they can focus their
resources on core competencies. Identity federation enables organizations to easily turn
over such operations to partners without fear of breaching information security or privacy.

= Reduces operational cost and complexity

Identity federation enables organizations to collaborate freely without the cost, complexity,
and limitations of compiling and sharing manual lists of users or using proprietary web
access management tools. It also makes it easier to ensure the security and privacy of shared
information.

= Improves user experience

Identity federation promotes loyalty by enabling users such as customers, employees, and
suppliers to enjoy more services and products, more quickly and easily than ever before. In
particular, single sign-on enables an exceptional online experience, eliminating the need to
use multiple passwords for access to online services and products.

= Enhances enterprise security

Identity federation enables employees of partner organizations use only one login. When a
user has just one password to remember, he or she is less likely to have two write down that
password, thus reducing the risk of the password being used by unauthorized entities.

Securing Web Services

Your enterprise solution must include a means for securing your web services from
unauthorized use. OpenSSO Enterprise supports web services security using the Identity Web
Services Framework (ID-WSEF), part of the Liberty Specification. OpenSSO Enterprise also
supports web services security using the Secure Token Service, which is defined in the WS-*
Specification.

Web services are self-contained, modular applications that can be described, published, located,
and invoked over a network. Web services perform encapsulated business functions, ranging
from a simple request-reply to complete business process interactions. Web services based on
the following allow data and applications to interact without manual intervention:
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= eXtensible Markup Language (XML), SOAP (previously known as Simple Object Access
Protocol), and related open standards

®  Service Oriented Architectures (SOA)

A typical Web services application consists of a service consumer, a service provider, and
optionally a registry for storing the Web services definitions. Web services are accessible over
standard Internet protocols that are independent of platforms and programming languages.
Web services technology can be implemented in a wide variety of architectures, can co-exist
with other technologies and software design approaches, and can be adopted in an evolutionary
manner without requiring major transformations to legacy applications and databases.

A number of technologies such as Remote Procedure Call (RPC) Common Object Requesting
Broker Architecture (CORBA), Microsoft Distributed Component Object Model (DCOM)
have been developed for application integration. However, the web services technology based
on XML, SOAP and HTTP(S) has been accepted as an industry standard and has seen wide
industry adoption. Interoperability has been a key reason for the success of web services because
itis based on open standards. Enhancements to web services should preserve the
interoperability and should be based on open standards.

Many of the features that make Web services attractive, including greater accessibility of data,
dynamic application-to-application connections, and relative autonomy or lack of human
intervention are at odds with traditional security models and controls. Network security
technologies such as firewalls are inadequate to protect SOAs for the following reasons:

®  SOAsare dynamic and can seldom be fully constrained to the physical boundaries of a single
network.

= SOAP is transmitted over HyperText Transfer Protocol (HTTP), which is allowed to flow
without restriction through most firewalls.

= Transport Layer Security technologies (like SSL/TLS) and Network Layer Security
technologies (like TLS), which are used to authenticate and encrypt Web-based messages,
are inadequate for protecting SOAP messages because they are designed to operate between
two endpoints.

= SSL/TLS cannot accommodate Web services' inherent ability to forward messages to
multiple other Web services simultaneously.

The Web service processing model requires the ability to secure SOAP messages and XML
documents as they are forwarded along potentially long and complex chains of consumer,
provider, and intermediary services. The nature of Web services processing makes those
services subject to unique attacks, as well as variations on familiar attacks. According to WS-I,
the top threats facing Web services are:

= Message alteration

An attacker inserts, removes or modifies information within a message to deceive the
receiver.

= Loss of confidentiality
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Information within a message is disclosed to an unauthorized individual
= Falsified messages

Fictitious messages that an attacker intends the receiver to believe are sent from a valid
sender.

= Man in the middle

A third party sits between the sender and provider and forwards messages such that the two
participants are unaware, allowing the attacker to view and modify all messages

= Principal spoofing

An attacker constructs and sends a message with credentials such that it appears to be from
a different, authorized principal

= Forged claims

An attacker constructs a message with false credentials that appear valid to the receiver.
= Replay of message

An attacker resends a previously sent message
= Replay of message parts

An attacker includes portions of one or more previously sent messages in a new message
= Denial of service.

An attacker causes the system to expend resources disproportionately such that valid
requests cannot be met.

The importance of these threats varies depending upon your company's needs and purpose. For
most companies, internal messages must be kept confidential and loss of confidentiality is a
primary concern. However, many companies offer web services to the public at large. For some
services, identity authentication is not a significant concern. For example, a web service
provider that serves information about the current weather forecast need not be concerned ifa
request is from a falsified sender. Regardless, it is important to understand these threats and
what technologies are available to mitigate them.

Web Services Security Industry Specifications

OpenSSO Enterprise is based upon the following industry-recognized specifications:

= Confidentiality of Web Service Messages Using XML Encryption

Produced by the World Wide Web Consortium (W3C). Describes a mechanism to encrypt
XML documents.

= Web Service Authentication and Authorization Using XML Signature
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Describes Secure Assertion Markup Language (SAML) and eXtensible Access Control
Markup Language (XACML) as proposed by the Organization for Advancement of
Structured Information Standards (OASIS) group. SAML and XACML provide
mechanisms for authentication and authorization in a Web services environment.

= [ntegrity of Web Service Messages Using XML SignatureProduced jointly by the W3C and the
Internet Engineering Task Force (IETF). The power of XML Signature is in it ability to
selective sign XML data.

= Web Services (WS)-Security

Produced by OASIS. Defines a set of SOAP header extensions for end-to-end SOAP
messaging security. WS-Security supports message integrity and confidentiality by allowing
communicating partners to exchange signed encrypted messages in a web services
environment.

m  Security for Universal Description, Discovery and Integration (UDDI)

Produced by OASIS. UDDI enables web services to be easily located and subsequently
invoked. Security for UDDI enables publishers, inquirers and subscribers to authenticate
themselves and to authorize the information published in the directory.

Security Infrastructure Requirements

In a simple web service transaction, a request is sent from the Web Service Client to a Web
Service Provider through intermediaries such as load balancers and firewalls. Similarly, the
response from the Web Service Provider to the Web Service Client is also sent through the same
intermediaries. In order to protect the web service request, application-level end-to-end
security must be enabled in addition to transport-level security.

The following diagram shows a simple web service call between the Web Service Client and
Web Service Provider.

Web Service - Ik di - Web Service
Client o - o Provider

FIGURE 1-1 Simple Web Service Call

In order to secure the message, the Web Service Client must determine which security
mechanisms are required by the Web Service Provider. One solution is to pre-configure the
Web Service Client with the security requirements for Web Service Provider. Although simple,
this approach would not scale and could lead to other misconfigured Web Service Clients.
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An alternative architecture for web service security is an architecture based on Security Token
Service (STS). The Liberty Alliance Discovery Service and WS-Trust are examples. A security
token service that coordinates security-based interactions between a Web Service Client and
Web Service Provider.

First, the Web Service Provider registers its acceptable security mechanisms with the security
token service. Then, before making a call to the Web Service Provider, the Web Service Client
connects with the Security Token Service to determine the required security mechanisms. The
Web Service Client might also obtain the security tokens required by the Web Service Provider.
Before validating the incoming SOAP request, Web Service Provider checks with the security
token service to determine its security mechanisms. The following figure illustrates interactions
between the Web Service Client, Web Service Provider, and Security Token Service.

Token ‘
Service -

Web Service I " Web Service
Client ' o - Provider

FIGURE 1-2  Web Service Call with Security Token Service Enabled

Although this security model requires the security token service, it helps in coordinating
security mechanisms between the Web Service Client and Web Service Provider. Additionally,
it enables runtime decisions for both Web Service Client and Web Service Provider. This makes
the configuration dynamic and more responsive than a static configuration. However it does
introduce the extra overhead of the Web Service Client and the Web Service Provider to
communicating with the security token service. It also introduces the complexities of
notification mechanisms when the Web Service Provider changes its security mechanisms.
Your decision to either the static or dynamic configuration of Web Service Clients must be
based on your deployment environment. The architecture proposed in this document addresses
both the scenarios.

Security Token Service

The purpose of the security token service is to orchestrate secure communications between the
Web Service Client and Web Service Provider with minimal performance penalties. The
following are required for a security token service:
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= Interfaces that enable the Web Service Provider to manage its entry, or resource offering.
This includes interfaces that enable the Web Service Provider to store supported security
mechanisms, and optionally the service end points.

= Interfaces that enable the Web Service Client to query for security mechanisms supported
by a Web Service Provider.

= Interfaces that enable a Web Service Client to obtain security tokens for communicating
with the Web Service Provider.

Liberty Alliance's Discovery Service and WS-Trust are the emerging standards specifications,
and either one can play the role of the security token service. Both the specifications define the
wire protocols for the Web Service Client to query and obtain the security tokens to
communicate with the Web Service Provider. One important difference exists between the two.
The Liberty Alliance Discovery Service provides the interfaces for the Web Service Provider to
manage its entry in the secure token service. In WS-Trust specification, the WS-Trust entry is
managed by the Web Service Provider itself. The WS-Trust entry is provided to the Web Service
Client through a WS-Trust Meta-Data Exchange (MEX) Protocol.

Web Service Client

The Web Service Client which makes the web service call provides support for securing the
outgoing communication, and also validates the incoming response for Web Service Provider.
The Web Service Client security infrastructure requires the following:

= Configurations to determine STS and credentials to authenticate and obtain WSP resource
offerings.

Optionally there should be provision to statically configure the resource offering locally

= Interfaces to obtain WSP resource offering either from STS or optionally from the local
configuration

= Interfaces to secure the request. This could be accomplished by calling the STS for the
security token or should be locally generated. The security token generated could be either
that of the WSC itself or it could be that of the authenticated entity (impersonalization)

= Inaddition to adding the security token it should be possible to add additional attributes of
the identity, for example roles and memberships

= Interface to validate the response received from WSP.
Two kinds of interfaces are needed at the Web Service Client. One interface is needed for

configuration and administration. One interface is used at run time for securing requests and
validating responses.

Web Service Provider

The Web Service Provider provides support for validating the incoming request, and also
secures the outgoing responses. The Web Service Provider security infrastructure requires the
following:
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= Configuration for its supported security mechanisms. This configuration can be optionally
stored in STS, thereby providing dynamic discovery for WSCs. This is supported by Liberty
Alliance's Discovery Service, but it in the case of WS-Trust this would have to locally
configured for WS-Trust MEX calls.

= Interfaces to authenticate the incoming request from the Web Service Client

= After authentication, if configured, the Web Service Provider should also authorize the
request for the web service operation by calling the policy component.

= Interfaces to secure the response back to the Web Service Client

Similar to interfaces needed by Web Service Client, the Web Service Provider also requires two
kinds of interfaces. One interface is needed for configuration, and another interface is needed
for validating requests and securing responses. Supporting a Web Service Client and Web
Service Provider security infrastructure should be accomplished in either a pluggable manner
such that it does not require reconfiguring the existing web services framework. Or it can be
accomplished programmatically by calling well-defined interfaces to secure requests and
validate responses. Additionally, the infrastructure should enable customers to easily build and
configure interoperable solutions using heterogeneous systems.

Using Identity as a Service

OpenSSO Enterprise enables you to use Identity as a Service in your environment. Identity as a
Service is a set of reusable, standardized services that provide applications with identity
management. Typically based on the service-oriented architecture (SOA), Identity as a Service
is system of discrete functional components of identity management. It is derived from the
traditional set of functionally overlapping applications such as authentication, authorization,
work flow, policy management, attribute management, provisioning, and password
management.

The Identity As A Service environment contains these simplified services and makes them
openly available to systems and applications. The services exist independently of one another,
but together comprise a foundation of identity services upon which the overall IT environment
relies. The primary advantage of Identity as a Service model is that the components can work in
an independent fashion, or can be coupled together in the manner of an Enterprise Service Bus.
Examples of Identity As a Service include:

m  Authentication and Authorization Services
= Provisioning Services

Taskflow/Workflow Services

Role Management Services

Audit Services
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Simplifying Deployment and System Administration

Identity As a Service provides both IT and business benefits to enterprises. The IT benefits
include:

®»  Easier Administration

Performing administrative tasks and adding newer tasks is simplified as appropriate
modular components can be invoked with ease.

= Flexible Deployment Architecture

Allows deployments to effectively unify duplicate code and services and put forth a flexible
and unified services.

= Simplified Outsourced and Federated Identity and Access Management

Allows enterprises to leverage and outsource identity management services to system
integrators and partners with core competency in the area.

Business benefits of Identity as a Service include:

= Reduced Operational risk and Maintenance Cost

The Identity services layer is useful when adding new applications or services to an existing
deployment, reconciling different identity management solutions acquired through mergers
and acquisitions. It also allows you to centralize various Identity Management functions
such as access management, resulting in reduced operational risk.

®  Increased compliance

With all applications using the same set of auditing services, audit log aggregation, and
detection of violations of regulatory compliance, rules become easier to manage. With a
common policy framework that spans applications, Identity as a Service simplify the
management and improves the enforcement of complex segregation of duties policies.

= More Business Insight into Identity Management

The traditional developer centric nomenclature used in identity management products has
long been found hard by common users. With prevalent use of Identity As A Service and
easy to use available interfaces, the deployments will be simpler to manage.
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Building the Deployment Architecture

A deployment architecture identifies the software components needed to meet your company's
enterprise requirements, showing the interrelationships among the components. This chapter
provides an overview of a typical OpenSSO Enterprise environment, and the technical
requirements you need to consider as you plan your OpenSSO Enterprise deployment
architecture.

The following topics are contained in this chapter:

= “Setting Deployment Goals” on page 33
= “Examining a Single Sign-On Deployment Example” on page 39
= “Designing the Deployment Architecture” on page 48

Setting Deployment Goals

You should consider several key factors when planning OpenSSO Enterprise deployment.
These considerations generally deal with risk assessment and a growth strategy. For example:

= How many users is your deployment expected to support, and what is your projected
growth rate?

It is critical that user growth and system usage are monitored and that this data is compared
with the projected data to ensure that the current capacity is capable of handling the
projected growth.

= Do you have plans to add additional services that might impact the current design?

The architecture you have in place now may be optimized for your company's current
needs. Examine your future needs as well.

The following sections describe some basic functionality you should also consider when
planning your OpenSSO Enterprise deployment.

33



Setting Deployment Goals

34

Security

Consider the following options when you are planning for a secure internal and external
OpenSSO Enterprise environment:

= Server-based firewalls provide an additional layer of security by locking down port-level
access to the servers. As with standard firewalls, server-based firewalls lock down incoming
and outgoing TCP/IP traffic.

= Minimization refers to removing all unnecessary software and services from the server in
order to minimize the opportunity for exploitation of the vulnerabilities of a system.

= A Split-DNS infrastructure has two zones that are created in one domain. One zone is used
by an organization’s internal network clients, and the other is used by external network
clients. This approach is recommended to ensure a higher level of security. The DNS servers
can also use load balancers to improved performance.

High Availability

High availability refers to a system or component in the OpenSSO Enterprise environment that
is continuously operational for a specified length of time. It is generally accomplished with
multiple host servers that appear to the user as a single highly available system. Successful
deployments strive for no single point of failure as well as for continuos availability to its users.
Different products achieve availability in different ways. For example, clustering is the use of
multiple computers to form a single, highly available system. Clustering is often crucial for the
Sun Directory Server data store. A clustered multi-master replication (MMR) server pair can
increase the availability of each master instance by ensuring availability.

In an OpenSSO Enterprise deployment that meets the minimal requirements, the single points
of failure might include:

= Access manager web container
= Directory Server

= Java™ Virtual Machine (JVM)
= Directory Server hard disk

= Access Manager hard disk

= Policy agents

Planning for high availability centers around backup and failover processing as well as data
storage and access. OpenSSO Enterprise provides session failover and SAML assertion failover
functionality. For storage, a redundant array of independent disks (RAID) is one approach. For
any system to be highly available, the parts of the system should be well-designed and
thoroughly tested before they are used. A new application program that has not been
thoroughly tested is likely to become a frequent point-of-breakdown in a production system.
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Scalability

Horizontal scaling is achieved in the OpenSSO Enterprise environment by connecting multiple
host servers so they work as one unit. A load-balanced service is considered horizontally scaled
because it increases the speed and availability of the service. Vertical scaling, on the other hand,
is increasing the capacity of existing hardware by adding resources within a single host server.
The types of resources that can be scaled include CPUs, memory, and storage. Horizontal
scaling and vertical scaling are not mutually exclusive; they can work together for a deployment
solution. Typically, servers in an environment are not installed at full capacity, so vertical
scaling is used to improve performance. When a server approaches full capacity, horizontal
scaling can be used to distribute the load among other servers.

Dedicated Data Stores

OpenSSO Enterprise requires two data stores. During installation, you must specify the location
of each data store. For detailed information, see Chapter 4, “Configuring OpenSSO Enterprise
Using the GUI Configurator,” in Sun OpenSSO Enterprise 8.0 Installation and Configuration
Guide

Configuration Data Store

The configuration data store contains information about how users are authenticated, which
resources users can access, and what information is available to applications after users are
given access to resources. You can use the OpenSSO Enterprise configuration store that is
automatically embedded in each OpenSSO Enterprise. Or you can use the Sun Directory Server
configuration data store.

User Data Store

During OpenSSO Enterprise installation, you must specify which user data store you want to
use.

OpenSSO Enterprise User Data Store Use this option when you want to store user data in
the OpenSSO Enterprise user data store.

Other User Data Store Use this option when you want to store user datain a
data store such as Sun Java System Directory Server.

OpenSSO Enterprise uses an identity repository to store user data such as users and groups.
You can use Sun Directory Server or a supported LDAPv3 compliant directory server as the
identity repository. Use the tables in this section to help you determine which user data store
meets your needs.

In the following table, a Policy Subject refers to the “who” part of the policy definition. The
Policy Subject specifies the members or entities to which the policy applies. Policy Condition

Chapter2 - Building the Deployment Architecture 35


http://docs.sun.com/doc/820-3320/gfsgz?a=view
http://docs.sun.com/doc/820-3320/gfsgz?a=view
http://docs.sun.com/doc/820-3320/gfsgz?a=view

Setting Deployment Goals

36

refers to the additional restrictions with which the policy applies. Examples are a specified
window of time in a day, a specified IP address, or a specified authentication method.

TABLE2-1 Supported Features for Various Directory Servers

OpenSSO Enterprise Sun Directory Server Microsoft Active

Feature LDAPv3 Directory LDAPv3 IBMTivoli Directory Generic LDAPv3

User Data Storage ~ Yes Yes Yes No

Configuration Data  Yes No No No

Storage

AMSDK (legacy) Yes No No No

LDAP Yes Yes Yes Yes

Authentication

Membership Yes No No No

Authentication

AD Authentication Not Applicable Yes, with Not Applicable Not Applicable

limitations

Policy Subjectsand ~ Yes Yes Yes Yes

Policy LDAP Filter

Condition

Password Reset Yes (with Access No No No
Manager SDK only)

Account Lockout Yes No No No

Cert Authentication Yes Yes Yes Yes

MSISDN Yes Yes Yes Yes

Authentication

Data Store Yes Yes Yes Yes

Authentication

(through LDAPv3

user store

configuration)

User creation with ~ Yes No Yes Yes

Password and
Password
Management

The following table summarizes the user management operations supported through the

IDRepo interface for various user data stores. An interface has been implemented specifically
for Sun Directory Server and Microsoft Active Directory. The default implementation of this
interface can be used and supported for any LDAPv3 user repository.
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TABLE2-2 Data Stores and Supported Operations

Sun Directory Microsoft Active
Feature Server LDAPv3 Directory LDAPv3 IBMTivoli Directory ~ Generic LDAPv3 AMSDK (Legacy)
Create User Yes Yes* Yes No Yes
Modify User Yes Yes* Yes No Yes
Delete User Yes Yes* Yes No Yes
Create Role Yes No No No Yes
Modify Role Yes No No No Yes
Delete Role Yes No No No Yes
Assign Role Yes No No No Yes
Evaluate Role Yes No No No Yes
for Membership
Create Group Yes Yes* Yes** No Yes
Modify Group ~ Yes Yes* Yes** No Yes
Delete Group Yes Yes* Yes** No Yes
Evaluate Group  Yes Yes* Yes** No Yes
for Membership
Create Agent Yes No No No No
Delete Agent Yes No No No No
Modify Agent  Yes No No No No
Federation Yes Yes Yes No Yes
Attributes

*Some limitations exist, or additional configuration is required.

** See limitations in the next section “Additional Information About Using IBM Tivoli
Directory Server”

Additional Information About Using IBM Tivoli Directory Server Configured as
the IDRepo Data Store

IBM Tivoli Directory Server's groups can be Static, Dynamic, and Nested. However, the
OpenSSO Enterprise IDRepo framework (IDRepo DataStore) supports only the Static group. A
Static group defines each member individually using either of the the following:

= Structural ObjectClass: groupofNames, groupOfUniqueNames, accessGroup, or accessRole

= Auxilary ObjectClass: ibm-staticgroup or ibm-globalAdminGroup
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A Static group using the Structural ObjectClass groupOfNames and groupOfUniqueNames
requires at least one member for ObjectClass groupOfNames or one uniquemember for
groupOfUniqueNames. The Static group using the ObjectClass ibm-staticgroup does not have
this requirement. The ObjectClass ibm-staticgroup is the only ObjectClass for which
members are optional; all other object classes require at least one member.

OpenSSO Enterprise supports only one ObjectClass for groups. If you choose a type of group
with an ObjectClass that requires at leas one member, then a user value must be present. This
user will automatically be added to the group when a group is created. You can remove this user
from the group afterward if you don't want this user to be a member of the group.

The value for the filter for searching of groups must the value specified by the chosen LDAP
Group ObjectClass.

Most IBM Tivoli groups require at least one member when the group is created. When a group
is created using the OpenSSO Enterprise console, no users are assigned to the group by default.
Since IBM Tivoli has this restriction, when a group is created, the default user or member
cn=auserl,dc=opensso,dc=java,dc=net is always automatically created and added to the

group.

Additional Information for Determining Which User Data Store to Use

= Account Lockoutlocks a user account based on the policies defined in the Directory Server.

For example, the user account can be locked when a specified number of login failures
occurs.

= The key difference between using a policy LDAP subject and the IDRepo interface subject is
that policy LDAP subjects don't provide caching and notification updates. The AMIdentity
Subject does provide caching an notification updates.

The policy LDAP subjects provide LDAP Organization, Role (if Sun Directory Server),
Group, and User subjects to evaluate membership of a user and determine if the user
belongs to one of these subjects. The same result can be obtained using the Identity
Repository (IDRepo) interface subject named AMIdentity Subject. This interface subject
was introduced when the product was named Access Manager 7.0. You can develop a policy
subject for a JDBC user store. Authentication also supports the JDBC repository through the
JDBC authentication module.

= The IDRepo interface provides basic user management features for user, group, role, and
Access Manager policy agent entities.

This interface enables OpenSSO Enterprise to support any user repository through the
development of new plug-ins. Although limited to Sun Directory Server, Microsoft Active
Directory, and IBM Tivoli Directory today, the IDRepo interface could potentially be
expanded to include any LDAPv3 directory server such as OpenLDAP or Novel Directory
for JDBC, flat files, and so forth.
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= Prior to Access Manager 7.0, user management was supported using Access Manager object
classes and attributes in addition to using specific features from Sun Directory Server. This
support still exists through the legacy AMSDK interface. But this support is deprecated and
will be removed future releases.

Notification Support for the User Data Store

The data change in the directory server must be propagated to OpenSSO Enterprise in a timely
manner to ensure that OpenSSO Enterprise represents the correct data. The data in OpenSSO
Enterprise is updated two ways. One way is by receiving notifications from the directory
servers, and the other way is by polling the directory servers. For notification, directory servers
typically provide persistent search notifications which OpenSSO Enterprise subscribes to. For
polling, OpenSSO Enterprise provides configurable parameters to specify the intervals.
OpenSSO Enterprise supports persistent search notifications with Sun Directory Server,
Microsoft Active Directory, and IBM Tivoli Directory.

Examining a Single Sign-On Deployment Example

The most basic OpenSSO Enterprise deployment is designed to achieve single sign-on in a
secure, highly-available, and scalable environment that includes dedicated configuration and
user data stores. Keep these goals in mind as you build your deployment architecture.

Use the following deployment example to get a sense of how you can map your enterprise
requirements to a deployment architecture.

Identifying the Major Components

The following figure illustrates the most basic deployment architecture for OpenSSO Enterprise
in single sign-on environment. A list of the components that comprise the architecture follows.
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FIGURE2-1 Single Sign-On Deployment Architecture Example

Sun OpenSSO Enterprise
Two instances of OpenSSO Enterprise provide the core functionality. Each instance is
configured with its own embedded configuration data store. Configuration data includes
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information about services, administrative users, realms, policies, and more. User data is
accessed through a single load balancer deployed in front of two instances of Sun Java
System Directory Server.

Distributed Authentication User Interface
The Distributed Authentication User Interface is a component of OpenSSO Enterprise that
provides a thin presentation layer for user authentication. During user authentication, the
Distributed Authentication User Interface interacts with OpenSSO Enterprise to retrieve
credentials from the user data store, thus protecting the OpenSSO Enterprise servers from
direct user access. The Distributed Authentication User Interface does not directly interact
with the user data store.

Sun Java System Directory Server
Two instances of Directory Server provide storage for the OpenSSO Enterprise user data.
Both instances of Directory Server are masters that engage in multi-master replication.
Multi-master replication allows data to be synchronized in real time between two directories,
providing high availability to the OpenSSO Enterprise layer.

Sun OpenSSO Enterprise Policy Agents 3.0
Policy agents are used to restrict access to hosted content or applications. The policy agents
intercept HTTP requests from external users and redirect the request to OpenSSO
Enterprise for authentication. Web policy agents protect any resources under the doc root of
the web container. J2EE policy agents protect a variety of hosted J2EE applications; in this
deployment, agentsample is used. The agents communicate with the OpenSSO Enterprise
instances through one of two configured load balancers.

Protected Resource Host Machines
The protected resources host machines contain the content for which access is restricted.
Towards this end, web servers, application servers and policy agents will be installed. Two
load balancers are configured in front of the host machines to balance traffic passing through
the policy agents.

Sun Java System Message Queue
OpenSSO Enterprise uses two instances of Message Queue to form a cluster for distributing
client connections and delivering messages. The Berkeley Database by Sleepycat Software,
Inc. is the session store database. When an instance of OpenSSO Enterprise goes down and
session failover is enabled, the user's session token can be retrieved from one of the Message
Queues by the available instance of OpenSSO Enterprise. This ensures that the user remains
continuously authenticated, allowing access to the protected resources without having to
reauthenticate.

Load Balancers
The load balancer hardware and software used for this deployment is BIG-IP® manufactured
by F5 Networks. They are configured for simple persistence and deployed as follows:

Distributed Authentication User Interface Load Balancer. This external-facing load
balancer exposes the remote, web-based Distributed Authentication User Interface for user
authentication and self-registration.
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OpenSSO Enterprise Load Balancer. This internal-facing load balancer exposes the
web-based OpenSSO Enterprise console to internal administrators. Alternatively, internal
administrators can bypass this load balancer and log in directly.

J2EE Policy Agents Load Balancer. The load balancer in front of the J2EE policy agents
installed on the Protected Resource machines provides round-robin load balancing and a
single virtual server by balancing traffic passing through the agents.

Web Policy Agents Load Balancer. The load balancer in front of the web policy agents
installed on the Protected Resource machines provides round-robin load balancing and a
single virtual server by balancing traffic passing through the agents.

Directory Server Load Balancer. The load balancer in front of the Directory Server
instances provide round-robin load balancing and a single virtual Directory Server host
name for the instances of OpenSSO Enterprise. It detects individual Directory Server failures
and recoveries, taking failed servers off the load balancer list.

For detailed instructions on how to deploy these components, see Deployment Example: Single
Sign-On, Load Balancing and Failover Using Sun OpenSSO Enterprise 8.0.

Designing the Single Sign-On Deployment
Architecture

Once you've identified the major components you need in your environment, you can build
your deployment architecture to map to your enterprise needs. In this deployment example, the
deployment architecture is designed to meet the goals of the most basic OpenSSO Enterprise
single sign-on environment:

= All components (including installations of OpenSSO Enterprise and Directory Server, the
Distributed Authentication User Interface, and policy agents) are redundant to achieve high
availability.

= All components use load-balancing for session failover and high performance.

= Each instance of OpenSSO Enterprise is installed with an embedded configuration data
store.

= Each instance of Directory Server contains am-users to serve as the user data store.

= The environment is configured for system failover capability, ensuring that when one
instance of OpenSSO Enterprise goes down, requests are redirected to the second instance.

= The environment is configured for session failover capability. Session failover ensures that
when the instance of OpenSSO Enterprise where the user's session was created goes down,
the user's session token can still be retrieved from a backend session database. Thus, the user
is continuously authenticated, and does not have to log into the system again unless the
session is invalidated as a result of logout or session expiration.
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= Communications to the OpenSSO Enterprise load balancer, to the Distributed
Authentication User Interface load balancer, and to the Directory Server load balancer are
in Secure Sockets Layer (SSL).

= Policy agents are configured with a unique agent profile to authenticate to OpenSSO
Enterprise.

= The Distributed Authentication User Interface uses a custom user profile to authenticate to
OpenSSO Enterprise instead of the default amadmin or UrlAccessAgent.

Examining a SAMLv2 Identity Federation Deployment

Example

In a deployment configured for communication using SAMLv2, a Service Provider and an
Identity Provider must be created within a circle of trust. The circle of trust enables business
providers to easily conduct cross-network transactions for an individual while protecting the
individual's identity.

Use the following deployment example to get a sense of how you can map your enterprise
requirements to a SAMLv2 Identity Federation deployment architecture.

Identifying the Major Components

= “Identity Provider Deployment” on page 43
= “Service Provider Deployment” on page 45

Identity Provider Deployment

An identity provider specializes in providing authentication services. As the administrating
service for authentication, an identity provider maintains and manages identity information. It
establishes trust with a service provider in order to exchange user credentials, enabling single
sign-on between the providers. Authentication by an identity provider is honored by all service
providers with whom the identity provider is partnered. The following image illustrates the
identity provider architecture in this deployment.

Chapter2 - Building the Deployment Architecture 43



Examining a SAMLv2 Identity Federation Deployment Example

Identity Provider
Application

]
(]
Secure Attribute Exchange W

Load Balancer 2

v v
OpenSSO OpenSSO
Enterprise 1 Enterprise 2

ErDe Replication of Configuration Data e

Configuration
Data Store 2

(Load Balancer 1)
Directory
Server 2

Directory
Server 1

Multi-Master Replication
of User Data

Configuration
Data Store 1

FIGURE2-2 Identity Provider Deployment Architecture

The identity provider domain in this deployment is idp-example.com. The identity provider
application represents a legacy system which relies on OpenSSO Enterprise to act as a secure
gateway through which identity information can be transferred to another applicationin a
different domain. This functionality is provided by the Secure Attribute Exchange feature of
OpenSSO Enterprise which uses SAMLv2 without having to deal with federation protocol and
processing.

The following list of components will be installed and configured in the Identity Provider
environment.

Sun OpenSSO Enterprise
Two instances of OpenSSO Enterprise provide the core functionality. Each instance is
created with a configuration data store. Configuration data includes information about
services, administrative users, realms, policies, and more. Two instances of Sun Java System
Application Server are installed on the OpenSSO Enterprise host machines into which the
OpenSSO Enterprise WAR is then deployed.

User data is accessed through a single load balancer deployed in front of two instances of Sun
Java System Directory Server.
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Sun Java System Directory Server
Two instances of Directory Server provide storage for user entries that will be created for
testing this deployment. Both instances of Directory Server are masters that engage in
multi-master replication, providing high availability to the OpenSSO Enterprise layer.

Load Balancers
The load balancer hardware and software used for this deployment is BIG-IP® manufactured
by F5 Networks. They are configured for simple persistence and deployed as follows:

= OpenSSO Enterprise Load Balancer.

This load balancer exposes the web-based OpenSSO Enterprise console to internal
administrators. Alternatively, internal administrators can bypass this load balancer and
log in directly.

= Directory Server Load Balancer.

The load balancer in front of the Directory Server instances provide round-robin load
balancing and a single virtual Directory Server host name. It detects individual Directory
Server failures and recoveries, taking failed servers off the load balancer list.

Service Provider Deployment

A service provider offers web-based services to an identity. This broad category can include
portals, retailers, transportation providers, financial institutions, entertainment companies,
libraries, universities, governmental agencies, and other organizations that consume identity
information for purposes of access. The following figure illustrates the Service Provider
architecture in this deployment.
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FIGURE2-3 Service Provider Deployment Architecture

The service provider domain in this deployment is sp-example . com. The service provider
application represents a legacy system which relies on OpenSSO Enterprise to act as a secure
gateway through which identity information can be received from the identity provider. This
functionality is provided by the Secure Attribute Exchange feature of OpenSSO Enterprise
which uses SAMLv2 without having to deal with federation protocol and processing.

The following list of components will be installed and configured using the procedures
documented in Deployment Example: SAML v2 Using Sun OpenSSO Enterprise 8.0.

Sun OpenSSO Enterprise
Two instances of OpenSSO Enterprise provide the core functionality. Each instance is
created with a configuration data store. Configuration data includes information about
services, administrative users, realms, policies, and more.
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Sun Java System Directory Server
Two instances of Directory Server provide storage for user entries that will be created for
testing this deployment. User data is accessed through a single load balancer deployed in
front of two instances of Sun Java System Directory Server. Both instances of Directory
Server are masters that engage in multi-master replication, providing high availability to the
OpenSSO Enterprise layer.

Sun Java System Application Server
Two instances of Sun Java System Application Server are installed on the OpenSSO
Enterprise host machines into which the OpenSSO Enterprise WAR is then deployed.

Load Balancers
The load balancer hardware and software used for this deployment is BIG-IP® manufactured
by F5 Networks. They are deployed as follows:

= OpenSSO Enterprise Load Balancer

This load balancer exposes the web-based OpenSSO Enterprise console to internal
administrators. Alternatively, internal administrators can bypass this load balancer and
log in directly.

= Directory Server Load Balancer

The load balancer in front of the Directory Server instances provides round-robin load
balancing and a single virtual Directory Server host name. It detects individual Directory
Server failures and recoveries, taking failed servers off the load balancer list.

Sun OpenSSO Enterprise Policy Agents
Policy agents are used to restrict access to hosted content or applications. The policy agents
intercept HTTP requests from external users and redirect the request to OpenSSO
Enterprise for authentication. Web policy agents protect any resources under the doc root of
the web container. J2EE policy agents protect a variety of hosted J2EE applications; in this
deployment, agentsample is used. The agents communicate with the OpenSSO Enterprise
instances through the configured load balancer.

Protected Resource Host Machine
The protected resource host machine contains the content for which access is restricted.
BEA WebLogic Server and a J2EE policy agent is installed. Sun Java System Web Server a
web policy agent is also installed. Additionally, a sample JSP is installed to act as the legacy
application for purposes of demonstrating the Secure Attribute Exchange feature.

For step-by-step instructions for deploying these components as illustrated in this chapter, see
Deployment Example: SAML v2 Using Sun OpenSSO Enterprise 8.0.
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Designing the Deployment Architecture

Designing the SAMLv2 Identity Federation
Architecture

Once you've identified the major components you need in the Service Provider and Identity
Provider environments, you can build your deployment architecture to map to your enterprise
needs. In this deployment example, the deployment architecture is designed to achieve the most
basic OpenSSO Enterprise circle of trust. The architecture is designed to meet the following
enterprise requirements:

= Allinstances of OpenSSO Enterprise are deployed behind a load balancer for
high-availability.

= Instances of OpenSSO Enterprise acting as an identity provider are configured to work with
instances of Sun Directory Server configured as the user data store.

= XML Signing is enabled for all SAMLv2 protocols.

= The SAMLv2 URL end points are exposed through load balancers with SSL termination and
regeneration configuration.

= A web policy agent and a J2EE policy agent are deployed in front of the service provider
instances of OpenSSO Enterprise; the policy agents work in single sign-on mode only.

Designing the Deployment Architecture

Once you've designed your basic deployment architecture, then you can determine which
additional OpenSSO Enterprise features you want to deploy. The chapters in Part IT of this
manual are designed to help you determine which OpenSSO Enterprise features are suitable for
your enterprise. Each chapter in Part I contains the following:

Brief overview of an OpenSSO Enterprise feature

Diagram depicting the feature's role in a deployment example
Diagram illustrating how the feature works

High-level configuration requirements

Dependencies, constraints, benefits and tradeofts you should consider
= Typical business use cases

Once you've developed a deployment architecture that includes the OpenSSO Enterprise
features you need, you can proceed to develop your detailed implementation plan.
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Building the Implementation Plan

A deployment architecture identifies the software components needed to implement a secure,
scalable, high-availability enterprise. The main purpose of a deployment architecture is to
illustrate the interrelationships among the major components in the network environment.
This Deployment Planning Guide provides information to help you evaluate OpenSSO
Enterprise solutions, and to build a deployment architecture.

An implementation plan describes both hardware and software components needed to meet
specific quality of service requirements. For example, in your network needs assessment, you
may have identified quality of service requirements based on a number of factors such as:

Number and types of users in your enterprise
Levels of access accorded to various user types
Geographic locations of your users

Usage levels and usage trends

Building an implementation plan to address such issues is beyond the scope of this Deployment
Planning Guide. To build your detailed implementation plan, you need additional system sizing
information and specific low-level implementation guidance. Contact your Sun Sales
engineering representative for more information.

Contacting Sun

= Sun Sales Offices
Contact a Sun sales office in your area.
http://www.sun.com/contact/office locations.jsp
= Sun Services and Solutions
Find out about consulting, IT services, and Sun's complete technology solutions.
http://www.sun.com/contact/services solutions.jsp

= Sun Support Services

49


http://www.sun.com/contact/office_locations.jsp
http://www.sun.com/contact/services_solutions.jsp

Contacting Sun

Get quick answers to your system support, management and service contract questions.

http://www.sun.com/contact/support.jsp
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PART 11

Determining Which Features to Deploy

The chapters in Part IT of this manual are designed to help you determine which OpenSSO
Enterprise features are suitable for your enterprise. Each chapter contains a brief overview
of an OpenSSO Enterprise feature, a deployment architecture diagram, a process flow
diagram, and high-level configuration requirements. Each chapter also describes
dependencies, constraints, benefits, tradeofls, and typical business use cases to further help
you plan various solutions to meet your business needs.

Part II of this book contains the following chapters.

Chapter 4, “Using a Policy Agent and the Client SDK to Integrate Applications with
OpenSSO Enterprise”

Chapter 5, “Using the OpenSSO Enterprise Fedlet to Enable Identity Federation”
Chapter 6, “Implementing a Virtual Federation Proxy (Secure Attributes Exchange) ”
Chapter 7, “Implementing a SAMLv2 Identity Provider Proxy”

Chapter 8, “Using a Multi-Federation Protocol Hub”

Chapter 9, “Enabling Web Services Federation Between Active Directory Federation
Service and OpenSSO Enterprise”

Chapter 10, “Securing Web Services Using ID-WSF (Liberty Alliance Specifications)”
Chapter 11, “Securing Web Services Using Security Token Service (WS-*
Specifications)”

Chapter 12, “Enabling Single Sign-On Between Sun Identity Manager and OpenSSO
Enterprise”

Chapter 13, “Enabling Single Sign-On Using CA SiteMinder and OpenSSO Enterprise’

>
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= Chapter 14, “Enabling Single Sign-On Using Oracle Access Manager and OpenSSO
Enterprise”
= Chapter 15, “Using the Embedded Configuration Data Store for OpenSSO Enterprise”
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Using a Policy Agent and the Client SDK to
Integrate Applications with OpenSSO
Enterprise

This chapter provides a quick overview of the various ways in which new and existing
applications can be integrated with an existing FAM deployment for Authentication,
Authorization, Auditing and Single Sign-On (AAA) services, Federation, Web Services, Web
Services Security and Identity Services.

The following topics are contained in this chapter:

“About the OpenSSO Enterprise Client SDK” on page 53

“About the Centralized Policy Agent Configuration” on page 54
“Analyzing the Deployment” on page 55

“Considering Assumptions, Dependencies, and Constraints” on page 57
“Understanding Typical Business Use Cases” on page 58

“Setting Up and Configuring the Integrated Environment” on page 61
“Evaluating Benefits and Tradeoffs” on page 63

“Finding More Information” on page 65

About the OpenSSO Enterprise Client SDK

The OpenSSO Enterprise Client SDK is the core software component that enables you to
integrate OpenSSO Enterprise with other applications. The Client SDK is supplied by OpenSSO
Enterprise and provides APIs you can use to access each service hosted by the OpenSSO
Enterprise server. The following are common ways of using the Client SDK :

1. Embedded directly in the business logic of a standalone application.

2. Embedded directly in a container-hosted application such as a .Net or a J2EE application
server.

3. Embedded in the container either directly or using a container-provided security plug-in
mechanism.

4. Embedded in a proxy server installed in front of the protected application.
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About the Centralized Policy Agent Configuration

OpenSSO Enterprise Policy Agents are prepackaged client software that implement options 3
and 4 above.

About the Centralized Policy Agent Configuration

54

The Centralized Policy Agent Configuration is new in OpenSSO Enterprise 8.0. This feature
provides a policy agent interface for managing multiple policy agent configurations from a
single, centralized place. The policy agent configurations are stored in the OpenSSO Enterprise
data store. A policy agent administrator can use either the OpenSSO Enterprise command-line
interface (CLI), or the administration console to manage stored data.

Most policy agent configuration changes are conveyed to the participating policy agents
without requiring the policy agents to be restarted. The policy agents respond to the changes
based on the nature of the updated properties.

In the Centralized Policy Agent Configuration, policy agent configurations are separated into
two sets. One set contains a few policy agent properties that are absolutely required for the
policy agent start and to initialize itself properly. A file that contains these properties remains at
the local host on which the policy agent is installed. This properties file acts as bootstrapping file
for the policy agent.

The other set of policy agent configurations contains all remaining agent configuration
properties. These configuration properties are stored either at the local policy agent host, or ata
centralized data store managed by the OpenSSO Enterprisebased on the agent configuration
repository type.

You can configure OpenSSO Enterprise to store policy agent configurations in a local
repository or in a remote repository. A local policy agent configuration repository is a property
file that contains all the policy agent configuration data. This option is supported for backward
compatibility with legacy deployments. A remote policy agent configuration repository is the
newer, more efficient option. When the policy agent configuration is stored in a remote,
centralized data store managed by the OpenSSO Enterprise server, during server startup, the
policy agent reads the bootstrapping file first to initialize itself. Then the policy agent makes an
attribute service request to the OpenSSO Enterprise server to retrieve the policy agent
configuration. The policy agent configuration returned by the OpenSSO Enterprise server
contains a property that determines the location of the policy agent configuration.

If the property value is centralized, the policy agent uses the configuration just returned. If the
property value is local, then the policy agent retrieves the remaining configuration properties
from the local policy agent configuration repository and performs its functions accordingly.

The policy agent configuration must be totally stored in either a remote repository or a local
repository. Mixed configurations are not supported.
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Analyzing the Deployment

The following figure illustrates the deployment architecture for standards-based federated
single sign-on using federated web services among independent, trusted partners. The
OpenSSO Enterprise Client SDK pictured here includes advanced APIs to enable applications
to directly invoke federation features. These APIs are available in the OpenSSO Enterprise
Fedlet, a streamlined federation tool. For more information on the OpenSSO Enterprise Fedlet,
see Chapter 5, “Using the OpenSSO Enterprise Fedlet to Enable Identity Federation.”

IDENTITY PROVIDER SERVICE PROVIDER

OpenSS0 Enterprise

Client SDK and Policy Agent OpenS50 Enterprise

Client SDK and Policy Agent

OpenS50

Client SDK Client SDK

OpenSSO Enterprise OpenSSO Enterprise

OpenSS0 * Authentication * Authentication
Client SDK * Palicy * Policy

* Single Sign-On * Single Sign-On

* Auditing * Auditing

* Identity Repository * Identity Repository
Container * Federation * Federation

*Web Services Security * Web Services Security il

OpenSSO * SecureToken Service * SecureToken Service OpenSSO
Client SDK Client SDK

OpenSS0
Client SDK

FIGURE4-1 Deployment Architecture for the Client SDK in Federated Single Sign-On

The following figures illustrate the process flow among the OpenSSO Enterprise server, the
OpenSSO Enterprise policy agent, and the Centralized Policy Agent Configuration
components.
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Policy Agent

Policy Agent
Bootstrap Data

Policy Agent
Local

Configuration Data
I

OpenSSO
Enterprise
Server

Centralized
Policy Agent
Configuration Data

»

1. The Policy Agent reads its bootstrapping information from the OpenSSOAgent.properties file.

o |

Ll |

* The Policy Agent uses the OpenSS0 Enterprise REST altribute service to retrieve its
configuration repository location. The REST attribute requires the requester's SSO token.

* The authentication service calls the Identity Repository service to retrieve the Policy Agent
authentication information.

* The ldentity Repository service calls the service management service (SM3).

2. The Policy Agent authenticates to the OpenSSO Enterprise authentication service to get an SSO token.

o

1
3.The OpenéSO Enterprise SMS retrieves authentication informatiol
from the Centralized Policy Agent Conﬁgluralion Data.

T

. The OpenSSO Enterprise authentication service completes the Policy Agent authentication and sends
n S50 token back to thd Policy Agent.

B e P S

FIGURE4-2 Process flow for Centralized Policy Agent Configuration
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!
5. Using the SSO token, the Palicy Agent calls the OpenSS0 Enterprise

* The attribute service calls the ldentity Repository service to retrieve the

agent configuration information.
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16. The OpenS50 Enterprise Identity
| Repository service retrieves the Policy
| Agent configuration information from
| the Open3S50 Enterprise canfiguration

| data store.

=

location.

7. The OpenSSO Enterprise attribute service sends the Policy Agent
configuration data back to the Policy agent.

* If the location is local or is not present, then go to the next step.

—_—————

_

The Policy Agent configuration contains the Policy Agent configuration repository

* If the location is centralized, then the Policy Agent uses the configuration data
returned from the OpenSS0O REST attribute service. The Policy Agent performs its
functions as usual.

!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
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: 8. The Policy Agent determines that its
| configuration is local, so it reads the rest of its
I'configuration from the Local Configuration

| repositary.

FIGURE4-3 Process flow for Centralized Policy Agent Configuration (continued)
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Considering Assumptions, Dependencies, and Constraints

You must use the OpenSSO Enterprise administration console or the OpenSSO Enterprise
command—Iline tools to create, delete, and manage the policy agent configurations.

Chapter4 - Using a Policy Agent and the Client SDK to Integrate Applications with OpenSSO Enterprise
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Understanding Typical Business Use Cases
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The following are typical use cases for using Policy Agents and the Client SDK to integrate
OpenSSO Enterprise with applications in an existing deployment:

“Using Non-Intrusive, Policy Agent-Based Approaches to Web Resources” on page 58
“Leveraging Fat Clients, Custom Web Applications, and Enterprise JavaBeans” on page 59
“Complementing Policy Agent Functionality” on page 59

“Enabling Identity Federation” on page 59

“Enabling Web Services Security” on page 60

“Enabling Identity Services” on page 60

“Co-Existing with Non-Sun Deployments” on page 60

Using Non-Intrusive, Policy Agent-Based Approaches
to Web Resources

The following are examples of capabilities that can be leveraged by using the Policy Agents to
integrate OpenSSO Enterprise with other applications:

Pure J2EE applications

Pure J2EE applications are deployed as WARs installed on J2EE compliant application
servers. The resources to be protected include servlets, JavaServer Pages and Enterprise
JavaBeans.

Apache or Sun Web Server-based web applications

These applications can be HTML pages, multimedia content, and CGIs such as PHP, Perl,
JSP, and servlets hosted on the web server.

.Net /IIS server-based web applications

These include .Net/ASP or ASPX applications such as Visual Basic and C#, HTML pages
and content accessible via the HTTP protocol.

Enterprise applications

These include SAP, Siebel, Domino, PeopleSoft, and Portal middleware.

Proxied applications

This use case can include all web applications deployed with a reverse proxy server in front
of it. No policy agents or added software are required be deployed on the application and its
container. A proxy is installed separately from the application, and the policy agent

installation also stays separate. Multiple applications can be proxied by the same proxy
server, enabling a single agent to protect them all.
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Leveraging Fat Clients, Custom Web Applications, and
Enterprise JavaBeans

The following are examples of capabilities that can be leveraged by using the Client SDK to
integrate OpenSSO Enterprise with other applications:
= Javaor C/C++

Applications can be enabled to directly invoke the Client SDK for authentication,
authorization, and auditing services.

= Password Replay

This use case is for legacy applications that require the user to submit credentials directly to
the application before access to services is allowed.

= Application-initiated Authentication

In this use case, the authentication authority is the application itself. Once the user is
authenticated, the remaining security services such as single sign-on, policy evaluation, and
identity federation are provided by OpenSSO Enterprise.

Complementing Policy Agent Functionality

In this use case, an OpenSSO Enterprise policy agent is deployed and the Client SDK is
embedded in the application or its container. The following are ways in which this
configuration helps to complement policy agent functionality:

= Custom service-based access control is automatically in place.

= Policy agents can handle only URL—based policy. The Client SDK can handle various
non-URL based policies.

= The Client SDK provides more finely-grained security control that is not possible with
policy agents alone.

Enabling Identity Federation

Companies integrate applications with OpenSSO Enterprise to implement identity federation
in various ways.

= OpenSSO Enterprise passes attributes from an Identity Provider application to a Service
Provider. In this use case, the Identity Provider passes user attribute value pairs to the
Service Provider so the Service Provider can provide services to the user based on those
attributes.
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= OpenSSO Enterprise receives Identity Provider-asserted attributes in a Service Provider
application. In this use case the Service Provider verifies the authenticity of the attributes
asserted by the Identity Provider. The Service Provider then updates its session with those
attributes.

= The OpenSSO Enterprise Fedlet quickly enables federation without having to install a
full-featured OpenSSO Enterprise sever at the Service Provider. In this use case, the Service
Provider can participate in Federation with an Identity Provider that does have the
full-featured OpenSSO Enterprise server installed on it.

Enabling Web Services Security

Companies integrate applications with OpenSSO Enterprise to take advantage of the following
OpenSSO Enterprise Web Services Security measures:

= Protecting a web services provider endpoint
= Protecting a web services client invocation

Enabling Identity Services

Applications integrated with OpenSSO Enterprise are able to consume simple OpenSSO
Enterprise services in both the SOAP/WSDL style and the REST style. OpenSSO Enterprise may
include one or more of the following:

Authentication
Authorization of an authenticated identity to access a resource
Retrieval of an authenticated identity's attributes

Logging

Co-Existing with Non-Sun Deployments

Companies typically integrate OpenSSO Enterprise with non-Sun identity services for two
purposes:

= To maintain backward compatibility with legacy applications in an existing environment

In this use case, legacy non-Sun applications for authentication, authorization, and auditing
have already been deployed and will continue to be used in the environment. OpenSSO
Enterprise is used primarily to execute federation among both legacy and future
applications. OpenSSO Enterprise may also be used for identity services when new
applications are added to the environment.

= To facilitate complete migration from the non-Sun identity services to OpenSSO Enterprise
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In this use case, legacy non-Sun applications for authentication, authorization. and auditing
have already been deployed. These applications must be maintained until OpenSSO
Enterprise can be deployed and tested. Once OpenSSO Enterprise is successfully deployed,
the legacy non-Sun identity services are phased out of the environment.

Setting Up and Configuring the Integrated Environment

Before you can integrate other applications with OpenSSO Enterprise, you must resolve the
following issues:

“Deployment Planning ” on page 61

“Required Hardware and Software” on page 61

“Downloading the Client SDK” on page 62

“Downloading the OpenSSO Enterprise Policy Agent 3.0” on page 62

Deployment Planning

The following steps form a very general and high-level guide to determine what approach is best
for you.

1. Determine if an OpenSSO Enterprise Policy Agent is available for the container or
application you want to use.

2. Determine if the proxy OpenSSO Enterprise Policy Agent is usable in front of the
application.

3. Determine if the application or container plug-ins that externalizes security (independent of
the application business logic) are available and pluggable. Consider using the Client SDK to
implement these plug-ins. This is how an OpenSSO Enterprise policy agent typically starts
out.

4. Determine if a signed and encrypted query, post, or XML API is applicable.

5. Determine if you need to embed the Client SDK in your application or container. The
obvious example is when “no” is the answer in the all of the four previous steps. You may
still need to use this approach if certain functionality is not supplied by an available policy
agent. An example is when you must use fine-grained, application-specific policies.

6. Consider using Server SPIs to customize the OpenSSO Enterprise server behavior to your
needs.

Required Hardware and Software

The following software components are required to integrate OpenSSO Enterprise with other
applications:

= Sun OpenSSO Enterprise 8.0
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= Sun OpenSSO Enterprise 8.0 Client SDK
= Sun OpenSSO Enterprise Policy Agent 3.0

Some programming effort using the OpenSSO Enterprise Client SDK is required to implement
the following business use cases:

“Leveraging Fat Clients, Custom Web Applications, and Enterprise JavaBeans” on page 59
“Complementing Policy Agent Functionality” on page 59

“Enabling Identity Federation” on page 59

“Enabling Web Services Security” on page 60

Installing and configuring an OpenSSO Enterprise Policy Agent is required to implement the
following business use cases:

= “Using Non-Intrusive, Policy Agent-Based Approaches to Web Resources” on page 58
= “Enabling Identity Services” on page 60
= “Co-Existing with Non-Sun Deployments” on page 60

In OpenSSO Enterprise Policy Agent 3.0 the Centralized Agent Configuration feature enables
centralized Policy Agent management. In earlier versions, the Policy Agent configuration is
local to the server being protected.

Downloading the Client SDK
Download the OpenSSO Enterprise Client SDK from the following URL:
https://opensso.dev.java.net/public/use/index.html

The OpenSSO Enterprise Client SDK is part of the opensso. zip distribution, and is present in
the samples/opensso-client.zip file within that distribution. See the README files inside
the opensso-client.zip file for instructions on installing the OpenSSO Enterprise SDK. The
OpenSSO Enterprise API Javadoc is available in the docs/opensso-public-javadocs. jar file.

Downloading the OpenSSO Enterprise Policy Agent
3.0

For download and installatio