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Preface

The Sun OpenSSO Enterprise Policy Agent software consists of J2EE (Java 2 Platform
Enterprise Edition) agents and web agents. This Sun OpenSSO Enterprise Policy Agent 3.0 User's
Guide for J2EE Agents provides an overview of how J2EE agents work in the Sun OpenSSO
Enterprise Policy Agent 3.0 release, while also providing a description of the features and
processes of Policy Agent that are the same for all J2EE agents and web agents. The J2EE agents
and web agents have many similarities, but the two types of agents also have some differences.
This guide starts with a summary of the similarities and differences. Then this guide follows
with information only applicable to J2EE agents. However, for information for specific J2EE
agents, such as installation information and agent-specific configuration, see the individual
J2EE agent guide for that agent.

Within the Policy Agent documentation set, each agent has its own guide. Therefore, each book
specific to a J2EE agent covers aspects that are unique to that particular J2EE agent.

Who Should Use This Book

This Sun OpenSSO Enterprise Policy Agent 3.0 User's Guide for J2EE Agents is intended for use
by IT professionals who manage access to their network. Administrators should understand the
following technologies:

Directory technologies

JavaServer Pages™ (JSP) technology
HyperText Transfer Protocol (HTTP)
HyperText Markup Language (HTML)
eXtensible Markup Language (XML)
J2EE technologies



Preface

Before You Read This Book

You should be familiar with documentation related to Policy Agent 3.0. Sun Microsystems
server documentation sets, some of which are mentioned in this preface, are available at
http://docs.sun.com:

OpenSSO Enterprise Documentation Set

Policy Agent 3.0 is being introduced with OpenSSO Enterprise 8.0, documents in the OpenSSO
Enterprise 8.0 documentation set are available at the following location:

Be aware that in the future, newer versions of OpenSSO Enterprise might also apply to Policy
Agent 3.0. In such cases, see the appropriate OpenSSO Enterprise documentation set.

= OpenSSO Enterprise 8.0 Installation Instructions
= OpenSSO Enterprise 8.0 Core Documentation

Updates to the Release Notes and links to modifications of the core documentation can be found
in the OpenSSO Enterprise documentation collection.

Policy Agent 3.0 Documentation Set

10

This Sun OpenSSO Enterprise Policy Agent 3.0 User's Guide for J2EE Agents is available in two
documentation sets: the OpenSSO Enterprise documentation set and in the Policy Agent 3.0
documentation set as described in this section. The other guides in the Policy Agent 3.0
documentation set are described in the following sections:

= “Individual Agent Guides” on page 10 (each agent has its own guide)
= “Release Notes” on page 11

Individual Agent Guides

The individual agents in the Policy Agent 3.0 software set are available on a different schedule
than OpenSSO Enterprise itself. Therefore, documentation for OpenSSO Enterprise and Policy
Agent are available in separate sets, except for the two user's guides, which are available in both
documentation sets.

The documentation for the individual agents is divided into two subsets: a web agent subset and
a J2EE agent subset.

Each web agent guide provides agent-specific information about a particular web agent, such as
installation and configuration information.

Each J2EE agent guide provides agent-specific information about a particular J2EE agent, such
as installation and configuration information.

Sun OpenSSO Enterprise Policy Agent 3.0 User's Guide for J2EE Agents « October 31,2008
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The individual agent guides are listed along with supported server information in the Policy
Agent 3.0 Release Notes.

Release Notes

The Policy Agent 3.0 Release Notes are released online after an agent or set of agents is released.
The release notes include a description of what is new in the current release, known problems
and limitations, installation notes, and how to report issues with the software or the
documentation.

Related Sun Microsystems Product Documentation

The information in the table that follows specifies the key document collections that might be
involved in anOpenSSO Enterprise deployment, which are available at the following location:

http://docs.sun.com/prod/entsys.05q4

TABLEP-1 Documentation Collections Related to

Title Location

Directory Server: http://docs.sun.com/coll/1316.1
Web Server: http://docs.sun.com/coll/1308.1
Application Server: http://docs.sun.com/coll/1310.1
Message Queue: http://docs.sun.com/coll/1307.1
Web Proxy Server: http://docs.sun.com/coll/1311.1

Accessing Sun Resources Online

For product downloads, professional services, patches and support, and additional developer
information, go to the following:

Download Center
http://wwws.sun.com/software/download

Sun Enterprise Services, Solaris Patches, and Support
http://sunsolve.sun.com/

Developer Information
http://developers.sun.com/prodtech/index.html


http://docs.sun.com/prod/entsys.05q4
http://docs.sun.com/coll/1316.1
http://docs.sun.com/coll/1308.1
http://docs.sun.com/coll/1310.1
http://docs.sun.com/coll/1307.1
http://docs.sun.com/coll/1311.1
http://wwws.sun.com/software/download
http://sunsolve.sun.com/
http://developers.sun.com/prodtech/index.html
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Contacting Sun Technical Support

If you have technical questions about this product that are not answered in the product
documentation, go to:

http://www.sun.com/service/contacting

Related Third-Party Web Site References

Sun is not responsible for the availability of third-party web sites mentioned in this document.
Sun does not endorse and is not responsible or liable for any content, advertising, products, or
other materials that are available on or through such sites or resources. Sun will not be
responsible or liable for any actual or alleged damage or loss caused or alleged to be caused by or
in connection with use of or reliance on any such content, goods, or services that are available
on or through such sites or resources.

Sun Welcomes Your Comments

Sun is interested in improving its documentation and welcomes your comments and
suggestions.

To share your comments, go to (http://docs.sun. com) and click Send Comments. In the
online form, provide the document title and part number. The part number is a seven-digit or
nine-digit number that can be found on the title page of the guide or at the top of the document.

For example, the title of this guide is Sun OpenSSO Enterprise Policy Agent 3.0 User's Guide for
J2EE Agents, and the part number is 820-4803.

Documentation, Support, and Training

Sun Function URL Description

Documentation  http://www.sun.com/documentation/ Download PDF and HTML
documents, and order printed
documents

Supportand http://www.sun.com/training/ Obtain technical support,

Training download patches, and learn

about Sun courses
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Typographic Conventions

The following table describes the typographic changes that are used in this book.

TABLEP-2 Typographic Conventions

Typeface or Symbol Meaning Example

AaBbCc123 The names of commands, files, and directories, | Edit your . login file.

and onscreen computer output
p P Use 1s -a to list all files.

machine name% you have mail.

AaBbCc123 What you type, contrasted with onscreen machine_name% su
computer output
Password:
aabbccl23 Placeholder: replace with a real name or value The command to remove a file is rm
filename.
AaBbCcl23 Book titles, new terms, and terms to be Read Chapter 6 in the User's Guide.
emphasized

Perform a patch analysis.
Do not save the file.

[Note that some emphasized items
appear bold online. ]

Shell Prompts in Command Examples

The following table shows the default system prompt and superuser prompt for the
C shell, Bourne shell, and Korn shell.

TABLEP-3  Shell Prompts

Shell Prompt

C shell prompt machine_names
C shell superuser prompt machine_name#
Bourne shell and Korn shell prompt $

Bourne shell and Korn shell superuser prompt #
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L K R 4 CHAPTER 1

Introduction to Policy Agent 3.0

This chapter introduces Policy Agent 3.0. The 8.0 release of OpenSSO Enterprise server and the
3.0 release of Policy Agent software were developed simultaneously and, therefore, are closely
integrated. In fact, the Policy Agent 3.0 software set is more closely connected to the server
(OpenSSO Enterprise) than ever before, making for a simplified administrative experience.

The sections that follow in this chapter highlight what is new in Policy Agent for the 3.0 release
while also discussing the topic of compatibility as related toPolicy Agent 3.0.

Overview of New Features in Policy Agent 3.0

Policy Agent 3.0 has the following new features and improvements:

= Centralized agent configuration

The centralized agent configuration feature moves most of the agent configuration
properties from the AMAgent .properties file to the OpenSSO Enterprise central data
repository. An agent administrator can then manage the multiple agent configurations from
a central server location, using either the OpenSSO Enterprise Administration Console or
the ssoadm command-line utility. The agent administrator no longer needs to edit an agent's
AMAgent.properties file.

The centralized agent configuration feature separates thePolicy Agent 3.0 configuration data
into two sets:

= The properties required for the agent to start up and initialize itself are stored in the
OpenSSOAgentBootstrap.properties file locally on the server where the agent is
installed. For example, the agent profile name and password used to access the OpenSSO
Enterprise server are stored in the bootstrap file.

= The rest of the agent properties are stored either centrally in the OpenSSO Enterprise
data repository (centralized configuration option) or locally in the
OpenSSOAgentConfiguration.properties file (local configuration option).

= Agent groups
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You can assign agents of the same type (J2EEAgent or WebAgent) from the Policy Agent 3.0
software set to an agent group. All agents in a group then selectively share a common set of
configuration properties. Thus, the agent configuration and management are simplified
because an administrator can manage all of the agents within a group as a single entity.

Although all agents in the same group can share the same properties, defining a few specific
properties (for example, the notification URL or agent URI properties) for individual agents
is probably necessary.

More hot-swappable agent configuration properties

Version 3.0 agents have more hot-swappable configuration properties. An administrator
can change a hot-swappable configuration property value for an agent without having to
restart the agent's deployment container for the new value to take effect. Properties in the
OpenSSOAgentBootstrap.propertiesfile are not hot-swappable.

One-level wildcard support in URL policy

While the regular wildcard support applies to multiple levels in a resource, the one-level
wildcard applies to only the level where it appears in a resource. For more information, see
Appendix A, “Wildcard Matching in Policy Agent 3.0 J2EE Agents”

Default J2EE agent installation option with minimal questions asked during the installation
Default or custom installation:

= Default (agentadmin --install): The agentadmin program displays a minimal
number of prompts and uses default values for the other options. Use the default install
option when the default option meets your deployment requirements.

= Custom (agentadmin - -custom-install): The agentadmin program displays a full set
of prompts, similar to those presented by the Policy Agent 2.2 installer. Use the custom
install option when you want to specify values other than the default options.

Option to create the agent profile for J2EE agents in the server during installation

The Policy Agent 3.0 installer supports an option to create the agent profile in the OpenSSO
Enterprise server during the agent installation so you don't have to create the profile
manually using the OpenSSO Enterprise Console or the ssoadm utility.

Option to lock the agent configuration properties

Changing configuration properties can have unexpected results. Furthermore,
hot-swappable properties take effect immediately. Therefore, configuration mistakes are
instantly implemented. In the Policy Agent 3.0 release you have a method for locking the
configuration to help prevent such accidental changes.

The Policy Agent 3.0 properties
Automated migration support

You can migrate a version 2.2 agent to a version 3.0 agent using the agentadmin program
with the - -migrate option.

Note: OpenSSO Enterprise does not support version 2.1 policy agents.
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Compatibility and Coexistence of Policy Agent 3.0 with
Previous Releases

This section consists of information about the compatibility and coexistence of the J2EE agents
in the Policy Agent 3.0 software set with previous releases of both Access Manager and Policy
Agent.

J2EE Agents in the Policy Agent 3.0 release are compatible with versions of Access Manager as
described in this section.

Compatibility of Policy Agent 3.0 with Access Manager
7.1 and Access Manager 7 2005Q4

Access Manager 7.1 and Access Manager 7 2005Q4 are compatible with Policy Agent 3.0.
However, because Access Manager does not support centralized agent configuration, an agent
in the 3.0 release deployed with Access Manager must store its configuration data locally in the
OpenSSOAgentConfiguration.properties files.

The com.sun.identity.agents.config.repository.location property property in the
OpenSSO Enterprise server Agent Service schema (AgentService.xml file) specifies where
the agent configuration data is stored:

= local: Configuration data is stored locally in the
OpenSSOAgentConfiguration.properties files on the server where the agent is deployed.

= centralized: Configuration data is stored in the OpenSSO Enterprise centralized data
repository.

For both configurations, the OpenSSOAgentBootstrap.properties file on the server where the
agent is deployed contains the information required for the agent to start and initialize itself.

Coexistence of Policy Agent 3.0 With Policy Agent 2.2

OpenSSO Enterprise supports both Policy Agent 3.0 and Policy Agent 2.2 in the same
deployment. However, agents in the 2.2 release must continue to store their configuration data
locally in the AMAgent . properties file. And because the configuration data of agents in the 2.2
release is local to the agent, OpenSSO Enterprise centralized agent configuration is not
supported. To configure an agent in the Policy Agent 2.2 release, you must continue to edit the
AMAgent.properties file.

For more information about Policy Agent 2.2, see the documentation collection:
http://docs.sun.com/coll/1322.1
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L K R 4 CHAPTER 2

Role of Policy Agent 3.0 Software

OpenSSO EnterprisePolicy Agent 3.0 software consists of web agents and J2EE agents. This
chapter explains the similarities and differences of these two types of agents. Then the chapter
describes J2EE agents in more detail.

An Overview of Policy Agent 3.0

Access control in Sun OpenSSO Enterprise is enforced using agents. Agents protect content on
designated deployment containers, such as web servers and application servers, from
unauthorized intrusions. Agents are separate from OpenSSO Enterprise.

Note - The most current agents in the Policy Agent software set can be downloaded from the
Identity Management page of the Sun Microsystems Download Center:
http://www.sun.com/software/download

Web agents and J2EE agents differ in a few ways. One significant way the two agent types differ
is in the resources that the two agent types protect. Web agents protect resources on web and
proxy servers while J2EE agents protect resources on application and portal servers. However,
the most basic tasks that the two agent types perform in order to protect resources are similar.

This chapter does the following:
Explains what agents do.
Describes briefly what a web agent is.

Describes briefly what a J2EE agent is.

Explains how these two types of agents are similar to each other and yet different.


http://www.sun.com/software/download
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All agents do the following:
= Enable cross-domain single sign-on (CDSSO).

®»  Determine whether a user is authenticated.
m  Determine whether a resource is protected.

= For an authenticated user attempting to access a protected resource, determine whether the
user is authorized to access that resource.

= Allow or deny a user access to a protected resource according to the results of the
authentication and authorization processes.

= Logaccess information and diagnostic information.

The preceding task descriptions provide a simplified explanation of what agents do. Agents
perform these tasks in conjunction with OpenSSO Enterprise. More specifically, agents work
with various OpenSSO Enterprise services, such as Authentication Service, Session Service,
Logging Service, and Policy Service to perform these tasks. Both agent types, J2EE agents and
web agents interact with these OpenSSO Enterprise services in a similar manner as depicted by
the following figures.

The figure that follows is J2EE-agent specific.
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FIGURE 2-1

J2EE Agent Interaction with OpenSSO Enterprise Services

Notice the slight differences in how each agent type (J2EE agents in the preceding figure and
web agents in the following figure) interacts with the OpenSSO Enterprise Services. Therefore,
the two agent types tend to achieve the same results, but sometimes with slightly different

processes.
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FIGURE2-2 Web Agent Interaction with OpenSSO Enterprise Services

A key point is that the agent must interact continuously with various OpenSSO Enterprise
services. For both J2EE agents and web agents, the interaction starts between the agent and the
OpenSSO Enterprise Authentication Service. After authentication, users still cannot access a
protected resource until the defined policies regarding user privileges are approved. The agent
and OpenSSO Enterprise continue to interact, performing several small tasks back and forth,
until the agent finally enforces a policy decision to either allow or deny access. The interactions
that take place between Policy Agent and OpenSSO Enterprise are not covered in detail in
Policy Agent documentation. For a more information on such interactions, see Sun OpenSSO
Enterprise 8.0 Administration Guide.
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A Generalized Example of the Policy Decision Process

When a user attempts to access content on a protected resource, many deployment variables are
involved. For example, firewalls might be present or load balancers might be involved. From a
high level, the two agent types (J2EE agents and web agents) would seem to handle these
deployments in the same manner. For example, observe how the two figures that follow are
nearly identical. In these two figures J2EE agents and web agents incorporate firewalls and load
balancers in the same manner.
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FIGURE 2-3 High Level View of an OpenSSO Enterprise Deployment With J2EE Agents, Firewalls, and
Load Balancers
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By comparing the preceding figure with the figure that follows, you can see that from this level
of detail J2EE agents and web agents do not differ in the general role they play in an OpenSSO
Enterprise deployment. At the policy decision level, the differences between the two agent types
are more easily observed, and components such as firewalls and load balancers can add
complexity to the policy decision process. Therefore, for the basic example provided in this
section about the policy decision process, such complex details are not included.
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FIGURE 2-4 High Level View of an OpenSSO Enterprise Deployment With Web Agents, Firewalls, and
Load Balancers
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Another example of a deployment variable concerns authentication levels. In a real-world
deployment, different resources on a deployment container (such as an application or web
server) might require different levels of authentication. Suffice to say a great deal of complexity
is involved in providing a generic example of a policy decision process, especially one that
applies equally to J2EE agents and web agents. For one, the process varies greatly depending on
the specifics of the deployment. Many other factors can affect the policy decision process, such
as the IP address, time zone, and policy expiration time.

Each deployment variable can add a layer of complexity, which might affect how an agent reacts
and how OpenSSO Enterprise reacts. This section provides a simple example of a policy
decision process that highlights the role of an agent. Therefore, many of the detailed tasks and
interactions, especially those processes that occur in OpenSSO Enterprise are left out. Do not
expect the deployment represented in this example to match the deployment at your site. This is
a generalized example that is applicable to both web and J2EE agents. Some of the basic steps in
the policy decision process are depicted in Figure 2-5. The figure is followed by a written
description of the process. Notice that the figure illustrates the policy decision process in terms
of the components the decision passes through. To see the policy decision process in a flow
chart view, see Figure 2-6 for the J2EE agent view and Figure 2-7 for the web agent view.

For this example, in order to focus on stages of the process most relevant to Policy Agent,
certain conditions are assumed as follows:

The user is attempting to access a protected resource after having already accessed a protected
resource on the same Domain Name Server (DNS) domain. When the user accessed the first
protected resource, OpenSSO Enterprise started a session. The user's attempt to access a second
resource, makes this user's session a single sign-on (SSO) session. Therefore, at this point, the
following already occurred:

= The user attempted to access a protected resource through a browser (the first resource that
the user attempts to access during this session).

= The browser request was intercepted by the agent.

= The browser was redirected to a login uniform resource locator (URL), which is the
interface to OpenSSO Enterprise Authentication Service.

= After the user entered valid credentials, the service authenticated the credentials.
The following figure and the corresponding step descriptions demonstrate what occurs after a
previously authenticated user attempts to access a second protected resource through a

browser. This figure depicts user profiles and policy stored together. Note that these data types
are often stored separately.

Chapter2 « Role of Policy Agent 3.0 Software 27



An Overview of Policy Agent 3.0

Browser

@

@ HTTP @ Enforcement: allow or deny

request
1 =
7y \ (@) session validation B
) — S —
Policy Agent |4 OpenSSO ata Store
User Profile
@ Authorization request T and Policy

@ Authorization response

FIGURE2-5 Policy Agent and the Policy Decision Process

28

L.

The browser sends a request for the protected resource to the deployment container (such as
aweb or application server) protected by the agent.

The agent intercepts the request, checks for a session token embedded in a cookie, and
validates the SSO token.

As explained in preceding text, this example assumes that the user's credentials have already
been authenticated. Though an SSO session such as this often would not require Policy
Agent and OpenSSO Enterprise to contact each other during session validation, such
contact is sometimes necessary and, therefore, is depicted in Figure 2-5.

The agent sends a request to OpenSSO Enterprise Policy Service for user access to the
protected resource.

OpenSSO Enterprise replies with the policy decision.

The agent interprets the policy decision and allows or denies access.

Examples of the Policy Decision Process by Agent Type

This section illustrates the policy decision process through the use of flow charts: one for J2EE
agents and one for web agents. These two flow charts show how J2EE agents and web agents can
differ in that J2EE security can be enabled for J2EE agents.
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Policy Decision Process for J2EE Agents

The figure that follows is a flow chart of the policy decision process for J2EE agents.
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Policy Decision Process for Web Agents

The figure that follows is a flow chart of the policy decision process for web agents.
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Policy Agent 3.0 and the Centralized Agent
Configuration Option

The option to centralize the agent configuration on the OpenSSO Enterprise server, specifically
in the central data repository, is new for Policy Agent 3.0. The way this option works is the same
for both web agents and J2EE agents. The following figure illustrates the use of this new feature.
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FIGURE2-8 Centralized Agent Configuration in Policy Agent
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Web Agents and J2EE Agents: Similarities and
Differences

Both web agents and J2EE agents protect resources hosted on deployment containers (such as
web and application servers) or enforce single sign-on with systems that use deployment
containers as the front-end in an environment secured by OpenSSO Enterprise. The two types
of agents are similar in some ways and yet different in others as outlined in this section.

Web Agents

Web agents control access to content on web servers and proxy servers. The content that web
agents can protect include a multitude of services and web resources based on policies
configured by an administrator. When a user points a browser to a URL deployed on a
protected web or proxy server, the agent intercepts the request and validates the user’s session
token, if any exists. If the token’s authentication level is insuficient (or none exists), the
appropriate Authentication Service is called for a login page, prompting the user for (further)
authentication. The Authentication Service verifies that the user credentials are valid. For
example, the LDAP service verifies that the user name and password are stored in an LDAP v3
compliant directory server, such as Sun Java System Directory Server. After the user’s
credentials are properly authenticated, the agent examines all the roles and groups (which
contain the policies) assigned to the user. Based on the aggregate of all policies assigned to the
user, the individual is either allowed or denied access to the URL.

J2EE Agents

OpenSSO Enterprise provides agents for protecting J2EE applications in a variety of
deployment containers, such as application and portal servers.

A J2EE policy agent can be installed for protecting a variety of hosted J2EE applications, which
might require a varying set of security policy implementation. The security infrastructure of
J2EE provides declarative as well as programmatic security that are platform-independent and
are supported by all the J2EE-compliant servers. For details on how to use J2EE platform
declarative as well as programmatic security, refer to J2EE documentation at
http://java.sun.com/j2ee.

The agent helps enable role-to-principal mapping for protected J2EE applications with
OpenSSO Enterprise principals. Therefore, at runtime, when a J2EE policy is evaluated, the
evaluation is against the information available in OpenSSO Enterprise. Using this functionality,
you can configure hosted J2EE applications so that they are protected by the J2EE agent, which
provides real security services and other key features such as single sign-on. Apart from
enabling J2EE security for hosted applications, J2EE agents also provide complete support for
OpenSSO Enterprise based URL policies for enforcing access control over web resources hosted
in deployment containers, such as an application servers.

Sun OpenSSO Enterprise Policy Agent 3.0 User's Guide for J2EE Agents « October 31,2008


http://java.sun.com/j2ee

An Overview of Policy Agent 3.0

While web agents and J2EE agents both work with OpenSSO Enterprise to implement
authentication and authorization processes, the design of the J2EE agents allows them to also
enforce J2EE security. You can see this difference in terms of enforcing J2EE security by
comparing the flow charts of the two agents types: Figure 2-6 and Figure 2-7. The J2EE agents
are generally comprised of two components (although this is partially subject to the interfaces
exposed and supported by the deployment container): an agent filter for authentication and an
agent realm for authorization.

Agent Filter and Authentication

In J2EE agents, the agent filter component manages authentication. The agent filter is a servlet
filter, which is supported starting with J2EE 1.3. The agent filter intercepts an inbound request
to the server. It checks the request to see if it contains a session token. If one is available, the
agent filter validates the token using the OpenSSO Enterprise Session Service. If no token is
available, the browser is redirected to the Authentication Service as in a typical SSO exchange.
Once the user credentials are authenticated, the request is directed back to the server where the
agent filter once again intercepts it, and then validates the newly acquired token. After the user's
credentials are validated, the filter enforces J2EE policies or fine-grained URL policies on the
resource the user is trying to access. Through this mechanism, the agent filter ensures that only
requests with a valid OpenSSO Enterprise token are allowed to access a protected application.

Agent Realm and Authorization

In J2EE agents, the agent realm component manages authorization. A realm is a means for a
J2EE-compliant application server to provide information about users, groups, and access
control to applications deployed on it. It is a scope over which security policy is defined and
enforced.

The server is configured to use a specific realm for validation of users and their roles, when
attempts are made to access resources. By default, many application servers ship with a number
of realm implementations, including the default File Based as well as LDAP, NT, UNIX, and
Relational Database Management System (RDBMS). The agent realm component implements
the server’s realm interface, and allows user and role information to be managed by the
OpenSSO Enterprise deployment. The agent realm component makes it possible to provide
granular role-based authorization of J2EE resources to users who have been authenticated by
the agent filter component.

Key Similarities of the Two Agent Types

The section “A Generalized Example of the Policy Decision Process” on page 23 describes a
deployment that emphasizes the similar tasks performed by web agents and J2EE agents. The
two agent types share various other features and tasks that are not described in that section.
Though this section describes similarities of the two agent types, the features and tasks that they
have in common tend to have some differences. However, those differences are often subtle.
The details about agent features and tasks are not provided in this section. For details about the
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Reviewer

features and tasks for J2EE agents, see. For details about the features and tasks for web agents,
see. A list of key features and tasks that web agents and J2EE agents have in common follows
along with an explanation of each item:

“Configuration Properties” on page 36

“Policy Agent Log Files” on page 36

“Not-Enforced Lists” on page 36

“Personal Profile Attributes and Session Attributes” on page 37

Configuration Properties

All agent configurations have a OpenSSOAgentBootstrap.properties file. Regardless of the
configuration type, local or centralized, a small subset of properties that are required for the
agent to start up and initialize itself are stored in the bootstrap file locally on the server where
the agent is installed.

When the agents are installed using a centralized configuration (an option available starting
with Policy Agent 3.0), both agent types allow the configuration properties to be configured
using the OpenSSO Enterprise Console or the ssoadm command-line utility. If the agents are
configured locally on the agent host, then for both agent types, the properties that are not stored
in the bootstrap file must be configured by editing the
OpenSSOAgentConfiguration.properties file.

I'm unclear about the reach of the ssoadm command-line utility. Can it be used to edit properties
in the bootstrap file?

For the local configuration scenario, the OpenSSOAgentConfiguration.properties files differ
slightly between web agents and J2EE agents. The biggest difference between the two agent
types is that J2EE agents have extra constructs such as map constructs and list constructs.
Configuration properties that are present in the files for both agent types tend to be very similar
in terms of functionality.

Policy Agent Log Files

Web agents and J2EE agents can log access information and diagnostic information to an agent
log file. Each agent has its own log file, a flat file located on the same host system as the agent.
The log file size is configurable. When the active log file reaches the size limit, the log is rotated,
which means that the older log information is moved and stored in another log file.

Furthermore, both agent types are capable of logging access information to an OpenSSO
Enterprise log file or database table.
Not-Enforced Lists

Both agent types support not-enforced lists. These lists allow for the regular authentication and
authorization processes to be bypassed. Two types of not-enforced lists exist: a not-enforced
URL list and a not-enforced IP Address list.
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A not-enforced URL list is a list of URLs that are not protected by an agent. A resource
represented by a URL on a not-enforced URL list is widely available, without restrictions. This
list can be set to have a reverse meaning. With a reverse meaning, only URLs on the list are
protected. All other URLs are not protected.

A not-enforced IP Address list is a list of IP addresses that are automatically allowed access to
resources. When a user is using a computer that has an IP address on the not-enforced IP
address list, that user is allowed access to all the resources protected by the respective agent.

Personal Profile Attributes and Session Attributes

Both agent types can fetch and pass along personal profile attributes and session attributes.
Client applications protected by an agent can then use information from these attributes to
personalize content for the user.

I suppose that | should mention policy response attributes here, no?

Key Differences Between the Two Agent Types

Many differences exist between J2EE agents and web agents in the way they perform tasks.
However, the basic tasks they perform are similar. While the primary purpose of both types of
agents is to enforce authentication and authorization before a user can access a protected
resource, the two agent types differ in the kind of resources that they can protect and in the way
they enforce such policy decisions.

Differences in Protected Resources

Web agents are capable of protecting resources that can be hosted on the web or proxy servers
on which they are installed. This protection includes any resource that can be represented as a
uniform resource identifier (URI) available on the protected server. Such a protected URI can
be resolved by the server to static content files such as HTML files or dynamic content
generation programs such as CGI scripts or servlets hosted by an embedded servlet engine. In
other words, before a request is evaluated by the web or proxy server, the web agent can evaluate
the necessary credentials of a user and can allow or deny access for the requested resource. Once
the request is granted access to the resource, it can be processed internally by the web or proxy
server as applicable. In other words, the web agent uses the request URL to enforce all policy
decisions regardless of what that URL maps to internally in the web server. In cases where the
request URL maps to a servlet which in turn invokes other servlets or JSPs, the web agent will
not intercept these subsequent resource requests unless such invocation involves a client-side
redirect.

A J2EE agent is capable of protecting web and enterprise applications hosted by the application
or portal server on which it is installed. These applications may include resources such as
HTML pages, servlets, JSP, and Enterprise JavaBeans (EJB). Apart from these resources, any
resource that can be accessed as a URI within a protected web application can also be secured by
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such agents. For example, images that are packaged within a web application can also be
protected by the J2EE Policy Agent. These agents allow the evaluation of J2EE policies and can
also enforce OpenSSO Enterprise based URL policies like a web agent on the resources being
requested by the user. Minimally the enforcement is done at the outermost requested URL, but
can also be done on any intermediate URLs being chained to this resource on most application
servers.

Default Scope of Protection

When installed, a web agent automatically protects the entire set of resources available on the
web server. However, in order to protect resources within a web application hosted on an
application server, the web application must be configured to use the J2EE agent. Thus if
multiple web applications are hosted on an application server on which a J2EE agent has been
installed, only the web applications that have been specifically configured to use the J2EE agent
will be protected by the agent. Other applications will remain unprotected and can potentially
malfunction if they depend upon any J2EE security mechanism.

Further, the J2EE agent can only protect resources that are packaged within a web or enterprise
application. Certain application servers provide an embedded web server that can be used to
host non-packaged web content such as HTML files and images. Such content cannot be
protected by a J2EE agent unless it is redeployed as a part of a web application.

Modes of Operation

J2EE agents provide more modes of operation than do web agents. These modes are basically
methods for evaluating and enforcing access to resources. You can set the mode according to
your site's security requirements. For example, the SSO_ONLY mode is a relatively
non-restrictive mode. This mode uses only OpenSSO Enterprise Authentication Service to
authenticate users who attempt to access a protected resource.

Some of the modes such as SSO_ONLY and URL_POLICY are also achievable with web agents,
whereas other modes of operation such as J2EE_POLICY and ALL modes do not apply to web
agents.

For both J2EE agents and web agents, the modes can be set in the OpenSSO Enterprise Console.

In the J2EE_POLICY and ALL modes of operation, J2EE agents enforce J2EE declarative
policies as applicable for the protected application and also provide support for evaluation of
programmatic security APIs available within J2EE specifications.
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J2EE Agents in the Policy Agent 3.0 Release

This guide focuses on J2EE agents, the functionality of which has increased for this release.
Therefore, this section provides more information about how J2EE agents function generally
and what is new for the 3.0 release .

J2EE agents enable application containers to enforce authentication and authorization using
OpenSSO Enterprise services. To ensure secure client access to hosted J2EE applications, J2EE
agents enforce the following:

= J2EE Declarative and Programmatic Security (defined in the deployment descriptor of
individual applications)

= URL Policies (defined in OpenSSO Enterprise)
= Single sign-on (SSO)

This chapter provides information about J2EE agents for the 3.0 release of Policy Agent as
follows:

= “Uses of J2EE Agents” on page 39
= “How J2EE Agents Work” on page 41
= “Using the J2EE Agent Sample Application inPolicy Agent 3.0” on page 42

Uses of J2EE Agents

J2EE agents can protect a variety of hosted J2EE applications, which can in turn require policy
implementation that varies greatly from application to application. The security infrastructure
of J2EE provides declarative as well as programmatic security that is platform-independent and
is supported by all the J2EE-compliant deployment containers. For details on how to use the
declarative and programmatic security of the J2EE platform, refer to J2EE documentation,
available at http://java.sun.com/j2ee.

The way J2EE agents function in the 3.0 release can be quite different when compared to
previous releases because of the option of storing the configuration in the central data
repository of the OpenSSO Enterprise server. However the purpose of J2EE agents has not
changed significantly. The agents perform more effectively and efficiently in this release, but the
basic purpose is the same.

J2EE agents help enable role-to-principal mapping for protected J2EE applications with
OpenSSO Enterprise principals. Thus at runtime, when a J2EE policy is evaluated, it is done
against the information available in OpenSSO Enterprise. Using this functionality,
administrators can configure their hosted J2EE applications to be protected by the agent, which
provides real security services and also other key features such as single sign-on. Apart from
enabling the J2EE security for hosted applications, the J2EE agents also provide complete
support for OpenSSO Enterprise based URL policies for enforcing access control over web
resources hosted in the deployment container.
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Remark 2-5
Reviewer

The following examples demonstrate how the J2EE agents can be put to use:

J2EE Agents and an Online Auction Application

Consider a web-based application that facilitates the auction of various kinds of merchandise
between interested parties. A simple implementation for such an application will require the
users to be in one of three abstract roles, namely Buyer, Seller, or Administrator. Buyers in this
application will have access to web pages that display the listed auction items, whereas the
Sellers may have access to web pages that allow them to list their merchandise for new auctions.
The Administrators may have access to yet another set of web pages that allow them to finalize
or cancel existing auctions in whatever state they may be in. Using the deployment descriptors,
the application developer can express this intent by protecting such components using abstract
security role names.

A customer once complained about the roles used in this section. He thought it was confusing to
use the role "Employee" Anyway, see below that I've changed both "Employee" and "Buyer" to
"Bidder." Is this a good change to make?

These abstract role names in turn can be mapped to real principals in a J2EE agent. For
example, the role Buyer may be mapped to an OpenSSO Enterprise role called EmptoyeeBidder,
the role Seller to an OpenSSO Enterprise role called Vendor, and the role Administrator to an
OpenSSO Enterprise role called Admin. The abstract role names used by the application
developer can be used to protect the necessary web pages and any specialized Enterprise
JavaBeans (EJB) components from unauthorized access by using declarative as well as
programmatic security. Once this application is deployed and configured, the agent will ensure
that only the authorized personnel get access to these protected resources.

For example, access to the pages meant for Sellers to list their merchandise for auctions will be
granted to user Deepak only if this user belongs to the OpenSSO Enterprise role called Vendor.
Similarly, users Scott and Gina can place bids on this listed item only if they belong to the role
called BuyerBidder. Once the auction period expires, the auction can be finalized by user
Krishnendu only if he is in the role called Admin.

J2EE Agents and a Web-Based Commerce Application

A web-based commerce application may have a variety of specialized EJB components that
offer a spectrum of services to clients. For instance, there could be a specialized component that
enables the creation of purchase orders. Similarly, there could be a specialized component that
allows the approval of purchase orders. While such components provide the basic business
services for the application to function, the very nature of tasks that they accomplish requires a
security policy to enforce appropriate use of such services. Using the deployment descriptors,
the application vendor or developer can express this intent by protecting such components
using abstract security role names. For example, a developer can create a role called Buyer to
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protect the component that allows the creation of a purchase order and a role called Approver
to protect the component that enables the approval of a purchase order. While these roles
convey the intent of an application developer to enforce such security policies, they will not be
useful unless these abstract role names are mapped to real life principals such as actual users or
actual roles that reside in OpenSSO Enterprise. The J2EE agent enables the container to enforce
such a runtime linkage of abstract security roles to real life principals. Once the agent is installed
and configured, the application security roles can be mapped to real principals. For example,
the role Buyer is mapped to an OpenSSO Enterprise role called Staft, and the role Approver is
mapped to an OpenSSO Enterprise role called Manager. Thus when user Arvind tries to access
the application's protected resources to create a purchase order, the agent allows this access only
if this user is a member of the mapped role Staft. Similarly, a user Jamie may wish to approve
this purchase order, which will be allowed by the agent only if this user is a member of the
mapped role Manager.

J2EE Agents and a Content-Based Web Application

A content-based web application can offer pay per-view services. The application may be
partitioned into two domains: the public domain that is accessible to anonymous users, and the
private domain that is accessible only to the subscribers of this particular service. Furthermore,
the protected domain of this application can also be subject to strict conditions based on how
the user has authenticated, the time of day, IP address-based conditions and so on. Using
OpenSSO Enterprise based URL policies for web resources, an administrator specifies such
complex policies for the application resources, which are evaluated by the agent in order to
ensure that access to these resources is granted only when all conditions are satisfied. An
administrator can set policies that govern access to these resources at any level of granularity,
such as that for a single user or for an entire organization. For example, one such policy may
govern access to certain resources in such a manner that the user must belong to a particular
LDAP Group called Customer and that the time of the day be between 9:00 am and 5:00 p.m.
Thus, if user Rajeev attempts to access this resource, the agent allows access only if this user is a
member of the LDAP Group Customer, and if the time of day is between 9:00 am and 5:00 p.m.

How J2EE Agents Work

AllJ2EE agents communicate with OpenSSO Enterprise by XML over HTTP. J2EE agents
contain two main components: the agent realm and the agent filter. Together, these two
components affect the operation of the deployment container and the behavior of protected
applications on the deployment container.

= Agent Realm
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The agent realm, which is installed as a deployment container-specific platform component,
enables the deployment container to interact with principals stored in OpenSSO Enterprise.
The deployment container then communicates with OpenSSO Enterprise about user profile
information. The agent realm needs to be configured correctly for the agent to enforce J2EE
security policies for protected applications.

= Agent Filter

The agent filter is installed within the protected application and facilitates the enforcement
of the security policies, governing the access to all resources within the protected
application. Every application protected by the agent must have its deployment descriptors
changed to reflect that it is configured to use the agent filter. Applications that do not have
this setting are not protected by the agent and might malfunction or become unusable if
deployed on a deployment container where the agent realm is installed.

The agent realm and agent filter work in tandem with OpenSSO Enterprise to enforce J2EE
security policies as well as OpenSSO Enterprise based URL policies for authentication and
authorization of clients attempting to access protected J2EE applications.

The agent provides a fully configured and ready-to-use client installation of OpenSSO
Enterprise SDK for the deployment container. This SDK offers a rich set of APIs supported
by OpenSSO Enterprise that can be used to create security-aware applications that are
tailored to work in the security framework offered by OpenSSO Enterprise. For more
information on how to use OpenSSO Enterprise SDK, see Sun Java System Access

Manager 7.1 Developer’s Guide.

Using the J2EE Agent Sample Application inPolicy Agent 3.0
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The Sample Application

Deploy, and interact with the sample application included with Policy Agent 3.0. Interacting
with the sample application is perhaps the best way available to you to learn how J2EE agents
work. The sample application is deployed at URI/sampleapp. The sample application
demonstrates agent configuration options and features. With this application, you can view
agent configuration examples and you can test if an agent was deployed successfully. To learn
more about this application, read about the sampleapp directory explained in the list following
Table 3-2. Moreover, the sampleapp directory includes a README . TXT explaining how to build
and deploy the sample application. While you can build the sample application if you desire,
this step is not required. When you unpack the J2EE agent distribution, a sample application
named agentsample.ear is created for you. The full path to this application is as follows:

PolicyAgent-base/sampleapp/dist/agentsample.ear
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CHAPTER 3

Vital Installation Information for a J2EE Agent in
Policy Agent 3.0

To make the installation process of a J2EE agent in Policy Agent 3.0 simple, essential
information needed for the installation is provided in this chapter.

This chapter applies to all the J2EE agents in the Policy Agent 3.0 release. However, throughout
this chapter, when a specific J2EE agent is used for example purposes, such as in a command,
only one J2EE agent is shown, Policy Agent 3.0 for Sun Java System Application Server 9.1.
These examples are provided to illustrate general format. Replace J2EE agent specific
information where necessary.

In simple terms, this chapter provides information to help you with the following:

O Getting the J2EE agent distribution files on the machine that hosts the deployment
container. The J2EE agent is going to protect the content on that deployment container.

O Issuinginstall-related commands using the agentadmin program. The agentadmin program
is a command-line utility that you will use to install and configure the agent. You should
know the supported command options besides the more common - -install option.

O Locating the various J2EE agent files after you get them onto the deployment container.

O Configuring the J2EE agent with OpenSSO Enterprise 6.3 Patch 1 or greater, if such
backward compatibility is desired.

O Creatinga J2EE agent profile.

The information referred to in the preceding list is described in the following sections of this
chapter:

= “Format of the Distribution Files for a J2EE Agent Installation in Policy Agent 3.0” on
page 44

= “Role of the agentadmin Program in a J2EE Agent for Policy Agent 3.0” on page 47

= “J2EE Agent Directory Structure in Policy Agent 3.0” on page 59

= “Configuring A J2EE Agent With Access Manager 7.0” on page 64

= “Creating a J2EE Agent Profile” on page 64
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Format of the Distribution Files for a J2EE Agent Installation
in Policy Agent 3.0
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A\

The distribution files for a J2EE agent in Policy Agent 3.0 are provided to you in either a
.tar.gzarchiveora .ziparchive. To unpack the . tar.gz archive, use the GNU_tar program.

Caution - For . tar.gz archives, do not use a program other than GNU_tar to untar the contents
of the J2EE agent deliverables. Using a different program, such as another tar program, can
result in some files not being extracted properly. To learn more about the GNU_tar program,
visit the following web site:

http://www.gnu.org/software/tar/tar.html

Each J2EE agent in the Policy Agent 3.0 release presents you with three compressed-file options.
The file names vary for each agent. For example, Policy Agent 3.0 for Sun Java System
Application Server 9.1 provides the three compressed-file options as follows:

SJS Appserver 81 agent 2.2.tar.gz
SJS Appserver 81 agent 2.2.zip
SJS Appserver 81 agent 2.2 SUNWamas.tar.gz

For other J2EE agents, the file names are different, but the naming format is the same.

Choose the file format that best fits your platform needs. The file thatisin a . zip format is for
Windows systems. The other two compressed files both end in . tar.gz. The . tar.gz file with
SUNWam_xx in the file name contains distribution files in a package format. This package format
is for Solaris systems only. The other . tar file, the one containing non-packaged distribution
files, is for any UNIX-based system (including Solaris systems).

The task of unpacking the compressed file that contains the J2EE deliverable files is explained in
this section separately for each platform as follows:

= “T'o Unpack Non-Package Formatted Deliverables of a J2EE Agent in Policy Agent 3.0” on
page 45

= “T'o Unpack Package Formatted Deliverables of a J2EE Agent in Policy Agent 3.0” on
page 45

= “To Unpacka .zip Compressed file of a J2EE Agent in Policy Agent 3.0” on page 46
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More Information

Note - If you do not use the Solaris package distribution, therefore you use one of the other two
formats, choose a directory in which to unpack the compressed file. Choose a directory location
that best fits your needs, but note that unpacking the . zip or . tar file distributes the J2EE agent
files within the directory you have chosen, creating subdirectories where necessary, but
containing all of the subdirectories within the original directory that you have chosen.

To Unpack Non-Package Formatted Deliverables of a
J2EE Agent in Policy Agent 3.0

Follow the steps described in this task to unpack a compressed file that is named in the
following manner:
appserver_version_agent_2.2.tar.gz

The two following facts apply to the this compressed file: It is for any UNIX-based system,
including Solaris systems, and the distribution files contained within this compressed file are
not in package format.

Issue the following command:

# gzip -dc appserver_version_agent_2.2.tar.gz | tar xvf -

where appserver_version represents the specific deployment container, followed by an
underscore “_”, followed by the version.

For example, the command to unpack the archive of Policy Agent 3.0 for Sun Java System
Application Server 9.1 is as follows:

# gzip -dc SJS Appserver 81 agent 2.2.tar.gz | tar xvf -

For other J2EE agents, the file names are different, but the naming format is the same.

Purpose of This Task

The preceding step unpacks the archive and provides you with the agent deliverables for Policy
Agent 3.0 for Sun Java System Application Server 9.1.

To Unpack Package Formatted Deliverables of a J2EE
Agentin Policy Agent 3.0

Follow the steps described in this task to unpack a compressed file that is named in the
following manner:

appserver_version_agent_2.2_SUNWam_xx.tar.gz
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The two following facts apply to the this compressed file: It is for Solaris systems only and the
distribution files contained within this compressed file are in package format.

Issue the following command:

# gzip -dc appserver_version_agent_2.2_SUNWam_xx.tar.gz | tar xvf -

appserver_version s the name of the specific deployment container, followed by an
underscore “_”, followed by the version

XX is an abbreviated name for the specific deployment container

For example, the command to unpack the archive of Policy Agent 3.0 for Sun Java System
Application Server 9.1 is as follows:

# gzip -dc SJS Appserver 81 agent 2.2 SUNWamas.tar.gz | tar xvf -

Issue the following command:
# pkgadd -d

By default, this command distributes the J2EE agent packages to the following directory:

/opt/j2ee_agents

Purpose of This Task

The preceding steps unpack the archive and provide you with the agent deliverables for Policy
Agent 3.0 for Sun Java System Application Server 9.1.

To Unpacka . zip Compressed file of a J2EE Agent in
Policy Agent 3.0

Follow the steps described in this task to unpack a compressed file that is named in the
following manner:

appserver_version_agent_2.2.zip

The following fact applies to this compressed file: It is for Windows systems.

Issue the following command:

unzip appserver_version_agent_2.2.zip

where appserver_version represents the specific deployment container, followed by an
underscore “_”, followed by the version.
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More Information

For example, the command to unpack the archive of Policy Agent 3.0 for Sun Java System
Application Server 9.1 is as follows:

unzip SJS Appserver 81 agent 2.2.zip

For other J2EE agents, the file names are different, but the naming format is the same.

Purpose of This Task

The preceding step unpacks the archive and provides you with the agent deliverables for Policy
Agent 3.0 for Sun Java System Application Server 9.1.

Role of the agentadmin Program in a J2EE Agent for Policy

Agent 3.0

The agentadmin program is a required install and configuration tool for the 3.0 release of J2EE
agents. The most basic of tasks, such as installation and uninstallation can only be performed
with this tool.

The location of the agentadmin program is as follows:

PolicyAgent-base/bin

The following information about agentadmin program demonstrates the scope of this utility:

= All agentinstallation and uninstallation is achieved with the agentadmin command.

= All tasks performed by the agentadmin program, except those involving uninstallation,
require the acceptance of a license agreement. This agreement is only presented the first
time you use the program.

= The following table lists options that can be used with the agentadmin command and gives a
brief description of the specific task performed with each option.

A detailed explanation of each option follows the table.

Note - In this section, the options described are the agentadmin program options that apply to
all J2EE agents. Options that only apply to specific J2EE agents are relatively uncommon and
are described where necessary within the corresponding J2EE agent guide.

The - -getUuid option as listed in the following table was not available in the original build of
Agent for Sun Java System Application Server 9.1. However, the - -getUuid option is available
in hot patch builds of this agent.
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TABLE3-1 Theagentadmin Program: Supported Options

Option Task Performed

--install Installs a new agent instance

--uninstall Uninstalls an existing Agent instance

--listAgents Displays details of all the configured agents

--agentInfo Displays details of the agent corresponding to the specified agent
IDs

--version Displays the version information

--encrypt Encrypts a given string

--getEncryptKey Generates an Agent Encryption key

--uninstallAll Uninstalls all agent instances

--getUuid Retrieves a universal ID for valid identity types

--usage Displays the usage message

--help Displays a brief help message

agentadmin --install

This section demonstrates the format and use of the agentadmin command with the - -install
option.

EXAMPLE 3-1 Command Format: agentadmin - -install

The following example illustrates the format of the agentadmin command with the - -install
option:

./agentadmin --install [--useResponse] [--saveResponse] filename

The following arguments are supported with the agentadmin command when using the
--install option:

--saveResponse  Use this argument to save all supplied responses to a state file, or response
file, represented as filename in command examples. The response file, or
state file, can then be used for silent installations.

- -useResponse Use this argument to install a J2EE agent in silent mode as all installer
prompts are answered with responses previously saved to a response file,
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represented as filename in command examples. When this argument is
used, the installer runs in non-interactive mode. At which time, user
interaction is not required.

filename Use this argument to specify the name of a file that will be created as part
of the processing of this command. This file stores your responses when
this argument is used in conjunction with the - - saveResponse argument
and provides your responses when this argument is used in conjunction
with the - -useResponse argument.

EXAMPLE 3-2  Command Usage: agentadmin - -install

When you issue the agentadmin command, you can choose the - -install option. With the
--install option, you can choose the - - saveResponse argument, which requires a file name
be provided. The following example illustrates this command when the file name is myfile:

./agentadmin --install --saveResponse myfile

Once the installer has executed the preceding command successfully, the responses are stored
in a state file that can be used for later runs of the installer.

If desired, you can modify the state file and configure the second installation with a different set
of configuration parameters.

Then you can issue another command that uses the . /agentadmin - -install command and
the name of the file that you just created with the - - saveResponse argument. The difference
between the previous command and this command is that this command uses the

- -useResponse argument instead of the - - saveResponse argument. The following example
illustrates this command:

./agentadmin --install --useResponse myfile

With this command, the installation prompts run the installer in silent mode, registering all
debug messages in the install logs directory.

agentadmin --uninstall

This section demonstrates the format and use of the agentadmin command with the
--uninstall option.

EXAMPLE 3-3 Command Format: agentadmin - -uninstall

The following example illustrates the format of the agentadmin command with the
--uninstall option:
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EXAMPLE 3-3 Command Format: agentadmin --uninstall (Continued)

./agentadmin --uninstall [--useResponse] [--saveResponse] filename

The following arguments are supported with the agentadmin command when using the

--uninstall option:

- -saveResponse

- -useResponse

filename

Use this argument to save all supplied responses to a state file, or response
file, represented as filename in command examples. The response file, or
state file, can then be used for silent uninstallations.

Use this argument to uninstall a J2EE agent in silent mode as all
uninstaller prompts are answered with responses previously saved to a
response file, represented as filename in command examples. When this
argument is used, the uninstaller runs in non-interactive mode. At which
time, user interaction is not required.

Use this argument to specify the name of a file that will be created as part
of the processing of this command. This file stores your responses when
this argument is used in conjunction with the - - saveResponse argument
and provides your responses when this argument is used in conjunction
with the - -useResponse argument.

EXAMPLE 3-4 Command Usage: agentadmin - -uninstall

When you issue the agentadmin command, you can choose the - -uninstall option. With the
--uninstall option, you can choose the - - saveResponse argument, which requires a file name
be provided. The following example illustrates this command where the file name is myfile:

./agentadmin --uninstall --saveResponse myfile

Once the uninstaller has executed the preceding command successfully, the responses are
stored in a state file that can be used for later runs of the uninstaller.

If desired, you can modify the state file and configure the second uninstallation with a different
set of configuration parameters.

Then you can issue another command that uses the . /agentadmin - -uninstall command and
the name of the file that you just created with the - - saveResponse argument. The difference
between the previous command and this command is that this command uses the

- -useResponse argument instead of the - - saveResponse argument. The following example
illustrates this command:

./agentadmin --uninstall --useResponse myfile
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EXAMPLE 3-4 Command Usage: agentadmin - -uninstall (Continued)

With this command, the uninstallation prompts run the uninstaller in silent mode, registering
all debug messages in the install logs directory.

agentadmin --listAgents

This section demonstrates the format and use of the agentadmin command with the
--listAgents option.

EXAMPLE 3-5 Command Format: agentadmin - -listAgents

The following example illustrates the format of the agentadmin command with the
--listAgents option:

./agentadmin --listAgents

No arguments are currently supported with the agentadmin command when using the
--listAgents option.

EXAMPLE 3-6 Command Usage: agentadmin - -listAgents

Issuing the agentadmin command with the - - listAgents option provides you with
information about all the configured J2EE agents on that machine. For example, if two J2EE
agents were configured on Sun Java System Application Server 9.1, the following text
demonstrates the type of output that would result from issuing this command:

The following agents are configured on this Application Server.

The following are the details for agent Agent 001 :-
Application Server Config Directory:
/var/opt/SUNWappserver/domains/domainl/config
Application Server Instance name: serverl

The following are the details for agent Agent 002 :-
Application Server Config Directory:
/var/opt/SUNWappserver/domains/domainl/config
Application Server Instance name: server2

This example shows that two instances of the agent are configured: one for serverl and one for
server2. Notice that the agentadmin program provides unique names, such as Agent_001 and
Agent_002, to all the J2EE agents that protect the same instance of a deployment container, in
this case Application Server 8.1. Each name uniquely identifies the J2EE agent instance.
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agentadmin --agentInfo

This section demonstrates the format and use of the agentadmin command with the
--agentInfo option.

EXAMPLE 3-7 Command Format: agentadmin - -agentInfo
The following example illustrates the format of the agentadmin command with the

--agentInfo option:

./agentadmin --agentInfo Agentlnstance-Dir

The following argument is supported with the agentadmin command when using the
--agentInfo option:

Agentlnstance-Dir ~ Use this option to specify which agent instance directory, therefore
which agent instance such as Agent_002, you are requesting information
about.

EXAMPLE 3-8 Command Usage: agentadmin - -agentInfo

Issuing the agentadmin command with the - -agentInfo option provides you with information
on the J2EE agent instance that you name in the command. For example, if you want
information about a J2EE agent instance named Agent_002 configured on Sun Java System
Application Server 9.1, you can issue the command illustrated in the following example to
obtain the type of output that follows:

./agentadmin --agentInfo Agent 002

The following are the details for agent Agent 002 :-
Application Server Config Directory:
/var/opt/SUNWappserver/domains/domainl/config
Application Server Instance name: server2

In the preceding example, notice that information is provided only for the agent instance,
Agent 002, named in the command.

agentadmin --version

This section demonstrates the format and use of the agentadmin command with the - -version
option.
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EXAMPLE 3-9 Command Format: agentadmin --version

The following example illustrates the format of the agentadmin command with the - -version
option:

./agentadmin --version

No arguments are currently supported with the agentadmin command when using the
--version option.

EXAMPLE 3-10 Command Usage: agentadmin - -version

Issuing the agentadmin command with the - -version option provides you with version
information for the configured J2EE agents on that machine. For example, if a J2EE agent were
configured on Sun Java System Application Server 9.1, the following text demonstrates the type
of output that would result from issuing this command:

Sun Java(TM) System Access Manager Policy Agent for:
Sun Java(TM) System Application Server 8.1

Version: 2.2

Build Number: 05

AM 70 Client SDK Version: 20050810.2
AM 63 Client SDK Version: 20050914.1
Date: 2005-09-15 15:04 PDT

Build Platform: machinename

In the preceding example, notice that the Version field shows the major version number. The
Build Number shows the minor version number. The Date field provides the date and time the
agent was built, while the Build Platform field provides information about the platform on
which the agent was built. The Client SDK versions signify the OpenSSO Enterprise related
client SDK versions that were shipped with the agent.

agentadmin --encrypt

This section demonstrates the format and use of the agentadmin command with the - -encrypt
option.

EXAMPLE 3-11  Command Format: agentadmin - -encrypt

The following example illustrates the format of the agentadmin command with the - -encrypt
option.
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EXAMPLE 3-11  Command Format: agentadmin - -encrypt (Continued)

./agentadmin --encrypt Agentlnstance-Dir fullpassfile

The following arguments are supported with the agentadmin command when using the
--encrypt option:

AgentInstance-Dir ~ Use this option to specify which agent instance directory, therefore
which agent instance such as Agent_002, for which the given password
file will be encrypted. Encryption functionality requires that an
encryption key be available for a J2EE agent instance. Therefore, a
default encryption key can be assigned by the agent during agent
installation. You can also assign an encryption key yourself. The
encryption key is stored in the OpenSSOAgentBootstrap.properties
file. For example: [Remark 3-3 Reviewer: | am not confident aobut the
explanation above or the example below. Is this the correct property?
Please make suggestions as appropriate.]

am.encryption.pwd = EphgFHmF6X3XmMjYGCUtYHSYA9C7qQlk

fullpassfile Use this option to specify the full path to the password file that will be
encrypted.

The password file should be created as a J2EE agent pre-installation task.

EXAMPLE 3-12  Command Usage: agentadmin - -encrypt
Issuing the agentadmin command with the - -encrypt option enables you to change the
password for an existing agent profile in OpenSSO Enterprise after the agent is installed.

For example, issuing the following command encrypts the password file, pwfilel for the J2EE
agent instance directory Agent_001:

./agentadmin --encrypt Agent 001 pwfilel

The following is an example of an encrypted value:

ASEWEJIowNBJIHTv1UGD324KkmT==

Each agent uses a unique agent ID and password to communicate with OpenSSO Enterprise.
Once the agent profile for a specific agent has been created in OpenSSO Enterprise, the installer
assigns the Policy Agent profile name and encrypted password in the respective J2EE agent
instance. If you choose a new password for the Policy Agent profile, encrypt it and enter that
encrypted password in the OpenSSOAgentBootstrap.properties as the value for the following

property:
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EXAMPLE 3-12  Command Usage: agentadmin - -encrypt (Continued)

com.iplanet.am.service.secret

agentadmin --getEncryptKey

This section demonstrates the format and use of the agentadmin command with the
--getEncryptKey option.

EXAMPLE 3-13 Command Format: agentadmin - -getEncryptKey

The following example illustrates the format of the agentadmin command with the
--getEncryptKey option:

./agentadmin --getEncryptKey

No arguments are currently supported with the agentadmin command when using the
--getEncryptKey option.

EXAMPLE 3-14 Command Usage: agentadmin - -getEncryptKey

This option may be used in conjunction with the - -encrypt option to encrypt and decrypt
sensitive information in the OpenSSOAgentBootstrap.properties file. Issuing the agentadmin
command with the - -getEncryptKey option generates a new encryption key for the J2EE agent.
[Remark 3-5 Reviewer: Above, is it accurate to mention the boostrap file and only the bootstrap
file?]

For example, the following text demonstrates the type of output that would result from issuing
this command:

./agentadmin -getEncryptKey

Agent Encryption Key : k1441g4EejuOgsP1FOSg+m6P5x7/G9rb

The encryption key is stored in the OpenSSOAgentBootstrap.properties file. Therefore, once
you generate a new encryption key, use it to replace the value of the property that is currently
used to store the encryption key. The following property in the
OpenSSOAgentBootstrap.properties file stores the encryption key:

com.sun.identity.client.encryptionKey
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EXAMPLE 3-14 Command Usage: agentadmin - -getEncryptKey (Continued)

For example, using the encryption key example provided previously, updating the encryption
key value for the applicable agent property could appear as follows: [Remark 3-6 Reviewer: I'm
confused here. Is the property correct in the line of code below ?]

com.sun.identity.client.encryptionKey = k1441g4EejuOgsP1F0Sg+m6P5x7/G9rb

[Remark 3-7 Reviewer: For the line above, what about this property?: am.encryption.pwd. Does
it apply instead?] Once you have updated the OpenSSOAgentBootstrap. properties file with
the new encryption key, issue the agentadmin - -encrypt command to actually encrypt a
password. The - -encrypt option uses the encryption key in its processing.

agentadmin --uninstallAll

This section demonstrates the format and use of the agentadmin command with the
--uninstallAll option.
EXAMPLE 3-15 Command Format: agentadmin - -uninstallAll

The following example illustrates the format of the agentadmin command with the
--uninstallAll option:

./agentadmin --uninstallAll

No arguments are currently supported with the agentadmin command when using the
--uninstallAll option.

EXAMPLE 3-16 Command Usage: agentadmin - -uninstallAll

Issuing the agentadmin command with the - -uninstallAll option runs the agent uninstaller
in an iterative mode, enabling you to remove select J2EE agent instances or all J2EE agent
instances. You can exit the recursive uninstallation process at any time.

The advantage of this option is that you do not have to remember the details of each
installation-related configuration. The agentadmin program provides you with an easy method
for displaying every instance of a J2EE agent. You can then decide, case by case, to remove a
J2EE agent instance or not.
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agentadmin --getUuid

This section demonstrates the format and use of the agentadmin command with the - -getUuid
option.

EXAMPLE 3-17 Command Format: agentadmin - -getUuid

The following example illustrates the format of the agentadmin command with the - -getUuid
option:

./agentadmin --getUuid userName IdType realmName

The following arguments are supported with the agentadmin command when using the
- -getUuid option:

userName Use this first parameter of the - -getUuid option to specify the name associated
with the identity type. The identity type is represented in this example as the
IdType parameter. Therefore, if the identity type is for a user, this userName
parameter would be the name of that user.

IdType Use this second parameter to specify a valid identity type. The following are
examples of valid identity types: user, role, group, filtered role, agent, and such.

realmName  Use this third parameter to specify the name of the default organization of the
OpenSSO Enterprise installation.

For example, if the ID of the user is manager, the identity type is role, and the realm name is
dc=example, dc=com, the following would be the universal ID:

id=manager,ou=role,dc=example,dc=com

Caution - The universal ID concept is only valid starting with OpenSSO Enterprise 8.0. Do not
use this option with earlier versions of OpenSSO Enterprise, such as version 6.3. If the
application is deployed with OpenSSO Enterprise 6.3 principals or roles, replace the
role-to-principal mappings with the distinguished name (DN) of the user in OpenSSO
Enterprise 6.3.

EXAMPLE 3-18 Command Usage: agentadmin - -getUuid

In OpenSSO Enterprise 8.0, issuing the agentadmin command with the - -getUuid option
retrieves the universal ID of any identity type in OpenSSO Enterprise 8.0.
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EXAMPLE 3-18 Command Usage: agentadmin - -getUuid (Continued)

If you run the agent in J2EE_POLICY mode, you must repackage the web applications with
OpenSSO Enterprise role-to-principal mappings. The universal identifier is a way to make the
name of the identity user unique.

Use the correct universal ID generated by this command in a deployment descriptor that is
application container specific.

agentadmin --usage

This section demonstrates the format and use of the agentadmin command with the - -usage
option.

EXAMPLE 3-19 Command Format: agentadmin - -usage

The following example illustrates the format of the agentadmin command with the - -usage
option:

./agentadmin --usage

No arguments are currently supported with the agentadmin command when using the - -usage
option.

EXAMPLE 3-20 Command Usage: agentadmin - -usage

Issuing the agentadmin command with the - -usage option provides you with a list of the
options available with the agentadmin program and a short explanation of each option. The
following text is the output you receive after issuing this command:

./agentadmin --usage
Usage: agentadmin <option> [<arguments>]

The available options are:

--install: Installs a new Agent instance.

--uninstall: Uninstalls an existing Agent instance.

--listAgents: Displays details of all the configured agents.

--agentInfo: Displays details of the agent corresponding to the specified agent ID.
--version: Displays the version information.

--encrypt: Encrypts a given string.

--getEncryptKey: Generates an Agent Encryption key.

--uninstallAll: Uninstalls all the agent instances.

--getUuid: Retrieves a universal ID for valid identity types.
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EXAMPLE 3-20 Command Usage: agentadmin - -usage (Continued)

--usage: Display the usage message.
--help: Displays a brief help message.

The preceding output serves as the content for the table of agentadmin options, introduced at
the beginning of this section.

agentadmin --help

This section demonstrates the format and use of the agentadmin command with the - -help
option.

EXAMPLE 3-21 Command Format: agentadmin - -help

The following example illustrates the format of the agentadmin command with the - -help
option:

./agentadmin --help

No arguments are currently supported with the agentadmin command when using the - -help
option.

EXAMPLE 3-22 Command Usage: agentadmin - -help

Issuing the agentadmin command with the - -help option provides similar results to issuing the
agentadmin command with the - -usage option. Both commands provide the same
explanations for the options they list. With the - -usage option, all agentadmin command
options are explained. With the - -help option, explanations are not provided for the - -usage
option or for the - -help option itself.

A another difference is that the - -help option also provides information about the format of
each option while the - -usage option does not.

J2EE Agent Directory Structure in Policy Agent 3.0

The Policy Agent installation directory is referred to as the Policy Agent base directory (or
PolicyAgent-base in code examples). The location of this directory and its internal structure are
important facts that are described in this section.
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Location of the J2EE Agent Base Directory in Policy
Agent 3.0

Unpacking the J2EE agent binaries creates a directory named j2ee_agents, within which an
agent-specific directory is created. For example, if the J2EE agent being installed is Policy Agent
3.0 for Sun Java System Application Server 9.1, the directory created is named am_as81_agent.
For other J2EE agents, the directory name is slightly different, but the naming format is the
same.

This agent-specific directory is the Policy Agent base directory, referred to throughout this
guide as the PolicyAgent-base directory. For the full path to the PolicyAgent-base directory, see
Example 3-23. For information about choosing a directory in which to unpack the J2EE agent
binaries, see “To Unpack Non-Package Formatted Deliverables of a J2EE Agent in Policy Agent
3.0” on page 45.

EXAMPLE3-23 Policy Agent Base Directory

The directory you choose in which to unpack the J2EE agent binaries is referred to here as
Agent-HomeDirectory. The following path is an example of the location for the PolicyAgent-base
directory of Policy Agent 3.0 for Sun Java System Application Server 9.1:

Agent-HomeDirectory/j2ee_agents/am_as81_agent

For other J2EE agents, the directory names are different, but the naming format is the same.
References in this book to the PolicyAgent-base directory are references to the preceding path.

Inside the J2EE Agent Base Directory in Policy Agent
3.0

After you finish installing an agent by issuing the agentadmin - - -install command and
interacting with the installer, you will need to access J2EE agent files in order to configure and
otherwise work with the product. Within the Policy Agent base directory are various
subdirectories that contain all agent configuration and log files. The structure of the Policy
Agent base directory for a J2EE agent is illustrated in Table 3-2.

The list that follows the table provides information about many of the items in the example
Policy Agent base directory. The Policy Agent base directory is represented in code examples as
PolicyAgent-base. The full path to any item in this directory is as follows:

PolicyAgent-base/item-name

where item-name represents the name of a file or subdirectory. For example, the full path to the
bin directory is as follows:
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PolicyAgent-base/bin

TABLE3-2 Example of Policy Agent Base Directory for a J2EE Agent

Directory Contents: Files and Subdirectories

LICENSE.TXT jce
README . TXT jsse
THIRDPARTYLICENSEREADME.TXT lib

bin locale
config logs

data sampleapp
etc Agent 001

The preceding example of PolicyAgent-base lists files and directories you are likely to find in this
directory. The notable items in this directory are summarized in the list that follows:

sampleapp

bin

etc

This directory contains the sample application included with Policy Agent 3.0.
This application is extremely useful. Not only does it demonstrate configuration
options and features, but the application can be used to test if an agent is
running.

Use the sample application that comes with the agent or build the application
from scratch. Find instructions for building, deploying, and running this
application at the following location:

PolicyAgent-base/sampleapp/readme. txt

The full path to the sample application is as follows:

PolicyAgent-base/sampleapp/dist/agentsample.ear

For more information about the sample application, see “The Sample
Application” on page 42.

This directory contains the agentadmin script for the agent bits. You will use
this script a great deal. For details about the tasks performed with this script, see
“Role of the agentadmin Program in a J2EE Agent for Policy Agent 3.0” on
page47.

This directory contains the agentapp file (specifically, the agentapp.war or
agentapp. ear file), which has to be deployed after installation is complete. This
application helps the agent perform certain housekeeping tasks.
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logs

lib

locale

data

Agent 001

This directory contains various log files, including log files created when you
issue the agentadmin command.

This directory also contains the installation log file. For the 3.0 release of Policy
Agent, log information is stored in the installation log file after you install a J2EE
agent instance. The following is the location of this log file:

PolicyAgent-base/1ogs/audit/install. log

The 1ib directory has a list of all the agent libraries that are used by the installer
as well as the agent run time.

This directory has all the agent installer information as well as agent run time
specific locale information pertaining to the specific agent.

This directory has all the installer specific data.

Caution - Do not edit any of the files in the data directory under any
circumstance. If this directory or any of its content loses data integrity, the
agentadmin program cannot function normally.

The full path for this directory is as follows:

PolicyAgent-base/ AgentInstance-Dir

where AgentInstance-Dir refers to an agent instance directory, which in this case
isAgent 001.

Note - This directory does not exist until you successfully install the first instance
of aJ2EE agent. Once you have successfully executed one run of the agentadmin
--install command, an agent specific directory, Agent_00x is created in the
Policy Agent base directory. This directory is uniquely tied to an instance of the
deployment container, such as an application server instance. Depending on the
number of times the agentadmin - -install command is run, the number that
replaces the x in the Agent_00x directory name will vary.

After you successfully install the first instance of a J2EE agent, an agent instance
directory named Agent_001 appears in the Policy Agent base directory. The
path to this directory is as follows:

PolicyAgent-base/Agent_001
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The next installation of the agent creates an agent instance directory named
Agent_002. The directories for uninstalled agents are not automatically
removed. Therefore, if Agent_001 and Agent_002 are uninstalled, the next agent
instance directory is Agent_003.

Agent instance directories contain directories named config and logs.

Note - When a J2EE agent is uninstalled, the config directory is removed from
the agent instance directory but the logs directory still exists.

The following table is an example of the contents of an agent instance, such as
Agent_001, directory.

Example of an Agent Instance (Agent_001) Directory

logs

config

logs Two subdirectories exist within this directory as follows:

audit  This directory contains the local audit trail for the agent
instance.

debug  Thisdirectory has all the agent-specific debug
information. When the agent runs in full debug mode,
this directory stores all the debug files that are generated
by the agent code.

Note — Agent-specific debug information is not stored in
this directory when the J2EE agent and OpenSSO
Enterprise are installed on the same deployment
container. However, the J2EE agent and OpenSSO
Enterprise must both support the same deployment
container for this coexistence scenario to apply. When
this coexistence applies, the debug information is stored
in the following OpenSSO Enterprise directory:

/var/opt/SUNWam/debug

config This directory contains the OpenSSOAgentBootstrap.properties
file and the OpenSSOAgentConfiguration.properties file, which
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Remark 3-8
Reviewer

are specific to the agent instance. The
OpenSSOAgentBootstrap.properties file applies regardless of the
agent configuration: centralized in the OpenSSO Enterprise server
orlocal to the agent. However, the
OpenSSOAgentConfiguration.properties file is only meaningful
when an agent instance is configured locally. In that scenario, the
OpenSSOAgentConfiguration.properties file holds the key to the
agent behavior at runtime.

Is the above description accurate?

Configuring A J2EE Agent With Access Manager 7.0

Policy Agent 3.0 was released with OpenSSO Enterprise 7 and is designed to take advantage of
functionality present in this release. However, J2EE agents in the Policy Agent 3.0 release can be
configured to run with OpenSSO Enterprise 6.3 Patch 1 or greater.

Certain features that Policy Agent 3.0 takes advantage of in OpenSSO Enterprise 8.0 are not

available in OpenSSO Enterprise 6.3, such as “composite advices,” “policy-based response
attributes,” and others.

You can configure a J2EE agent in the Policy Agent 3.0 release to communicate with OpenSSO
Enterprise 6.3 Patch 1 or greater as described in the following tasks, which are divided into
pre-installation, installation, and post-installation steps.

Creating a J2EE Agent Profile

64

A\

Caution - Creating a J2EE agent profile in OpenSSO Enterprise Console is a required task that
you should perform prior to installing the J2EE agent. Though the installation of the J2EE agent
actually succeeds without performing this task, the lack of a valid agent profile in OpenSSO
Enterprise prevents the J2EE agent from authenticating or having any further communication
with OpenSSO Enterprise.

J2EE agents work with OpenSSO Enterprise to protect resources. However, for security
purposes these two software pieces can only interact with each other to maintain a session after
the J2EE agent authenticates with OpenSSO Enterprise by supplying an agent profile name and
password. During the installation of the J2EE agent, you must provide a valid agent profile
name and the respective password to enable authentication attempts to succeed.
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You create agent profiles in OpenSSO Enterprise Console, not by configuring J2EE agent
software. Creating the agent profile is a required security-related task.

The agent profile is created and modified in OpenSSO Enterprise Console. Therefore, tasks
related to the agent profile are discussed in OpenSSO Enterprise documentation. Nonetheless,
tasks related to the agent profile are also described in this Policy Agent guide, specifically in this
section. For related information about defining the Policy Agent profile in OpenSSO Enterprise
Console, see the following section of the respective document: “Agents Profile” in Sun Java
System Access Manager 7.1 Administration Guide.

To Create an Agent Profile

Perform the following tasks in OpenSSO Enterprise Console. The key steps of this task involve
creating an agent ID and an agent password.

With the Access Control tab selected click the name of the realm for which you would like to
create an agent profile.

Select the Subjects tab.
Select the Agent tab.
Click New.

Enter values for the following fields:

ID. Enter the name or identity of the agent. This is the agent profile name, which is the name the
agent uses to log into Access Manager. Multi-byte names are not accepted.

Password. Enter the agent password. This password must be different than the password used
by the agent during LDAP authentication.

Password (confirm). Confirm the password.

Device Status. Select the device status of the agent. The default status is Active. If set to Active,
the agent will be able to authenticate to and communicate with Access Manager. If set to
Inactive, the agent will not be able to authenticate to Access Manager.

Click Create.
The list of agents appears.

(Optional) If you desire, add a description to your newly created agent profile:

a. Click the name of your newly created agent profile from the agent list.
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Creating a J2EE Agent Profile

b. Inthe Description field, enter a brief description of the agent.
For example, you can enter the agent instance name or the name of the application it is
protecting.

c. Click Save.

66 Sun OpenSSO Enterprise Policy Agent 3.0 User's Guide for J2EE Agents - October 31,2008



CHAPTER 4

Common J2EE Agent Tasks and Features in
Policy Agent 3.0

After installing the J2EE agent and performing the required post-installation steps, you must
adjust the agent configuration to your site's specific deployment. This chapter describes how to
modify J2EE agents generally. Therefore, the information in this chapter tends to apply to all
J2EE agents in the Policy Agent 3.0 software set.

This chapter focuses on methods available for managing this J2EE agent, specifying the features
you can configure and the tasks you can perform using each method as follows:

= “Common J2EE Agent Tasks and Features” on page 67
= “Key Features and Tasks Performed With the J2EE agentadmin Program” on page 93
m “Key Features and Tasks Performed With the J2EE Agent API” on page 94

Common J2EE Agent Tasks and Features

Remark 4-2
Reviewer

This section focuses on features that involve setting J2EE agent property values. Assigning
values to properties is the key method available for configuring agent features. The topics
described in this section are typically those of greatest interest in real-world deployment
scenarios. This section does not cover every property. For a list and description of all the
properties.

The manner in which these properties are set varies depending on if the agent configuration is
centralized on the OpenSSO Enterprise serve or contained locally with the agent. However,
regardless of if the agent configuration is local or centralized, a small subset of properties is
always stored locally with the agent in the OpenSSOAgentBootstrap.properties file. The
properties in the bootstrap file are required for the agent to start up and initialize itself. For
example, the agent profile name and password used to access the OpenSSO Enterprise server
are stored in the bootstrap file. To change the values in the bootstrap file, you must edit the file
directly or use the ssoadm utility tool. For information about the ssoadm utility, see Appendix C,
“Using the ssoadm Command-Line Utility With Agents”

Above, | say one can set properties in the bootstrap file using the ssoadm utility. Is that true?
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In terms of the properties not stored in the OpenSSOAgentBootstrap.properties file and when
the J2EE agent configuration is centralized on the OpenSSO Enterprise server, you can use the
OpenSSO Enterprise Console or the ssoadm command-line utility to set the J2EE agent
properties.

When the J2EE agent configuration is local, the Console is not available for agent configuration.
Instead, you must set the J2EE agent properties using the
OpenSSOAgentConfiguration.properties file.

A Caution - The content of the OpenSSOAgentBootstrap.properties file and the
OpenSSOAgentConfiguration.properties file are very sensitive. Changes made can result in
changes in how the agent works. Errors made can cause the agent to malfunction.

The following is the location of the OpenSSOAgentBootstrap.properties file and the
OpenSSOAgentConfiguration.properties file:

PolicyAgent-base/ AgentInstance-Dir/config

For more information about the Policy Agent 3.0 directory structure, see “J2EE Agent Directory
Structure in Policy Agent 3.0” on page 59.

The following topics are discussed in this section:

“Hot-Swap Mechanism in J2EE Agents” on page 68

“J2EE Agent Properties That Are List Constructs” on page 69

“J2EE Agent Properties That Are Map Constructs” on page 71

“J2EE Property Configuration: Application Specific or Global” on page 72
“J2EE Agent Filter Modes” on page 74

“Enabling Web-Tier Declarative Security in J2EE Agents” on page 76
“Enabling Failover in J2EE Agents” on page 81

“Login Attempt Limit in J2EE Agents” on page 83

“Redirect Attempt Limit in J2EE Agents” on page 83

“Not-Enforced URI List in J2EE Agents” on page 84

“Fetching Attributes in J2EE Agents” on page 85

“Configuring FQDN Handling in J2EE Agents” on page 90

“Using Cookie Reset Functionality in J2EE Agents” on page 91
“Enabling Port Check Functionality in J2EE Agents” on page 92

Hot-Swap Mechanism in J2EE Agents

Many J2EE agent properties are hot-swap enabled. The value for these keys, when altered, are
dynamically loaded by the agent such that it is not necessary to restart the deployment
container for these changes to take effect. However, in cases where the property is explicitly
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identified as not enabled for hot-swap or in cases when the hot-swap mechanism is disabled on
the system, the deployment container must be restarted for the changes to take effect.

When the agent is deployed on a deployment container where OpenSSO Enterprise has been
configured, the hot-swap mechanism is disabled by default and cannot be used.

The hot-swap mechanism is controlled by the following configuration property:

com.sun.am.policy.config.load.interval

The valid values for this property is any unsigned integer including 0, which indicate