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L K R 4 CHAPTER 5

Implementing Federation

Sun Java™ System Federated Access Manager has a robust federation framework for
implementing federated identity infrastructures. It provides interfaces for creating, modifying,
and deleting authentication domains, service providers, and identity providers and samples to
get you started. This chapter covers the following topics:

“Understanding Federation” on page 9

“Using the Federation API” on page 10

“Using the WS-Federation API” on page 12
“Executing the Federation Samples” on page 13

Understanding Federation

The umbrella term federation encompasses both identity federation and provider federation.
The concept of identity federation begins with the notion of virtual identity. On the internet,
one person might have a multitude of accounts set up to access various business, community
and personal service providers; for example, the person might have used different names, user
identifiers, passwords or preferences to set up accounts for a news portal, a bank, a retailer, and
an email provider. A local identity refers to the set of attributes that an individual might have
with each of these service providers. These attributes uniquely identify the individual with that
particular provider and can include a name, phone number, passwords, social security number,
address, credit records, bank balances or bill payment information. Because the internet is fast
becoming the prime vehicle for business, community and personal interactions, it has become
necessary to fashion a system for online users to link their local identities, enabling them to have
one network identity. This system is identity federation. Identity federation allows a user to
associate, connect or bind the local identities they have configured with multiple service
providers. A federated identity allows users to login at one service provider's site and move to an
affiliated service provider site without having to re-authenticate or re-establish their identity.

The concept of provider federation as defined in a federation-based environment begins with
the notion of a security domain (referred to as a circle of trust in Federated Access Manager). A
circle of trust is a group of service providers (with at least one identity provider) that agree to



Using the Federation API

join together to exchange user authentication information using open—standards and
technologies. Once a group of providers has been federated within a circle of trust,
authentication accomplished by the identity provider in that circle is honored by all affiliated
service providers. Thus, single sign-on (SSO) can be enabled amongst all membered providers
as well as identity federation among users. For more information on the federation process in
Federated Access Manager, see the Sun Java System Federated Access Manager 8.0 Technical
Overview. The following sections contain information on the federation specifications
implemented by Federated Access Manager.

Federated Access Manager supports the Liberty Alliance Identity Federation Framework 1.2
Specifications and the WS-Federation 1.1 Metadata.

Using the Federation API

10

Remark 5-1
Reviewer

Remark 5-2
Reviewer

Remark 5-3
Reviewer

The following packages form the Federation API. For more detailed information, see the
Federated Access Manager 8.0 Java API Reference.

= “com.sun.identity.federation.accountmgmt” on page 10

= “com.sun.identity.federation.common” on page 10

= “com.sun.identity.federation.message” on page 10

= “com.sun.identity.federation.message.common” on page 11
= “com.sun.identity.federation.plugins”onpagell

= “com.sun.identity.federation.services” onpagell

= “com.sun.liberty” onpagell

com.sun.identity.federation.accountmgmt

Public or private? Doc or no?

Retrieves the information of federated user account

com.sun.identity.federation.common

Public or private? Doc or no?

Common federation utilities

com.sun.identity.federation.message

Public or private? Doc or no?

Classes for federation messages and assertions

Sun Java System Federated Access Manager 8.0 Developer's Guide « June 2008 (Beta)
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Remark 5-4
Reviewer

com.sun.identity.federation.message.common

Public or private? Doc or no?

common classes used by federation protocol messages

com.sun.identity.federation.plugins

The com.sun.identity.federation.plugins package contains the FederationSPAdapter
interface which can be implemented to allow applications to customize their actions before and
after invoking the federation protocols. For example, a service provider may want to choose to
redirect to a specific location after single sign-on.

com.sun.identity.federation.services

The com.sun.identity.federation.services package provides interfaces for writing custom
plug-ins that can be used during the federation or single sign-on process. The interfaces are
described in the following table.

TABLE5-1 com.sun.identity.federation.services Interfaces

Interface Description

FSAttributeMapper Plug-in for mapping the attributes passed from the
identity provider to local attributes on the service
provider side during the single sign-on.

FSAttributePlugin Plug-in for an identity provider to add
AttributeStatements into a SAML assertion during
the single sign-on process.

FSIDPProxy Interface used to find a preferred identity provider to
which an authentication request can be proxied.

com.sun.liberty

The com. sun.liberty package contains the LibertyManager class which must be instantiated
by web applications that want to access the Federation framework. It also contains the methods
needed for account federation, session termination, log in, log out and other actions. Some of
these methods are described in the following table.

Chapter5 « Implementing Federation



Using the WS-Federation API

TABLE5-2 com.sun.liberty Methods

Method Description
getFederatedProviders () Returns a specific user’s federated providers.
getIDPFederationStatus() Retrieves a user’s federation status with a specified identity

provider. This method assumes that the user is already
federated with the provider.

getIDPList() Returns a list of all trusted identity providers.

getIDPList() Returns a list of all trusted identity providers for the specified
hosted provider.

getProvidersToFederate() Returns a list of all trusted identity providers to which the

specified user is not already federated.

getSPList() Returns a list of all trusted service providers.

getSPList() Returns a list of all trusted service providers for the specified
hosted provider.

getSPFederationStatus () Retrieves a user’s federation status with a specified service

provider. This method assumes that the user is already
federated with the provider.

Using the WS-Federation API

[Remark 5-5 Reviewer: Other packages used by WS-Federation??] The following packages form
the WS-Federation API. For more detailed information, see the Federated Access Manager 8.0
Java API Reference.

= “com.sun.identity.wsfederation.plugins” on page 12
= “com.sun.identity.wsfederation.common” on page 12

com.sun.identity.wsfederation.plugins

Defines common WS-Federation utilities and constants.

com.sun.identity.wsfederation.common

Defines WS-Federation Plugin SPIs

12 Sun Java System Federated Access Manager 8.0 Developer's Guide « June 2008 (Beta)
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Executing the Federation Samples

[Remark 5-6 Reviewer: Other federation samples for WS-Federation??] The Federation samples
arelocated in /path-to-context-root/fam/samples/liberty. To demonstrate the different
Liberty-based federation protocols, three sample applications are included, and located in the
following subdirectories:

= “samplel Directory” on page 13
= “sample2 Directory” on page 13
= “sample3 Directory” on page 14

samplel Directory

The samplel directory provides a collection of files to configure a basic environment for
creating and managing federation. The sample demonstrates the basic use of various
Liberty-based federation protocols, including account federation, SSO, single logout, and
federation termination. The scenario includes a service provider (SP), an identity provider
(IDP), and configuration information for the two required servers. Each server must be
deployed and configured on different installations of Federated Access Manager. Completing
the procedures in the sample Readme. txt or Readme . html will help to give you a more complete
understanding of how federation works.

TABLE5-3 Configuration Information for samplel Servers

Variable Placeholder Host Name Components Deployed on This Host

machinel www.spl.com ®  Service Provider

®  Web Service Consumer

machine2 www.idpl.com ®  Identity Provider
= Discovery Service
®  Liberty Alliance Project

The Readme. html file in the samplel directory provides detailed steps on how to deploy and
configure this sample. samplel also contains instructions for configuring a common domain.
For information on common domains, see XXXXX.

sample2 Directory

The sample2 directory also provides a collection of files to configure a basic environment for
creating and managing a federation. However, in this sample, the resources of the SP are
deployed on an instance of Sun Java System Web Server that is protected by a policy agent. As in
XXXXXsamplel Directory, the SP and IDP are deployed and configured on different

Chapter5 « Implementing Federation 13
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14

installations of Federated Access Manager. Besides demonstrating account federation, SSO,
single logout, and federation termination, this sample also shows how different authentication
contexts can be configured by associating different authentication levels with different
protected pages. This association is made by creating policies for the protected resources. The
Readme.html file in the sample2 directory provides detailed steps on how to deploy and
configure this sample.

sample3 Directory

The sample3 directory provides a collection of files to configure an environment for creating
and managing a federation that includes two SPs and two IDPs. In this sample, all providers are
hosted on a single installation of Federated Access Manager. You need to host the same IP
address (the one on which Federated Access Manager is installed) in four different DNS
domains. Thus, four virtual server instances are created on separate instances of Sun Java
System Web Server, one for each of the providers.

Note - Virtual server instances can be simulated by adding entries in the /etc/hosts file for the
fully qualified host names of the virtual servers.

Because this scenario involves multiple IPs, you also need to install a common domain. You can
install the Common Domain Services for Federation Management on the same machine as the
Federated Access Manager software or on a different machine. The Readme . htm1 file in the
sample3 directory provides detailed steps on how to deploy and configure this sample. You can
also find information about common domains in XXXXX.

Sun Java System Federated Access Manager 8.0 Developer's Guide « June 2008 (Beta)
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CHAPTER 6

Constructing SAML Messages

Sun Java"™ System Federated Access Manager has implemented two versions of the Security
Assertion Markup Language (SAML). This chapter contains information on these
implementations in the following sections.

= “SAMLv2” on page 15
= “SAML 1.x” on page 32

= “Using the SAML v2 SDK” on page 15
= “Service Provider Interfaces” on page 18
= “JavaServer Pages” on page 24

Using the SAML v2 SDK

The SAML v2 framework provides application programming interfaces (API) that can be used
to construct and process assertions, requests, and responses. The SDK is designed to be
pluggable although it can also be run as a standalone application (outside of an instance of
Federated Access Manager).

= For information on the packages in the SDK, see “Exploring the SAML v2 Packages” on
page 15.
For ways to set a customized implementation, see “Setting a Customized Class” on page 16.
For instructions on how to install the SDK as a standalone application, see “Installing the
SAML v2 SDK” on page 16.

Exploring the SAML v2 Packages
The SAML v2 SDK includes the following packages:

= “com.sun.identity.saml2.assertion Package” on page 16



SAML v2

= “com.sun.identity.saml2.common Package” on page 16
= “com.sun.identity.saml2.protocol Package” on page 16

For more detailed information, see the Federated Access Manager 8.0 Java API Reference.

com.sun.identity.saml2.assertion Package

This package provides interfaces to construct and process SAML v2 assertions. It also contains
the AssertionFactory, a factory class used to obtain instances of the objects defined in the
assertion schema.

com.sun.identity.saml2.common Package

This package provides interfaces and classes used to define common SAML v2 utilities and
constants.

com.sun.identity.saml2.protocol Package

This package provides interfaces used to construct and process the SAML v2 request/response
protocol. It also contains the ProtocolFactory, a factory class used to obtain object instances
for concrete elements in the protocol schema.

Setting a Customized Class

There are two ways you could set a customized implementation class:

1. Addamapping property to Federated Access Manager configuration data store in the
format:

com.sun.identity.saml2.sdk.mapping.interface-name=new-class-name

For example, to define a customized Assertion interface, you would add:

com.sun.identity.saml2.sdk.mapping.Assertion=
com.ourcompany.saml2.AssertionImpl

2. Setan environment variable for the Virtual Machine for the Java™ platform (JVM"™). For
example, you can add the following environment variable when starting the application:

-Dcom.sun.identity.saml2.sdk.mapping.Assertion=
com.ourcompany.saml2.AssertionImpl

Installing the SAML v2 SDK
The following procedure contains instructions to install the SAML v2 SDK.

Remark 6-1 s this still valid? Assuming you install client SDK for this.
Reviewer
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v

Before You Begin

To Install the SAML v2 SDK

If installing the SDK on a Linux system, you must have the Red Hat Package Manager (RPM)
installed.

Loginasroot.

Create a new directory.
# mkdir saml2bits

# cd saml2bits
Download the file-name. tar. gz file into the new directory.

Unpack the product binaries by typing:

# gunzip —dc file-name.tar.gz | tar -xvof -

where file-name. tar.gz is the name of the downloaded file.

Add the SAML v2 packages as follows:
# pkgadd -d . SUNWsaml2

By default, the packages will be installed in /path-to-context-root/fam/saml2.
Add the following to the classpath of your application:

= For Access Manager 7 2005Q4:

= /opt/product-directory/saml2/1ib/saml2.jar
= /opt/product-directory/saml2/locale

= ForFederation Manager 7 2005Q4:

= /opt/SUNWam/saml2/lib/saml2.jar
= /opt/SUNWam/saml2/locale

Get the supporting JAR and locale files using the applicable procedure:
= For Access Manager 7 2005Q4:
a. cd/AccessManager-base/product-directory

b. Run the following command:
# make -f Makefile.clientsdk

c. Add thefollowing to the classpath of your application:

Chapter6 « Constructing SAML Messages 17
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= AccessManager-base/product-directory/clientsdk-webapps/WEB-INF/lib/
amclientsdk.jar

®  AccessManager-base/product-directory/clientsdk-webapps/WEB-INF/classes

= ForFederation Manager 7 2005Q4:
Add the following to the classpath of your application:

a. FederationManager-base/SUNWam/fm/web-src/WEB-INF/lib/am_services.jar
b. FederationManager-base/SUNWam/fm/web-src/WEB-INF/lib/am_sdk.jar
¢. FederationManager-base/SUNWam/fm/web-src/WEB-INF/classes

8 Restartyour application.

You should now be able to process SAML v2 XML messages using the methods in the
AssertionFactory and ProtocolFactory.

NextSteps For details regarding the SAML v2 SDK classes, see the Federated Access Manager 8.0 Java API
Reference.

Service Provider Interfaces

The com.sun.identity.saml2.plugins package provides pluggable interfaces to extend
SAML v2 functionality into your remote application. The classes can be configured per
provider entity. Default implementations are provided, but a customized implementation can
be plugged in by modifying the corresponding attribute in the provider's extended metadata
configuration file. The mappers include:

= “Account Mappers” on page 18
= “Attribute Mappers” on page 19
= “Authentication Context Mappers” on page 20

For more information, see the Federated Access Manager 8.0 Java API Reference.

Account Mappers

An account mapper is used to associate a local user account with a remote user account based
on a specified attribute. A default account mapper has been developed for both sides of the
SAML v2 interaction, service providers and identity providers.

= “IDPAccountMapper” on page 19
= “SPAccountMapper” on page 19

18 Sun Java System Federated Access Manager 8.0 Developer's Guide « June 2008 (Beta)
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IDPAccountMapper

The IDPAccountMapper interface is used on the identity provider side to map user accounts in
cases of single sign-on and federation termination. The default implementation,
com.sun.identity.saml2.plugins.DefaultIDPAccountMapper, maps the accounts based on
the persistent NameID attribute.

SPAccountMapper

The SPAccountMapper interface is used on the service provider side to map user accounts in
cases of single sign-on and federation termination. The default implementation,
com.sun.identity.saml2.plugins.DefaultSPAccountMapper, supports mapping based on
the transient and persistent NameID attributes, and attribute federation based on properties
defined in the extended metadata configuration file. The user mapping is based on information
passed from the identity provider in an <AttributeStatment>.

Attribute Mappers

An attribute mapper is used to associate attribute names passed in the <AttributeStatement>
of an assertion. A default attribute mapper has been developed for both participants in the
SAML v2 interaction, service providers and identity providers. They are defined in the extended
metadata configuration files and explained in the following sections:

= “IDPAttributeMapper” on page 19
= “SPAttributeMapper” on page 19
= “To Set Up Attribute Mappers” on page 20

IDPAttributeMapper

The IDPAttributeMapper interface is used by the identity provider to specify which user
attributes will be included in an assertion. The default implementation,
com.sun.identity.saml2.plugins.DefaultIDPAttributeMapper, retrieves attribute
mappings (SAML v2-attribute=user-attribute) defined in the attributeMap property in the
identity provider's extended metadata configuration file. It reads the value of the user attribute
from the identity provider's data store, and sets this value as the <Attributevalue> of the
specified SAML v2 attribute. The SAML v2 attributes and values are then included in the
<AttributeStatement> of the assertion and sent to the service provider. The value of
attributeMap can be changed to modify the mapper's behavior without programming. The
default mapper itself can be modified to attach any identity provider user attribute with
additional programming.

SPAttributeMapper

The SPAttributeMapper interface is used by the service provider to map attributes received in
an assertion to its local attributes. The default implementation,
com.sun.identity.saml2.plugins.DefaultSPAttributeMapper, retrieves the attribute
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mappings defined in the attributeMap property in the service provider's extended metadata
configuration file. It extracts the value of the SAML v2 attribute from the assertion and returns a
key/value mapping which will be set in the user's single sign-on token. The mapper can also be
customized to choose user attributes from the local service provider datastore.

To Set Up Attribute Mappers

This procedure will pass the mail and employeeNumber attributes from the identity provider to
the service provider.

Export the identity provider's current extended metadata configuration to afile.

saml2meta [-i staging-directory] export -u amadmin -w password -e IDP-entitylD -x
IDP-extended-XML-file-name

Edit the attributeMap attribute in the exported extended metadata configuration file to
include the user attributes the identity provider will pass to the service provider.

attributeMap defines the mapping between the provider that this metadata is configuring and
the remote provider. This attribute takes a value of
autofedAttribute-value=remote-provider-attribute. For example,

<Attribute name="attributeMap">
<Value>mail=mail</Value>
<Value>employeeNumber=employeeNumber</Value>
</Attribute>

Remove the identity provider's current extended metadata configuration.

saml2meta [-i staging-directory]l delete -u amadmin -w password -e IDP-entitylD -c

Import the identity provider's modified extended metadata configuration file.

saml2meta [-i staging-directory]l import -u amadmin -w password -x
IDP-extended-XML-file-name

Restart the web container.
Repeat the above steps for the service provider's extended metadata configuration file.

To test, invoke single sign-on from the service provider.

The assertion contains an AttributeStatement with the mail and employeeNumber attributes
which will be set in the single sign-on token.

Authentication Context Mappers

Authentication context refers to information added to an assertion regarding details of the
technology used for the actual authentication action. For example, a service provider can
request that an identity provider comply with a specific authentication method by identifying

Sun Java System Federated Access Manager 8.0 Developer's Guide « June 2008 (Beta)



SAML v2

that method in an authentication request. The authentication context mapper pairs a standard
SAML v2 authentication context class reference (PasswordProtectedTransport, for example)
to a Federated Access Manager authentication scheme (module=LDAP, for example) on the
identity provider side and sets the appropriate authentication level in the user's SSO token on
the service provider side. The identity provider would then deliver (with the assertion) the
authentication context information in the form of an authentication context declaration added
to the assertion. The process for this is described below.

1. A useraccesses spSSOInit.jsp using the AuthnContextClassRef query parameter.

For example, http://SP_host:SP_port/uri/spSSOInit.jsp?
metaAlias=SP_MetaAlias&idpEntityID=IDP_EntityID&AuthnContextClassRef=PasswordProtec

2. The SPAuthnContextMapper is invoked to map the value of the query parameter to a
<RequestedAuthnContext> and an authentication level.

3. The service provider sends the <AuthRequest> with the <RequestedAuthnContext> to the
identity provider.

4. The identity provider processes the <AuthRequest> by invoking the
IDPAuthnContextMapper to map the incoming information to a defined authentication
scheme.

Note - If there is no matching authentication scheme, an authentication error page is
displayed.

5. The identity provider then redirects the user (including information regarding the
authentication scheme) to the Authentication Service for authentication.

For example, http://AM_host: AM_port/uri/UI/Login?module=LDAP redirects to the
LDAP authentication module.

6. After successful authentication, the user is redirected back to the identity provider for
construction of a response based on the mapped authentication class reference.

7. Theidentity provider then returns the user to the assertion consumer on the service
provider side.

8. After validating the response, the service provider creates a single sign-on token carrying the
authentication level defined in the previous step.

A default authentication context mapper has been developed for both sides of the SAML v2
interaction. Details about the mappers are in the following sections:

= “IDPAuthnContextMapper” on page 22
= “SPAuthnContextMapper” on page 22

The procedure for configuring mappings is in “To Configure Mappings” on page 23.
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IDPAuthnContextMapper

The IDPAuthnContextMapper is configured for the identity provider and maps incoming
authentication requests from the service provider to a Federated Access Manager
authentication scheme (user, role, module, level or service-based authentication), returning a
response containing the authentication status to the service provider. The following attributes
in the identity provider extended metadata are used by the IDPAuthnContextMapper:

= The idpAuthncontextMapper property specifies the mapper implementation.

= The idpAuthncontextClassrefMapping property specifies the mapping between a
standard SAMLv2 authentication context class reference and an Access Manager
authentication scheme. It takes a value in the following format:

authnContextClassRef | authnType=authnValue | authnType=anthnValue | ...

For example,

urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport|module=LDAP

maps the SAMLv2 PasswordProtectedTransport class reference to the Federated Access
Manager LDAP authentication module.

SPAuthnContextMapper

The SPAuthnContextMapper is configured for the service provider and maps the parameters in
incoming HTTP requests to an authentication context. It creates a <RequestedAuthnContext>
element based on the query parameters and attributes configured in the extended metadata of
the service provider. The <RequestedAuthnContext> element is then included in the
<AuthnRequest> element sent from the service provider to the identity provider for
authentication. The SPAuthnContextMapper also maps the authentication context on the
identity provider side to the authentication level set as a property of the user's single sign-on
token. The following query parameters can be set in the URL when accessing spSS0Init. jsp:

= AuthnContextClassRef or AuthnContextDeclRef: These properties specify one or more
URI references identifying the provider's supported authentication context classes. If a value
is not specified, the default is
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport.

= AuthLevel: This parameter specifies the authentication level of the authentication context
being used for authentication.

= AuthComparison: This parameter specifies the method of comparison used to evaluate the
requested context classes or statements. Accepted values include:

®  exact where the authentication context statement in the assertion must be the exact
match of, at least, one of the authentication contexts specified.

= minimum where the authentication context statement in the assertion must be, at least,
as strong (as deemed by the identity provider) one of the authentication contexts
specified.
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= maximum where the authentication context statement in the assertion must be no
stronger than any of the authentication contexts specified.

= better where the authentication context statement in the assertion must be stronger than
any of the authentication contexts specified.

If the element is not specified, the default value is exact.

An example URL might be http://SP_host: SP_port/uri/spSSOInit.jsp?
metaAlias=SP_MetaAlias&idpEntityID=IDP_EntityID&AuthnContextClassRef=PasswordProtectec

The following attributes in the service provider extended metadata are used by the
SPAuthnContextMapper:

= The spAuthncontextMapper property specifies the name of the service provider mapper

implementation.

= The spAuthncontextClassrefMapping property specifies the map of authentication
context class reference and authentication level in the following format:

authnContextClassRef | authlevel [| default]

= The spAuthncontextComparisonType property is optional and specifies the method of
comparison used to evaluate the requested context classes or statements. Accepted values
include:

®  exact where the authentication context statement in the assertion must be the exact
match of, at least, one of the authentication contexts specified.

= minimum where the authentication context statement in the assertion must be, at least,
as strong (as deemed by the identity provider) one of the authentication contexts
specified.

= maximum where the authentication context statement in the assertion must be no
stronger than any of the authentication contexts specified.

= better where the authentication context statement in the assertion must be stronger than
any of the authentication contexts specified.

If the element is not specified, the default value is exact.

¥ To Configure Mappings

The following procedure assumes you are mapping
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport to
authentication level 4 on the service provider and use the LDAP authentication module for
authentication on the identity provider.

1 Setthe mapping forthe spAuthncontextClassrefMapping property in the current extended
service provider metadata.

For example, PasswordProtectedTransport |4
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Reload the modified metadata using sam12meta.

[Remark 6-2 Reviewer: Is there still a saml2meta command line interface? Or has it been
integrated into something else?] See XXXXXThe saml2meta Command-line Reference.

Set the mapping for the idpAuthncontextClassrefMapping property in the current extended
identity provider metadata.

For example,
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport|module=LDAP

Reload the modified metadata using sam12meta.

[Remark 6-3 Reviewer: Is there still a saml2meta command line interface? Or has it been
integrated into something else?] See XXXXXThe saml2meta Command-line Reference.

Access the single sign-on initialization page using the following URL:

http://AM_host: AM_port/uri/spSSOinit.jsp?
metaAlias=/sp&idpEntityID=idp.sun.com&AuthnContextClassRef=PasswordProtectedTransport

JavaServer Pages

JavaServer Pages (JSP) are HTML files that contain additional code to generate dynamic
content. More specifically, they contain HTML code to display static text and graphics, as well
as application code to generate information. When the page is displayed in a web browser, it
will contain both the static HTML content and dynamic content retrieved via the application
code. The SAML v2 framework contains JSP that can initiate SAML v2 interactions. After
installation, these pages can be accessed using the following URL format:

http(s)://host:port/uri/saml2/jsp/jsp-page-name?metaAlias=xxx&...

The JSP are collected in the /path-to-context-root/fam/saml2/config/jsp directory. The
following sections contain descriptions of, and uses for, the different JSP.

“Default Display Page” on page 25
“Assertion Consumer Page” on page 25
“Single Sign-on Pages” on page 25

“Name Identifier Pages” on page 28

“Single Logout JavaServer Pages” on page 30

Caution - The following JSP cannot be modified:

m  jdpArtifactResolution.jsp
m  idpMNISOAP.jsp
m  spMNISOAP.jsp
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