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Introducing Federated Access Manager

Sun Java™ System Federated Access Manager integrates authentication and authorization
services, single sign-on, and open, standards-based federation protocol to provide a
comprehensive solution for protecting network resources by preventing unauthorized access to
web services, applications and web content, and securing identity data. This introductory
chapter contains a high-level description of Federated Access Manager and what it does. It
contains the following sections:

“What is Federated Access Manager?” on page 7

“What Does Federated Access Manager Do?” on page 8

“What Are the Core Functions of Federated Access Manager?” on page 9
“What Else Does Federated Access Manager Offer?” on page 11

What is Federated Access Manager?

Sun Java System Federated Access Manager is a single product that combines the features of Sun
Java System Access Manager, Sun Java System Federation Manager, and the Sun Java System
SAML v2 Plug-in for Federation Services as well as new features and functionality developed
specifically for this release. Federated Access Manager provides access management by allowing
the implementation of authentication, policy-based authorization, federation, SSO, and web
services security from a single, unified framework. It is delivered as a simple web archive (WAR)
that can be easily deployed as a self-contained Java Platform, Enterprise Edition (Java EE)
application in a supported web container.

Note - Federated Access Manager is Sun Microsystems' commercial distribution of the open
source code available at OpenSSO.



https://opensso.dev.java.net

What Does Federated Access Manager Do?

What Does Federated Access Manager Do?

The following types of interactions occur daily in a corporate environment.

= Anemployee looks up a colleague’s phone number in the corporate phone directory.
= A manager retrieves employee salary histories to determine an individual’s merit raise.

= Anadministrative assistant adds a new hire to the corporate database, triggering the
company’s health insurance provider to add the new hire to its enrollment.

= An engineer sends an internal URL for a specification document to another engineer who
works for a partner company.

= A customer logs into a company’s web site and looks for a product in their online catalog.

= Avendor submits an invoice to the company’s accounting department.

For each of these transactions, the company must determine who is allowed to view the
information or use the application. Some information such as product descriptions and
advertising can be made available to everyone in a public online catalog. Other information
such as accounting and human resources data must be restricted to employees only. And other
sensitive information such as pricing models and employee insurance plans is appropriate to
share only with partners, suppliers, and employees. This need for access determination is met
by Sun Java System Federated Access Manager, an access management product with
authentication, authorization, and single sign-on (SSO) services provided out of the box.

When a user or an external application requests access to content stored on a company’s server,
a policy agent intercepts the request and directs it to Federated Access Manager which, in turn,
requests credentials (such as a username and password in the case of a user) for authentication.
If the credentials returned match those stored in the appropriate identity data store, Federated
Access Manager determines that the user is authentic. Following authentication, access to the
requested content is determined by the policy agent which evaluates the policies associated with
the authenticated identity. Policies are created using Federated Access Manager and identify
which identities are allowed to access a particular resource, specifying the conditions under
which this authorization is valid. Based upon the results of the policy evaluation, the policy
agent either grants or denies the user access. Figure 1-1 illustrates a high-level deployment
architecture of Federated Access Manager.

8 Sun Java System Federated Access Manager 8.0 Technical Overview « June 2008 (Beta)



What Are the Core Functions of Federated Access Manager?
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FIGURE 1-1  High-level Deployment Architecture of Federated Access Manager

What Are the Core Functions of Federated Access Manager?

The following sections contain an overview of the core functions of Federated Access Manager.

“Access Management” on page 9

“Federation Management” on page 10
“Web Services and Web Services Security” on page 10
“Identity Services” on page 11

Access Management

[ |
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Administration Core ~SNA D

Non-administrator
Employees

Centralized
Configuration
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Federated Access Manager manages authorized access to network services and resources. By
implementing authentication and authorization, Federated Access Manager (along with an
installed policy agent) ensures that access to protected resources is restricted to authorized
users. In a nutshell, a policy agent intercepts a request for access to a resource and
communicates with Federated Access Manager to authenticate the requestor. If the user is
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successfully authenticated, the policy agent then evaluates the policies associated with the
requested resource and the user to determine is the authenticated user is authorized to access
the resource. If the user is authorized, the policy agent allows access to the resource, also
providing identity data to the resource to personalize the interaction.

Federation Management

With the introduction of federation protocol into the process of access management, identity
information and entitlements can be communicated across security domains, spanning
multiple trusted partners. By configuring a circle of trust and defining applications and services
as entity providers in the circle (either identity providers or service providers), users can opt to
associate, connect or bind the various identities they have configured locally for these providers.
The linked local identities are federated and allow the user to log in to one identity provider site
and click through to an affiliated service provider site without having to re-authenticate; in
effect, single sign-on (SSO). Federated Access Manager supports several open federation
technologies (including the Security Access Markup Language [SAML] versions 1 and 2,
WS-Federation, and the Liberty Alliance Project Identity Federation Framework (Liberty
ID-FF), therefore encouraging an interoperable infrastructure among providers.

Web Services and Web Services Security

A web service is an application that exposes some type of business or infrastructure functionality
through a language-neutral and platform-independent, callable interface. In particular, the
service defines its interface using the Web Services Description Language (WSDL), and
communicates using SOAP and eXtensible Markup Language (XML) messages. (The message
being exchanged is defined by the WSDL as published by the WSP.) The web service client
(WSC) communicates with the web service provider (WSP) through an intermediary — usually
a firewall or load balancer. In Federated Access Manager, the following web service standards
are implemented:

= Liberty Alliance Project Identity Web Services Framework (Liberty ID-WSF)
= WS-I Basic Security Profile

Although web services enable open, flexible, and adaptive interfaces, its openness creates
security risks. Without proper security protections, a web service can expose vulnerabilities that
can have dire consequences. Hence, ensuring the integrity, confidentiality and security of web
services through the application of a comprehensive security model is critical for both
enterprises and consumers. A successful security model associates identity data with the web
services and creates secure service-to-service interactions. The security model adopted by
Federated Access Manager identifies the user and preserves that identity through multiple
interactions, maintains privacy and data integrity, uses existing technologies, and logs the
interactions.
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Identity Services

Federated Access Manager exposes its back-end identity functions as simple web services that
are accessible using SOAP, WSDL and REST, allowing developers to easily invoke them when
developing an application using one of the supported integrated development environments
(IDE). This access management solution does not require deployment of an agent or a proxy.
Capabilities available include:

Authentication

Authorization

Collection of the profiles of authenticated users
Ability to audit and record operations

What Else Does Federated Access Manager Offer?

Federated Access Manager allows for:

1. Ease of Deployment: Federated Access Manager is delivered as a WAR that can be easily
deployed as a Java EE application in different web containers. All configuration files and
required libraries are inside the WAR to avoid the manipulation of the classpath in the web
container's configuration file. The Federated Access Manager WAR is supported on:

Sun Java System Web Server 7.0 — Update 1 &2

Sun Java System Application Server 9.1 (and Glassfish v2)
BEA WebLogic Application Server 9.2 &10

IBM Websphere Application Server 6.1

Oracle Application Server 10g

JBoss 4.2.x

Tomcat 5.5.x & 6.x

Geronimo (supported on the Sun Solaris™ 10 Operating Environment for SPARC, x86 &
x64 and the Sun Solaris 9 Operating Environment for SPARC & x86 systems only)

Note - Geronimo can install Jetty Application Server and Tomcat Application Server;
Federated Access Manager supports only Tomcat.

2. Portability: Federated Access Manager is supported on the following operating systems:

Sun Solaris 10 Operating Environment for SPARC, x86 & x64 systems

Sun Solaris 9 Operating Environment for SPARC & x86 systems

Windows Server 2003 and Windows XP (development only) operating systems
Red Hat Enterprise Linux 4 Server (Base)

Chapter 1 « Introducing Federated Access Manager 1
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= Red Hat Enterprise Linux 4 Advanced Platform
= Red Hat Enterprise Linux 5 Server (Base)

®  Red Hat Enterprise Linux 5 Advanced Platform
= Windows 2003 Standard Server

= Windows 2003 Enterprise Server

= Windows 2003 Datacenter Server

= Windows Vista

= IBM AIX 5.3 (supported with the IBM Websphere Application Server 6.1 container
only)

Open Standards: Federated Access Manager is built using open standards and
specifications as far as possible. For example, features designed for federation management
and web services security are based on the Security Assertion Markup Language (SAML),
the Liberty Alliance Project specifications, and the WS-Security standards.

. Ease of Administration: Federated Access Manager contains a web-based, graphical

administration console as well as command line interfaces for configuration tasks and
administrative operations. Additionally, an embedded, centralized data store allows for one
place to store server configuration data.

Security:

= Runtime security enables an enterprise's resources to be protected as configured and
Federated Access Manager services to be accessed by authorized entities only.

= Administration security ensures only authorized updates are made to the Federated
Access Manager configuration data.

= Deployment security implements best practices for installing Federated Access Manager
on different operating systems, web containers, and so forth.

Additionally, all security actions are logged.

. Embedded Configuration Data Store: Federated Access Manager embeds the open-source

OpenDS directory server as a configuration data store. You can also point to instances of
Sun Java System Directory Server 5.1, 5.2 & 6.2 during configuration of the product for use
as a configuration data store. See “Data and Data Stores” on page 37 for more information.

. User Data Store Independence: Federated Access Manager allows you to view and retrieve

user information without making changes to an existing user database. Supported directory
servers include Directory Server 5.1, 5.2 & 6.2, Tivoli Directory Server 6.1, and Microsoft
Active Directory 2003. See “Data and Data Stores” on page 37 for more information.

Note - The open-source OpenDS data store embedded with Federated Access Manager as a
configuration data store should only be used as a user data store for proof of concepts and
developers.
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8. Web and Non-Web-Based Resources: The core design of Federated Access Manager caters
to SSO for both web and non-web applications.

9. Performance, Scalability and Availability: Federated Access Manager can be scaled
horizontally and vertically to handle increased workloads, and as security needs change over
time. There is no single point of failure.

10. Distributed Architecture Server and client components can be deployed across the
enterprise or across domain boundaries as all application programming interfaces (API)
provide remote access to Federated Access Manager based on a service-oriented
architecture.

11. Flexibility and Extensibility: Every Federated Access Manager service exposes a service
provider interface (SPI) that allows expansion of the framework to provide for specific
deployment needs.

12. Internationalization Federated Access Manager contains a framework for multiple
language support. Customer facing messages, API, command line interfaces, and user
interfaces are localized in the supported languages.

Chapter 1 « Introducing Federated Access Manager 13
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CHAPTER 2

Dissecting Federated Access Manager

Federated Access Manager provides a pluggable architecture to deliver access management,
secure web services, and federation capabilities. This chapter contains information on the
internal architecture and features of Federated Access Manager.

= “Federated Access Manager Architecture” on page 15
= “How Federated Access Manager Works” on page 17
= “Core Services” on page 19
= “Infrastructure” on page 36

Federated Access Manager Architecture

Federated Access Manager is written entirely in Java, and leverages industry standards
including the HyperText Transfer Protocol (HT'TP), the eXtensible Markup Language (XML),
the Security Assertion Markup Language (SAML), and SOAP to deliver access management,
secure web services, and federation capabilities in a single deployment. It consists of client
application programming interfaces (a Client SDK), a framework of services that implement
the business logic, and service provider interfaces (SPI) that are implemented by concrete
classes and can be used to extend the functionality of Federated Access Manager as well as
retrieve information from data stores. Figure 2-1 illustrates the internal architecture of
Federated Access Manager.



Federated Access Manager Architecture
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FIGURE2-1 Internal Architecture of Federated Access Manager

16 Sun Java System Federated Access Manager 8.0 Technical Overview « June 2008 (Beta)



How Federated Access Manager Works

The Federated Access Manager framework is where business logic is implemented. Each core
component uses its own framework to retrieve customer data from the plug-in layer and to
provide data to other core components. The Federated Access Manager framework integrates
all of the business logic into one layer that is accessible to all core components and plug-ins.

The Client SDK is installed on a machine remote to the Federated Access Manager server that
holds the resource to be protected. Applications on the remote machine access Federated
Access Manager using the Client SDK. Custom plug-in modules are installed on the machine
local to Federated Access Manager and interact with the Federated Access Manager SPI to
retrieve required information from the appropriate data store and deliver it to the plug-ins and,
in turn, the Federated Access Manager framework for processing.

How Federated Access Manager Works

When Federated Access Manager starts up, it is initialized with configuration data from various
service plug-ins including those for the Policy Service, the Identity Repository Service, as well as
the embedded service configuration data store. When someone (using a browser) sends an
HTTP request for access to a protected resource, Federated Access Manager immediately binds
to the appropriate Identity Repository to obtain user information (which may include
definitions for roles, realms, user IDs, and so forth). At the same time, a policy agent (separately
downloaded and installed on the protected resource) intercepts the request and examines it. If
no session token is found, the policy agent contacts Federated Access Manager which will then
invoke the authentication and authorization processes. Figure 2-2 illustrates one way in which
the policy agents can be situated to protect an enterprise's servers by directing HTTP requests to
a centralized Federated Access Manager for processing.

Chapter2 - Dissecting Federated Access Manager 17
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Web Browser
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Access Manager Policy Agent

Web Server

Access Manager Policy Agent
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FIGURE2-2 Basic Federated Access Manager Deployment

Federated Access Manager integrates core features such as access management and
authorization. These functions can be configured using the administration console. Figure 2-3
is a high-level illustration of the interactions that occur between Federated Access Manager and
a policy agent, browser, and protected application during authentication and authorization.
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FIGURE2-3 Federated Access Manager Authentication and Authorization Interactions

For more information on the core functions of Federated Access Manager, see “Core Services”
on page 19.

Core Services

Services developed for Federated Access Manager generally contain both a server component
and a client component. The server component is a simple Java servlet developed to receive
XML requests and return XML responses. (The deployment descriptor web. xml defines the
servlet name and description, the servlet class, initialization parameters, mappings, and other
startup information.) The client component is provided as Java application programming
interfaces (API) and, in some cases C API, that allow remote applications and other Federated
Access Manager services to communicate with and consume the particular functionality.

Asillustrated in “Federated Access Manager Architecture” on page 15, the Federated Access
Manager framework is where business logic is implemented. Each core service uses its own
framework to retrieve customer and service data and to provide it to other Federated Access
Manager services. The Federated Access Manager framework integrates all of these service

Chapter2 - Dissecting Federated Access Manager 19
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frameworks to form a layer that is accessible to all product components and plug-ins. The
following sections contain information on the Federated Access Manager core services.

= “Authentication Service” on page 20

= “Policy Service” on page 22

= “Session Service” on page 25

= “Logging Service” on page 30

= “Identity Repository Service” on page 31
= “Federation Services” on page 32

= “Web Services Security” on page 33

Note - Some services also provide a public SPI that allows the service to be extended. See the Sun
Java System Federated Access Manager 8.0 Developer’s Guide, the Sun Java System Federated
Access Manager 8.0 C API Reference, and the Federated Access Manager 8.0 Java API Reference
for information.

Authentication Service

The Authentication Service provides the functionality to request user credentials and validate
them against a specified authentication data store. Upon successful authentication, it creates a
session data structure for the user that can be validated across all web applications participating
in an SSO environment. Several authentication modules are supplied with Federated Access
Manager, and new modules can be plugged-in using the Java Authentication and Authorization
Service (JAAS) SPI.

Note - The Authentication Service is based on the JAAS specification, a set of API that enables
services to authenticate and enforce access controls upon users. See the Java Authentication and
Authorization Service Reference Guide for more information.

Components of the Authentication Service include:

= The Distributed Authentication User Interface allows the Authentication Service user
interface to be deployed separately from Federated Access Manager, if desired. This is
typically done to protect the identity repository by deploying an authentication proxy in the
DMZ and using the authentication interfaces provided in the Client SDK to pass user
credentials back and forth. JavaServer Pages (JSP) represent the interface displayed to users
for authentication and are completely customizable.

= The Core Authentication Service executes common processes across all authentication
modules. Key responsibilities of this service include identification of the appropriate plan to
authenticate the user (identify the authentication module, load the appropriate JSP) and
creation of the appropriate session for the authenticated user.

Sun Java System Federated Access Manager 8.0 Technical Overview « June 2008 (Beta)
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Core Services

= The Authentication API are remoteable interfaces that don't need to reside on the same
machine as the Federated Access Manager server. This allows remote clients to access the
Authentication Service. remote-auth.dtd defines the data structure for the XML
communications that will be used by the Authentication Service, providing definitions to
initiate the process, collect credentials and perform authentication.

= A number of authentication modules are installed and configured (including, but not
limited to, LDAP, Unix, Windows Desktop, Certificate, and Active Directory). A configured
authentication level for each module is globally defined. Mechanisms are also provided to
upgrade a user's session after authenticating the user to an additional authentication module
that satisfies the authentication level of the resource. New modules can be plugged-in using
the JAAS SPL

The Authentication Service interacts with both the database that stores user credentials
(authentication data store) to validate the user, and with the Identity Repository Service
plug-ins to retrieve user profile attributes. When the Authentication Service determines that a
user’s credentials are genuine, a valid user session token is issued, and the user is said to be
authenticated. The following figure illustrates how the authentication subcomponents interact
within the infrastructure.

Chapter2 - Dissecting Federated Access Manager 21
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FIGURE2-4 Authentication Components Within the Authentication Service Framework

More information on the architecture of the Authentication Service can be found in the
Authentication Service Architecture document on the OpenSSO web site.

Policy Service

Authorization is the process with which Federated Access Manager evaluates the policies
associated with an authenticated user’s identity, and determines whether the user has
permission to access a protected resource. (A policy defines the rules that specify a user's access
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privileges to a protected resource.) The Policy Service provides the authorization functionality
using a rules-based engine. It interacts with the Federated Access Manager configuration data
store, a delegation plug-in (which helps to determine a network administrator’s scope of
privileges), and Identity Repository Service plug-ins to verify that the user has access privileges
from a recognized authority. Policy is configured using the Administration Console, and
comprises the following:

= A Schema for the policy type (normal or referral) that describes the syntax of policy. This is
defined in amPolicy.xml.

= A Rule which defines the policy itself and is made up of a Resource, an Action and a Value.
= Condition(s) to define constraints on the policy.
= Subject(s) to define the user or collection of users which the policy affects.

Figure 2-5 illustrates the framework of the Policy Service. Note that the
PolicyServiceRequestHandler maps to the PolicyRequest XML element.
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FIGURE2-5 Policy Components within the Policy Service Framework

Note - remoteinterface.dtd defines the XML interfaces that can be used to evaluate policies and
to get policy decisions for users.
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Policy agents are an integral part of authorization. They are programs, available for installation
separate from Federated Access Manager, that police the web container which hosts the
protected resources. When a user requests access to the protected resource (such as a server or
an application), the policy agent intercepts the request and redirects it to the Federated Access
Manager Authentication Service. Following authentication, the policy agent will enforce the
authenticated user’s assigned policies. Federated Access Manager supports two types of policy
agents:

= The web agent enforces URL-based policy for C applications.

= The Java Platform, Enterprise Edition (Java EE) agent enforces URL-based policy and Java
EE-based policy for Java applications on J2EE containers.

Note - When policy agents are implemented, all HT'TP requests are implicitly denied unless
explicitly allowed by the presence of two things:

1. Avalid session
2. A policy allowing access

You can modify this default configuration so that Federated Access Manager implicitly allows
access unless explicitly denied.

For an overview of the available policy agents and links to specific information on installation,
see the Sun Java System Access Manager Policy Agent 2.2 User’s Guide.

Session Service

A user session is the interval between the time a user successfully authenticates through
Federated Access Manager and is issued a session token, and the moment the user logs out of
the session. In what might be considered a typical user session, an employee accesses the
corporate benefits administration service. The service, protected by Federated Access Manager,
prompts the user for a username and password. With the credentials Federated Access Manager
can authenticate, or verify that the user is who he says he is. Following authentication, Federated
Access Manager allows the user access to the service (providing the user is authorized).
Successful authentication through Federated Access Manager results in the creation of a session
data structure for the user or entity by the Session Service.

The mission of the Federated Access Manager Session Service is to maintain information about
an authenticated user's session across all web applications participating in a user session.
Additionally, Federated Access Manager provides continuous proof of the user’s identity,
enabling the user to access multiple enterprise resources without having to provide credentials
each time. This enables the following types of user sessions.

= Basic user session. The user provides credentials to log in to one application, and then logs
out of the same application.
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SSO session. The user provides credentials once, and then accesses multiple applications
within the same DNS domain.

Cross domain SSO (CDSSO) session. The user provides credentials once, and then
accesses applications among multiple DNS domains.

Generally speaking, the Session Service performs some or all of the following:

Generates unique session identifiers, one for each user's session data structure

Note — A session data structure is initially created in the INVALID state with default values for
certain attributes and an empty property list. Once the session is authenticated, the session
state is changed to VALID and session data is updated with the user's identity attributes and
properties.

Maintains a master copy of session state information

Note - The session state maintained on the client side is a cached view of the actual session
data structure. This cache can be updated by either the active polling mechanism or the
session notification triggered by the Session Service.

Implements time-dependent behavior of sessions — for example, enforces timeout limits
Implements session life cycle events such as logout and session destruction
Notifies all participants in the same SSO environment of session state changes

Enables SSO and cross-domain single sign-on (CDSSO) among applications external to
Federated Access Manager by providing continued proof of identity.

Allow participating clients to share information across deployments

Implement high availability facilities

Figure 2-6 illustrates the components of the Session Service.
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FIGURE2-6 Components within the Session Service Framework

The following DTD files define the protocol for requests sent to, and responses received from,
the Session Service:

= SessionNotification.dtd
= SessionRequest.dtd
= SessionResponse.dtd

Figure 2-7 illustrates how the efficient messaging capabilities of a Message Queue are used to
push session information to a persistent store based on the Berkeley DataBase (DB). Two key
features are enabled with this:

= Session Failover allows an alternative Federated Access Manager server to pick up a given
user session when the server owning the original session fails.

= Session Constraints allow deployments to specify constraints on a sessions, such as one
session per user.
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FIGURE2-7 Session Persistence
The following sections have more information regarding sessions and the Session Service.

= “Session Data Structure” on page 28
= “Session Data Structure Identifiers” on page 29

Additional information can be found in Chapter 6, “Authorization and the Policy Service”

Session Data Structure

The session data structure contains session information exchanged by all Federated Access
Manager entities regarding proof of authentication. It is a programmatic object that maintains
up-to-date information about a session including:
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= Principal

m  Universal identifier

= Time user authenticated

®  Authentication modules list (list of modules to which the user has authenticated)
= Authentication level

= Time oflast access (idle time out processing)

= Maximum time (hard limit time at which the session is destroyed)

When a user logs in and is successfully authenticated, the Federated Access Manager Session
Service creates a session data structure to store information about the user session and uses
cookies to store a token that uniquely identifies the session data structure. A session data
structure, minimally, stores the following information about a user session:

Maximum Idle Time Maximum number of minutes without activity before the session
will expire and the user must reauthenticate.

Maximum Session Time  Maximum number of minutes (activity or no activity) before the
session expires and the user must reauthenticate.

Maximum Caching Time =~ Maximum number of minutes before the client contacts Access
Manager to refresh cached session information.

Internally, these session attributes are used to enforce Federated Access Manager timeout
limits. But a session can also contain additional attributes and properties which can be used by
other applications. For example, a session data structure can store information about a user’s
identity, or about a user’s browser preferences. You can configure Federated Access Manager to
include the following types of information in a session:

= Fixed session attributes
= Protected properties
= Custom properties

For a detailed summary of information that can be included in a session, see Configuring Access
Manager Sessions in the Sun Java System Access Manager 7.1 Postinstallation Guide.

Session Data Structure Identifiers

The result of a successful authentication results in the creation of a session data structure for the
user or entity and a session token. The session token, also referred to as a sessionID and
programmatically as an SSOToken, is an encrypted, unique string that identifies the session data
structure. If the session token is known to a protected resource such as an application, the
application can access all user and session information identified by it. With Federated Access
Manager, a session token is carried in a cookie, an information packet generated by a web server
and passed to a web browser.
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Note - Cookies are domain-specific. For example, a cookie generated by a web server within
Domain A cannot be used by a web server in Domain B. Cookies can be passed only between
servers in the same domain in which the cookie was set. Similarly, servers can set cookies only
on servers within in their own domain. The fact that a web server generates a cookie for a user
does not guarantee that the user is allowed access to prote