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Preface

Sun Java™ System Access Manager is a component of the Sun Java Enterprise System (Java ES),
a set of software components that provide services needed to support enterprise applications
distributed across a network or Internet environment. The Sun Java System Access Manager 7.1
Developer's Guide provides information about using the Access Manager Java application
programming interfaces (APIs) and service preprogramming interfaces (SPIs).

For information about using the Access Manager C-APIs, see Chapter 1, “The C Application
Programming Interface Files,” in Sun Java System Access Manager 7.1 C API Reference in the
document Sun Java System Access Manager 7.1 C API Reference.

Before You Read This Book

This book is intended for use by IT administrators and software developers who implement a
web access platform using Sun Java System servers and software. Readers of this guide should be
familiar with the following concepts and technologies:

= Deployment platform: Solaris™ or Linux operating system

= Web container that will run Access Manager: Sun Java System Application Server, Sun Java
System Web Server, BEA WebLogic, or IBM WebSphere Application Server

= Technical concepts: Lightweight Directory Access Protocol (LDAP), Java technology,
JavaServer Pages™ (JSP) technology, HyperText Transfer Protocol (HTTP), HyperText
Markup Language (HTML), and eXtensible Markup Language (XML)

Related Books

Related documentation is available as follows:

= “Access Manager Core Documentation” on page 11
= “Sun Java Enterprise System Product Documentation” on page 13

Access Manager Core Documentation

The Access Manager core documentation set contains the following titles:
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= The Sun Java System Access Manager 7.1 Release Notes will be available online after the
product is released. It gathers an assortment of last-minute information, including a
description of what is new in this current release, known problems and limitations,
installation notes, and how to report issues with the software or the documentation.

= The Sun Java System Access Manager 7.1 Technical Overview provides an overview of how
Access Manager components work together to consolidate access control functions, and to
protect enterprise assets and web-based applications. It also explains basic Access Manager
concepts and terminology.

»  The Sun Java System Access Manager 7.1 Deployment Planning Guide provides planning and
deployment solutions for Sun Java™ System Access Manager based on the solution life cycle.

= The Sun Java System Access Manager 7.1 Postinstallation Guideprovides information about
basic Access Manager configuration tasks you must perform immediately after running the
Java Enterprise System installer.

»  The Sun Java System Access Manager 7.1 Performance Tuning Guide provides information
on how to tune Access Manager and its related components for optimal performance.

»  The Sun Java System Access Manager 7.1 Administration Guide describes how to use the
Access Manager console as well as manage user and service data via the command line
interface.

»  The Sun Java System Access Manager 7.1 Federation and SAML Administration
Guideprovides information about the Federation module based on the Liberty Alliance
Project specifications. It includes information on the integrated services based on these
specifications, instructions for enabling a Liberty-based environment, and summaries of the
application programming interface (API) for extending the framework.

= The Sun Java System Access Manager 7.1 Developer’s Guide (this guide) offers information
on how to customize Access Manager and integrate its functionality into an organization’s
current technical infrastructure. It also contains details about the programmatic aspects of
the product and its APL

®  The Sun Java System Access Manager 7.1 C API Reference provides summaries of data types,
structures, and functions that make up the public Access Manager C APIs.

= The Sun Java System Access Manager 7.1 2006Q4 Java API Reference (part number
819-2141) provides information about the implementation of Java packages in Access
Manager.

= The Sun Java System Access Manager Policy Agent 2.2 User’s Guide provides an overview of

the policy functionality and the policy agents available for Access Manager.

Updates to the Release Notes and links to modifications of the core documentation can be found
on the Access Manager page at the Sun Java Enterprise System documentation web site.
Updated documents will be marked with a revision date.

Sun Java System Access Manager 7.1 Developer's Guide « March 2007 (Beta)
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Sun Java Enterprise System Product Documentation

Useful information can be found in the documentation for the following products:

Directory Server
Web Server
Application Server
Web Proxy Server

Related Third-Party Web Site References

Third-party URLs are referenced in this document and provide additional, related information.

Note - Sun is not responsible for the availability of third-party web sites mentioned in this
document. Sun does not endorse and is not responsible or liable for any content, advertising,
products, or other materials that are available on or through such sites or resources. Sun will not
be responsible or liable for any actual or alleged damage or loss caused or alleged to be caused by
or in connection with use of or reliance on any such content, goods, or services that are available
on or through such sites or resources.

Documentation, Support, and Training

The Sun web site provides information about the following additional resources:

»  Documentation (http://www.sun.com/documentation/)
= Support (http://www.sun.com/support/)
®  Training (http://www.sun.com/training/)

Typographic Conventions

The following table describes the typographic conventions that are used in this book.

TABLEP-1 Typographic Conventions

Typeface Meaning Example

AaBbCc123 The names of commands, files, and directories,  Edit your . login file.

and onscreen computer output
P P Use 1s -a to list all files.

machine name% you have mail.



http://http:docs.sun.com/coll/1316.1
http://http:docs.sun.com/coll/1308.1
http://http:docs.sun.com/coll/1310.1
http://http:docs.sun.com/coll/1311.1
http://www.sun.com/documentation/
http://www.sun.com/support/
http://www.sun.com/training/
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TABLEP-1 Typographic Conventions (Continued)
Typeface Meaning Example
AaBbCc123 What you type, contrasted with onscreen machine_names su
computer output
Password:
aabbecl23 Placeholder: replace with a real name or value The command to remove a file is rm
filename.
AaBbCcl23 Book titles, new terms, and terms to be Read Chapter 6 in the User's Guide.
emphasized

A cacheis a copy that is stored
locally.

Do not save the file.

Note: Some emphasized items
appear bold online.

Shell Prompts in Command Examples

The following table shows the default UNIX® system prompt and superuser prompt for the C
shell, Bourne shell, and Korn shell.

TABLEP-2  Shell Prompts

Shell Prompt

Cshell machine name%
C shell for superuser machine_name#
Bourne shell and Korn shell $

Bourne shell and Korn shell for superuser #

Sun Welcomes Your Comments

Sun is interested in improving its documentation and welcomes your comments and
suggestions.

To share your comments, go to http://docs. sun.comand click Send Comments. In the online
form, provide the document title and part number. The part number is a seven-digit or
nine-digit number that can be found on the title page of the book or at the top of the document.

For example, the title of this book is Sun Java System Access Manager 7.1 Developer's Guide, and
the part number is 819-4675-10.
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CHAPTER 1

Using the Client SDK

The Sun Java™ System Access Manager 7.1 Client SDK package provides Access Management
Java libraries for implementing stand-alone applications and web applications. You can use the
Client SDK interfaces in your applications to take advantage of Access Manger services such as
authentication, Single Sign-On (SSO), authorization, auditing and logging, user management,
and Security Assertion Markup Language (SAML). The client SDK libraries communicate with
Access Manager using XML (SOAP) over HTTP or HTTPS.

This chapter contains the following topics:

“How the Client SDK Works” on page 15

“JDK and CLASSPATH Requirements” on page 16
“Installing the Client SDK” on page 16
“Initializing the Client SDK” on page 22

“Setting Up a Client Identity” on page 30
“Building Custom Web Applications” on page 31

How the Client SDK Works

The Access Manager Client SDK is a streamlined version of the Access Manager SDK, and
includes only the client-side classes and configuration properties you need to connect to Access
Manager services. The Client SDK is contained in a smaller jar file, and eliminate the
dependency on connections to Directory Server when developing and deploying client
applications. The Client SDK and client applications communicate with the Access Manager
server. Only the Access Manager server communicates directly with the Directory Server.

When you install the Access Manager server, the Client SDK is contained in the following file:
AccessManager-base/SUNWam/1ib/amclientsdk. jar

The following table summarizes items included in the Client SDK.



JDKand CLASSPATH Requirements

TABLE1-1 Contents ofAccessManager-base/SUNWam/amclientsdk.jar

File Description

README . clientsdk ASCII version of this chapter. Contains information on
installing and using Access Manager client SDK.

lib/amclientsdk.jar Client SDK for stand-alone applications.

amclient.war Archive of Access Manager samples, web applications, and
Javadoc.

Makefile.clientsdk Defines objects and parameters for building sample properties,

stand-alone samples and web applications.

JDK and CLASSPATH Requirements

The Client SDK requires J2SE 1.4.2.

Note - Both amclientsdk.jarand servlet.jararerequired in the CLASSPATH.

Installing the Client SDK

Before you can install the Access Manager Client SDK, the Access Manager server must be
running on a remote server. You will also need to have ready the following information about
the remote installation:

= Protocol used by the web contain instance on which the Access Manager server is deployed.
= Fully qualified domain name of the host on which Access Manager server is deployed.

= Port on which the Access Manager server is running.

= Deployment URI for the services web application (by default amserver).

= Password encryption key used by the Access Manager server.

Two methods exist for installing the Client SDK. You can automatically install the Client SDK

using the Java Enterprise System 5 installer, or you can manually deploy the Client SDK WAR
file.

Using the Java Enterprise System 5 Installer

If you install the Access Manager Client SDK by running the Java Enterprise System 5 installer,
you must choose the Access Manager Client SDK install option. For detailed information, see
Chapter 10, “Deploying the Client SDK;” in Sun Java System Access Manager 7.1 Postinstallation
Guide.
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v ToInstall the Client SDK on the Windows Platform

On the Windows platform, you must use the “Configure Manually After Installation” option in
the Java Enterprise System 5 installer. For detailed information, see “To Install and Configure
the Access Manager Client SDK” in Sun Java System Access Manager 7.1 Postinstallation Guide.
The following is an overview of the steps you must follow

1 Invoke the Java Enterprise System 5 installer.
a. When prompted for Setup Type, choose Custom.

b. When prompted for Product Configuration, choose “Configure manually after install.”

¢. When prompted for Products to Install, select the web container (Web Server or Application
Server) and Access Manager Client SDK.

2 Configure and start the Web container.

3 Editthefile AccessManager-base\identity\setup\AMConfigurator.properties.

See “To Install and Configure the Access Manager Client SDK” in Sun Java System Access
Manager 7.1 Postinstallation Guidefor detailed information.

4 Runtheamconfig.bat command:

# AccessManager-base\identity\setup\amconfig.bat

v ToInstall the Client SDK on Sun Java System Web
Server and Sun Java System Application Server

The following is an overview of the steps you must follow. For detailed information, see Chapter
10, “Deploying the Client SDK,” in Sun Java System Access Manager 7.1 Postinstallation Guide.

1 Invoke the JES installer.

2 Select the web container (Web Server or Application Server) and Access Manager client SDK.
3 Choose "Configure Now."

4  Answer the questions provided by the installer.

5 Aftertheinstallation is complete, restart the web container.
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v

v

Before You Begin
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To Install the Client SDK on BEA WebLogic Server and
IBMWebSphere Server

The third party web container should already be installed and started.

The following is an overview of the steps you must follow. For detailed information, see Chapter
10, “Deploying the Client SDK,” in Sun Java System Access Manager 7.1 Postinstallation Guide.

Invoke the JES installer.

Select Access Manager client SDK.

Choose "Configure Later."

After the installation, edit the amsamplesilent file.

a. ChangetheDEPLOY LEVEL valueto9.

b. Supply values for all the commented settings.

c. Change the value for BASEDIR if needed.

d. Editthe web container value (for example, WL8 * or WAS51*) to perform the deployment.
Run amconfig with the edited amsamplesilent file.

After the configuration is complete, restart the web container.

To Manually Install the Client SDK

= The Access Manager server which will be used by the client SDK must be up and running,
and you must know the URL for accessing this server.

= The machine where the client SDK will be installed must have an Access Manager supported
web container installed. Examples of Access Manager supported web containers are Sun
Java System Web Server 6.1 sp5, Sun Java System Application Server 8.1, BEA WebLogic
Server 8.1 sp4, and IBM Websphere Application Server 5.1.1.5.

= The web container instance on which the client SDK will be deployed must be up and
running.

= The client SDK machine must have access to the Access Manager client SDK package
SUNWamcnt through the Java Enterprise System 4 bits or through some other means.
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Create a package administration file..
Using a text editor, add the following contents to this file.
mail=

instance=unique

partial=nocheck
runlevel=nocheck
idepend=nocheck

rdepend=nocheck

space=nocheck

setuid=nocheck

conflict=nocheck
action=nocheck
basedir=ClientSDK-base-directory

In this example, the package administration file is named /usr/tmp/pkgadmin.

The value for basediris the directory in which you want to install the Access Manager client
SDK.

Create a package response file named /usr/tmp/pkgresp.

Using a text editor, place the following three lines (a single y on each line) in this file.

y
y
y

In the Access Manager package directory, use the pkgadd utility to install the SUNwamcnt
package:

cd JES2005Q4-Image-root/ OperatingSystem-Architecture/Product/identity_svr/Packages
pkgadd -n -a /usr/tmp/pkgadmin -d . -r /usr/tmp/pkgresp -R / SUNWamclnt

In the directory in which you installed the Access Manager client SDK package, make a copy of
thefileMakefile.clientsdk.

The directory in which you installed the Access Manager client SDK package should be the
same as the value you used for basedir in the package administration file in step la.

On Solaris:  cd ClientSDK-base-directory/SUNWam

cp Makefile.clientsdk Makefile.clientsdk.orig

On Linux: cd ClientSDK-base-directory/identity

cp Makefile.clientsdk Makefile.clientsdk.orig
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v To Configure the Client SDK

1 InMakefile.clientsdk, editthe following parameters:

JAVA_HOME
SERVER_HOSTNAME
SERVER_PROTOCOL

SERVER_PORT
ENCRYPTION_KEY

DEBUG_DIR

Use the following path: /usr/jdk/entsys-j2se
The fully-qualified domain name of the Access Manager server.

If the Access Manager server is SSL-enabled, change this value to
HTTPS.

The port number on which the Access Manager server is running.

This value must be the same value used for the Access Manager
server. You can obtain the value by running one of the following
commands on the Access Manager server:

On Solaris grep pwd
/etc/opt/SUNWam/config/AMConfig.properties

On Linux grep pwd
/etc/opt/sun/identity/config/AMConfig.properties

(Optional) If you don't want the debug logs stored in the tmp
directory, then change this value to the directory where you want
debuglogs to be created.

2 Runthe make or gmake command:
make -f Makefile.clientsdk

This step generates a sample properties file in the directory temp, standalone samples in the
directory clientsdk-samples and a deployable war file, anclientwebapps.war. The following
table summarizes the items included in the WAR file.

File
index.html

WEB-INF/web.xml

Description
Instructions for installing and using the Client SDK packages

Client SDK for stand-alone applications

WEB-INF/classes/AMClient.properties Archive of Access Manager samples, web applications, and Javadoc

WEB-INF/classes/*.classes
WEB-INF/docs
WEB-INF/samples

WEB-INF/webapps

File for building stand-alone samples and web applications
Javadoc (Public Client SDK APIs)
Sample stand-alone programs

Sample web applications
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v To Deploy amclientwebapps.war

1

Create a deployment directory for amclientwebapps.war.
On Solaris ~ mkdir -p ClientSDK-base-directory/SUNWam/web-src/clientsdk

On Linux mkdir -p ClientSDK-base-directory/identity/web-src/clientsdK

On the web container instance where you want to use the Access Manager client SDK, deploy
the amclientwebapps.war file. See the following examples:

Sun Java Enterprise Web Server on Solaris or Linux
Use the wdeploy command to deploy amclientwebapps.war with a URI of
/amcilentwebapps on the Web Server instance https - clientSDKinstance. Example:

WebServer-base-directory/bin/https/httpadmin/bin/wdeploy deploy -u
/amclientwebapps -i https-clientSDKinstance -v https-clientsdkinstance -d
ClientSDK-base-directory/SUNWam/web-src/clientsdk
clientSDK-base-directory/SUNWam/amclientwebapps.war

Sun Java Enterprise Application Server on Solaris
Using the asadmin command to deploy amclientwebapps.war with a URI of
/amclientwebapps on the application server instance clientsSDKinstance. Example:

ApplicationServer-base-directory/appserver/bin/asadmin deploy -user Admin-User-ID
--host ApplicationServer-instanceHost - -port ApplicationServer-Admin-Port
--contextroot amclientwebapps -name amcilentwebapps -target clientSDKinstance
ClientSDK-base-directory/SUNWam/amclientwebapps.war

Be sure to use the fully qualified host name for ApplicationServer-instanceHost.

Enter the Application Server administration password when prompted.

Sun Java Enterprise Application Server on Linux
Using the asadmin command to deploy amclientwebapps.war with a URI of
/amclientwebapps on the application server instance clientsSDKinstance. Example:

ApplicationServer-base-directory/bin/asadmin deploy -user Admin-User-ID --host
ApplicationServer-instanceHost - -port ApplicationServer-Admin-Port - -contextroot
amclientwebapps -name amcilentwebapps -target clientSDKinstance
ClientSDK-base-directory/SUNWam/amclientwebapps.war

Be sure to use the fully qualified host name for ApplicationServer-instanceHost.

Enter the Application Server administration password when prompted.

If you are deploying the client SDK on a third-party web container such as BEA WebLogic
Server or IBM WebSphere Application Server, then see the documentation that comes with that
product.
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3 Restartthe web container instance on which the Access Manager client SDK was deployed.
If the full server instance being accessed by the client SDK is SSL-enabled, then you must install
the root CA certificate of the server's certificate in the web container's JVM-wide cacerts
keystore. Alternatively, you can create a keystore on the client SDK machine to contain the
server's root CA certificate. Then add the necessary JVM options to the client SDK's web
container instance to locate the newly created keystore.

Initializing the Client SDK

Before Access Manager Client SDK can communicate with Access Manager Server, you must
initialize some properties in the client SDK. You can set these properties in one of three ways:
= “Using a Properties File” on page 29

= “Using the Java API” on page 29

= “Setting Individual Properties” on page 30

Properties Used by the ClientSDK

Access Manager properties are contained in the AMConfig.properties file. Generate the
AMConfig.properties for the Client SDK by running the following command:

# make -f Makefile.clientsdk properties

The following sections describe the properties expected by the Access Manager Client SDK. A
client application deployed within a servlet container can register for changes to session, user
attributes and policy decisions. These properties must be set to receive such notifications.

Naming URL Properties

com.iplanet.am.naming.url
This is a required property. The value of this property represents the URL where the Client
SDK would retrieve the URLs of Access Manager internal services. This is the URI for the
Naming Service. Example:

com.iplanet.am.naming.url=http://AcceessManager-HostName.domain_name:port/amserver/namin

com.iplanet.am.naming.failover.url
This property can be used by any remote SDK application that wants failover in, for example,
session validation or getting the service URLs. Example:

com.iplanet.am.naming.failover.url=http://AcceessManager-HostName.domain_name:
port/amserver/failover
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Debug Properties

com.iplanet.services.debug. level
Specifies the debug level. Possible values are levels are: of f, error,warning, or message.

com.iplanet.services.debug.directory
The value of this property is the output directory for the debug information. This directory
should be writable by the server process. Example:

com.iplanet.services.debug.directory=/var/opt/SUNWam/debug

Notification URL Properties

com.iplanet.am.notification.url
The value of this property is the URI of the Notification Service running on the host machine
where you installed the Client SDK. Example:

com.iplanet.am.notification.url=
http://clientSDK_host.domain_name:port/amserver/notificationservice

com.sun.identity.agents.notification.enabled
Enables or disables notifications for remote policy API. Example:

com.sun.identity.agents.notification.enabled=false

com.sun.identity.agents.notification.url
Defines the notification URL for remote policy API.

Security Credentials Properties

com.sun.identity.agents.app.username
Reads configuration data. Example:

com.sun.identity.agents.app.username=APPLICATION USER

com.iplanet.am.service.password
Reads configuration data. Example:

com.iplanet.am.service.password=APPLICATION PASSWD

com.iplanet.am.service.secret
Contains the encrypted value of the password. . Example:

com.iplanet.am.service.secret=ENCRYPTION KEY

Encryption Properties

am.encryption.pwd
This key is needed to decrypt passwords stored in the SMS configuration. Example:

am.encryption.pwd=ENCRYPTION KEY
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com.sun.identity.client.encryptionKey
Encryption key that will be used to encrypt and decrypt data used locally within the client.
Example:

com.sun.identity.client.encryptionKey=ENCRYPTION KEY LOCAL

com.iplanet.security.encryptor
Property to set JCE as the default encryption classes.

com.iplanet.security.encryptor=com.iplanet.services.util.JCEEncryption

Cache Update Properties

com.sun.identity.sm.cacheTime
Cache update time (in minutes) for service configuration data if notification URL is not
provided. Example:

com.sun.identity.sm.cacheTime=1

com.iplanet.am.sdk.remote.pollingTime
Cache update time (in minutes) for user management cache if notification URL is not
provided. Example: com.iplanet.am.sdk.remote.pollingTime=1

Authentication Service Properties

com.iplanet.am.server.protocol
Server protocol to be used by Authentication Service. Example:

com.iplanet.am.server.protocol=SERVER PROTOCOL

com.iplanet.am.server.host
Server host to be used by Authentication Service. Example:

com.iplanet.am.server.host=SERVER HOST

com.iplanet.am.server.port
Server port to be used by Authentication Service. Example:

com.iplanet.am.server.port=SERVER PORT

Cookie Property

com.iplanet.am.cookie.name
Indicates the Access Manager cookie name. Example:

com.iplanet.am.cookie.name=AM COOKIE NAME
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Session Service Properties

com.iplanet.am.session.client.polling.enable
Example:
com.iplanet.am.session.client.polling.enable=true

com.iplanet.am.session.client.polling.period
Example:

com.iplanet.am.session.client.polling.period=180

Certificate Database Properties

com.iplanet.am.admin.cli.certdb.dir
Identifies the certificate database directory path for initializing the JSS Socket Factory when
the Access Manager web container is configured for SSL. Example:

com.iplanet.am.admin.cli.certdb.dir=
CONTAINER CERTDB DIR

com.iplanet.am.admin.cli.certdb.passfile
Identifies the certificate database password file for initializing the JSS Socket Factory when
the Access Manager web container is configured for SSL. Example:

com.iplanet.am.admin.cli.certdb.passfile=
BASEDIR/PRODUCT DIR/config/.wtpass

com.iplanet.am.admin.cli.certdb.prefix
Identifies the certificate database prefix for initializing the JSS Socket Factory when the
Access Manager web container is configured for SSL. Example:

com.iplanet.am.admin.cli.certdb.prefix=
CONTAINER CERTDB PREFIX

Policy Client Properties

com.sun.identity.agents.server.log.file.name
Specifies file name for the policy decision log file. Example:

com.sun.identity.agents.server.log.file.name=amRemotePolicylog

com.sun.identity.agents.logging.level
Possible values for policy decision logging level are NONE, ALLOW, DENY, BOTH, and DECISION.

com.sun.identity.agents.notification.enabled
Enables Notification URL for updating cache. Default value is false.
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com.sun.identity.agents.notification.url
Specifies use of Notification URL for updating cache.
Example:com.sun.identity.agents.notification.url=NOTIFICATION_URL

com.sun.identity.agents.polling.interval
Cache time in minutes. Example:
com.sun.identity.agents.polling.interval=3

com.sun.identity.policy.client.cacheMode
Information to cache. Possible value are subtree or self.

com.sun.identity.policy.client.usePre22BooleanValues
Define and set this property to false if you do not want to use Boolean values. The default
value is true if the property is not defined.

Monitoring Framework Property

com.sun.identity.monitoring=off Explicitly disables Java Enterprise System (JES)
monitoring services in the sample client applications.

Remote Client SDK Property

com.iplanet.amsdk.package If you want to use a remote instance of the Client SDK, set
the value of this property as follows:

com.iplanet.amsdk.package=remote

The default value is ldap if the property is not defined.

Federation Properties

The following properties are used to configure interactions in a federated environment. These
properties are not automatically generated and placed in the AMConfig.properties file when
you run the make - f Makefile.clientsdk properties command. You must manually add
the properties to the file as needed.

com.sun.identity.liberty.ws.soap.supportedActor
Supported SOAP actors. Each actor must be separated by a pipe (|). Example:

com.sun.identity.liberty.ws.soap.supportedActors=
http://schemas.xmlsoap.org/soap/actor/next

com.sun.identity.liberty.interaction.wspRedirectHandler
Indicates the URL for WSPRedirectHandlerServlet to handle Liberty the WSF web service
provider-resource owner. Interactions are based on user agent redirects. The servlet should
be running in the same JVM where the Liberty service provider is running.
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com.sun.identity.liberty.interaction.wscSpecifiedInteractionChoice
Indicates whether the web service client should participate in an interaction. Valid values are
interactIfNeeded | doNotInteract | doNotInteractForData . Default value is
interactIfNeeded. Default value is used if an invalid value is specified.

com.sun.identity.liberty.interaction.wscWillInlcudeUserInteractionHeader
Indicates whether the web service client should include userInteractionHeader. Valid
values are yes and no (case ignored). Default value is yes. Default value is used if no value is
specified.

com.sun.identity.liberty.interaction.wscWillRedirect
Indicates whether the web service client will redirect user for an interaction. Valid values are
yes and no. Default value is yes. Default value is used if no value is specified.

com.sun.identity.liberty.interaction.wscSpecifiedMaxInteractionTime
Indicates the web service client preference for acceptable duration (in seconds) for an
interaction. If the value is not specified or if a non-integer value is specified, then the default
value is 60.

com.sun.identity.liberty.interaction.wscWillEnforceHttpsCheck
Indicates whether the web service client enforces that redirected to URL is HT'TPS. Valid
values are yes and no (case ignored). The Liberty specification requires the value to be yes.
Default value is yes. Default value is used if no value is specified.

com.sun.identity.liberty.interaction.wspWillRedirect
Indicates whether the web service provider redirects the user for an interaction. Valid values
are yes and no (case ignored). Default value is yes. Default value is if no value is specified.

com.sun.identity.liberty.interaction.wspWillRedirectForData
Indicates whether the web service provider redirects the user for an interaction for data.
Valid values are yes and no. Default value is yes. If no value is specified, the value is yes.

com.sun.identity.liberty.interaction.wspRedirectTime
Web service provider expected duration (in seconds) for an interaction. Default value if the
value is not specified or is a non-integer value is 30.

com.sun.identity.liberty.interaction.wspWillEnforceHttpsCheck
Indicates whether the web service client enforces that returnToURL is HTTP. Valid values are
yes and no (case ignored). Liberty specification requires the value to be yes. Default value is
yes. If no value is specified, then the value used is yes.

com.sun.identity.liberty.interaction.wspWillEnforceReturnToHostEqualsRequestHost
Indicates whether the web services client enforces that returnToHost and requestHost are
the same. Valid values are yes and no. Liberty specification requires the value to be yes.

com.sun.identity.liberty.interaction.htmlStyleSheetLocation
Indicates the path to the style sheet used to render the interaction page in HTML.

com.sun.identity.liberty.interaction.wmlStyleSheetLocation
Indicates the path to the style sheet used to render the interaction page in WML.
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Example:
com.sun.identity.liberty.interaction.wmlStyleSheetLocation=/opt/SUNWam/1lib/is-wml.xsl

com.sun.identity.liberty.ws.interaction.enable
Default value is false.

com.sun.identity.wss.provider.config.plugin=com.sun.identity.wss.provider.plugins.AgentPro
Used by the web services provider to determine the plug-in that will be used to store the
configuration.

Example:
com.sun.identity.wss.provider.config.plugin=com.sun.identity.wss.provider.plugins.Agent!

com.sun.identity.loginurl
Used by the web services clients in ClientSDK mode. Example:

com.sun.identity.loginurl=https://hostName:portNumber/amserver/UI/Login

com.sun.identity.liberty.authnsvc.url
Indicates the Liberty authentication service URL.

com.sun.identity.liberty.wsf.version
Used to determine which version of the Liberty identity web services framework is to be used
when the framework can not determine from the inbound message or from the resource
offering. This property is used when Access Manager is acting as the web service client. The
default version is 1.1. The possible values are 1.0 or 1.1.

com.sun.identity.liberty.ws.soap.certalias
Value is set during installation. Client certificate alias that will be used in SSL connection for
Liberty SOAP Binding.

com.sun.identity.liberty.ws.soap.messageIDCacheCleanupInterval
Default value is 60000. Specifies the number of milliseconds to elapse before cache cleanup
events begin. Each message is stored in a cache with its ownmessageID to avoid duplicate
messages. When a message's current time less the received time exceeds thestaleTimeLimit
value, the message is removed from the cache.

com.sun.identity.liberty.ws.soap.staleTimeLimit
Default value is 300000. Determines if a message is stale and thus no longer trustworthy. If
the message timestamp is earlier than the current timestamp by the specified number of
milliseconds, the message the considered to be stale.

com.sun.identity.liberty.ws.wsc.certalias
Value is set during installation. Specifies default certificate alias for issuing web service
security token for this web service client.

com.sun.identity.liberty.ws.trustedca.certaliases
Value is set during installation. Specifies certificate aliases for trusted CA. SAML or SAML
BEARER token of incoming request. Message must be signed by a trusted CA in this list. The
syntax is cert alias 1[:issuer 1]|cert alias 2[:issuer 2]|..... Example:
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myaliasl:myissuerl|myalias2|myalias3:myissuer3. The value issuer is used when the
token doesn't have a KeyInfo inside the signature. The issuer of the token must be in this list,
and the corresponding certificate alias will be used to verify the signature. If KeyInfo exists,
the keystore must contain a certificate alias that matches the KeyInfo and the certificate alias
must be in this list.

Using a Properties File

You can set properties in a properties file and then provide a path to it at runtime. The
properties files must be in the CLASSPATH. The default properties file name is
AMConfig.properties and is always read at start-up.

To Set Client SDK Properties in a Properties File

Generate a sample AMConfig.properties by running the following command:
make -f Makefile.clientsdk properties

The AMConfig.properties will be present in the temp directory.

Edit properties to suit your environment.

Note - At runtime, if the file name is different from AMConfig, provide the file name (without the
.properties extension) and path. The path should be in the CLASSPATH by declaring the
JVM option:

-Damconfig=filname

Using the Java API

The ClientSDK properties can also be set programmatically using the class:
com.iplanet.am.util.SystemProperties. See the following example.

EXAMPLE 1-1  Setting Client SDK Properties

import com.iplanet.am.util.SystemProperties;

import java.util.Properties;

public static void main(String[] args) {
// To initialize a set of properties
Properties props = new Properties();
props.setProperty(”com.iplanet.am.naming.url’,

"http://sample.com/amserver/namingservice’);

props.setProperty(”com.sun.identity.agents.app.username’, "amAdmin’);
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EXAMPLE 1-1  Setting Client SDK Properties (Continued)

props.setProperty(”com.iplanet.am.service.password’, "11111111');
SystemProperties.initializeProperties(props) ;

// To initialize a single property
SystemProperties.initializeProperties(“com.iplanet.am.naming.url’,

"http://sample.com/amserver/namingservice’);
// Application specific code ...

Setting Individual Properties

You can set properties one at a time. For example, you can declare the following JVM option at
run time to assign a value to a particular property:

-DpropertyName=propertyValue

Setting Up a Client Identity
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Some of the Access Manager components such as SAML, User Management, Policy, require an
identity for the client. The client application reads configuration data to identify the client. You
can set up the identity for the client in one of two ways:

m  Setusername and password properties can be authenticated
= Setan SSO Token Provider

Note - Some of the configuration attributes (such as password) are encrypted and stored in the
data store as an Encryption/Decryption Key. If such attributes have to be decrypted by the
client, the property must be set, and must be the same as that of the Access Manager Server.
This value is generated at installation time and stored in the following file:

Solaris /etc/opt/SUNWam/config/AMConfig.properties

Linux /etc/opt/sun/identity/AMConfig.properties

Windows AccessManager-base\identity\config\AMConfig.properties

HP-UX  /etc/opt/sun/identity/config/AMConfig.properties
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To Set Username and Password Properties

The following properties can be used to set the username and password that can be used by
client SDK to obtain the configuration parameters. The authenticated username should have
permissions to read the configuration data for SAML and User Management.

= The property to provide the user name is: com.sun.identity.agents.app.username

= The property to provide the plain text password is: com.iplanet.am.service.password

For scenarios where plain text password would be security concern, an encrypted password can
be provided using the property: com.iplanet.am.service.secret.

If an encrypted password is provided, the encryption key must also be provided using the
property: am.encryption.pwd.

To Set an SSO Token Provider

Set the following property: com.sun.identity.security.AdminToken

This provides an implementation for the interface, which returns the following single sign-on
(SSO) token: com.sun.identity.security.AppSSOTokenProvider.

Building Custom Web Applications

The Client SDK package contains Makefile.clientsdk that you can use to generate and build
samples and web applications. The makefile defines targets to build configuration properties,
samples and web applications.

Building Stand-Alone Applications

Use these steps a template for building their identity-enabled web applications.

¥ To Build a Stand-Alone Application

1 Install the Client SDK.
See “Installing the Client SDK” on page 16.

2 Copyservlet.jartolibdirectory.
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3 Runthe stand-alone application.

Change directory to respective components within clientsdk-samples. Each hasa
Readme. html file explaining the changes to done and a Makefile to rebuild and run the program.

Targets Defined in clientsdk

For web deployment, amclientwebapps.war is ready to be deployed. However, you can make
changes in clientsdk-webapps directory and the war file can be recreated.

Custom web applications can use the following as a template to build their identity enabled web
application.

properties: Generates AMConfig.properties in the temp directory that can used as a template
for setting AM SDK’s properties

samples: Copies standalone samples and corresponding Makefiles to samples directory.

webapp: Generates amclientwebapps.war that can be deployed on any Servlet 2.3 compliant
web container.

About the Client SDK Samples

Sample files are included in the Client SDK. These demonstrate how to write stand-alone
programs and how to write web applications. After you deploy the Client SDK using either the
Java ES installer or the amconfig script with DEPLOY_LEVEL=9, the Client SDK samples are
available in the following directory:

Solaris AccessManager-base/SUNWam/war/
Linuxand HP-UX  AccessManager-base/identity/war/

Windows systems AccessManager-base\identity\war\
The subdirectory clientsdk-samples includes samples for authentication, logging, policy and
SAML stand-alone programs. The subdirectoryclientsdk-webapps includes samples for user

management, service management, and policy programs. Each sample has a Readme. html file
with instructions on compiling and running the sample program.
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Troubleshooting

If the client program receives a “New Generic Exception” message, one possible cause is that the
session has expired. As a workaround, you can increase values of the Session Idle Timeout and
Max Session Time attributes. In the Access Manager administration console, click
Configuration > Global > Session. See "Maximum Session Time" and "Maximum Idle Time" in
the section “Resulting Behavior If Session Quota Exhausted” in Sun Java System Access
Manager 7.1 Administration Reference for attribute descriptions.

When attempting to authenticate against Access Manager, if the client program receives a
“NullPointerException” message, one possible cause is that the client identity username, secret,
or password properties are not set correctly. For more information, see “Security Credentials
Properties” on page 23 and “Using the Java API” on page 29.
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L K R 4 CHAPTER 2

Using Authentication APls and SPIs

This chapter provides information on using Sun Java™ System Access Manager 7.1
authentication programming interfaces to use and to extend the Authentication Service.

This chapter contains the following sections:

= “Overview of Authentication APIs and SPIs” on page 35
= “Using Authentication APIs” on page 42
= “Using Authentication SPIs” on page 47

Overview of Authentication APIs and SPIs

Access Manager provides both Java APIs and C APIs for writing authentication clients that
remote applications can use to gain access to the Authenticate Service. This communication
between the APIs and the Authentication Service occurs by sending XML messages over
HTTP(S). The remote-auth.dtd is the template used in formatting the XML request messages
sent to Access Manager and for parsing the XML return messages received by the external
application. You can access remote-auth.dtd in the directory AccessManager-base
/SUNWam/dtd.

New authentication modules are added to Access Manager by using the
com.iplanet.authentication.spi package. The SPIimplements the JAAS LoginModule, and
provides additional methods to access the Authentication Service and module configuration
properties files. Because of this architecture, any custom JAAS authentication module will work
within the Authentication Service.
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Note - If contacting the Authentication Service directly through its URL
http://AcceessManager-HostName.domain_name:port /service_deploy_uri/authservice
without the API, a detailed understanding of remote-auth.dtd will be needed for generating
and interpreting the messages passed between the client and server.

How the Authentication Java APIs Work

External Java applications can authenticate users with the Access Manager Authentication
Service by using the Authentication Java APIs. The APIs are organized in a package called
com.sun.identity.authentication and can be executed locally or remotely. The classes and
methods defined in this package are used to initiate the authentication process and
communicate authentication credentials to the specific modules within the Authentication
Service. The classes and methods can be incorporated into a Java application to allow
communication with the Authentication Service.

The first step necessary for an external Java application to authenticate to Access Manager is to
create a new AuthContext object (com.sun.identity.authentication.AuthContext). The
AuthContext class is defined for each authentication request as it initiates the authentication
process. Since Access Manager can handle multiple organizations, AuthContext is initialized, at
the least, with the name of the organization to which the requestor is authenticating. Once an
AuthContext object has been created, the login() method is called indicating to the server
what method of authentication is desired.

IndexName is the value of the authentication type. The following table summarizes IndexName
values and their corresponding authentication types.

TABLE2-1 IndexName Values

IndexName Value Authentication Type
AuthContext.IndexType.ROLE Role-based
AuthContext.IndexType.SERVICE Service-based
AuthContext.IndexType.USER User-based
AuthContext.IndexType.LEVEL Authentication Level-based
AuthContext.IndexType.MODULE INSTANCE Module-based

The getRequirements () method then calls the objects that will be populated by the user.
Depending on the parameters passed with the instantiated AuthContext object and the two
method calls, Access Manager responds to the client request with the correct login requirement
screens. For example, if the requested user is authenticating to an organization configured for
LDAP authentication only, the server will respond with the LDAP login requirement screen to
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supply a user name and a password. The client must then loop by calling the
hasMoreRequirements () method until the required credentials have been entered. Once
entered, the credentials are submitted back to the server with the method call
submitRequirements () . The final step is for the client to make a getStatus () method call to
determine if the authentication was successful. If successful, the caller obtains a session token
for the user; if not, a LoginException is thrown.

Because the Authentication Service is built on the JAAS framework, the Authentication API can
also invoke any authentication modules written purely with the JAAS APL

For detailed information about Java APIs for authentication, see the Javadoc in the following
directory:

AccessManager-base/SUNWam/docs

XML/HTTP Interface for Other Applications

Applications written in a programming language other than Java or C can exchange
authentication information with Access Manager using the XML/HTTP(s) interface. Using the
URL http://server_name.domain_name : port/service_deploy_uri /authservice,an
application can open a connection using the HTTP POST method and exchange XML messages
with the Authentication Service. The structure of the XML messages is defined in
remote-auth.dtd. In order to access the Authentication Service in this manner, the client
application must contain the following:

= A means of producing valid XML compliant with the remote-auth.dtd.

= HTTP 1.1 compliant client implementation to send XML-configured information to Access
Manager.

=  HTTP 1.1 compliant server implementation to receive XML-configured information from
Access Manager.

= An XML parser to interpret the data received from Access Manager.

Examples of XML Messages

The following code examples illustrate how customers might configure the XML messages
posted to the Authentication Service.

Note — Although the client application need only write XML based on the remote-auth.dtd,
when these messages are sent they include additional XML code produced by the
Authentication API. This additional XML code is not illustrated in the following examples.

The following example illustrates the initial XML message sent to the Access Manager. It opens
a connection and asks for authentication requirements regarding the exampleorg organization
to which the user will login.
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EXAMPLE2-1 Initial AuthContext XML Message

<?xml version="1.0" encoding="UTF-8"?>

<AuthContext version="1.0"><Request authIdentifier="0">

<Login orgName="dc=red,dc=iplanet,dc=com">

<IndexTypeNamePair indexType="moduleInstance"><IndexName>LDAP</IndexName>
</IndexTypeNamePair></Login></Request></AuthContext>

The following example illustrates the successful response from Access Manager that contains
the authIdentifier, the session identifier for the initial request.

EXAMPLE2-2  Authldentifier XML Message Response

<?xml version="1.0" encoding="UTF-8"7>

<AuthContext version="1.0"><Response authIdentifier="AQIC5wM2LY4SfczGP8Kp9
cqcaN1luW+C7CMdeR2afoN1ZxwY=@AAJTSQACMDE=#">

<GetRequirements><Callbacks length="3">

<PagePropertiesCallback isErrorState="false"><ModuleName>LDAP</ModuleName>
<HeaderValue>This server uses LDAP Authentication</HeaderValue>
<ImageName></ImageName><PageTimeOutValue>120</PageTimeOutValue>
<TemplateName></TemplateName>

<PageState>1</PageState>

</PagePropertiesCallback>

<NameCallback><Prompt> User Name: </Prompt></NameCallback>
<PasswordCallback echoPassword="false"><Prompt> Password: </Prompt>
</PasswordCallback></Callbacks></GetRequirements></Response></AuthContext>

The following example illustrates the client response message back to Access Manager. It
specifies the type of authentication module needed by the user to log in.

EXAMPLE2-3 Second Request Message With Authentication Module Specified

<?xml version="1.0" encoding="UTF-8"?>

<AuthContext version="1.0"><Request authIdentifier="AQIC5wM2LY4SfczGP8Kp9cqca
N1uW+C7CMdeR2afoN1ZxwY=@AAJTSQACMDE=#">

<SubmitRequirements><Callbacks length="2"><NameCallback><Prompt>User Name:</Prompt>
<Value>amadmin</Value>

</NameCallback>

<PasswordCallback echoPassword="false"><Prompt>Password:</Prompt>
<Value>adminl23</Value>
</PasswordCallback></Callbacks></SubmitRequirements></Request></AuthContext>

The following example illustrates the return message from Access Manager which specifies the
authentication module’s login requirements.
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EXAMPLE2-4 Return XML Message With Login Callbacks

<?xml version="1.0" encoding="UTF-8"7>

<AuthContext version="1.0"><Response authIdentifier="AQIC5wM2LY4SfczGP8Kp9cqcaNluW+
C7CMdeR2afoN1ZxwY=@AAJTSQACMDE=#">

<LoginStatus status="success" ssoToken="AQIC5wM2LY4SfczGP8Kp9cqcaNluw+C7CMdeR2afoN1
ZxwY=@AAJTSQACMDE=#" successURL="http://blitz.red.iplanet.com/amserver/console">
<Subject>AQICOIy3FdT1JoAiOyyyZRTjOVBVWAb2e5M0AizI7ky3raaKypFE3e+GGZuX6chvLgD032Zugn
pijodxWawUzyh20Acd09r9zhMU2Nhm206IuAmz9m18IWaYIpSHLqtBECcf1GbDrm3VAKERzIqsvkLKHmS1qc
yaT3BJ87wHOYQnPDze4/BroBZ8N5G3mPzPz5RbEQ7/1/w02yH9wO+UUFwwNBLayywGs r3bJ6emSSYqgxos1N
1b098xqL4FKAzItsfUAMd6VOY1WogkoyoSdKYNHKbqvLDIeAfhqgoldxt640r6HMXnOxz/ jiVauh2mmwBpH
glH2mOeF3agfUfuzKxBpLfELLWCH6QWcIMOZ10eNCFKGL7VwfnCIpTx1WcUhPSg0xD26D3dCQNruJpHPgzZ
FThe55M2gQ2gX+I1klmvzghSqiYfyoGg2SFeBeHE7iHuuj00e6UZgKDrOoQPjU9abDh1GxxnsMQmaNkjuW+up
ghruwWBGy+mDWmPQTme2bQWPIjBgB4wTDXTedeDzDBeulhCH4MOAKI1vS7EIV6KHX5pRph6dOND4/RVHka3k
WcQ5e@w2HpPjOxzNrWMfyXTkQIJwOrA8yhleBjG04VwiVqDV4AwAV5ESIsItOTrtAW2VZwV/KtLcGmjaKaTOH
dwRy@M4DHEQDbc6jF5ItVo9NneGFXMswPIoLm2nLuMrteAt7AtK7FGuCHLlfYLavKoROtjaSuYTIGFwgz80i
vZ2r9boVnWV1z7ehwlyHvd fmpSKV176Y4qEc1X25m+1ddAZE92RgSIrg97 fp9gBOk2gVIWoQORNRDV2siHr
26 RiPLdvW3foGOhZgpLimJuLdByThRd/tdknDCCNRzelv7khr6nLPVPFVBGEJWIHmuffkdz40sL@omFWpi
Jq05sQCPs/q6rq92398a8mcFK10BVPQki/1VfkIbKAdO4eswsIMalYkg1BgXT4ARVTWRCWRNMCTD1QitF3g
T51AHNn1WioFPm+NZ2KagVjQR6JFxHbdWObKN7cLQViArJIFRtktR1BIh31/K+dAM2P+KbT1Lql3UUvXCynS
QwVbf7HIP5m3XrIQ6PtgZs4TB026H+iKy5T85YNLO3j9sNnALiIKIEQVGLY2jxG+SULOXNLZ3P3UVgmANQI
9FIjmCtIcFtlLYR6BbKTVZVKxWz6+SoxNfDeKhIDwXxKTNTLOzK491KzU/XAZTKmvdxTgf+WikbriBhFjsJ4
M6Npsq4p9Ksrjun9FVBTE/EUT5X/bY8zXLmOnw5KspQ7XRHPwrppQMVMMekz5qrNtQ9Cw/TeOhm4jvww/Bz
j4rydi7s7D10s2BWMfcuxmwQEipAWNmraKL37wWskrCdAzO2HXH41iJjWimiJ6J</Subject>
</LoginStatus></Response></AuthContext>

How the Authentication SPIs Work

= “Extending the AMLoginModule Class” on page 39
= “Pluggable JAAS Module” on page 40
= “Authentication Post Processing” on page 40

Access Manager provides the capability to plug new, Java-based authentication modules into its
framework allowing proprietary authentication providers to be managed using the Access
Manager console. A custom authentication module must first be created using Java. Once
created, the custom module can be added to the list of available authentication modules.

Note - This guide does not document the JAAS. For more information on these APIs, see the
Java Authentication And Authorization Service Developers Guide. Additional information can
be found at http://java.sun.com/products/jaas/.

Extending the AMLoginModule Class

Custom authentication modules extend the
com.sun.identity.authentication.spi.AMLoginModule class. The class must also
implement the init(), process() and getPrincipal() methods in order to communicate
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with the authentication module configuration files. The callbacks are then dynamically
generated based on this file. Other methods that can be defined include setLoginFailureURL
and setLoginSuccessURL which defines URLSs to send the user to based on a failed or successful
authentication, respectively.

Note - To make use of the account locking feature with custom authentication modules, the
InvalidPasswordException exception should be thrown when the password is invalid.

Pluggable JAAS Module

The Java Authentication and Authorization Service (JAAS) is a set of APIs that enable services
to authenticate and enforce access controls upon users. It implements a Java technology version
of the standard Pluggable Authentication Module (PAM) framework, and supports user-based
authorization. Access Manager supports pure JAAS pluggable authentication modules. In
Access Manager, pure JAAS modules extend the JAAS LoginModule rather than
AMLoginModule. A pure JAAS module is plugged in to the Authentication framework using the
Authentication APL

Authentication Post Processing

The Authentication SPI includes the AMPostAuthProcessInterface which can be
implemented for post-processing tasks. The following are examples of post-processing tasks:

= Addingattributes to a user’s session after successful authentication
= Sending notification to an administrator after failed authentication

= General clean-up such as clearing cookies after logout or logging out of other system
components.

The Core Authentication Service contains the Authentication PostProcessing Class attribute
which contains the authentication post-processing class name as its value. Custom post
processing interfaces can also be implemented.

AMPostAuthProcessInterface can be implemented for post authentication processing on
authentication success, failure and logout. The SPIis configurable at the organization , service
and role levels. The Authentication Service invokes the post processing SPI methods on
successful, failed authentication and logout.

The AMPostProcessInterface class has 3 methods:

= “onLoginSuccess” on page 41
» “onLoginFailure” on page 41
= “onLogout” on page 41

Some supporting information on these methods is provided in the following sections. For a
comprehensive listing and detailed information on all Access Manager methods, see the
Javadoc installed in the following directory:
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AccessManager-base/SUNWam/docs

onLoginSuccess

This method should be implemented for post-processing after a successful authentication.
Authentication Service will invoke this method on successful authentication.

Method signature is:

public void onLoginSuccess(Map requestParamsMap,
HttpServletRequest request,
HttpServletResponse response,
SSOToken ssoToken)
throws AuthenticationException;

where

" requestParamaMap is a map containing HttpServletRequest parameters
®  request HttpServletRequest object
®  response HttpServletResponse object

com.sun.identity.authentication.spi.AuthenticationException isthrown on error.

onlLoginFailure

This method should be implemented for post processing after a failed authentication.
Authentication Service will invoke this method on failed authentication.

Method signature is:

public void onLoginFailure(Map requestParamsMap,
HttpServletRequest request,
HttpServletResponse response)
throws AuthenticationException;

where

" requestMap is a map containing HttpServletRequest parameters
= requestHttpServletRequest object
= response HttpServletRequest object

com.sun.identity.authentication.spi.AuthenticationException isthrown on error.

onLogout

This method should be implemented for post-processing on a logout request. Authentication
Service will invoke this method on logout.

Method signature is:
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public void onLogout(HttpServletRequest request,
HttpServletResponse response,
SSOToken ssoToken)
throws AuthenticationException;

where

= requestHttpServletRequest object is a map containing HttpServletRequest parameters
= response HttpServletResponse object
= ssoToken authenticated user’s single sign on token

com.sun.identity.authentication.spi AuthenticationException is thrown on error.

Using Authentication APIs
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Access Manager comes with a number of sample programs that demonstrate how you can use
the Authentication APIs to extend the functionality of the authentication service and
authentication modules.

= “Running the Sample Authentication Programs” on page 42
= “LDAPLogin Example” on page 45

= “CertLogin Example” on page 45

= “JCDI Module Example” on page 46

= C-APISample

Running the Sample Authentication Programs

The source code and Makefile are provided for all sample programs. For some sample
programs, additional supporting files are also included. The instructions for compiling and
executing the sample programs are the same for all samples described in this section.

Java APl Code Samples and Their Locations

The following tables describe the locations of all the files you need to implement the sample
programs on various platforms, and the variable names used for default directories in the
source code and Makefiles. Table 2-2 summarizes file locations and variable names used for
Solaris Sparc/x86.1 Table 2-3 summarizes default directories for Linux. Table 2-4 summarizes
default directories for Windows 2000.
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TABLE2-2 Default directories for Solaris Sparc/x86

Variable

Api_sample_dir

Config_directory

Product_Directory

Description Location

Directory that contains  <install_root>/SUNWam/
authentication API samples/authenitcation/api
sample files

Directory that contains  /etc/opt/SUNWam/config
configuration files

Directory where Access install_root>/SUNWam
Manager is installed.

TABLE 2-3 Default directories for Linux

Variable

Api_Sample_Dir

Config_Directory

Product_Directory

Description Location

Directory that contains <install_root>/sun/

authentication API sample identity/samples/authentication/api
files

Directory that contains /etc/opt/sun/identity/config

configuration files

Directory where Access <install_root>/sun/identity
Manager is installed.

TABLE 2-4 Default directories for Windows 2000

Variable

Api_Sample_Dir

Config_Directory

Product_Directory

Description Location

Directory that contains <install root>\samples\
authentication API sample authentication\api
files

Directory that contains <install_root>\1lib

configuration files

Directory where Access <install_root>
Manager is installed.

These steps are for all platforms.

To Compile and Execute the Java APl Samples

In the Makefile, modify the following variables as necessary to suit your Access Manager
installation:

BASE_DIR: Enter the path to the directory where Access Manager is installed.
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JAVA_HOME: Enter the path to the directory where the Java compiler is installed.
DOMAIN: Enter the name of the organization to login to.

SHARE_LIB: Enter the path to the directory where Access Manager jar files are stored.
JSS_JAR_PATH: Enter the path to the directory where JSS jar files are stored.
JSSPATH: Enter the path to the directory where JSS libraries are located.

In the Certificate Sample Makefile only, modify the following as necessary:
CERTNICKNAME: Enter the Certificate nickname.

URL: Enter the Access Manger Server URL.
PASSWORD: Enter the Certificate DB Password.

Copy AMConfig.properties from Config Directoryin the Access Manager server installation to
the client machine.

(Note: For SSL check SSL Configuration Setup, step 2).

In the Makefile, update the classpath to include the location of the newly created
AMConfig.properties.

In the client machine, create a directory named locale.

Copy all the property files from the locale directory in the Access Manager server installation
machine to the client machine. The locale directory on the server machine can be found under
the Product_Directory.

Update the classpath in the Makefile to include the location of newly created loca'le files.
Include jaas. jarinyour classpath if you are using a JDK version less than JDK1.4

Compile the program.

= On Solaris Sparc/x86, Linux, run the gnake command.

= On Windows 2000, run the make command.

Run the sample program.

= On Solaris Sparc/x86 or Linux, run the following command: gmake run

= On Windows 2000, run the following command: make run
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To Configure SSL for Java APl Samples

In the Makefile, add this JVM property in the run target:

-D "java.protocol.handler.pkgs=com.iplanet.services.comm"

Copy AMConfig.properties from Config Directoryin the Access Manager server installation to
the client machine.

Edit the following propertiesin AMConfig.properties.
com.iplanet.am.admin.cli.certdb.dir: Enter the path to the certificate database directory.

com.iplanet.am.admin.cli.certdb.prefix: Enter the certificate database prefix.

In the LDAP and JCDI Samples only:
com.iplanet.am.server.protocol: Change the value to HTTPS.

com.iplanet.am.server.port: Enter the appropriate port number from the server machine.

Create or copy the certificate database file to the certificate db directory. Use the directory name
incom.iplanet.am.admin.cli.certdb.dir.

Rename the file to use the prefix specified in the property
com.iplanet.am.admin.cli.certdb.prefix.

For the details, see the Javadoc for the Remote Client API.

LDAPLogin Example

The LDAPLogin sample is an example of a custom Java application that uses the authentication
remote APIs to authenticate to the LDAP module. You can modify the sample source code to
authenticate to other existing or customized authentication modules. The sample source code,
Makefile, and Readme . html are located in the following directory:

AccessManager-base/ SUNWam/samples/authentication/LDAP

To compile and run the sample program, follow the steps in “To Compile and Execute the Java
API Samples” on page 43.

CertLogin Example

The CertLogin sample is an example of a custom Java application that uses digital certificates
for authentication. You can modify the sample source code to authenticate to other existing or
customized authentication modules. The sample source code, Makefile, and Readme.html are
located in the following file:

Chapter2 - Using Authentication APIs and SPIs 45



Using Authentication APIs

46

AccessManager-base/ SUNWam/samples/authentication/Cert

¥ To Run the CertLogin Program

1

Enable SSL.
Follow the instructions in “T'o Configure SSL for Java API Samples” on page 45.

Compile and execute the sample code.
See “T'o Compile and Execute the Java API Samples” on page 43

Using certutil for Client Certificate Management

Certutilisacommand-line utility that can create and modify cert7.db and key3.db database
files. It can also list, generate, modify, or delete certificates within the cert7.db file and create or
change the password, generate new public and private key pairs, display the contents of the key
database, or delete key pairs within the key3.db file. The key and certificate management
process usually begins with creating keys in the key database, then generating and managing
certificates in the certificate database.

JCDI Module Example

The JCDI Module Example demonstrates the use of Java Card Digital ID (JCDI) authentication
with Access Manager. The sample has two components:

®=  Remote client
®  Server JCDI authentication module

The remote client component is located in the following directory:
AccessManager-base/samples/authentication/api/jcdi

The server JCDI authentication module is located in the following directory:
AccessManager—basesamples/authentication/spi/j cdi

The sample illustrates JCDI authentication using the Remote Authentication API. You can
modify the sample source code to authenticate to other existing or customized authentication
modules. The source code, Makefile, and Readme. html are located in the following directory:

AccessManager-basesamples/authentication/api/jcdi

To compile and run the sample program, follow the steps in “Running the Sample
Authentication Programs” on page 42.
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Using Authentication SPIs

Access Manager provides the following sample programs to demonstrate how you can use the
Authentication service programming interfaces (SPIs) to extend authentication functionality:

“Implementing a Custom Authentication Module” on page 47
“Implementing Authentication PostProcessing SPI” on page 56
“Generating an Authentication User ID” on page 61
“Implementing A Pure JAAS Module” on page 64

Implementing a Custom Authentication Module

Access Manager contains a sample exercise for integrating a custom authentication module
with files that have already been created. This sample illustrates the steps for integrating an
authentication module into the Access Manager deployment. All the files needed to compile,
deploy and run the sample authentication module can be found in the following directory:

AccessManager-base/SUNWam/samples/authentication/providers

The following sections will use files from this sample as example code:

= “Writing a Sample Login Module” on page 47

= “Compiling and Deploying the LoginModule program” on page 51
“To Deploy the Login Module Sample Program” on page 52
“Loading the Login Module Sample into Access Manager” on page 53
“Running the LoginModule Sample Program” on page 55

About the Login Module Sample
<PRODUCT_DIR> setting on different Platforms:

Solaris Sparc/x86: <PRODUCT_DIR> = base-directory/SUNWam
Linux: <PRODUCT_DIR> = base-directory/sun/identity

Windows 2000: <PRODUCT_DIR> = base-directory

Writing a Sample Lo