IDE/EA Review

For Review Purposes Only

Sun OpenSSO Enterprise 8.0
Deployment 1: Single Sign-On
with Load Balancing and Failover

X Sun

microsystems

Sun Microsystems, Inc.
4150 Network Circle
Santa Clara, CA 95054
US.A.

Part No: 820-5985
November 2008



IDE/EA Review

Copyright 2008 Sun Microsystems, Inc. 4150 Network Circle, Santa Clara, CA 95054 U.S.A.  All rights reserved.

Sun Microsystems, Inc. has intellectual property rights relating to technology embodied in the product that is described in this document. In particular, and without
limitation, these intellectual property rights may include one or more U.S. patents or pending patent applications in the U.S. and in other countries.

U.S. Government Rights - Commercial software. Government users are subject to the Sun Microsystems, Inc. standard license agreement and applicable provisions
of the FAR and its supplements.

This distribution may include materials developed by third parties.

Parts of the product may be derived from Berkeley BSD systems, licensed from the University of California. UNIX is a registered trademark in the U.S. and other
countries, exclusively licensed through X/Open Company, Ltd.

Sun, Sun Microsystems, the Sun logo, the Solaris logo, the Java Coffee Cup logo, docs.sun.com, Java, and Solaris are trademarks or registered trademarks of Sun
Microsystems, Inc. or its subsidiaries in the U.S. and other countries. AIl SPARC trademarks are used under license and are trademarks or registered trademarks of
SPARC International, Inc. in the U.S. and other countries. Products bearing SPARC trademarks are based upon an architecture developed by Sun Microsystems, Inc.

The OPEN LOOK and Sun™ Graphical User Interface was developed by Sun Microsystems, Inc. for its users and licensees. Sun acknowledges the pioneering efforts
of Xerox in researching and developing the concept of visual or graphical user interfaces for the computer industry. Sun holds a non-exclusive license from Xerox to
the Xerox Graphical User Interface, which license also covers Sun's licensees who implement OPEN LOOK GUIs and otherwise comply with Sun's written license
agreements.

Products covered by and information contained in this publication are controlled by U.S. Export Control laws and may be subject to the export or import laws in
other countries. Nuclear, missile, chemical or biological weapons or nuclear maritime end uses or end users, whether direct or indirect, are strictly prohibited. Export
or reexport to countries subject to U.S. embargo or to entities identified on U.S. export exclusion lists, including, but not limited to, the denied persons and specially
designated nationals lists is strictly prohibited.

DOCUMENTATION IS PROVIDED “ASIS” AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND WARRANTIES, INCLUDING ANY
IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO
THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY INVALID.

Copyright 2008 Sun Microsystems, Inc. 4150 Network Circle, Santa Clara, CA 95054 U.S.A.  Tous droits réservés.

Sun Microsystems, Inc. détient les droits de propriété intellectuelle relatifs a la technologie incorporée dans le produit qui est décrit dans ce document. En particulier,
et ce sans limitation, ces droits de propriété intellectuelle peuvent inclure un ou plusieurs brevets américains ou des applications de brevet en attente aux Etats-Unis
et dans d'autres pays.

Cette distribution peut comprendre des composants développés par des tierces personnes.

Certaines composants de ce produit peuvent étre dérivées du logiciel Berkeley BSD, licenciés par 1'Université de Californie. UNIX est une marque déposée aux
Etats-Unis et dans d'autres pays; elle est licenciée exclusivement par X/Open Company, Ltd.

Sun, Sun Microsystems, le logo Sun, le logo Solaris, le logo Java Coffee Cup, docs.sun.com, Java et Solaris sont des marques de fabrique ou des marques déposées de
Sun Microsystems, Inc., ou ses filiales, aux Etats-Unis et dans d'autres pays. Toutes les marques SPARC sont utilisées sous licence et sont des marques de fabrique ou
des marques déposées de SPARC International, Inc. aux Etats-Unis et dans d'autres pays. Les produits portant les marques SPARC sont basés sur une architecture
développée par Sun Microsystems, Inc.

L'interface d'utilisation graphique OPEN LOOK et Sun a été développée par Sun Microsystems, Inc. pour ses utilisateurs et licenciés. Sun reconnait les efforts de
pionniers de Xerox pour la recherche et le développement du concept des interfaces d'utilisation visuelle ou graphique pour l'industrie de I'informatique. Sun détient
une licence non exclusive de Xerox sur l'interface d'utilisation graphique Xerox, cette licence couvrant également les licenciés de Sun qui mettent en place l'interface
d'utilisation graphique OPEN LOOK et qui, en outre, se conforment aux licences écrites de Sun.

Les produits qui font l'objet de cette publication et les informations qu'il contient sont régis par la legislation américaine en matiére de contréle des exportations et
peuvent étre soumis au droit d'autres pays dans le domaine des exportations et importations. Les utilisations finales, ou utilisateurs finaux, pour des armes nucléaires,
des missiles, des armes chimiques ou biologiques ou pour le nucléaire maritime, directement ou indirectement, sont strictement interdites. Les exportations ou
réexportations vers des pays sous embargo des Etats-Unis, ou vers des entités figurant sur les listes d'exclusion d'exportation américaines, y compris, mais de maniére
non exclusive, la liste de personnes qui font objet d'un ordre de ne pas participer, d'une fagon directe ou indirecte, aux exportations des produits ou des services qui
sont régis par la legislation américaine en matiére de contrdle des exportations et la liste de ressortissants spécifiquement designés, sont rigoureusement interdites.

LA DOCUMENTATION EST FOURNIE "EN LETAT" ET TOUTES AUTRES CONDITIONS, DECLARATIONS ET GARANTIES EXPRESSES OU TACITES
SONT FORMELLEMENT EXCLUES, DANS LA MESURE AUTORISEE PAR LA LOI APPLICABLE, Y COMPRISNOTAMMENT TOUTE GARANTIE
IMPLICITE RELATIVE A LA QUALITE MARCHANDE, A LAPTITUDE A UNE UTILISATION PARTICULIERE OU A L'ABSENCE DE CONTREFACON.

080924@20795



IDE/EA Review

REMARK 1-1
REMARK 1-2
REMARK 5-1
REMARK 5-2

REMARK 7-1

List of Remarks

Reviewer
Reviewer
Reviewer
Reviewer

Reviewer

ReVIEW GIaPRIC .oouviiiiiiiiiiic e 19
Graphics beING IreAIAWIL ......ouiiiiiiiciiiete bbb 23
Change graphic; notes in €Ml .....c.cveiiiiiniiiiii e 96
Download LOCAtION ... s 105
NEW: graphic Changes ... 150



IDE/EA Review



IDE/EA Review

Partl

Contents

PREFACE ...ttt ettt 11
About This DePIOYMENL ...ttt es 17
Components ANA FEATUKES ................cooeuiiiiiiicccee ettt s s anas 19
1.1 Deployment Architecture and COMPONENLS .......c.eveueeermeeierieeeiireieieereieiseseeseseseesesessessesessens 19
1.2 Key Features Of DEPLOYIMENT .....cccvvieeerueiririiieeeieieisiseesse et ssssesssessssaasssssssesssesssssssssees 23
1.3 Sequential Component INtEraCtioNs ........cc.euveueureriueuriceeineeeieitietreet ettt sseaesees 23
TechNiCAl OVEIVIGW ........c.cooiviii e 29
2.1 HOSt MACKINES ...eueiieiiicicieicicse ettt ettt ettt 29
2.2 SOTEWATE ..oceeirieiieiei ettt ettt ettt bbbttt e a et neaas 30
2.3 Main SErVICE URLS ....cueiriiiririeieieicicertririseeeteice ettt sttt ettt sttt sens 30
2.4 Intercomponent COMMUNICAtION «.c.cvvirurieieueuiiririririeieieieeertrtr ettt ettt senes 32
2.5 FITEWALl RULES ...imiiiiiicicc ettt 34
2.6 Viewing Replicated ENTIIES ......ccoceuriiuririuciricieinieieircie ettt 35
BefOr@ YOU BEQGIN ........coovoiiieeccicieieiee ettt se s s esesnsssesnsnsns 37
3.1 TeChNIiCal REEIENCE .....cuuiiuiicieiccieisee ettt ettt 37
3.2 Setting Up the Load BalanCers .........covieureieeuriierinieieeeis ettt sssassessans 37
3.3 Obtaining Secure Socket Layer CertifiCates .........oommrriersirrersissisisssssssssssssssssssssssssssssnses 38
3.4 ResOIVING HOSt NAIMES .....vueuviuiieiincieiriieieieieiseeiet ettt ettt ettt bbbt 38
3.5 Known Issues and LIMItations .......oceeceueereueurensueineeeieieieiseeee ettt ssessseesssessssssesssasssssans 39



IDE/EA Review

Contents
Partll Buildingthe ENVIFONMENT ................ocooiiiiieeee et snanes 41
4 Installing Sun Java System Directory Server and Creating Instances for Sun OpenSSO
ENterpris@USErData ..ottt b ettt sne 43
4.1 Installing and Configuring Directory Server 1 and Directory Server 2 ..........ocovveeeereeerennnne 43
V¥ To Download the Directory Server Bits and Required Patches to the Directory Server Host
IMACRIIIES ..ttt ettt bbbttt et et saettaas 44
V¥V To Patch the Directory Server HOst MaChines ........coccueeeierurieurinieeirisieceiseseeseseseeeeeeeeeees 46
VW T0 InStall DIreCtOry SEIVET 1 ...ucueueuiiieeieirieeicireieieiseisese s sese bbb sns 47
V¥V To Create an OpenSSO Enterprise User Data Instance on Directory Server 1 ........c.cc...... 48
V¥ To Create a Base Suffix for the User Data Instance on Directory Server 1 .......c.cccocevurenennee. 49
V To Install Directory Server 2 .50
V¥ To Create an OpenSSO Enterprise User Data Instance on Directory Server 2 .................... 51
V¥V To Create a Base Suffix for the User Data Instance on Directory Server 2 .........cccoeeeureuenee 52
4.2 Enabling Multi-Master Replication of the User Data INStances .........c.ccoveeeueereeererreerresenennnns 53
V To Enable Multi-Master Replication for User Data Instance on Directory Server I ........... 53
V¥ To Enable Multi-Master Replication for User Data Instance on Directory Server 2 ........... 54
V¥V To Change the Default Replication Manager Password for Each User Data Instance ........ 56
WV To Create Replication Agreements for Each User Data INStance ............coveeevevirireeenreennnns 57
V To Initialize the Replication AZIre€ments .........cveueureueuriieeirecurieeeiseeeeeseieteeesessesesseseaeseesesees 58
V¥V To Verify Successful User Data RepliCAtion ........cceuveeueinierinisirinieeinisieesee s eeneeees 59
4.3 Enabling Secure Communication for the Directory Server User Data Instances .................. 61
V¥V To Install a Root Certificate and a Server Certificate on Directory Server 1
V To Install a Root Certificate and a Server Certificate on Directory Server 2
4.4 Configuring Load Balancer 1 for the User Data INStances ........c.ccocecveveueurecreeneceneneeennecenenenee
V¥V To Import the Root Certificate to the User Data Load Balancer ...........cccccoveeureneeinenceencnnnnes
V To Configure the User Data Load Balancer 1 ........ccocveeueurereneinienieineinceneineee s 66
4.5 IMPOTHING TSt USEI'S ...cuvvriririicicicietetriririeeicietetetets s eeseaerete et tesesesere et ss e bebesesseeneaces 71
¥V To Import Test User Data into the Replicated Directory Server Instances .............oceuveueenee 71
5 Deploying and Configuring OpenSSO ENtErprise ...........ccccoveunenecrnerniercrneneenneineenenneeeenne 75
5.1 Installing the Application Server Web COntainers ............coceveeueerieurineeeenesieeseeisieeesseseeenenns 75
V¥V To Create a Non-Root User on the OpenSSO Enterprise 1 Host Machine ..........cccccveuneee. 76
¥V To Install Application Server on the OpenSSO Enterprise 1 Host Machine . 76
WV To Create a Non-Root User on the OpenSSO Enterprise 2 Host Machine ..........c.cccceueeee. 86
6 Sun OpenSSO Enterprise 8.0 Deployment 1: Single Sign-On with Load Balancing and Failover « November

2008



IDE/EA Review

Contents

V To Install Application Server on the OpenSSO Enterprise 2 Host Machine ...........cccceuceeee. 87
5.2 Configuring the OpenSSO Enterprise Load Balancer 2 .........ccccoveevvneeeninceenecininccnecieneenne 96
WV To Request a Certificate for the OpenSSO Enterprise Load Balancer .........ccccoevevrviverrrnennns 98
V To Install a CA Root Certificate to the OpenSSO Enterprise Load Balancer ...........cccuue..... 99

V To Install the Server Certificate to the OpenSSO Enterprise Load Balancer
V¥V To Configure the OpenSSO Enterprise Load Balancer ..........cococoeveceenecnnccinincicinecnenees
WV To Create an SSL Proxy for SSL Termination at the OpenSSO Enterprise Load Balancer

2 ettt ettt a ettt s a e bt et et e a e b e h et et e ae e Rt e b et et et e Rt e a e b et et e a e ae e b e b et et e st eaeebeteneen 102

5.3 Deploying and Configuring OpenSSO Enterprise 1 and OpenSSO Enterprise 2 ................ 104
V¥ To Generate an OpenSSO Enterprise WAR on the OpenSSO Enterprise 1 Host

IMACKIIIE ettt bbbttt bttt 105

V¥ To Deploy the OpenSSO Enterprise WAR as OpenSSO Enterprise I ......ccococeevecrvereecenenee 107

V¥ To Copy the OpenSSO Enterprise WAR to the OpenSSO Enterprise 2 Host Machine .... 108

V¥V To Deploy the OpenSSO Enterprise WAR File as OpenSSO Enterprise 2 ........cccoeveeeunenee 109

V¥ To Configure OpenSSO Enterprise 1
V¥V To Configure OpenSSO Enterprise 2

5.4 Configuring the OpenSSO Enterprise Platform Service .........ceveeveneernecinencenencinincecnenenns 114
WV To Create a Site 0n OpenSSO ENterprise 1 .....ccvceeeicereneeernecieinicireereneecsseseaesseesessescsseene 114
V To Verify that the OpenSSO Enterprise Site was Configured Properly ........cccoeceuvecuenee 116

6 Configuring OpenSSO Enterprise Realms for User Authentication ...............cccccocooovvvrrennnne.
6.1 Modifying the Top-Level Realm for Test USETS ......cocvueuriereeereereeeeeereisiseeeesesenessesessessesseaens

V¥ To Modify the Top-Level Realm for User Authentication ...........cceveeeurereeeenecerinceeencncenenns

WV To Verify that a User Can Successfully Authenticate ........c.c.cocoeviveerreesirsrsesisssessnisennns

6.2 Creating and Configuring a Sub Realm for Test USErs .......cccccveeurenieeurenrueinecireeeiseeeseseennes

W To Create a SUD REAIM ..ottt

V¥V To Change the User Profile Configuration for the Sub Realm .........ccccovevievivcirniciriiinnnee.

V¥ To Modify the Sub Realm for User Authentication ..........coeeeeerecereneeeineeesenecisineseiseeeeeene

WV To Verify That the Sub Realm Can Access the External User Data Store

WV To Verify That the Sub Realm Subjects Can Successfully Authenticate .........ccooceuveeunnee.

7 Installing and Configuring the Distributed Authentication User Interface ............................ 125
7.1 Installing the Distributed Authentication User Interface Web Containers .........ccocveenceee 125

WV To Create a Non-Root User on the Distributed Authentication User Interface 1 Host
IMACKITIE ottt bttt 126



IDE/EA Review

Contents
V To Install the Web Server for Distributed Authentication User Interface 1 ........ccccoveueeee. 126
V¥V To Create a Non-Root User on the Distributed Authentication User Interface 2 Host
IMACKINE .ottt s e e et 132
V To Install Sun Java System Web Server for Distributed Authentication User Interface 2 . 133
7.2 Enabling Secure Communications Between the Web Server Instances and the Load
BALAINICET ..vutiieiaiiieicii et 138
V¥ To Request and Install a Server Certificate and a Root Certificate for Web Server 1 ......... 138
V¥ To Create an SSL Enabled HT'TP Listener Port on Web Server 1 .......cccoocveevcnevencrnerncnnn. 140
V¥ To Request and Install a Server Certificate and a Root Certificate for Web Server 2 ......... 143
V¥V To Create an SSL Enabled HT'TP Listener Port on Web Server 2 ..o,
V¥ To Import the Root Certificate to the Web Server 1 JDK Certificate Store ................
V¥ To Import the Root Certificate to the Web Server 2 JDK Certificate Store ........c.cccveeuenee.
7.3 Configuring the Distributed Authentication User Interface Load Balancer ..........ccccveuuee.
V¥ To Request a Certificate for the Distributed Authentication User Interface Load
BALANCET ettt 152
V¥ To Import a Root Certificate to the Distributed Authentication User Interface Load
BalAICOT .o s 153
V¥ To Import a Certificate to the Distributed Authentication User Interface Load Balancer 154
V¥ To Configure the Distributed Authentication User Interface Load Balancer .................... 154
V To Configure a Proxy for SSL Termination at the Distributed Authentication User Interface
L0Ad BAANICET ...uvriviieiniiiciieici ettt e 156
7.4 Creating an Agent Profile with Custom User for the Distributed Authentication User
INEEITACE w.vieeiriiecictree ettt bbb 158
V To Create an Agent Profile with Custom User for the Distributed Authentication User
INEEITACE oeiiutrieiciteei ettt bt et 159
V To Verify that authuiadmin Was Created in Directory SErver .........ceoeveeerecnrereeersennnnn. 159
7.5 Generating and Deploying the Distributed Authentication User Interface WAR .............. 160
V¥ To Generate the Distributed Authentication User Interface WAR ......ccocveeeveinevcrcrnenncnn.
V To Deploy the Generated WAR as Distributed Authentication User Interface 1
V¥ To Configure Distributed Authentication User Interface 1 .........cocovevvevveenrrrinireernennns
V¥ To Deploy the Generated WAR as Distributed Authentication User Interface 2
V¥ To Configure Distributed Authentication User Interface 2 .........coceuveeurereeirenserenesereneeennens
V To Configure Load Balancer Cookies for the Distributed Authentication User Interface 169
V To Verify That Authentication Using the Distributed Authentication User Interface Load
Balancer is SUCCESSTUL ..ot sesease b naenaes 171
8 Sun OpenSSO Enterprise 8.0 Deployment 1: Single Sign-On with Load Balancing and Failover « November

2008



IDE/EA Review

Contents
8 Configuring the Protected Resource Host Machines .................ccccoooeeeenrnecccceeeeens 173
8.1 Configuring the Protected Resource Host Machines with a J2EE Policy Agent .................. 173
8.1.1 Installing and Configuring the J2EE Container and J2EE Policy Agent on Protected
RESOUICE 1 ettt bbb 174
8.1.2 Installing and Configuring the J2EE Container and J2EE Policy Agent on Protected
RESOUICE 2 .ttt bbb 191
8.1.3 Creating Groups Using the OpenSSO Enterprise Console ..........cococuveveueerencerenceennenenns 207
8.1.4 Setting Up a Test for the J2EE POliCYy AGENt 1 ...c.c.oviueuriieeiierininceireeieicieeseeieiseeeieeeans 209
8.1.5 Setting Up a Test for the J2EE POliCYy AZENt 2 ..o 214
8.1.6 Configuring the J2EE Policy Agents to Access the Distributed Authentication User
INEEITACE wvivuieeieieeict ettt ettt bbbttt 220
8.2 Configuring the Protected Resource Host Machines with a Web Policy Agent .................. 223
8.2.1 Installing and Configuring the Web Container and Web Policy Agent on Protected
RESOUICE 1 ettt bbbttt bbbttt bbb 223
8.2.2 Installing Web Server and a Web Policy Agent on Protected Resource 2 .................. 235
8.2.3 Configuring the Web Policy Agents to Access the Distributed Authentication User
INEEITACE wvveiereireeeteieie ettt et ss e s s st es s s ass s e s s s s sssse s nsnsenssansnans 247
9 Setting Up Load Balancers for the Policy Agents ................c.oooouiinnieincinncencerseeeeenas 251
9.1 Configuring the Web Policy Agents Load Balancer ..........coeveereeeveniericeneeneeineeneeseeneenenns 251
V¥ To Configure the Web Policy Agents Load Balancer .........cooccevecerinccinenennecininccincceenes 252
WV To Create a Monitoring File on Each Host Machine for Load Balancer 4 .............cccoocu...... 255
V¥ To Add Load Balancer 4 as a Virtual Host by Modifying the Web Policy Agent
PIrOPEITIES oot 257
V¥ To Configure Policy for the Web Policy AGENtS ......cococueueuerreieeinieirieieireeeseeieieieseeeeeene 258
WV To Verify the Web Policy Agents Load Balancer Configuration is Working Properly ..... 260

9.2 Configuring the J2EE Policy Agents Load Balancer
V¥V To Configure the J2EE Policy Agents Load Balancer

V¥ To Add Load Balancer 5 as a Virtual Host by Modifying the J2EE Policy Agent
PIOPEITIES ..ttt

V To Configure Policy for the J2EE Policy Agents
WV To Verify the J2EE Policy Agent Load Balancer Configuration is Working Properly ....... 266

10 Implementing Session FAiloVer ..o

10.1 Session Failover Architecture ........cccoooevvvvvvveevecnnnes

10.2 Installing the Session Failover Components



IDE/EA Review

Contents
¥V To Install Session Failover Components on Message QUeUe 1 .....c.coeeureeueureneeennccenenceennens 270
V To Install Session Failover Components on Message QUEUE 2 .....c..c.ceeurevreeeererneenererrennenenne 274
10.3 Configuring and Verifying Session Failover ..........cccccovocrneeinncencncnnccncenccsereneineenes 278
V¥ To Configure OpenSSO Enterprise for Session FAilOVer .........ccooeeeneeineneeenensininecineeeeenens 278
V To Verify That the Administrator Session Fails OVer .........cocooevevenincinineneneineeneneneenne 280
V To Verify that the User Session Fails Over
Partlll  Reference: Summaries of Server and Component Configurations ..............cccccocoeveuvericinienennes 285
A Directory Server Host Machines, Test Users and Load Balancer ...............ccccococoeuvninnieinnnnnne. 287
B OpenSSO Enterprise Host Machines and Load Balancer ...............cccooevvrneeccnnnerceenens 291
C OpenSSO Enterprise Distributed Authentication User Interface Host Machines and Load
BAIANCEY ...ttt ettt aetes 295
D Protected Resource Host Machine Web Containers, Policy Agents and Load Balancers ....... 299
E  MeSSage QUEUE SEIVEIS ..........coouiiiiiiiiiirieieieie ettt ettt sttt ettt et be ettt esebebesenn 305
F  Knownlssuesand LImitations .................ococooiiiirniiiiiieeer ettt aee 307
10 Sun OpenSSO Enterprise 8.0 Deployment 1: Single Sign-On with Load Balancing and Failover « November

2008



IDE/EA Review

Preface

Sun OpenSSO Enterprise 8.0 provides a comprehensive solution for protecting network
resources that integrates authentication and authorization services, policy agents, and identity
federation. This Preface to the Sun OpenSSO Enterprise 8.0 Deployment 1: Single Sign-On with
Load Balancing and Failover contains the following sections:

“About This Guide” on page 11

“Before You Read This Book” on page 11

“Related Documentation” on page 12

“Searching Sun Product Documentation” on page 13
“Typographical Conventions” on page 14

AboutThis Guide

A\

Sun OpenSSO Enterprise 8.0 Deployment 1: Single Sign-On with Load Balancing and Failover
provides instructions for building an OpenSSO solution for authentication, authorization and
access control. The procedures in this guide were used to build, deploy and test this deployment
in alab facility. Best results will be obtained by executing the tasks in the exact sequence in
which they are presented. Use the Table of Contents as a master task list. Tasks are numbered
for your convenience.

Caution - If deviating from the task sequence or details described in this guide, you should refer
to the relevant product documentation for information or necessary requirements.

Before You Read This Book

This book is intended for use by IT administrators and software developers who implement a
web access platform using Sun servers and software. Readers of this guide should be familiar
with the following technologies:

eXtensible Markup Language (XML)
Lightweight Directory Access Protocol (LDAP)
Java™

JavaServer Pages™ (JSP)
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HyperText Transfer Protocol (HTTP)
HyperText Markup Language (HTML)

Related Documentation

Related documentation is available as follows:

12

“OpenSSO Enterprise 8.0 Core Documentation” on page 12
“Adjunct Product Documentation” on page 13

OpenSSO Enterprise 8.0 Core Documentation

The OpenSSO Enterprise 8.0 core documentation set contains the following titles:

The Sun OpenSSO Enterprise 8.0 Release Notes will be available online after the product is
released. It gathers an assortment of last-minute information, including a description of
what is new in this current release, known problems and limitations, installation notes, and
how to report issues with the software or the documentation.

The Sun OpenSSO Enterprise 8.0 Technical Overview provides high level explanations of
how OpenSSO Enterprise components work together to protect enterprise assets and
web-based applications. It also explains basic concepts and terminology.

The Sun OpenSSO Enterprise 8.0 Deployment Planning Guide provides planning and
deployment solutions for OpenSSO Enterprise based on the solution life cycle

The Sun OpenSSO Enterprise 8.0 Deployment 1: Single Sign-On with Load Balancing and
Failover (this guide) provides instructions for building an OpenSSO solution incorporating
authentication, authorization and access control. Procedures for load balancing and session
failover are also included.

The Sun OpenSSO Enterprise 8.0 Deployment 2: Federation Using SAMLv2 provides
instructions for building an OpenSSO solution incorporating SAML v2 federation.
Installation and configuration procedures are included.

The Sun OpenSSO Enterprise 8.0 Installation and Configuration Guide provides information
for installing and configuring OpenSSO Enterprise.

The Sun OpenSSO Enterprise 8.0 Performance Tuning and Troubleshooting Guide provides
information on how to tune OpenSSO Enterprise and its related components for optimal
performance.

The Sun OpenSSO Enterprise 8.0 Administration Guide describes administrative tasks such
as how to create a realm and how to configure a policy. Most of the tasks described can be
performed using the administration console as well as the famadm command line utilities.

The Sun OpenSSO Enterprise 8.0 Administration Reference is a guide containing
information about the command line interfaces, configuration attributes, internal files, and
error codes. This information is specifically formatted for easy searching.

Sun OpenSSO Enterprise 8.0 Deployment 1: Single Sign-On with Load Balancing and Failover « November
2008
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= The Sun OpenSSO Enterprise 8.0 Developer’s Guide offers information on how to customize
OpenSSO Enterprise and integrate its functionality into an organization’s current technical
infrastructure. It also contains details about the programmatic aspects of the product and its
APL

= The Sun OpenSSO Enterprise 8.0 C API Reference for Application and Web Agent
Development provides summaries of data types, structures, and functions that make up the
public OpenSSO Enterprise C SDK for application and web agent development.

= The Sun OpenSSO Enterprise 8.0 Java API Reference provides information about the
implementation of Java packages in OpenSSO Enterprise.

= The Sun OpenSSO Enterprise Policy Agent 3.0 User’s Guide for Web Agents and Sun OpenSSO
Enterprise Policy Agent 3.0 User’s Guide for J2EE Agents provide an overview of the policy
functionality and policy agents available for OpenSSO Enterprise.

Updates to the Release Notes and links to modifications of the core documentation can be found
on the OpenSSO Enterprise page at docs.sun.com. Updated documents will be marked with a
revision date.

Adjunct Product Documentation

Useful information can be found in the documentation for the following products:

= Sun Java System Directory Server Enterprise Edition 6.2
Sun Java System Web Server 7.0

Sun Java System Application Server Platform Edition 9.1
= Sun Identity Manager 8.0

Searching Sun Product Documentation

Besides searching Sun product documentation from the docs.sun.com™ web site, you can use a
search engine by typing the following syntax in the search field:

search-term site:docs.sun.com
For example, to search for “broker,” type the following:
broker site:docs.sun.com

To include other Sun web sites in your search (for example, java.sun.com, www.sun.com, and
developers.sun.com), use sun. comin place of docs. sun. comin the search field.
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Documentation, Support, and Training

The Sun web site provides information about the following additional resources:

®  Documentation (http://www.sun.com/documentation/)
L Support(http://www.sun.com/support/)
= Training (http://www.sun.com/training/)

Third-Party Web Site References

Third-party URLs are referenced in this document and provide additional, related information.

Note - Sun is not responsible for the availability of third-party web sites mentioned in this
document. Sun does not endorse and is not responsible or liable for any content, advertising,
products, or other materials that are available on or through such sites or resources. Sun will not
be responsible or liable for any actual or alleged damage or loss caused or alleged to be caused by
or in connection with use of or reliance on any such content, goods, or services that are available
on or through such sites or resources.

Sun Welcomes Your Comments

Sun is interested in improving its documentation and welcomes your comments and
suggestions. To share your comments, go to http://docs.sun.comand click Send Comments.
In the online form, provide the full document title and part number. The part number is a
7-digit or 9-digit number that can be found on the book's title page or in the document's URL.
For example, the title of this book is Sun OpenSSO Enterprise 8.0 Deployment 1: Single Sign-On
with Load Balancing and Failover, and the part number is 820-5985.

Typographical Conventions

The following table describes the typographic conventions that are used in this deployment
example.
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TABLEP-1 Typographic Conventions

Typeface

Meaning

Example

AaBbCc123

AaBbCc123

aabbccl23

AaBbCcl23

The names of commands, files, and directories,
and onscreen computer output

What you type, contrasted with onscreen
computer output

Placeholder: replace with a real name or value

Book titles, new terms, and terms to be
emphasized

Edit your . login file.

Use s -a to list all files.
machine name% you have mail.
machine_nameS% su

Password:

The command to remove a file is rm
filename.

Read Chapter 6 in the User’s Guide.

A cacheis a copy that is stored
locally.

Do not save the file.

Note: Some emphasized items
appear bold online.
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PART I

About This Deployment

This first part of Sun OpenSSO Enterprise 8.0 Deployment 1: Single Sign-On with Load
Balancing and Failover provides introductory material and an overview of the deployment
solution. It contains the following chapters:

= Chapter 1, “Components and Features”
= Chapter 2, “Technical Overview”
= Chapter 3, “Before You Begin”
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L K R 4 CHAPTER 1

Components and Features

Sun OpenSSO Enterprise 8.0 Deployment 1: Single Sign-On with Load Balancing and Failover
includes procedures for installing, deploying and configuring a number of host machines and
applications. This chapter contains introductory information on the deployment example and
includes the following sections:

= “1.1 Deployment Architecture and Components” on page 19
= “]1.2 Key Features of Deployment” on page 23
= “1.3 Sequential Component Interactions” on page 23

1.1 Deployment Architecture and Components

[Remark 1-1 Reviewer: Review Graphic] The following graphic illustrates the deployment
architecture — where the components will be situated when the deployment is complete. A list
of the components that comprise the architecture follows.
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1.1 Deployment Architecture and Components
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1.1 Deployment Architecture and Components

Note - Although referred to in the illustration, firewalls are not used in this deployment. For

general information on integrating firewalls into this deployment, see “2.5 Firewall Rules” on

page 34.

The following list of components will be installed and configured in using the procedures
documented in Part II.

Sun OpenSSO Enterprise

Two instances of OpenSSO Enterprise provide the core functionality. Each instance is
configured with its own embedded configuration data store. Configuration data includes
information about services, administrative users, realms, policies, and more. User data is
accessed through a single load balancer deployed in front of two instances of Sun Java
System Directory Server.

Distributed Authentication User Interface

The Distributed Authentication User Interface is a component of OpenSSO Enterprise that
provides a thin presentation layer for user authentication. During user authentication, the
Distributed Authentication User Interface interacts with OpenSSO Enterprise to retrieve
credentials from the user data store, thus protecting the OpenSSO Enterprise servers from
direct user access.

Note - The Distributed Authentication User Interface does not directly interact with the user
data store.

Sun Java System Directory Server

Two instances of Directory Server provide storage for the OpenSSO Enterprise user data.
User entries will be created for testing this deployment. Both instances of Directory Server
are masters that engage in multi-master replication. Multi-master replication allows data to
be synchronized in real time between two directories, providing high availability to the
OpenSSO Enterprise layer.

Note - The command line is used for all Directory Server configurations in this guide.

Sun OpenSSO Enterprise Policy Agents 3.0

Policy agents are used to restrict access to hosted content or applications. The policy agents
intercept HTTP requests from external users and redirect the request to OpenSSO
Enterprise for authentication. Web policy agents protect any resources under the doc root of
the web container. J2EE policy agents protect a variety of hosted J2EE applications; in this
deployment, agentsample is used. The agents communicate with the OpenSSO Enterprise
instances through one of two configured load balancers.
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1.1 Deployment Architecture and Components

Protected Resource Host Machines
The protected resources host machines contain the content for which access is restricted.
Towards this end, web servers, application servers and policy agents will be installed. Two
load balancers are configured in front of the host machines to balance traffic passing through
the policy agents.

Sun Java System Message Queue
OpenSSO Enterprise uses two instances of Message Queue to form a cluster for distributing
client connections and delivering messages. The Berkeley Database by Sleepycat Software,
Inc. is the session store database. When an instance of OpenSSO Enterprise goes down and
session failover is enabled, the user's session token can be retrieved from one of the Message
Queues by the available instance of OpenSSO Enterprise. This ensures that the user remains
continuously authenticated, allowing access to the protected resources without having to
reauthenticate.

Load Balancers
The load balancer hardware and software used for this deployment is BIG-IP®° manufactured
by F5 Networks. They are configured for simple persistence and deployed as follows:

Distributed Authentication User Interface Load Balancer. This external-facing load
balancer exposes the remote, web-based Distributed Authentication User Interface for user
authentication and self-registration.

OpenSSO Enterprise Load Balancer. This internal-facing load balancer exposes the
web-based OpenSSO Enterprise console to internal administrators. Alternatively, internal
administrators can bypass this load balancer and log in directly.

J2EE Policy Agents Load Balancer. The load balancer in front of the J2EE policy agents
installed on the Protected Resource machines provides round-robin load balancing and a
single virtual server by balancing traffic passing through the agents.

Web Policy Agents Load Balancer. The load balancer in front of the web policy agents
installed on the Protected Resource machines provides round-robin load balancing and a
single virtual server by balancing traffic passing through the agents.

Directory Server Load Balancer. The load balancer in front of the Directory Server
instances provide round-robin load balancing and a single virtual Directory Server host
name for the instances of OpenSSO Enterprise. It detects individual Directory Server failures
and recoveries, taking failed servers off the load balancer list.
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1.3 Sequential Component Interactions

1.2 Key Features of Deployment

All components (including installations of OpenSSO Enterprise and Directory Server, the
Distributed Authentication User Interface, and policy agents) are redundant to achieve high
availability.

All components use ZIP-based installation.
All components use load-balancing for session failover and high performance.

Each instance of OpenSSO Enterprise is installed with an embedded configuration data
store.

Each instance of Directory Server contains am-users to serve as the user data store.
OpenSSO Enterprise instances are configured to run as non-root users.

The environment is configured for system failover capability, ensuring that when one
instance of OpenSSO Enterprise goes down, requests are redirected to the second instance.

Caution - It is important to note that system failover, by itself, does not ensure OpenSSO
Enterprise session failover which is configured separately.

The environment is configured for session failover capability. Session failover ensures that
when the instance of OpenSSO Enterprise where the user's session was created goes down,
the user's session token can still be retrieved from a backend session database. Thus, the user
is continuously authenticated, and does not have to log into the system again unless the
session is invalidated as a result of logout or session expiration.

Communications to the OpenSSO Enterprise load balancer, to the Distributed
Authentication User Interface load balancer, and to the Directory Server load balancer are
in Secure Sockets Layer (SSL).

Policy agents are configured with a unique agent profile to authenticate to OpenSSO
Enterprise.

The Distributed Authentication User Interface uses a custom user profile to authenticate to
OpenSSO Enterprise instead of the default amadmin or UrlAccessAgent.

1.3 Sequential Component Interactions

[Remark 1-2 Reviewer: Graphics being redrawn] The following sequence describes the
interactions between the various components in this deployment example. The interactions are
illustrated and the numbered steps correspond to the numbers in the diagrams.

1.

A user attempts to access a J2EE application hosted by Protected Resource 1 and Protected
Resource 2.

2. Load Balancer 5 directs the user to Protected Resource 1.
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1.3 Sequential Component Interactions

3. The]2EE Policy Agent intercepts the request and checks for an OpenSSO Enterprise cookie.
In this scenario, no cookie is found and the request is returned to the browser which then
redirects it to Load Balancer 3, the load balancer for the Distributed Authentication User
Interface.

4. Load Balancer 3 routes the user request to Distributed Authentication User Interface 2.
5. Distributed Authentication User Interface 2 displays a login page to the user.

6. The user enters credentials on the login page and they are returned to Distributed
Authentication User Interface 2.
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1.3 Sequential Component Interactions

3
Internet
X 5@
Load Balancer 4 Load Balancer 5 Load Balancer 6

Authentication Authentication

Ul Server 1 Ul Server 2 2
Firewall 2

Protected Resource 2

Firewall 3

Protected Resource 1

Web Container J2EE Container

Web Policy Agent 1 J2EE Policy Agent 1 Web Policy Agent 2

Message Queue Broker Cluster

Message Message
Queue1 _ Queue 2

Y Y

| Load Balancer 1 Load Balancer 2
Access Manager User Data

Configuration
Directory Server 1

Multi-Master
Replication

Directory Server 2

Firewall 1

7. Distributed Authentication User Interface 2 passes the credentials to Load Balancer 3.
8. Load Balancer 3 routes the credentials to OpenSSO Enterprise 1 for validation.

9. OpenSSO Enterprise 1 sends a request for validation to Load Balancer 2 which handles
Directory Server requests for user data.

10. Load Balancer 2 routes the request to Directory Server 2 where validation takes place.
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1.3 Sequential Component Interactions
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11. After successful authentication, OpenSSO Enterprise 1 sends the response back to the J2EE
Policy Agent which receives the request and checks again for the OpenSSO Enterprise
cookie.
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1.3 Sequential Component Interactions

12. When a cookie is found, the J2EE Policy Agent sends a session validation request to the
OpenSSO Enterprise Load Balancer 2.

13. The OpenSSO Enterprise Load Balancer 2 forwards the request to OpenSSO Enterprise 1
where the session originated. Cookie-based persistency enables proper routing.

14. OpenSSO Enterprise 1 sends a response back to the J2EE Policy Agent.

15. If the session is not valid, the J2EE Policy Agent would redirect the user to the Distributed
Authentication User Interface.

16. If the session is valid, the J2EE Policy Agent receives the response back and sends a policy
request to the OpenSSO Enterprise Load Balancer 2.

17. The policy request is directed to OpenSSO Enterprise 1 which conducts the policy
evaluation.

18. Based on the policy evaluation, the J2EE Policy Agent either allows access to the resource or
denies access to the resource. In this scenario, the user is allowed access.
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1.3 Sequential Component Interactions
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L K R 4 CHAPTER 2

Technical Overview

This chapter contains technical information regarding the machines, software, and other
components used in this deployment example. It contains the following sections:

2.1 Host Machines

“2.1 Host Machines” on page 29
“2.2 Software” on page 30
“2.3 Main Service URLs” on page 30

“2.4 Intercomponent Communication” on page 32
“2.5 Firewall Rules” on page 34

“2.6 Viewing Replicated Entries” on page 35

The following table lists the attributes of the host machines used for this deployment example.

TABLE2-1 Host Machines and Operating Systems

Host Machine

Architecture

Operating System

da-1
da-2
ds-1
ds—2
mg—1
mq-2
0sso-1

0550-2

SPARC

SPARC

x86

x86

x86

x86

SPARC

SPARC

Solaris 10
Solaris 10
Solaris 10
Solaris 10
Solaris 10
Solaris 10
Solaris 10

Solaris 10
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2.2 Software

TABLE2-1 Host Machines and Operating Systems (Continued)
Host Machine Architecture Operating System
pr-1 SPARC Solaris 10
pr-2 SPARC Solaris 10

2.2 Software

The following table lists the software used in this deployment example.

TABLE2-2 Software and Download Locations

Product Version Download Location

Sun OpenSSO Enterprise 8.0 http://www.sun.com/download/
Sun Java System Web Server 7.0 Update 3 http://www.sun.com/download/
Sun Java System Application Server 9.1 Update 1 http://www.sun.com/download/
Sun Java System Directory Server 6.1 http://www.sun.com/download/
BEA Weblogic Server 10 http://www.bea.com

Web Policy Agent 3.0 http://www.sun.com/download/
(for Sun Java System Web Server)

J2EE Policy Agent 3.0 http://www.sun.com/download/
(for Sun Java System Application

Server and BEA Weblogic Server)

Java 1.5.0_09 http://www.java.com/en/

(for OpenSSO Enterprise and policy
agents)

BIG-IP Load Balancer

http://www.

f5.com

2.3 Main Service URLs

The following table summarizes the main service URLs for the components used in this

deployment example. For detailed configuration information, see Part II1.
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2.3 Main Service URLs
TABLE2-3 Components and Main Service URLs
Components Main Service URL
Directory Server Instances and Load Balancers
Directory Server 1 ldap://ds-1.example.com:1736 (for monitor node)
ldaps://ds-1.example.com:1736 (for user data)
Directory Server 2 ldap://ds-2.example.com: 1736 (for monitor node)
ldaps://ds-2.example.com: 1736 (for user data)
Load Balancer 1 ldaps://1b-1.example.com:489 (for user data)
OpenSSO Enterprise Instances and Load Balancer
OpenSSO Enterprise 1  https://osso-1.example.com:1081 (for monitor node)
https://o0sso-1.example.com:1081/opensso/console
OpenSSO Enterprise2  https://o0sso-2.example.com: 1081 (for monitor node)
https://0sso-2.example.com:1081/opensso/console
Load Balancer 2 https://1b-2.example.com: 1081
Distributed Authentication User Interfaces and Load Balancer
Distributed http://da-1.example.com: 1443 (for monitor node)
Authentication User .
Interface 1 https://da-1.example.com:1443/distAuth/ (for users)
Distributed http://da-2.example.com: 1443 (for monitor node)
Authentication User )
Interface 2 https://da-2.example.com:1443/distAuth/ (for users)
Load Balancer 3 https://1b-3.example.com: 1443 (secure port)
Protected Resources 1 and 2: Web Containers, Policy Agents and Load Balancers
Web Container 1 https://pr-1.example.com:8989 (for Sun Java System Web Server
administration console)
Web Policy Agent 1 http://pr-1.example.com:1080
J2EE Container 1 http://pr-1.example.com:7001/console (for BEA Weblogic administration
server)

J2EE Policy Agent 1 http://pr-1.example.com:1081/agentapp
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2.4 Intercomponent Communication

TABLE2-3 Components and Main Service URLs (Continued)
Components Main Service URL
Web Container 2 https://pr-2.example.com:8989 (for Sun Java System Web Server

administration console)
Web Policy Agent 2 http://pr-2.example.com:1080

J2EE Container 2 http://pr-2.example.com:7001/console (for BEA WebLogic administration
server)

J2EE Policy Agent 2 http://pr-2.example.com:1081/agentapp

Policy Agent Load Balancers
Load Balancer 4 http://1b-4.example. com:90 (for web policy agents)

Load Balancer 5 http://1b-5.example.com:91 (for J2EE policy agents)

Message Queue Broker Instances
Message Queue 1 http://mq-1.example.com:7777

Message Queue 2 http://mq-2.example.com:7777

2.4 Intercomponent Communication

The following table provides an overview of the types of communication that take place
between servers, load balancers, and other components in the deployment example.

TABLE 2-4 Summary of Intercomponent Communication

Entity A Entity B Bi-Directional Port Protocol TrafficType

Internet Users Load Balancer 4 90 HTTP Application Traffic

Internet Users Load Balancer 5 91 HTTP Application Traffic

Internet Users Load Balancer 3 1443 HTTPS Internet User Authentication
Load Balancer 3 Distributed 1443 HTTPS Internet User Authentication

Authentication User
Interface 1
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2.4 Intercomponent Communication

TABLE 2-4 Summary of Intercomponent Communication (Continued)
Entity A Entity B Bi-Directional Port Protocol Traffic Type
Load Balancer 3 Distributed 1443 HTTPS Internet User Authentication
Authentication User
Interface 2

Load Balancer 4 Protected Resource 1 1080 HTTP Application Traffic

Load Balancer 4 Protected Resource 2 1080 HTTP Application Traffic

Load Balancer 5 Protected Resource 1 1081 HTTP Application Traffic

Load Balancer 5 Protected Resource 2 1081 HTTP Application Traffic

Distributed Load Balancer 2 1081 HTTPS Internet User Authentication

Authentication User

Interface 1

Distributed Load Balancer 2 1081 HTTPS Internet User Authentication

Authentication User

Interface 2

Protected Resource 1 Load Balancer 2 1081 HTTPS Agent - OpenSSO Enterprise
communication

Protected Resource 2 Load Balancer 2 1081 HTTPS Agent - OpenSSO Enterprise
communication

Load Balancer 3 OpenSSO Enterprise 1 1081 HTTPS Agent - OpenSSO Enterprise
communication for authentication

Load Balancer 3 OpenSSO Enterprise 2 1081 HTTPS Agent - OpenSSO Enterprise
communication for authentication

OpenSSO Enterprise 1 OpenSSO Enterprise2  Yes 1081 HTTPS Back-channel communication

OpenSSO Enterprise 1 Message Queue 1 7777 HTTP Session communication

OpenSSO Enterprise 1 Load Balancer 1 489 LDAPS User profile communication for
authentication

OpenSSO Enterprise 2 Message Queue 2 7777 HTTP Session communication

OpenSSO Enterprise 2 Load Balancer- 2 489 LDAPS User profile communication for
authentication

Message Queue 1 Message Queue 2 Yes 7777 HTTP Session communication

Message Queue 2 Message Queue 1 Yes 7777 HTTP Session communication

Load Balancer 1 Directory Server 1 1736 LDAPS User profile communication for

authentication
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2.5 Firewall Rules

TABLE2-4 Summary of Intercomponent Communication (Continued)
Entity A Entity B Bi-Directional Port Protocol TrafficType
Load Balancer 1 Directory Server 2 1736 LDAPS User profile communication for
authentication
Directory Server 1 Directory Server 2 Yes 1489 LDAP Data replication communication
Directory Server 2 Directory Server 1 Yes 1489 LDAP Data replication communication

2.5 Firewall Rules

Actual firewalls are not set up in this deployment example. If firewalls were deployed they
would protect critical components using three distinct security zones as illustrated in “1.1
Deployment Architecture and Components” on page 19. One zone is completely secure,
protected by all three firewalls, and used for internal traffic only. The second, less secure zone is
protected by only two firewalls but is also for internal traffic only. The third, minimally-secured
demilitarized zone (DMZ) leaves only simple components and interfaces exposed to the
Internet and is used for external traffic. Thus, direct access to individual instances of OpenSSO
Enterprise and Directory Server is allowed only if permitted by firewall rules. Based on the
illustration cited:

= The instances of OpenSSO Enterprise are isolated between an internal firewall and the
DMZ, and exposed through an external-facing load balancer. The load balancer and
instances together provide high data availability within the infrastructure.

= The policy agents themselves are deployed behind a load balancer configured in the DMZ.

= The Distributed Authentication User Interface would be deployed in the DMZ for
communication with OpenSSO Enterprise behind a firewall, additionally protecting the
OpenSSO Enterprise instances from exposure in the minimally-secured DMZ.

You may set up firewalls to allow traffic to flow as described in the following table.

TABLE2-5 Summary of Firewall Rules

From To Port# Protocol TrafficType
Internet users Load Balancer 3 1443 HTTPS User authentication
Internet users Load Balancer 4 90 HTTP Application access by internet
user
Internet users Load Balancer 5 91 HTTP Application access by internet
user
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2.6 Viewing Replicated Entries

TABLE2-5 Summary of Firewall Rules (Continued)

From To Port # Protocol Traffic Type

Distributed Load Balancer 2 1081 HTTPS User authentication

Authentication

User Interface 1

Distributed Load Balancer 2 1081 HTTPS User authentication

Authentication

User Interface 2

Load Balancer 4 Protected Resource 1080 HTTP Application access by user
1

Load Balancer 5 Protected Resource 1081 HTTP Application access by user
2

2.6 Viewing Replicated Entries

Throughout this deployment example, we use ldapsearch to view replicated entries. An

alternative would be to enable the Directory Server audit log and run tail - f. Enabling the

audit log will also help to track changes and updates made during OpenSSO Enterprise

configuration.
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L K R 4 CHAPTER 3

Before You Begin

This chapter contains information you need to know before beginning the documented
installation and configuration procedures. It contains the following sections:

“3.1 Technical Reference” on page 37

“3.2 Setting Up the Load Balancers” on page 37

“3.3 Obtaining Secure Socket Layer Certificates” on page 38
“3.4 Resolving Host Names” on page 38

“3.5 Known Issues and Limitations” on page 39

3.1 Technical Reference

See Chapter 2, “T'echnical Overview,” for a quick reference of host machines, port numbers,
operating systems, naming conventions, and component names used in this deployment
example. See Part I1I for more detailed information.

3.2 Setting Up the Load Balancers

The load balancer hardware and software used in this deployment environment is BIG-IP®
manufactured by F5 Networks. If you are using different load balancer software, see the
documentation that comes with that product for detailed settings information. This document
assumes that you have already installed the required load balancers. The following sections
require load-balancing hardware and software.

“4.4 Configuring Load Balancer 1 for the User Data Instances” on page 65

“5.2 Configuring the OpenSSO Enterprise Load Balancer 2” on page 96

“7.3 Configuring the Distributed Authentication User Interface Load Balancer” on page 150
“9.1 Configuring the Web Policy Agents Load Balancer” on page 251

“9.2 Configuring the J2EE Policy Agents Load Balancer” on page 261
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3.3 Obtaining Secure Socket Layer Certificates

3.3 Obtaining Secure Socket Layer Certificates

In order to enable secure communications using the Secure Sockets Layer (SSL) protocol you
need to obtain root certificates and server certificates from a certificate authority (CA). A CA
root certificate proves that the particular CA issued a particular server certificate. CA root
certificates are publicly available. The root certificate used in this deployment is a test certificate
issued by OpenSSL and named ca. cer. You can obtain a root certificate from any commercial
certificate issuer such as VeriSign, Thawte, Entrust, or GoDaddy.

The server certificates are requested within each procedure. You should know how to request
server certificates from your CA of choice before beginning a deployment. The following
sections are related to requesting, installing, and importing root and server certificates:

= “To Install a Root Certificate and a Server Certificate on Directory Server 1” on page 61

= “To Install a Root Certificate and a Server Certificate on Directory Server 2” on page 63

= “To Install Application Server on the OpenSSO Enterprise 1 Host Machine” on page 76

= “To Install Application Server on the OpenSSO Enterprise 2 Host Machine” on page 87

= “To Request a Certificate for the OpenSSO Enterprise Load Balancer” on page 98

= “To Install a CA Root Certificate to the OpenSSO Enterprise Load Balancer” on page 99

= “To Install the Server Certificate to the OpenSSO Enterprise Load Balancer” on page 100

m “To Request and Install a Server Certificate and a Root Certificate for Web Server 1”7 on
page 138

® “To Request and Install a Server Certificate and a Root Certificate for Web Server 2” on
page 143

= “To Import the Root Certificate to the Web Server 1 JDK Certificate Store” on page 147

= “To Import the Root Certificate to the Web Server 2 JDK Certificate Store” on page 149

m “To Request a Certificate for the Distributed Authentication User Interface Load Balancer”
on page 152

= “To Import a Root Certificate to the Distributed Authentication User Interface Load
Balancer” on page 153

= “To Importa Certificate to the Distributed Authentication User Interface Load Balancer” on
page 154

3.4 Resolving Host Names

There are many ways to resolve the host names used in this deployment. You may use a DNS
naming service, or you can map IP addresses to host names in the local host file on all UNIX®
hosts. The same entries must also be added to equivalent files on Windows hosts, and on client
machines where browsers are used. For example:

IXX. XX, Xx. X1 DirectoryServer-1 ds-1.example.com
IXX. XX XX\ X2 DirectoryServer-2 ds-2.example.com
IXX.XX.XX.X3 OpenSSO-1 0sso-1.example.com
IXX. XX XX X4 OpenSS0-2 0ss0-2.example.com
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3.5Known Issues and Limitations

3.5 Known lIssues and Limitations

See Appendix F, “Known Issues and Limitations,” for descriptions of problems you may
encounter when implementing the deployment example. This list will be updated as new
information becomes available.

Although the instructions and procedures documented in this book incorporate many best
practices, and may be suitable in many different scenarios, this is not the only way to achieve the
same results. If you plan to deviate from the task sequence or details described, you should refer
to the relevant product documentation for information on differences in platforms, software
versions or other requirement constraints.
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PART 11

Building the Environment

This second part of Sun OpenSSO Enterprise 8.0 Deployment 1: Single Sign-On with Load
Balancing and Failover provides the instructions for installing and configuring the
deployment and its components. Best results will be obtained by executing the tasks in the
exact sequence in which they are presented. This part contains the following chapters:

Chapter 4, “Installing Sun Java System Directory Server and Creating Instances for Sun
OpenSSO Enterprise User Data”

Chapter 5, “Deploying and Configuring OpenSSO Enterprise”

Chapter 6, “Configuring OpenSSO Enterprise Realms for User Authentication”
Chapter 7, “Installing and Configuring the Distributed Authentication User Interface”
Chapter 8, “Configuring the Protected Resource Host Machines”

Chapter 9, “Setting Up Load Balancers for the Policy Agents”

Chapter 10, “Implementing Session Failover”

Caution —;: Seviating from the task sequence or details described, refer to the relevant

produc

entation for information or necessary requirements.
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L R 2 4 CHAPTER 4

Installing Sun Java System Directory Server and
Creating Instances for Sun OpenSSO Enterprise
User Data

This chapter contains instructions for installing Sun Java™ System Directory Server and
creating the instances in which Sun OpenSSO Enterprise user data will be stored. Additionally,
the procedure for enabling multi-master replication between the two instances and the
procedure for configuring the user data load balancer are included. This chapter contains the
following sections:

= “4.1Installing and Configuring Directory Server 1 and Directory Server 2” on page 43

= “4.2 Enabling Multi-Master Replication of the User Data Instances” on page 53

= “4.3 Enabling Secure Communication for the Directory Server User Data Instances” on
page 61

= “4.4 Configuring Load Balancer 1 for the User Data Instances” on page 65

“4.5 Importing Test Users” on page 71

Note - If you have an existing user data store, you can go directly to the instructions in
Chapter 5, “Deploying and Configuring OpenSSO Enterprise;” followed by Chapter 6,
“Configuring OpenSSO Enterprise Realms for User Authentication.”

4.1 Installing and Configuring Directory Server 1 and
Directory Server 2

This section contains the instructions for installing Directory Server on two different host
machines and creating the directory instances named am-users in which the OpenSSO
Enterprise user data will be stored. Use the following list of procedures as a checklist for
completing the task.

1. “To Download the Directory Server Bits and Required Patches to the Directory Server Host
Machines” on page 44

2. “To Patch the Directory Server Host Machines” on page 46

3. “To Install Directory Server 1” on page 47
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“To Create an OpenSSO Enterprise User Data Instance on Directory Server 1” on page 48
“To Create a Base Suffix for the User Data Instance on Directory Server 1” on page 49

“To Install Directory Server 2” on page 50

“To Create an OpenSSO Enterprise User Data Instance on Directory Server 2” on page 51
“To Create a Base Suffix for the User Data Instance on Directory Server 2” on page 52

® N Uk

To Download the Directory Server Bits and Required
Patches to the Directory Server Host Machines

Use this procedure to download the Directory Server Enterprise Edition (EE) 6.1 bits and the
required system patches to both the Directory Server 1 host machine (ds-1.example.com) and
the Directory Server 2 host machine (ds-2.example.com).

Accesshttp://www.sun.com/software/products/directory srvr_ee/get.jspfromaweb
browser.

Provide the following information in the Select product configuration section and click View
Downloads.

Step 1: Select Component Directory Server Enterprise Edition
Step 2: Select Version 6.1

Step 3: Select Delivery Type ~ Compress Archive (ZIP)

Step 4: Select Platform Choose the platform you are using.

The Selection Results page will be displayed with links to the download sites for the Directory
Server bits and required patches.

Note - The patch numbers generated for download on the Selection Results page are based on
your input. Check the most recent Directory Server Enterprise Edition 6.1 Release Notes to
determine if you need to install other patches based on your machine's architecture and
operating system. In this deployment, the Release Notes indicate that based on the hardware
and operating system being used, patch 118855-36, patch 119964-08, and patch 122033-05 are
required.

Loginto the ds—-1 host machine as aroot user.

Run patchadd to see if the patches are already installed.
See the patchadd man page for more information.
# patchadd -p | grep 118855-36

Sun OpenSSO Enterprise 8.0 Deployment 1: Single Sign-On with Load Balancing and Failover « November
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No results are returned which indicates that the patch is not yet installed on the system.

# patchadd -p | grep 119964-08

No results are returned which indicates that the patch is not yet installed on the system.

# patchadd -p | grep 122033-05

No results are returned which indicates that the patch is not yet installed on the system.

Note - If these patches are already installed on your machine, proceed to step 7.

Make a directory for the patch downloads and change into it.

# mkdir /export/patches
# cd /export/patches

Download the patches.

You can click on the patch links from the Selection Results page or search for patches directly at
http://sunsolve.sun.com. If searching directly, navigate to the PatchFinder page and enter
the patch number. For each patch you are downloading, click the HTTP link beside the heading
Download Signed Patch (xxx bytes).

Note - Signed patches are downloaded as JAR files. Unsigned patches are downloaded as ZIP
files. In this step, ZIP files are downloaded.

Make a directory for the Directory Server download and change into it.

# mkdir /export/DS61
# cd /export/DS61

Download the Base Full Install of Directory Server EE 6.1 — Zip Distribution, Multi-Language,
(DS/DPS/DE/ISW/DSRK) bits.

Note - No Directory Server Administration Console is installed with these bits. This deployment
example uses the command line to configure the software.

Log out of the ds—1 host machine.

Repeat this same procedure on the ds—2 host machine.

Chapter4 - Installing Sun Java System Directory Server and Creating Instances for Sun OpenSSO Enterprise 45
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To Patch the Directory Server Host Machines

If necessary, use this procedure to patch both the ds—1 host machine and the ds-2 host
machine.

Loginto the ds—1 host machine as a root user.

Change into the directory that contains the downloaded patch files.
# cd /export/patches

Unzip the patch files.

# unzip 118855-36.zip
# unzip 119964-08.zip
# unzip 122033-05.zip

Install the patches.

# patchadd /export/patches/118855-36
# patchadd /export/patches/119964-08
# patchadd /export/patches/122033-05

Tip - You can use the -Moption to install all patches at once. See the patchadd man page for
more information.

Reboot your machine, if requested.

After installation is complete, verify that each patch was added successfully.
# patchadd -p | grep 118855-36

A series of patch numbers are displayed, and the patch 118855-36 is present.

# patchadd -p | grep 119964-08

A series of patch numbers are displayed, and the patch 119964-08 is present.

# patchadd -p | grep 122033-05

A series of patch numbers are displayed, and the patch 122033-05 is present.
Log out of the ds—1 host machine.

Repeat this same procedure on the ds—2 host machine.

Sun OpenSSO Enterprise 8.0 Deployment 1: Single Sign-On with Load Balancing and Failover « November
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To Install Directory Server 1

This procedures assumes “T'o Download the Directory Server Bits and Required Patches to the

Directory Server Host Machines” on page 44 and “To Patch the Directory Server Host
Machines” on page 46 have been completed.

Log in to the ds—1 host machine as a root user.

(Optional) Resolve the following issues, if necessary.

= ThelD_LIBRARY_PATH environment variable should not be set to the default setting. Change

the value to empty as in the following example:

# setenv LD_LIBRARY_PATH

= The JAVA_HOME environment variable should be set appropriately for your system
architecture as in the following example:

# setenv JAVA_HOME /usr/jdk/jdkl.5.0_09

Unzip the Directory Server ZIP file.

# cd /export/DS61
# s

DSEE.6.1.Solaris10-X86_AMD64-full.tar.gz

# gunzip DSEE.6.1.Solaris10-X86_AMD64-full.tar.gz

Untar the resulting tar file.
# tar xvf DSEE.6.1.Solarisl0-X86_AMD64-full.tar

The DSEE_ZIP_Distribution directory is the result of the decompression.

Change into DSEE_ZIP Distributionandrundsee deploy install to install Directory
Server.

# cd DSEE_ZIP Distribution

# ./dsee_deploy install -i /var/opt/mps/serverroot

The Licensing Agreement is displayed. At each Type return to continue prompt, press
Return to continue.

When Do you accept the license terms? is displayed, enter yes to continue.

Once you accept the license terms, the Directory Server binaries will be installed in the
/var/opt/mps/serverroot/ds6 directory.

Chapter4 - Installing Sun Java System Directory Server and Creating Instances for Sun OpenSSO Enterprise
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on Directory Server 1

Use this procedure to create a Directory Server instance named am-users for storing user data.
The instance uses port 1489 for LDAP and port 1736 for LDAPS. It will be populated with user
datain “4.5 Importing Test Users” on page 71.

This procedure assumes you have just completed “To Install Directory Server 1” on page 47 and
are still logged into the ds—1 host machine as a root user.

Change to the bin directory.
# cd /var/opt/mps/serverroot/ds6/bin

Run dsadm create to create a user data instance called am-users.

# ./dsadm create -p 1489 -P 1736 /var/opt/mps/am-users
Choose the Directory Manager password: dsmanager
Confirm the Directory Manager password: dsmanager

use 'dsadm start /var/opt/mps/am-users’ to start the instance

Run dsadm start to start the instance.

# ./dsadm start /var/opt/mps/am-users

Server started: pid=5810

Run netstat to verify that the new instance is up and running on both ports.
# netstat -an | grep 1736

.1736 * K 0 0 65536 0O LISTEN
.1736 * K 0 0 65536 0 LISTEN

# netstat -an | grep 1489

.1489 * K 0 0 65536 O LISTEN
.1489 K 0 0 65536 0 LISTEN

Run ldapsearch to verify that you can read the root Directory Server entry of the new instance.

# cd /var/opt/mps/serverroot/dsrk6/bin
# ./ldapsearch -h ds-1.example.com
-p 1489 -b "" -s base "(objectclass=*)"

version: 1
dn:

Sun OpenSSO Enterprise 8.0 Deployment 1: Single Sign-On with Load Balancing and Failover « November
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objectClass: top

supportedLDAPVersion: 3
vendorname: Sun Microsystems, Inc.
vendorVersion: Sun-Java(tm)-System-Directory/6.1

To Create a Base Suffix for the User Data Instance on
Directory Server 1

Use this procedure to create the base suffix in which the user entries will be stored.

This procedure assumes you have just completed “To Create an OpenSSO Enterprise User Data
Instance on Directory Server 17 on page 48 and are still logged into the ds -1 host machine as a
root user.

Run dsconf create-suffix to create a base suffix.

# ./dsconf create-suffix -p 1489 -B dbExample
-L /var/opt/mps/am-users/db/exampleDS dc=company,dc=com

Provide the appropriate information when prompted.

Certificate "CN=ds-1, CN=1736, CN=directory Server, 0=Sun Microsystems"

presented by the server is not trusted.

Type "Y" to accept, "y" to accept just once, "n" to refuse, "d" for more details: Y
Enter "cn=Directory Manager" password: dsmanager

Tip - When you enter an uppercase Y, you are not asked for the certificate again in the next steps.

Run dsconf list-suffixes to verify that the base suffix was successfully created.
# ./dsconf list-suffixes -p 1489

Enter "cn=Directory Manager" password: dsmanager

dc=company,dc=com

If the base suffix was successfully created, dc=company, dc=com is returned. You can also see
am-users in a command line list of directory instances.

# cd /var/opt/mps
# s

am-users serverroot
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Log out of the ds—1 host machine.

To Install Directory Server 2

This procedures assumes “T'o Download the Directory Server Bits and Required Patches to the
Directory Server Host Machines” on page 44 and “To Patch the Directory Server Host
Machines” on page 46 have be