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OpenSSO Enterprise 8.0 Upgrade Guide

Last revised October 3, 2008

The Sun OpenSSO Enterprise 8.0 Upgrade Guide describes how to upgrade Sun Java System
Access Manager and Sun Java System Federation Manager to OpenSSO Enterprise 8.0.

The upgrade process includes upgrading an existing Access Manager or Federation Manager
server instance and the corresponding configuration data stored in Sun Java System Directory
Server.
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Previous Releases and Platforms Supported for the
OpenSSO Enterprise 8.0 Upgrade
Upgrading to Sun OpenSSO Enterprise 8.0 is supported from the following releases and
platforms:

Previous Release, Including Configuration Data in Sun Java
System Directory Server Upgrade Supported From This Platform

Sun Java System Access Manager 7.1 server

Upgrade is supported for:
■ Sun Java Enterprise System installer deployment

■ WAR file deployment only if the configuration
data is in Sun Java System Directory Server. If the
configuration data is in the File System (flat file),
the upgrade is not supported.

Solaris SPARC, Solaris x86, Linux, and Windows
systems

Sun Java System Access Manager 7 2005Q4 server Solaris SPARC, Solaris x86, and Linux systems

Sun Java System Access Manager 6 2005Q1 (6.3)
server

Solaris SPARC, Solaris x86, and Linux systems

Sun Java System Federation Manager 7.0 server Solaris SPARC, Solaris x86, Linux, and Windows
systems

OpenSSO Enterprise 8.0 Upgrade Considerations
■ Upgrade of the configuration data is supported only from and to Sun Java System Directory

Server. If the configuration data for an Access Manager 7.1 WAR file deployment is in the
File System (flat file), the upgrade is not supported.

■ The following Legacy and Realm mode upgrades are supported:
■ Legacy to Legacy mode
■ Legacy to Realm mode
■ Realm to Realm mode

■ Upgrade is not supported for the following:
■ Access Manager or Federation Manager AMSDK
■ Access Manager or Federation Manager client SDK
■ Distributed Authentication UI server
■ IDP Discovery
■ Remote console

OpenSSO Enterprise 8.0 Upgrade Overview

Sun OpenSSO Enterprise 8.0 Upgrade Guide • October 3, 20084



OpenSSO Enterprise 8.0 Coexistence and Backward
Compatibility
■ “OpenSSO Enterprise 8.0 Coexistence” on page 5
■ “OpenSSO Enterprise 8.0 Backward Compatibility” on page 5

OpenSSO Enterprise 8.0 Coexistence
OpenSSO Enterprise 8.0 server can coexistence only with the Access Manager 7.1 Directory
Server schema (DIT or Access Manager services configuration).

Coexistence is not supported between OpenSSO Enterprise 8.0 server and these releases:

■ Access Manager 7 2005Q4
■ Access Manager 6 2005Q1 (6.3) and earlier 6.x releases
■ Federation Manager 7.0

Coexistence occurs when OpenSSO Enterprise and Access Manager 7.1 server instances are
accessing the same Directory Server schema (DIT). This scenario usually occurs when multiple
instances of Access Manager 7.1 that access the same Directory Server schema are being
upgraded sequentially, one instance at a time. OpenSSO Enterprise 8.0 will continue to work
with the Access Manager 7.1 schema and support all of the Access Manager 7.1 features (except
for ID-FF metadata as described in the next section) until the schema is upgraded.

OpenSSO Enterprise 8.0 Backward Compatibility
Backward compatibility is supported for all Access Manager 7.1 and Access Manager 7 2005Q4
existing features including the full SDK and the client SDK APIs.

Backward compatibility is not supported for:

■ Releases earlier than Access Manager 6 2005Q1 (6.3)
■ ID-FF schema metadata: ID-FF profiles do not work unless you upgrade the Access

Manager or Federation Manager schema in Directory Server.

OpenSSO Enterprise 8.0 Pre-Upgrade Steps
Before you upgrade Access Manager or Federation Manager to OpenSSO Enterprise 8.0,
perform these steps:

■ “Upgrade Related Components as Needed” on page 6
■ “Backup the Access Manager or Federation Manager Schema” on page 6
■ “Back Up Customized Configuration Files” on page 6
■ “Set Your JAVA_HOME Environment Variable” on page 6

OpenSSO Enterprise 8.0 Pre-Upgrade Steps
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Upgrade Related Components as Needed
The following components must be supported by Open SSO Enterprise 8.0:

■ Sun Java System Directory Server
■ Web container
■ Operating system
■ Shared components such as the JDK: Open SSO Enterprise 8.0 requires JDK 1.5 or later.

For a list of the supported versions of these components, see “OpenSSO Enterprise Hardware
and Software Requirements” in Sun OpenSSO Enterprise 8.0 Release Notes.

If necessary, upgrade these components to a version supported by OpenSSO Enterprise 8.0.

Backup the Access Manager or Federation Manager
Schema
Backup the Access Manager or Federation Manager schema (DIT) by exporting the schema to
an LDIF file.

Back Up Customized Configuration Files
Back up any customized files in your Access Manager or Federation Manager deployment. For
example, back up any JSP files that are customized for the Access Manager Console.

Set Your JAVA_HOME Environment Variable
The upgrade scripts and jar command require JDK 1.5 or later. Therefore, set your JAVA_HOME
environment variable to point to a version 1.5 or later JDK installation.

OpenSSO Enterprise 8.0 Pre-Upgrade Steps
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Collecting Configuration Data Required for the OpenSSO
Enterprise Open SSO Enterprise 8.0 Upgrade

During the upgrade process, you will need to know the following configuration data:
■ “Access Manager or Federation Manager Server Settings” on page 7
■ “Directory Server Settings for the Configuration Data Store” on page 7
■ “Directory Server Settings for the User Data Store” on page 7

Access Manager or Federation Manager Server
Settings
■ Administrator (amadmin) password
■ Server host name
■ Server port
■ Cookie domain
■ Platform locale
■ Default Policy Agent user (UrlAccessAgent) password
■ Deploy URI of the existing Access Manager or Federation Manager instance

Directory Server Settings for the Configuration Data
Store
■ SSL enabled (yes or no)
■ Host name
■ Port
■ Encryption key: Use the value of the am.encryption.pwd property from

AMConfig.properties from the previous release.
■ Root suffix
■ Directory Server administrator
■ Directory Server administrator password
■ amldapuser password

Directory Server Settings for the User Data Store
■ SSL enabled

Note. Before you upgrade, SSL should be disabled for the user data store.
■ Directory name

Collecting Configuration Data Required for the OpenSSO Enterprise Open SSO Enterprise 8.0 Upgrade
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■ Port
■ Root suffix. Use the value of the com.iplanet.am.rootsuffix property from

AMConfig.properties from the previous release.
■ Directory Server Administrator. For example: "cn=Directory Manager"

■ Directory Server Administrator password

Upgrading to OpenSSO Enterprise 8.0
■ “Downloading and Unzipping the opensso.zip File” on page 8
■ “Applying Customizations From Your Previous Deployment” on page 9
■ “Running the Pre-Upgrade (ssopre80upgrade) Script” on page 9
■ “Deploying the OpenSSO Enterprise Open SSO Enterprise 8.0 WAR File” on page 11
■ “Configuring OpenSSO Enterprise Open SSO Enterprise 8.0 Against the Existing Access

Manager or Federation Manager Schema” on page 12
■ “Upgrading the Access Manager or Federation Manager Schema” on page 14

Downloading and Unzipping the opensso.zip File
OpenSSO Enterprise 8.0 is distributed as a downloadable ZIP file named opensso.zip. This
ZIP file contains both Access Manager and Federation Manager functionality, plus the new
OpenSSO Enterprise 8.0 features.

▼ To Download and Unzip the opensso.zip File

Log on as super user (root).

Create an upgrade base directory to download and unzip opensso.zip.

You must have both read and write access to this directory.

This guide uses zip-root as the name of the upgrade base directory.

Download opensso.zip from the OpenSSO project site to the directory you created in Step 1:
http://opensso.dev.java.net/public/use/index.html

Unzip the opensso.zip file.

The upgrade scripts and related files are in the zip-root/opensso/upgrade directory.

1
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Applying Customizations From Your Previous
Deployment
If you customized any files in your previous Access Manager or Federation Manager
deployment, you will need to apply your customizations to the opensso.war file. After you
unzip opensso.zip, opensso.war is in the following directory:

zip-root/opensso/deployable-war

▼ To Apply Customizations to opensso.war

Create a staging directory to extract the files in opensso.war. For example: openssocust

Extract the files in opensso.war into the staging directory. For example:
# cd openssocust

# jar xvf zip-root/opensso/deployable-war/opensso.war

Apply any customizations from the previous Access Manager or Federation Manager
deployment. For example, apply any customized JSP files for the Administration Console.

Create a new WAR file from the staging directory with the customized files. For example:
# cd openssocust

# jar cvf zip-root/opensso/deployable-war/amserver.war *

Important: The name of the new WAR file must be same as the deploy URI of the previous
Access Manager or Federation Manager instance. For example, if the previous instance is
deployed with the /amserver URI, the new WAR file must be named amserver.war.

Running the Pre-Upgrade (ssopre80upgrade) Script
The ssopre80upgrade script prepares the system for the upgrade by performing these tasks:

■ Backs up essential Access Manager or Federation Manager files (such as logs and
configuration files) on the existing system

■ Removes the Access Manager 7.1, Access Manager 7 2005Q4, or Access Manager 6 2005Q1
(6.3) packages

■ Removes the Federation Manager 7.0 packages
■ Removes the SAMLv2 Plug-in package
■ Updates the /var/sadm/install/productregistry file to reflect the package removal for

the Java Enterprise System Access Manager packages
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▼ To Run the Pre-Upgrade Script

Login as super user (root).

Change to the zip-root/opensso/upgrade/scripts directory.

Run the ssopre80upgrade script:

■ Solaris and Linux systems: ./ssopre80upgrade
■ Windows: ssopre80upgrade.bat

When prompted by the script, provide the following information:

■ Federation Manager 7.0 staging directory, if you are upgrading a Federation Manager
instance

■ Directory Server fully qualified host name
■ Directory Server port
■ Access Manager or Federation Manager top-level administrator DN (amAdmin)
■ Top-level administrator (amAdmin) password
■ Directory to store the Access Manager or Federation Manager backup files
■ OpenSSO Enterprise 8.0 configuration directory: Directory you specified when you ran the

Configurator. Default is /opensso
■ OpenSSO 8.0 Enterprise upgrade directory. zip-root/opensso/upgrade
■ OpenSSO 8.0 Enterprise staging directory: Directory where you customized the WAR file.

For example: openssocust

Set the following properties in the
zip-root/opensso/upgrade/config/ssoUpgradeConfig.properties file:

■ XML_ENCODING: For example: XML_ENCODING=UTF-8
■ BASEDIR: Upgrade base directory. For example: BASEDIR=zip-root/opensso
■ ORG_NAMING_ATTR: Organization naming attribute. Default is o. For example:

ORG_NAMING_ATTR=o

■ USER_NAMING_ATTR: User naming attribute. Default is uid. For example:
USER_NAMING_ATTR=uid

■ DEPLOY_URI: OpenSSO Deploy URI. For example: DEPLOY_URI=amserver
■ PAM_SERVICE_NAME:

■ Solaris systems: PAM_SERVICE_NAME=other
■ Linux systems: PAM_SERVICE_NAME=password

■ DB_NAME: OpenSSO Enterprise backend database. Default: DB_NAME=userRoot
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■ INSTANCE_TYPE: Set to the instance type you are upgrading:
■ Access Manager: INSTANCE_TYPE=AM
■ Federation Manager: INSTANCE_TYPE=FM

■ LDAP_USER_PASS: amldapuser password
■ ORG_OBJECT_CLASS=sunismanagedorganization is the default.
■ USER_OBJECT_CLASS=inetorgperson is the default.

Deploying the OpenSSO Enterprise Open SSO
Enterprise 8.0 WAR File

▼ To Deploy the OpenSSO Enterprise Open SSO Enterprise 8.0 WAR File

log on as super user (root).

Undeploy the existing Access Manager or Federation Manager web applications:

■ For an Access Manager 7.1 WAR file deployment, undeploy the WAR file using the web
container's CLI or administration console.

■ For a Java Enterprise System installer deployment of Access Manager 7.1, Access Manager 7
2005Q4, or Access Manager 2005Q1 (6.3), undeploy all web applications (amserver,
console, password, services) by running the amconfig script with DEPLOY_LEVEL=26 in the
amsamplesilent file.
For more information, see Chapter 2, “Running the Access Manager amconfig Script,” in
Sun Java System Access Manager 7.1 Postinstallation Guide.

■

Deploy the OpenSSO Enterprise WAR file using web container's deployment command or
administration console.
The OpenSSO Enterprise WAR file is either:

■ zip-root/opensso/deployable-war/opensso.war, if you did not apply any customizations
or

■ A customized OpenSSO WAR file you created in “To Apply Customizations to
opensso.war ” on page 9

Important: Deploy the new OpenSSO Enterprise WAR file on same host and port where the
previous Access Manager or Federation Manager instance was deployed.

Restart the OpenSSO Enterprise web container.
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Configuring OpenSSO Enterprise Open SSO Enterprise
8.0 Against the Existing Access Manager or Federation
Manager Schema
After you deploy the OpenSSO WAR file, you must configure the new OpenSSO Enterprise
deployment against the existing Access Manager or Federation Manager schema (or DIT) using
the Configurator.

This guide describes the GUI Configurator. If you prefer, you can also use the command-line
Configuration, as described in Chapter 4, “Configuring OpenSSO Enterprise Using the
Command-Line Configurator,” in Sun OpenSSO Enterprise 8.0 Installation and Configuration
Guide.

▼ To Configure OpenSSO Enterprise Against the Existing Access Manager
or Federation Manager Schema

Launch the GUI Configurator by entering the OpenSSO Enterprise URL in your browser:
protocol://serverhost:serverport/deployuri

For example: http://serverhost.example.com:8080/amserver

On the Configuration Options page, click Create New Configuration.

Step 1: General: On the Default User Password page, enter and confirm the amAdminpassword.
Use the same amadmin password as the Access Manager or Federation Manager instance you are
upgrading.

Click Next to continue.

Step 2: Server Settings

■ Server URL: Use the same value as the Access Manager or Federation Manager instance you
are upgrading

■ Cookie Domain: Use the same value as the Access Manager or Federation Manager instance
you are upgrading

■ Platform Locale: Use the same value as the Access Manager or Federation Manager
instance you are upgrading

■ Configuration Directory: Use the default value (/opensso) or specify another value.

Click Next to continue.

Step 3: Configuration Data Store Settings
Check First Instance.
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For Configuration Data Store, check Sun Java System Directory Server.

Specify the following Directory Server values from the existing Access Manager or Federation
Manager instance:

■ SSL Enabled (check box)
■ Host Name
■ Port
■ Encryption Key
■ Root Suffix
■ Login ID: Directory Server Admin DN
■ Password: Directory Server Admin password

Click Next to continue.

Step 4: User Data Store Settings:

Click Use Other User Data Store to specify Sun Java System Directory Server.

Specify the following Directory Server values from the existing Access Manager or Federation
Manager instance:

■ SSL Enabled (check box)

Note: To upgrade, SSL should be disabled for the user data store.
■ Directory Name
■ Port
■ Root Suffix
■ Login ID: Directory Server Admin DN
■ Password: Directory Server Admin password
■ User Data Store Type: Check LDAP with OpenSSO Schema

Click Next to continue.

Step 5: Site Configuration

Check No and Click Next to continue

Step 6: Default Policy Agent User

Enter and confirm the password for the default Policy Agent user (UrlAccessAgent). which is
usually the amldapuser password.

Click Next to continue

Step 7: Configuration Summary Details

If the settings in the Summary are correct, click Create Configuration.

6
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When the configuration is complete, the Configurator displays a link to redirect you to the
OpenSSO Enterprise Administration Console.

Log in to the OpenSSO Enterprise Administration Console as amadminusing the password you
specified during the configuration.
At this point, OpenSSO Enterprise is running against the existing Access Manager or
Federation Manager schema (or DIT), which is known as co-existence mode.

Upgrading the Access Manager or Federation
Manager Schema
The ssoupgrade script upgrades the Access Manager or Federation Manager schema to the
OpenSSO Enterprise 8.0 schema.

▼ To Upgrade the Access Manager or Federation Manager Schema

Log on as super user (root).

Make sure that your JAVA_HOME environment variable points to JDK 1.5 or later.

Change to the zip-root/opensso/upgrade/scripts directory.

Run the ssoupgrade script:

■ Solaris and Linux systems: ./ssoupgrade
■ Windows: ssoupgrade.bat

When prompted by the script, provide the following information:

■ OpenSSO Enterprise 8.0 Upgrade Base Directory
■ OpenSSO Enterprise 8.0 Configuration Directory
■ OpenSSO Enterprise 8.0 Staging Directory
■ Directory Server full qualified host name
■ Directory Server port
■ Top-level Administrator DN (amAdmin DN)
■ Top-level Administrator Password (amAdmin password)
■ Enable Realms

This prompt is displayed only if the existing instance is in Legacy mode or is a Federation
Manager instance. To migrate to Realm mode, enter y. Sun recommends that you migrate to
Realm mode because Legacy mode will be decrypted.

10
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Restart the Open SSO Enterprise web container.

Log in to the OpenSSO Enterprise Console using the following URL:

protocol://host:port/deployURI/UI/Login

For example: http://serverhost.example.com:8080/amserver

Optional OpenSSO Enterprise Open SSO Enterprise 8.0
Post-Upgrade Steps

The following steps are optional:

■ On Windows, you must the uninstall the Access Manager packages manually. For
information, see the Sun Java Enterprise System 5 Installation Guide for Microsoft Windows
(http://docs.sun.com/doc/819-5699).

■ If you wish, you can manually remove the Federation Manager 7.0 staging directory.

Additional Sun Resources
You can find additional useful information and resources at the following locations:

■ Sun Services: http://www.sun.com/service/consulting/
■ Sun Software Products: http://wwws.sun.com/software/
■ Sun Support Resources http://sunsolve.sun.com/
■ Sun Developer Network (SDN): http://developers.sun.com/
■ Sun Developer Services: http://www.sun.com/developers/support/

Accessibility Features for People With Disabilities
To obtain accessibility features that have been released since the publishing of this media,
consult Section 508 product assessments available from Sun upon request to determine which
versions are best suited for deploying accessible solutions.

For information about Sun's commitment to accessibility, visit http://sun.com/access.

Related Third-Party Web Sites
Third-party URLs are referenced in this document and provide additional, related information.

6
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Note – Sun is not responsible for the availability of third-party Web sites mentioned in this
document. Sun does not endorse and is not responsible or liable for any content, advertising,
products, or other materials that are available on or through such sites or resources. Sun will not
be responsible or liable for any actual or alleged damage or loss caused by or in connection with
the use of or reliance on any such content, goods, or services that are available on or through
such sites or resources.

Accessing Sun Resources Online
The docs.sun.comSM web site enables you to access Sun technical documentation online. You
can browse the docs.sun.com archive or search for a specific book title or subject. Books are
available as online files in PDF and HTML formats. Both formats are readable by assistive
technologies for users with disabilities.

To access the following Sun resources, go to http://www.sun.com:

■ Downloads of Sun products
■ Services and solutions
■ Support (including patches and updates)
■ Training
■ Research
■ Communities (for example, Sun Developer Network)

Third-Party Web Site References
Third-party URLs are referenced in this document and provide additional, related information.

Note – Sun is not responsible for the availability of third-party web sites mentioned in this
document. Sun does not endorse and is not responsible or liable for any content, advertising,
products, or other materials that are available on or through such sites or resources. Sun will not
be responsible or liable for any actual or alleged damage or loss caused or alleged to be caused by
or in connection with use of or reliance on any such content, goods, or services that are available
on or through such sites or resources.

Accessing Sun Resources Online
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Sun Welcomes Your Comments
Sun is interested in improving its documentation and welcomes your comments and
suggestions. To share your comments, go to http://docs.sun.com and click Send Comments.
In the online form, provide the full document title and part number. The part number is a
7-digit or 9-digit number that can be found on the book's title page or in the document's URL.
For example, the part number of this book is 820-5019.

Revision History

Date (Part Number) Description of Changes

October 3, 2008
(820-5019–10)

Initial review draft

Revision History
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