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Overview

To OpenSSO PHP Extension up running, you need to perform the following steps:

1. Ingtall the software, see the section called “Installation”
2. Configure the software, see the section called “ Configuration”
3. Setup SP and IdP meta data for OpenSSO PHP Extension, see the section called “Meta Data”

4. Write and load SP meta data for the SAML 2.0 SP into your I1dP, see the section called “Meta
Data’

Installation

To install OpenSSO PHP Extension is as simple as just dropping the openssophp folder on a webac-
cessible area on your webserver. You are strongly advised to configure your web server to use HTTPS,
because OpenSSO PHP Extension is using Br owser / POST meaning that private data flows through
HTTP. After you have installed the software, you should configureit.

I mportant

The instructions above will help you perform a basic installation. Some of the available plugins may re-
quire further steps. Please read the documentation of the combination of plugins you are using for more
instructions in the section called “Plugins’. A basic installation will at least work with namenappi ng/
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transi ent andsessi onmanagenent / phpsessi on.

Configuration

There is one configuration file and it is located in openssophp/ confi g/ confi g. php. Hereisan
example of a configuration:

$LI GHTBULB_CONFI G = array (

' basedir' => '/ hone/ as/ erl ang/ f ei de/ openss
' baseur!|' => '"https://feide.erlang. no/ openssophp/'
' spi - sessi onhandl i ng' => ' phpsession',
' spi - nanenappi ng' => ' dat abase'
' user dat abase' => array (
'user nane' => ' openssodenp’,
' passwor d' => 'abcl23'
" host' => '| ocal host"',
' dat abase' => ' openssodeno’

).

" def aul t Landi ngPage' => 'https://feide.erlang. no/ exanpl e-andreas/test. php'

);
Here follows a description of each configuration entry:

basedir This is the path on the server where the OpenSSO PHP Extension is
installed. You may safely rename the openssophp folder to
something different if you also update the path here in the configura-
tion and in the meta data.

baseurl Thisisthe url where the openssophp folder is accessible from the
web.

spi-sessionhandling Typein the ID of the name mapping plugin that you want to use, see
the section called “ Session Management Plugins’ for more informa-
tion.

spi-namemapping Type in the ID of the session handling plugin that you want to use,
see the section called “Name Mapping Plugins’ for more informa
tion.

userdatabase This is the configuration of how to connect to the user database.
This is only required for the namenappi ng/ dat abase plugin,
see the section called “namemapping/database” for more informa
tion. If you are not using this plugin you can leave the default un-
changed, or you can safely remote that section from the configura-
tionfile.

defaultLandingPage If a SAML authentication response is received with no RelayState
parameter, then the browser is redirected to this page.

Meta Data

To setup trust and relation between a OpenSSO PHP Extension SAML 2.0 SP and a SAML 2.0 IdP, the
following steps needs to be performed:
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1. Setup SP metadatafor OpenSSO PHP Extension SAML 2.0 SP
2. Setup IdP meta datafor OpenSSO PHP Extension SAML 2.0 SP

3. Create and load SP metadatafor aSAML 2.0 IdP

To configure OpenSSO PHP Extension to work with mulitple 1dPs, step 2 and 3 should be repeated.

Setup SP meta data for Service Provider

The meta data for SPs is located in openssophp/ confi g/ saml - net adat a- SP. php. This file
contains a list of SP meta data, each identified by a meta alias. For most use cases configuring one SP
should be sufficient. The metaaias"/ sp" can be left asit is. For each SP the following needs to be spe-

cified:

assertionConsumer Ser- The URL where the Browser/POST authentication response is sent.

viceURL Make sure the hosthame is correct.

issuer Thisisthe SAML 2.0 entity ID of the SP. If you unsure on what en-
tity id to use, using the hostname of the SPisagood idea.

spNameQualifier This value can be used to affiliate multiple SPs. If you are not using

SAML 2.0 affiliations, you probably want to leave this field identic-
al to the issuer.

Below is a sample meta data for one SP.

Setp IdP

Next,
open

$spMet adata = array( "/sp" =>
array( "assertionConsuner Servi ceURL"=>"https://feide.erlang. no/ openssophp/ As
"issuer"=>"feide.erlang. no",
"spNanmeQual i fier" => "feide.erlang.no"));

meta data for Service Provider

we want to configure the SP to talk to a SAML 2.0 IdP. The meta data is located in
ssophp/ confi g/ sanl - met adat a- | dP. php. Below isasample of three |dPs.

$i dpMet adata = array(
"sam f ei de. no" =>
array( "SingleSignOnUl"=>"https://sam feide.no/ anserver/S
"Si ngl eLogQut Url "=>"https://sam fei de. no/ anserver/ | DPSI oRedi rect/ net a
"certFingerprint"=>"3a:e7:d3:d3: 06: ba: 57: fd: 7f: 62: 6a: 4b: a8: 64: b3: 4a: 5

"mars. feide. no" =>
array( "SingleSignOnUrl"=>"https://mars. feide.no/anserver/
"Singl eLogQut Url "=>"https://mars. fei de. no/ anserver/ | DPS| oRedi r ect/ et
"certFingerprint"=>"d8: ee: 63:c8:c3:0a:9d:f2:4b: 7f:c2: 7b: 43: 4c: 85: 8c: 6
"idp. sinpl esign.cont =>

array(
" Si ngl eSi gnOnBi ndi ng" => "urn: oasis:nanes:tc: SAM.: 2. 0: bin
"certificate" => "----- BEG N CERTI FI CATE- - - - - \n"
. "M I hj KHDEJK] bj ke
. " FLEHOhohoehOECBN
JtooaAn”!
. "FHIKEFJEDj kebj ke
e END CERTI FI
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Each I1dP is identified by the SAML 2.0 Entity 1D, and has a subset of the following properties associ-
ated with it:

SingleSignOnUrl The URL to where the authentication request HTTP-REDIRECT is
sent.

SingleL ogOutUrl The URL to where the logout request HTTP-REDIRECT is sent.

certFingerprint The value of the fingerprint of the certificate the IdP is using to sign

the assertion. The fingerprint should be in lowercase hex format, as
seen in the example above. This property is currently only used with
the "urn:oasis.names:tc: SAML:2.0:bindings:HTTP-POST" binding.

SingleSignOnBinding The SAML 2.0 binding in use for single sign-on. If omitted, defaults
to "urn:oasis:names:tc:SAML:2.0:bindingssHTTP-POST".  Only
"urn:oasis.names:tc:SAML:2.0:bindings:HTTP-POST" and

"urn;oasis.names:tc;: SAML:2.0:bindings:HTTP-POST-SimpleSign"
are currently supported.

certificate The value of the certificate the 1dP is using to sign the assertion. The
fingerprint should be in Privacy-Enhanced Mail (PEM) format, as
seen in the example above. This property is currently only used with
the
"urn:oasis.names:tc: SAML:2.0:bindings:HTTP-POST-SimpleSign"
binding.

Load SP meta data in your SAML 2.0 IdP

First create a SAML 2.0 meta data document matching your OpenSSO PHP Extension SAML 2.0 SP.
Y ou may use the document below as atemplate:

<Enti tyDescri ptor
xm ns="urn: oasi s: names: tc: SAM.: 2. 0: net adat a"
entityl D="feide. erl ang. no">
<SPSSQDescr i pt or
Aut hnRequest sSi gned="f al se"
Want Asserti onsSi gned="f al se"
pr ot ocol Support Enuner ati on="ur n: oasi s: names: tc: SAM_.: 2. 0: pr ot ocol ">
<Si ngl eLogout Servi ce
Bi ndi ng="ur n: oasi s: nanmes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- Redi rect "
Locati on="https://feide.erlang. no/ openssophp/ Si ngl eLogout Ser vi ce. php"
<Nanel DFor mat >ur n: oasi s: nanes: t c: SAML: 2. 0: nanei d-f or mat : t r ansi ent </ Nanmel DF
<Nanel DFor mat >ur n: oasi s: nanes: t c: SAML: 2. 0: nanei d-f or mat : per si st ent </ Nanel D
<AssertionConsuner Servi ce isDefaul t="true" index="0"
Bi ndi ng="ur n: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://feide.erlang. no/ openssophp/ Asserti onConsuner Servi ce.
</ SPSSQDescr i pt or >
</ EntityDescriptor>

Remember to replace the hostnames of the SAML endpoints to match the host where you run the SP.
Y ou aso must set the entitylD.

Consult the documentation of your SAML 2.0 I1dP software for how to load meta data for new service
providers.

Example 1. Loading meta datain an OpenSSO |dP
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To load meta data for a SP into an OpenSSO IdP, you can run acommand similar to:

sam 2meta i nport -u ui d=amAdni n, ou=Peopl e, dc=f ei de, dc=no -w PASSWORD - m / opt / SUNV&

If you aready have import that meta data and want to upload with changes, you first have to delete the
entity, and then reload again with the command above. Here is a command to delete the entity:

sam 2rmeta del ete -u ui d=amAdmi n, ou=Peopl e, dc=f ei de, dc=no -w PASSWORD -e feide.erl

Plugins

Currently OpenSSO PHP Extension has two plugin APIs. One API for custom name mapping and one
for session management. At configuration time you will choose exactly one name mapping plugin and
one session management plugin to be active, see more in the section called “ Configuration”.

Name Mapping Plugins

The name mapping plugin is responsible for transforming a NamelD to alocal user ID. It has one func-
tion for setting the mapping, and one for looking up a mapping.

namemapping/transient

The nanemappi ng/ t r ansi ent plugin is extremely simple. It requires no database, and does not
really transform the NamelD to alocal 1D, but just returns a transient Namel D asthe local ID. This plu-
gin shuold be used together with transient Namel DMapping, but can also be used for persistent map-
ping. The typical use case for this plugin is where no user accounts exist in the service, but the service
want to use attributes to perform access control. Another use case is a demo example, when you want to
get OpenSSO PHP Extension up and running without the extra hassle with a database.

namemapping/database

The nanenmappi ng/ dat abase plugin will store and retrieve mappings from NamelD to local IDsin
a MySQL database. This database contains a table with all users in the system, and another table that
contains the Namel D mappings. The plugin it self will not do user administration for you, you will need
to setup your user administration tool to work towards this database, or make changes to this plugin to
access your existing userdatabase.

Before you can use this plugin, you must prepare the database. First, you should create a new MySQL
database, and optionally a new database user. Next, you should initialize the database. A complete SQL
initialization script is located under et ¢/ dbi ni t . sql . This sript will create the tables and two users,
j ohns and admi n. Look in the script to see the local password. To execute the SQL script you will
need to run acommand similar to:

nysgl -u openssodenp -p openssodenp < etc/dbinit.sql
After setting up a database, you have to configure access to the database in the OpenSSO PHP Extension
config file (see the section called “Configuration”). This includes username, password, hosthame and

database.

If you want to understand this namemapping plugin better, you can access the mysgl database, and query
the content of the tables. Here are some examples:

Tolist all users:
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nysqgl > select * from users;
E - T oo - +
| userid | password | usernane |
B - T o e - +
| johns | 123 | John Snmith |
| admin | 456 | Administrator |
Fomm e e - Fom e e o - +
2 rows in set (0.01 sec)
To add anew user:
nysqgl > insert into users (userid, password, usernane) values ('andreas', 'foobar',

Query OK, 1 row affected (0.01 sec)

Tolist al current namemappings:

nysqgl > sel ect * from nanei dnmappi ng;

S RO R U U U SRR +
| idp | sp | naneid | localid |
o m e e e oo - - o e e oo - - oo e e e e e e e oo - B +
| samfeide.no | feide.erlang.no | BfLY1GOZyc8dKESBAWSELUH EvfEZ | johns |
| mars.feide.no | feide.erlang.no | LyDwR+FODi 5sXwDYO QAxw7RAybl | johns |
o e e e e e o o i B S +

2 rows in set (0.01 sec)

To delete all namemappings. This will mean that all users will be defederated. Look at Pat's example
(see the section called “Pat's Example”) for more information of how federating users worksin real life.

nysqgl > del ete from nanei dmappi ng;
Query K, 2 rows affected (0.02 sec)

Session Management Plugins

A session management plugin will create user sessions, usually by adding cookies to the user's browser,
and allow the software to store and retrieve session attributes.

sessionmanagement/phpsession

Thesessi onnanagenent / phpsessi on plugin reuses the built-in session management in PHP.

Examples

Currently two examples are provided with the OpenSSO PHP Extentsion package. You will find two
folders, exanpl e- andr eas and exanpl e- pat . These examples will help you verify your configur-
ation, perform demonstrations, test your 1dP, better understand OpenSSO PHP Extension and use as in-
spiration for how to integrate your service with OpenSSO PHP Extension.

Andreas' Example

This exampleis extremely simple to setup, and requires no databases.

Start with editing the config file (see the section caled “Configuration”) to use these two plugins:
namemapping/transient and sessi onhandl i ng/ phpsession. Next, configiure one SP and one IdP, as
described in the section called “Meta Data’ .
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The example consist of one file only: exanpl e- andr eas/t est. php. You will not need to edit
anything in that file.
Warning

If you have tested another example earlier and not properly logged out, you need to clear your cookies
before testing this example.

Go to the URL pointing at the example, Similar to ht -
tps://feide.erlang. no/ exanpl e- andr eas/t est. php, but at your server. You will then
see that you are unauthenticated:

r6 o8 Test Service (=]

-

w w ) https://feide.erlang.no/example-andreas /test.php & = rQ,v Google

Andreas' test service

Welcome to this test service

Login via IdP

A

When you click on the link, you are redirected to your 1dP, and you will be able to enter the credentials.
Next, you should be redirected back to the example, and a page similar to this should show up:

r b

aO6e Test Service O

-

w w () https://feide.erlang.no/example-andreas /test.ph (& “’ch.aogle

Andreas' test service

Welcome to this test service
Y our transient nameidentifier is LyDwWR+FODi5sXwDYOIO Axw TR 9ybl

Logout

Session: v
A

The page shows your transient nameidentifier, which will not tell you anything, and some debug inform-
ation. Hopefully your attribtues should also appear. Y ou could use this example as a basis if you want a
service that does not need to know the identity of the user, but instead need to perform access controll
validation based on some of the user's attributes.

Pat's Example
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This example is a bit more complex. It demonstrates federating local user accounts with aremote IdP.

Start with editing the config file (see the section called “Configuration”) to use these two plugins:
nanemappi ng/ dat abase and sessi onhandl i ng/ phpsessi on. Remember to setup the data-
base as described earlier to be able to use the namenmappi ng/ dat abase plugin.

This example contains a set of files, all located in exanpl e- pat /. You do not need to edit any of the
files, it will adapt to your installation based on the config file.

Warning

If you have tested another example earlier and not properly logged out, you need to clear your cookies
before testing this example.

Start by accessing the URL pointing to the hone. php file of the example, similar to ht -
tps://feide.erlang. no/ exanpl e- pat/ hone. php, but at your server.

r b

8eoe Pat's Example &

\ I.i J w ©) https:/ /feide.erlang.no/example-pat/home.php g~ fo\v Google

Welcome to Pat's Example to OpenSSO PHP
Extension

This example is using both local usermanagement as well as federated login through an IdP.

You are currently not logged in. Please log in.

e

You will see a page like the one above, saying that you are not authenticated. Click on the "Please log
in" link.
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re O Pat's Example o
W @ x O https:/ /feide.erlang.no/example-pat/prompt.php?gota & ~ Qv Google
. - o
Login at OpenSSO PHP Extension
This example is using both local usermanagement as well as federated login through an IdP.
Local authentication
Username:
Password:
| Login |
W
Login via IDP
]

What you seeis alocal login page (pr onpt . php). All the users have alocal username and password,
and you may log in locally without communicating with an 1dP. But, off course we want exactly that,
communicating with an IdP, so we click on the "Login via ldP" link. If your meta data is configured cor-
rectly you will now see the login page at your 1dP, please enter your credentials, and you will be redirec-
ted back to the example.




User's Guide for OpenSSO PHP Ex-

tension
t eoa Pat's Example =)
w ) w ) http://feide.erlang.no/example-pat/prompt.php?goto=htt; = Qv Google

Login at OpenSSO PHP Extension

This example is using both local usermanagement as well as federated login through an IdP.

You are already authenticated to an IdP but your identity does not map to a local
identity. Please login using a local account below, and your account will be federated
with that from the IdP. The next time you login with vour IdP account, you will not
need to perform a local login.

Local authentication

Username: johns

Password:

4 Login 3

.
v

A

You are now back at the example service, but Hey! - Why are you presented with a login sreen? You
have already logged in at your IdP! The reason is simple, even though the IdP have presented your iden-
tity, the service needs to map that identity to a local user account. If you log in alocal user account, a
namemapping entry will be stored in the database, mapping the identity from your IdP to a local iden-
tity.

Tip

This example demonstration manually federating users (creating mapping between IdP and SP identit-
ies), but there also are other ways of doing federation. You may perform auto-federation, mapping to a
local user account based on a provided attribute. Y ou can aso do auto-account-creation, automatily cre-
ating alocal account the first time the user logs in, and then federate it automaticly (then there is no need
for local passwords). You can also do batch federation, having a script updating the namemapping table
regularly. Batch federation requires you to have access to both 1dP and SP data storages, not always an
option.
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g o6 Pat's Example = )
L9 (&) © http://feide.erlang.no/example-pat/home.php ~(@- Google

Welcome to Pat's Example to OpenSSO PHP
Extension

This example is using both local usermanagement as well as federated login through an IdP.

You are now successfully authenticated as user John Smith.

Logout

A

As you see, you are successfully authenticated. Now, logout, and do the thing above one more time!
What happens? As your user accounts already are federated you will now be directly authenticated from
the IdP, not asked to log in locally. Cooal, isn't it?
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