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Introduction

This HOWTO describes how to add access control to a web site by using the OpenSSO PHP extension
and Auth MemCookie.

The OpenSSO PHP extension is used to authenticate the user against a SAML 2.0 single signon server
and Auth MemCookie is used for access control after the user is authenticated.

Prerequsites
Apache 2

Since Auth MemCaookie is an Apache 2 module, the web site you are going to add access control to must
be hosted on an Apache 2 web server.
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PHP

To protect personal data, which will be sent from the IdP to your web site through a standard HTTP
POST request, you should enable SSL on your web site. How to configure SSL for your web site is out-
side of the scope of this document.

Since we are going to compile Auth MemCookie from source, we are going to need devel opement head-
ersand tools for Apache 2. In Debian Etch, these can be installed by running:

apt-get install apache2-prefork-dev

Other distributions may include the developement tools and headers in the same package as the web
server, or they may be in a seperate package.

Y ou can verify that you have the required devel opement tools by running:

apxs2 -q TARGET

This should print out apache?2. If apxs?2 failsto run, then you can try to replace apxs2 with apxs.

The OpenSSO PHP extension requires a PHP enabled web server which supports OpenSSL.
On Debian Etch you can install PHP by running:

apt-get install php5

dev.java.net account

Currently the source code for the OpenSSO PHP extension is only available through CVS. To access the
CVSS repository at dev.java.net you must have an account there. Y ou can get a dev.java.net account by
registering at https://www.dev.java.net/servlets/Join.

CVS client

gcc

To download the source code for the OpenSSO PHP extension you need a CV S client. On Debian Etch,
you can install the standard CV S client by running:

apt-get install cvs

To compile Auth MemCookie you are going to need gcc. On Debian Etch, you can install gcc by run-
ning:

apt-get install gcc

General layout

In this document we assume that your web site is a service provider located at the sp. exanpl e. com
domain. We assume that the area you want to add access control to is located under ht -
tps://sp. exanpl e. coni prot ect ed/ . We are going to install the OpenSSO PHP extension into
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the / openssophp/ directory on the web server. Through this document we are going to assume that
the root directory of your web siteislocated at / var / vww/ .

memecache

memcache is a system for storing key-value pairs in a memory database. The system consists of mem-
cached - a server which stores data, and a number of client APIs. We are going to use libmemcache - aC
API, and the memcache PHP extension, which allows PHP scripts to access memcached servers.

memcached

memcached (http://danga.com/memcached/) is used to store datain memory and share this data between
multiple processes. Here we are going to use it to store authentication data and share this data between
multiple Apache processes.

Installing memcached

memcached is in widespread use, and you can most likely install it through your distributions package
management interface.

In the case of Debian Etch you can install memcached by running:

apt-get install nentached

Thiswill install the server and start it.

Configuring memcached

How the configuration of memcached is stored depends on the distribution. In Debian Etch the configur-
ationisstoredin/ et ¢/ mencached. conf .

memcached has no authentication, and it is therefore important that you limit the ability to connect to the
memcache server to trusted computers. If memcached runs on the same computer as the webserver, then

you can limit the connections to be from the webserver by configuring memcached to bind to the loop-
back-address of the computer. To do this you should add the following line to the configuration file:

-1 127.0.0.1
If you want to run memcached on a different computer than the webserver, you may have to block con-

nections to memcached by using a firewall. Configuration of a firewall is outside of the scope of this
HOWTO.

libmemcache

libmemcache is a library which is used to access memcache servers from other applications. libmem-
cache will be used by Auth MemCookie.

On Debian Etch you can install libmemcache and the devel opement header files by running:
apt-get install |ibnmencacheO |ibmencache-dev

This library is most likely also available in other distributions. Search your distributions package repos-
itory for libmemcache.
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If it is not available, then you can download the source code from this web page ht-
tp://people.freebsd.org/~seanc/libmemcache/

memcahce PHP extension

Thisis aPHP extension which allows PHP scripts to access memcached servers. It is required by the au-
thmemcookie OpenSSO PHP plugin.

On Dehbian Etch, you can install this PHP extension by running:

apt-get install php5-nmentache

It may also be available under a similar name on other distributions. If it is not available in your distribu-
tion, then you will haveto instal it by yourself.

This extension is part of the PECL repository of PHP extensions. The homepage for this extension can
be found at: http://pecl.php.net/package/memcache

For instructions on how to install PECL PHP extensions, please refer to: ht-
tp://www.php.net/manual/en/install.pecl.php

The OpenSSO PHP Extension

The OpenSSO PHP extension is a set of php files which are used to communicate with a SAML 2.0
|dentity Provider.

Note

This section dlightly overlaps the OpenSSO PHP Extension User's Manual. Consequently crosschecking
with the User's Manual is a good idea if things are unclear. In the future parts of this section will be
merged into the User's Manual.

Installing the OpenSSO PHP extension

The OpenSSO PHP extension can be checked out of a CVS repository at dev.java.net
[http://dev.java.net]. First you need a username and password on dev.java.net [http://dev.java.net]. Then
you can use the following commands to check out the source code for the OpenSSO PHP extension:

cvs -d :pserver: USERNAME@Vs. dev. java. net:/cvs |l ogin
cvs -d :pserver: USERNAME@Vs. dev. | ava. net:/cvs checkout \
opensso/ ext ensi ons/ sam 2php/ openssophp

Replace USERNAME with your username on dev.java.net, and enter your password when asked for it.

Afteewards you can find the OpenSSO PHP extenson under opensso/exten-
si ons/ sam 2php/ openssophp in your current working directory. Copy opensso/ ext en-
si ons/ sam 2php/ openssophp to adirectory on your web site:

cp -rv opensso/ extensions/san 2php/ openssophp /var/ww

Y ou should change / var / ww if the root of your web site is not located at / var / www or if you don't
want the OpenSSO PHP extension to be located under / openssophp on your web site.

Configuring the OpenSSO PHP extension
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config.

There are three template filesin / var / ww/ openssophp/ confi g/ : confi g. php. tenpl at e,
sam - met adat a- | dP. php. t enpl ate and samnl - met adat a- SP. php. t enpl at e. We are
going to use these as a starting point for our configuration. First we copy the files and give them their
proper name:

cd /var/ww/ openssophp/ confi g

cp config. php.tenmpl ate config. php

cp samnl - met adat a- | dP. php. t enpl at e sami - et adat a- | dP. php
cp sani - met adat a- SP. php. tenpl at e sam - net adat a- SP. php

php

Open conf i g. php in your favourite text editor. We need to update the following options: basedi r,
baseur |, spi - sessi onhandl i ng, spi - nanemappi ng and def aul t Landi ngPage.

basedi r should be set to the full path to the openssophp directory. In this example this would be /
var/ ww/ openssophp.

baseur| is the ful URL to the openssophp directory. This is ht-
tps://sp. exanpl e. com openssophp/ inthisexample.

spi - sessi onhandl i ng determines which plugin the OpenSSO PHP extension should use for ses-
sion handling. This should be set to aut hmentooki e. aut hmentooki e is a session handler which
stores the session state in aform which is compatible with the requirements of Auth MemCookie.

spi - nanemappi ng selects which plugin the OpenSSO PHP extension should use to map NamelDs
from the IdP server to local users. In this example we will set thistot r ansi ent .

def aul t Landi ngPage is the URL which the user should see after he is authenticated. In this ex-
amplewewill setittohtt ps:// sp. exanpl e. coni pr ot ect ed/ , which isthe root of our protec-
ted area on the web site.

The aut hmentooki e section contains reasonable defaults if you run the memcache server on the
same computer as the webserver. If you run the memcache server on a different computer, then you will
have to update the mrencache_ser ver s option.

Theuser dat abase section isignored unless you use the dat abase namemapping plugin.
Thefinal result should look something like this:

$LI GHTBULB_CONFI G = array (

' basedir’ => '/var/ww openssophp/"',
' baseur|’ => 'https://sp. exanmpl e. conf openssophp/ ",
' spi - sessi onhandl i ng' => 'aut hnentooki e',
' spi - nanenappi ng' => "transient',
/* Configuration for the authnencooki e session handler. */
"aut hmentooki e' => array (
/* The list of menctache servers. This is a string of
* host:port-pairs, separated by ','. The port nunber is
* optional if the server runs on the default port (11211).
* Exanpl e: 'l ocal host,renote_a: 22122, renote_b'
*/
'menctache_servers' => "'127.0.0.1:11211",

/* The nane of the cookie. Should match the

* Aut h_menCooki e_Cooki eNane confi guration paraneter for
* Aut h MenCooki e. The default value for

*  Aut h_mentCooki e_Cooki eNane i s ' Aut hMentCooki e' .

5



Access control in Apache with the
OpenSSO PHP extension and Auth

*/
' cooki e_narne' => ' Aut hMenmCooki e',

/* The path the cookie is valid under.

* This path nust include both the CpenSSO PHP installation, and
* the pages protected by Auth MentCooki e.

*/

' cooki e_path' = '/",

/* The domain the cookie is valid for. Use an enpty string for
* the default val ue.

*/
' cooki e_domai n' = '
)1
' user dat abase' => array (
'user nane' => ' openssodeno',
' passwor d' => '8s732j ",
" host' => '] ocal host',
' dat abase' => ' openssodeno'
' def aul t Landi ngPage’ => '"https://sp. exanpl e. coni protected/’

)

saml-metadata-ldP.php

This is the file where you add configuration for your IdP. The IdP is the identity provider for your ser-
vice.

Note

Note that thisfile can contain configuration for multiple 1dPs. Every IdP isidentified by an entity ID.

When making a login regquest, the OpenSSO PHP extension will use the first IdP in the list by default.
When receiving a reply to a login request the OpenSSO PHP extension will look at the issuer of the
reply to determine which IdP to validate the reply against. It is therefore important that you remove any
untrusted 1dPs, from the configuration.

Every 1dP has three options: Si ngl eSi gnOnUr |, Si ngl eLogQut Url and cert Fi ngerprint.
These values should be supplied by your IdP.

If you received an XML file describing your 1dP, then you can find the entity 1D of the 1dP and the val-
uesfor Si ngl eSi gnOnUr | and Si ngl eLogQut Ur | inthisfile.

Tofind the entity ID, look at the first XML element in thefile. It should look like this:
<EntityDescriptor entitylD="idp. exanple.cont

xm ns="urn: oasi s: nanmes: tc: SAM.: 2. 0: net adat a" >
You can find the entity ID intheent i t yI D attribute of this element.

To find the value for the Si ngl eSi gnOnUr | option you should look for an XML element similar to
the following:

<Si ngl eSi gnOnSer vi ce
Bi ndi ng="ur n: oasi s: nanmes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- Redi rect "
Locati on="https://idp. exanpl e. conf anserver/ SSORedi r ect/ net aAl i as/i dp"
/>
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There may be several similar elements with different valuesin the Bi ndi ng attribute. We want the ele-
ment where the binding ends with HTTP- Redi r ect .

This element givesthe value for the Si ngl eSi gnOnUr | inthe Locat i on attribute.

For the value of the Si ngl eLogQut Ur| option, you should find an XML element similar to the fol-
lowing:

<Si ngl eLogout Servi ce
Bi ndi ng="ur n: oasi s: nanmes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- Redi rect "
Location="https://idp. exanpl e. conf anserver/ | DPS|I oRedi rect/ nmet aAl i as/i dp"
ResponselLocat i on=
/" https://idp. exanpl e. com anserver/ | DPS|I oRedi rect/ nmetaAl i as/i dp"
>

Again, there may be several similar elements, but we want the one where the Bi ndi ng attribute ends
with HTTP- Redi r ect .

The correct value for the Si ngl eLogQut URL optionisgiven by the Locat i on attribute.

cert Fi nger pri nt isthe fingerprint of the IdP's public key. If you received the 1dP's public key in
the form of a pem-file, then you can use the following command to get the fingerprint:

openssl x509 -in idp-public-key.pem-fingerprint

Replace i dp- publ i c- key. pemwith the filename of the public key. The fingerprint will be in the
first line of output. Thisline will be similar to the following:

SHA1 Fi nger pri nt =<fi ngerprint>

Just copy the text after the equal sign and insert it into the configuration file as the value for cert -
Fi ngerprint.

The result should look similar to this:

$i dpMet adata = array (
"1dp. exanmpl e. conf’ => array (
"Si ngl eSi gnOnUr I " =>
"https://idp.exanpl e.conf anserver/ SSORedi rect/ netaAl i as/idp"
"Singl eLogQut Ur " =>
"https://idp. exanpl e.conl anserver/ | DPS| oRedi rect/ nmet aAl i as/i dp"
"certFingerprint" =>
"6c: ad: e0: 5¢: e0: Oe: 12: b2: 93: dd: 94: 04: 33: e3: 2e: 4c: 8e: c4: e5: 65"
)
);

saml-metadata-SP.php

This file contains the description of your service provider. The service provider is the web site you want
to add acces control to.

You can list several service providersin thisfile. The OpenSSO PHP extension will use the first one by
defaullt.

There are three parameters which should be set: asserti onConsuner Ser vi ceURL, i ssuer and
spNanmeQual i fi er.
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assertionConsuner Servi ceURL isthe URL of Asserti onConsumner Servi ce. php in the
openssophp/ directory. In our case this will be ht -
tps://sp. exanpl e. com openssophp/ Asserti onConsuner Ser vi ce. php.

i ssuer is the entity ID of the service provider. This is typically the hostname of the web site, and
would be set to sp. exanpl e. comin our example.

spNanmeQual i fi er is used to affiliate multiple service providers. This type of configuration is out-
side of the scope of this HOWTO. It is recommended to set this option to be equal to thei ssuer op-
tion (sp. exanpl e. comin our case).

Thefinal result will look like this:

$spMet adata = array (
"/sp" => array(
"assertionConsuner Servi ceURL" =>
"https://sp. exanpl e. com openssophp/ Asserti onConsuner Ser vi ce. php",
"issuer" => "sp.exanple.cont,
"spNanmeQual i fier" => "sp.exanpl e. cont

)

/ sp istheidentifier for this service provider, and can be used by the OpenSSO PHP extension to differ-
entiate between different service providers.

Service provider metadata file for IdP

Next, we need to configure your IdP to work together with the OpenSSO PHP extension installed on
your web site. Your IdP will most likely require a XML file which describes the configuration on your
site.

The following text is atemplate which you may adapt to match your web site;

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<EntityDescri ptor

entityl D="sp. exanpl e. conf

xm ns="urn: oasi s: nanmes: tc: SAM.: 2. 0: et adata" >

<SPSSCDescr i pt or
Aut hnRequest sSi gned="f al se"
Want AssertionsSi gned="f al se"
pr ot ocol Support Enunerati on="ur n: oasi s: nanes: tc: SAM.: 2. 0: prot ocol "

<Si ngl eLogout Servi ce
Bi ndi ng="ur n: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- Redi rect "
Location="https://sp. exanpl e. conf openssophp/ Logout Li st ener. php"
<Nanel DFor mat >
urn: oasi s: nanmes:tc: SAM.: 2. 0: nanei d-format : transi ent
</ Narel DFor mat >

<Asserti onConsumner Servi ce
i ndex="0"
i sDefaul t="true"
Bi ndi ng="ur n: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Locati on=

/>

"https://sp. exanpl e. conf openssophp/ Asserti onConsuner Servi ce. php"

/>

</ SPSSQDescr i pt or >
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</ EntityDescriptor>

Y ou should change all references to sp. exanpl e. comto the domain of your web site. The value of
theenti t yl D attribute specified inthe Ent i t yDescri pt or element must match the value you ad-
ded asi ssuer insani - met adat a- SP. php.

The value of the Locat i on attribute in the Asserti onConsuner Ser vi ce element should match
thevalue of theasserti onConsuner Ser vi ceURL optioninsani - net adat a- SP. php.

This file should be added to your IdP. How thisis done is outside of the scope of this HOWTO.

Auth MemCookie

Auth MemCookie is an Apache 2 module for access control. This module uses data stored on a mem-
cache server to authenticate a user. The key to the authentication data is stored in a cookie (by default
named Aut hMentCooki e).

Auth MemCookie only deals with access control. Authentication of the user must be handled by another
system. In our case this other system will be the OpenSSO PHP extension.

When authenticating a request Auth MemCookie walks through the following steps:

1. Getthesessionid. The sessionidisstored in acookie (by default named Aut hMemCooki e).

2. Get the session data. Auth MemCookie fetches session data by looking up the session id on the
memcache server.

3. Verify the remote ip. Auth MemCookie checks the ip address stored in the session data againstthe
ip address of the current request. This step is optional, and can be disabled by setting the Au-
t h_nmenmCooki e_WMat chl P option to no.

4. Get username and groups from session data. The username is stored in the User Narre field in the
session data and the groups the user is a member of is stored in the G- oups field.

5. Check wusername and groups against Require configuration directives. See ht-
tp://httpd.apache.org/docs/2.0/mod/core.html#require

If any of the steps 1-4 fails, then Auth MemCookie will returna401 Aut hori zati on Requi red

error. A 403 For bi dden error will be returned if the last step fails.

When a user is successfully authenticated, Auth MemCookie will store all the fields from the session

data in environment variables accessible to the web page. Every field will be stored by setting

MCAC <fi el d- nanme> to the value of the field. See section 7 for an example of how to access these
fields from a PHP script.

Installing Auth MemCookie

Auth Memcookie can be downloaded from: http://authmemcookie.sourceforge.net/
First you need to extract the filesin the source archive:

tar xvzf nod_aut hnencookie_v1.0.1.tar.gz

The version of Auth MemCookie may have changed since this HOWTO was written, and it is possible
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that the exact filenames has changed.

Next, you need to edit the file named Makef i | e. In the beginning of the file you will find aline similar
to the following:

MY_APXS=/ pr oduct / apache/ not eur/ 2. 0. 52/ bi n/ apxs

You need to replace / pr oduct / apache/ not eur/ 2. 0. 52/ bi n/ apxs with the path to the apxs
executable. On Debian Etch you can replace it with just apxs2, but, depending on your distribution,
you may have to specify the full path. The executable may be named apxs or apxs2.

Note

Note that apxsis part of the Apache distribution. Y ou may be necessary to install developement headers
for Apache 2 to get the executable On Debian Etch you can ingtal the package
apache2- pref or k- dev.

After updating the makefile, you can compile and install Auth MemCookie by running the following
commands:

make
make install

Configuring Auth MemCookie

Now we need to change the Apache 2 configuration to use Auth MemCookie for access control.

The precise location of the configuration is distribution specific, but in the general case, you should add
everything in / et c/ apache?2/ ht t pd. conf, or a similar path. In Debian Etch the configuration is
spread into several filesstoredin/ et ¢/ apache2/ nods_avai | abl e/ .

We are going to add two files in that directory. If you are running a different distribution, then you
should add the text of the files directly into ht t pd. conf .

First is / et c/ apache2/ nods- avai | abl e/ aut h_nmenctooki e. | oad. This file consists of a
single line telling Apache to load the Auth MemCookie module.

LoadModul e nod_aut h_nenctooki e_nodul e
/usr/1ib/apache2/ nodul es/ nod_aut h_nentooki e. so

Note

Note that this should be on a single line. Depending on your distribution, you may have to change the
path to nod_aut h_nentooki e. so. To get the path, you can run:

apxs2 -q LIBEXECD R

Next, we are going to add the file
/ et c/ apache2/ nods- avai | abl e/ aut h_nmenctooki e. conf , which contains the configuration
for Auth MemCookie:

<I f Modul e nmod_aut h_nenctooki e. c>
# '/protected is the directory which should require access
# control
<Location /protected>
# This is a list of mencache servers which Auth MentCooki e
# should use. It is a','-separated |ist of
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# host: port-pairs.

# Note that this [ist nmust |list the same servers as the
# 'menctache_servers' -option in config.php in the

# configuration for QpenSSO PHP ext ensi on.

Aut h_nemCooki e_Mentached AddrPort "127.0.0.1:11211"

# This nmust be set to 'on' to enable Auth MemCookie for
# this directory.

Aut h_nmemCooki e_Authoritative on

# These two commands are required to enable access control
# in Apache.

Aut hType Cooki e

Aut hName "My Logi n"

# This command causes apache to redirect to the given
# URL when we receive a '401 Authorization Required'
# error. We redirect to "/openssophp/spSSQ nit. php",
# which initializes a login to the |dP.

Error Docunment 401 "/ openssophp/ spSSA nit. php"

# This allows all authenticated users to access the
# directory. To learn nore about the 'Require' comand,
# please | ook at:
# http://httpd. apache. org/docs/ 2. 0/ nod/ core. ht m #require
Requi re valid-user
</ Locati on>
</ | f Modul e>

If you are running Debian Etch, and have created two filesin/ et ¢/ apache2/ nods- avai | abl e/,
then you should enable the module by running:

a2ennmod aut h_nenctooki e

If you added the sections directly into ht t pd. conf, then you don't need to do anything else to enable
the module. Y ou still need to restart Apache before the configuration changes have any effect.

Y ou should restart the Apache web server by running:

apache2ct!| -k restart

Testing the final result

The following code is an example of a test page for Auth MemCookie. It lists al the values which are
set by Auth MemCookiee In our example it should be stored as /
var/ ww/ pr ot ect ed/ i ndex. php.

<htnm >
<body>
<t abl e>
<?ph
foreach($_SERVER as $key=>$val ue) ({
i f(substr($key, 0, 5) == '"MCAC ')
} echo('<tr><td> . $key . '</td><td> . $value . '</td></tr>");

}

2>
</tabl e>
</ body>
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</htnm >

Now, if you open htt ps: // sp. exanpl e. com pr ot ect ed/ in your web browser, you should be
redirected to the login page on your IdP. After you log in, you should be redirected back to ht -
tps://sp. exanpl e. conl prot ect ed/ and your login information should be listed in the table
on that page.

Note

Note that the authmemcookie-plugin of the OpenSSO PHP extension urlencodes the values, and your
IdP may have base64 encoded the data before returning them to you. It may therefore be necessary to
first urldecode the values, and thereafter base64 decode them. Base64 encoding attributes is not normal
procedure, but at the time this is written, the Feide federation is doing that.

Logging out

To log a user out from your web site, you will have to redirect the user to the IdP. The precise url may
be different on different IdPs. It may be similar to the following URL :

https://idp.example.com/amserver/I DPSl ol nit?binding=urn:oasis:names:tc: SAML :2.0:bindings:H T TP-Redirect& Rel ay Stat

Note

Note that this URL should be on one line. The RelayState parameter tells the |dP which page you want
the user to be redirected to after he logs out.
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